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Terminology

Term

Description

BMC

Baseboard Management Controller

(EXPRESSSCOPE An Embedded controller which is able to monitor the system status or error
Engine) regardless of DC oft/on.
BMC (Other) Baseboard Management Controller

Management component pre-contains EMS (Embedded Management Software).
(Product other than BMC (EXPRESSSCOPE Engine), iLO and vPro.)

ESXi management

Managed connect VMware vSphere Web Service.

The target of management is VMware ESXiS8.

The management of VMware ESXi8 is supported ESMPRO/ServerManager
Ver.6.61.

IAMT Intel® Active Management Technology
Remote control technology and one of main functions of vPro.

iLO Integrated Lights-Out
A management controller which is able to monitor the system status or error
regardless of DC off/on.

SNMP management Managed using Simple Network Management protocol.
The target of management is NEC ESMPRO Agent, iStorage.

SOL Serial Over LAN
A function which BMC converts the serialized data to UDP Packet and sends to
LAN.

vPro Intel platform brand for business users (Intel® vPro™ Technology).

WS-Man WS-Management
Open standard protocol for remotely accessing management data with any computer
device.

WS-Man Managed using WS-Management protocol.

management The target of management is NEC ESMPRO ServerAgentService, VMware ESXi7
and earlier.

IPMI Intelligent Platform Management Interface
It is a standard interface specification for monitoring server hardware independently
of system state or OS.

Redfish Redfish is a standard interface specification defined by the DMTF (Distributed

Management Task Force) that is newer than IPMI, which manages the operation of
servers.
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Trademarks

EXPRESSBUILDER, NEC ESMPRO and EXPRESSSCOPE are registered trademarks of NEC Corporation.
Microsoft, Windows, Windows Server are registered trademarks or trademarks of Microsoft Corporation in
the United States and other countries.

Intel and Intel vPro are registered trademarks or trademarks of Intel Corporation in the United State and other
countries.

VMware, VMware ESXi are registered trademarks or trademarks of VMware, Inc. in the United States and
other countries.

All other product, brand, or trade names used in this publication are registered trademarks or trademarks of
their respective trademark owners.

All names used in sample applications are fictitious. They are unrelated to existing product, organization, or
individual names.

Windows Server 2022 stands for Windows Server® 2022 Standard, and Windows Server® 2022 Datacenter.
Windows Server 2019 stands for Windows Server® 2019 Standard, and Windows Server® 2019 Datacenter.
Windows Server 2016 stands for Windows Server® 2016 Standard, and Windows Server® 2016 Datacenter.
Windows 11 stands for Windows® 11 Pro 64-bit Edition

Windows 10 stands for Windows® 10 Pro 64-bit Edition

VvPro stands for Intel® vPro™,

Notes

(1) No part of this document may be reproduced in any form without the prior written permission of NEC
Corporation.

(2) The contents of this document may be revised without prior notice.

(3) The contents of this document shall not be copied or altered without the prior written permission of NEC
Corporation.

(4) All efforts have been made to ensure the accuracy of all information in this document. If you notice any
part unclear, incorrect, or omitted in the document, contact your authorized NEC sales representative.

(5) NEC assumes no liability for damages arising from the use of this product, nor any liability for
incidental or consequential damages arising from the use of this document regardless of (4).
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About This Document

This document introduces remote management using the server management utility "NEC ESMPRO
Manager" and explains the complete procedures from installation to managed component's setup.

Before attempting to operate the component management utility NEC ESMPRO Manager, read this
document so as to gain an adequate understanding of the contents.

Notes

This document is intended for persons who are familiar with the operating system's functions and operations
and the network's functions and setup. For operations and inquiries about the operating system, see its online
help information.

This document covers universal information about generally managed components. The notes and restrictions
on use of each product as a managed component are explained in the user's guide provided with the managed
component and "Appendix D. Managed Components Summary".

If the NEC EXPRESSBUILDER(SE) CD-ROM or Maintenance Management Tool CD-ROM is attached to
the managed component, read the word in place of "NEC EXPRESSBUILDER" in this document.

Names used with screen images in this document are fictitious. They are unrelated to existing product names,
names of organizations, or individual names. The setting values on the screen images are shown as examples,
so setting values such as IP addresses on screen images are not guaranteed for operation.

In this document, "¥" expresses back slash.

About Symbols in This Document
The following explains three symbols that are used in this document:

IMPORTANT:  Points or particular notes you must follow when handling software of components.
CHECK: Points or notes you need to check when handling software or components.
TIPS: Useful information.

Other Documents for NEC ESMPRO Manager
For other information about the NEC ESMPRO Manager, see the documents below.

® Which components can NEC ESMPRO Manager control?
See the "Appendix D. Managed Components Summary".

® How to operate after setup.
See the NEC ESMPRO Manager online help information.

® How to operate the command line Interface.
See the "NEC ESMPRO Manager Command Line Interface".
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About the advanced software and the user support

See the following URL for NEC ESMPRO Manager information. You can download the latest version of
NEC ESMPRO Manager from the URL.

http://www.58support.nec.co.jp/global/download/index.html
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Chapterl Setup for Managed Component in which
EXPRESSSCOPE Engine 3is integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension ver.2.xx on a managed component remotely via LAN connection.

1.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

(2) Configure BMC on the managed component to enable ESMPRO Management.

(3) Register the managed component on NEC ESMPRO Manager.
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1.2 Configure BMC on Managed Component

Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary to connect NEC
ESMPRO Manager with the managed component. For details of BMC
configuration, see document of each tool.

There are three ways for configuring a BMC on a managed component for LAN connection.

Configuration with NEC EXPRESSSCOPE Engine 3 WebConsole
You can access EXPRESSSCOPE Engine 3 from a Web browser, and set BMC Configuration.

You can use EXPRESSSCOPE Engine 3 only when the HTTP/HTTPS is enabled.
You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3
Web Console. Please choose other method.

Configuration with online BMC Configuration.
Online configuration tool installed on Windows/Linux OS configures BMC.

The name of the tool is “BMC Configuration” or “Server Configuration Utility”. It
is depends on a model of server.

Configuration with off-line BMC Configuration.
Off-line tool started from POST screen by F4 key configures BMC.

10
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1.2.1 Configuration with EXPRESSSCOPE Engine 3 WebConsole

Explain the operation of Web Console of EXPRESSSCOPE Engine 3.

* You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3
Web Console. Please choose other method.

(1) After starting a web browser on the management PC, input following URL.

In the case that the IP address of BMC is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

(2) "Main Menu" screen will be displayed.
Select "Configuration” tab.
The following screen shows example.

W ? UserManagement Software [ Frivilege Administrator

7 Environment |About EXPRESSSCOPE Engine 3 Help
Server Name:BMC1CFB53E3F50 (192.168.15.110)

System Remote Access ] Configuration ] Update ]

— @ Reload
e

Pl Information

Model Name[Product Part] ExpressaB00/R110d-1E [N8100-1760]

Aeezss iaiimElen Product Serial Number 0123456
Server Status O Hormal
Login users 3 Detail
Remate Kyvi Ayailable Detail
Remate Media Available Detail
Remate Ky And Media License The license has been registered
Systern BIOS Revision 4.6.0018
BMC Firrware Revision 00.26
BMC Boot Flash ROM # Detail
Syt Y REREED

11
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(3) "Configuration" screen will be displayed.
Select "Miscellaneous".

’Emm ? UserManagement Software | Privilege: Administratar |

Environment |About EXPRESSSCOPE Engine 3 [Help
Server NameiBMC1 CEFBSIEIFS0 (1921 66.15.110)

System I Remote Access ] Configuration l Update l
-
BMC @ Reload | =
e
Service Management LAN Management LAN
SsL Basic
¥ User Managsment Connection Type Auto Negotiation
= Alert MAC Address 1C:6FB6:3E:3F 50
Systemn Operaton DHCP Enable
ECO IP Address 182.188.15.110
Miscellaneous Subnet Mask 255,255 254.0
¥ Backup/Restore Default Gateway 0000
Systern BIOS Dynamic DNS Disable
DNS Server
Host Name BMC1 CBFESIEIFSD
Dornain Marne
Access Limitation [
Limitation Type Allawr All
=
L y

[P (=) 7
=

)@ »- I

(4) "Miscellaneous" screen will be displayed.
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"

Enter the authentication key.

The following screen shows example.

m ? UserManagement Softveare [ Privilege:Administrator |

Environment |About EAPRESSSCOPE Engine 3 |Help
Server Name:BMC1C6FB53E3F50 (192.168.15.110)

System Remote Access Configuration l Update
3
BMC Intertace =l
: HTTP Enable
ENetwork
17 HTTPS Enable
. Property
: S5H Enable
. Service 5
i tion
ssL g
: Operation Enable
User Management
e Power Restare Delay
i i a AC-LINK Last State
i Ef:m (eIt Delay Time 600Second
= PEF
T Platform Event Filtering Disable
EELURAREEE Management Software

System BIOS

ESMPRO Management
Authentication Key

Redirection(LAN) Enable

=

[ (= 7
=

@ » - T S

Ll

12
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+ If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items for the remote console via the LAN.
"Configuration" page - "System BIOS" page - "Flow Control": Hardware

.......... RTSICTS. ..ottt sttt
Select "Apply".
The configuration information is set in the BMC.

Select "Property" page in "Network" screen.
Set the following items. The other items can be used with the default values.

_— "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway

The following screen shows example.

Exrressscors 3 v i
Erviranment | About EXPRESESCOPE Engine 3 |Help
Server Mame:BMC1CEFBS3E3FE0 (182 168.15.110)
System Remote Access I Configuration I Update ]
BMC Management LAN -

Netvvork Management LAN IManagement LAN
Senvice Connection Type Auto Negotistion =
et MAC Address 1CE Q2

‘User Management

S DHCP & Enable © Disable

Alert

Systern Operaton Dypemiclois ty D able

“ECO DNS Server

Miscellaneous

Host Name [Brmc1ceres3EaFE0
Backup/Restore
System BIOS Dornain Natne [
Access Limitation
Limitation Type @ Allow Al C Allow Address ' Deny Address
Apply | Defautt | Cancel

[T (-

v
Do - E—

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "Apply".
The configuration information is set in the BMC.

13
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous
- Platform Event Filtering : Enable
- Alert
- Alert - SNMP Alert :
- Alert : Enable
- Computer Name : Any
- Alert Receiver 1 IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable..

14
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1.2.2 Online Configuration
1.2.2.1 Configuration with Configuration tool for Windows
Explain the operation of Configuration tool for Windows.

(1) After booting Windows on the managed component, start “BMC Configuration” or “Server
Configuration Utility” from start menu on Windows.

(2) The main dialog box is displayed.
In the case of BMC Configuration: “Set BMC Configuration” - “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Miscellaneous”
(3) Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"

Enter the authentication key.

The following screen shows example.

~5SEL

FBT;&S?;EL?ShE“ “EL " Stoplogging SEL ¢ Clear all SEL ' Overwrite oldest SEL
— Paower Restore Delay

AC-LIME € Stay Off ¢ Last State % Power On

Delay Time [Fequired] ISD— zeconds [30 - BO0]
~FEF

Platfrom Event Filker (¢ Enable " Disable
*If PEF Configuration iz gt to dizable, SHMP alert will not worl:.

— Management Saftware
ESMPRO Management

xxxxx

Authentication kep [Regul

Redirection

If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items for the remote console via the LAN.

Main dialog box - "Set BIOS Configuration" page - "Flow Control": Hardware
RTS/CTS.

15
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Select Network configuration screen.
- In the case of BMC Configuration: “Set BMC Configuration” = “Network”
- In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Network” = “Property”

If you configure a fault tolerant server, there are the tab "Network 0” (for CPU/IO
module 0) and the tab “Network 1” (for CPU/IO module 1). Please configure both
CPU/IO modules.

(4) Set the following items. The other items can be used with the default values.

_— HDHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",

"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

“t odubying the zetting in thiz zcreen will turn the connection with the BMEC off.

— Management LaM
Management LAN |M anagement LAN
Cannection Type [Auta Megatiation

BMC MALC Address GC:F0:43:56:34:53
DHI: " Disable
IP&ddress [Requied]  [1S21BB7477
Subret Mazk [Regquired] W
[efault Gateway IW

Dynamic DMS (" Enable % Disable

DMS Server I—

Host Mame IBMCBCF049559453 —
Damain Marme |

(5) If you set "Default Gateway", confirm that the gateway is connected to network.

(6) Click "Apply".
The configuration information is set in the BMC.

16
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CHECK
Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous
- Platform Event Filter : Enable
- SNMP Alert

- Alert : Enable
- Computer Name : Any
- Alert Receiver Primary IP Address :

IP address of the management PC on which NEC ESMPRO Manager is
installed.

* Please set the checkbox to enable.

17
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1.2.2.2 Configuration with Configuration tool for Linux
Explains the operation of Configuration tool for Linux.

(1) After booting Linux on the managed component, start BMC Configuration or Server Configuration
Utility by the following commands

In the case of BMC Configuration:.

|/opt/nec/BMC_Configuration/bmcconf

@)

In the case of Server Configuration Utility:

|/opt/nec/ServerConfiguration/svconf

(3) The main dialog box is displayed.

In the case of BMC Configuration: “Set BMC Configuration” = “Miscellaneous”

In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” -
“Miscellaneous”

(4) "Miscellaneous" screen is displayed.
Be sure to set the following items. The other items can be used with the default values.

-- "ESMPRO Management"
Click "Enable".

-- "Authentication Key"
Enter the authentication key.

#3EL
Behavior when 2EL repomitory iz full
#Power Reztore Delay
AC-Link
Delay Time [Required]
#PEF
Platform Event Filter (#) Enablefl ) Dizabl
#[1 PEF Confizuration iz =et to dizabl
#Manazement Software
ESMPED Management
huthentication Key [Required]
Redirection

e, SHNP

Clefault

If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items for the remote console via the LAN.
Main dialog box - "Set BIOS Configuration" page - "Console Redirection

(5) Select "Apply".
The configuration information is set in the BMC.
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(6) Select network configuration screen.

In the case of BMC Configuration: “Set BMC Configuration” - “BMC Configuration” ->
“Network” = “Property”

In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” = “Configuration” >
“Network” = “IPv4 Property”

(7) Set the following items. The other items can be used with the default values.

_— IIDHCPII
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

#Manazement LAN
Manazement LA&N
Connection Type

EMC MAC iddress
DHCP

IP hddress
Subnet Mask
Default Gateway
Dynamic DH3

DN Berver

Hozt Name
Domain Name

#hccess Limitation - -
Type () & L) Allewed Addrez=BU ) Denied Address
[P hddress

(8) If you set "Default Gateway", confirm that the gateway is connected to network.

(9) Select "Apply".
The configuration information is set in the BMC.
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous

- Platform Event Filter : Enable
- SNMP Alert:

- Alert : Enable

- Computer Name : Any

- Primary Alert Receiver : Enable

- IP Address :

IP address of the management PC on which NEC ESMPRO Manager is

installed..
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1.2.3 Configuration with Off-line BMC Configuration

(1) The following message is displayed on the bottom of POST screen.

‘ Press<F2> SETUP, <F3> Internal flash memory, <F4> ROM Utility, <F12> Network

(2) Press F4 key on this screen. If F4 key is entered, Keyboard type selection screen is displayed after
POST screen. Select keyboard type.

(3) "Main Menu" screen is displayed.
Select "BMC Configuration™ or “Server Configuration Utility”.

(4) Select Miscellaneous screen.

In the case of BMC Configuration: “BMC Configuration” - “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” -
“Miscellaneous”

(5) Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".

-- "Authentication Key"
Enter the authentication key.

The following screen shows example.

Select: [Enter] Cancel:[ESC] Help: [Home or 7]

Mote : If PEF Configuration is set to disable, SNMP alert will not work.

21



NEC ESMPRO Manager Setup Guide

If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items necessary for the remote console via the LAN.
Input <F2> key on the POST screen of the managed component.
"SETUP" page - "Advanced" page - "Serial Port Configuration" page - "Flow
.......... ot Hardware RIS CTS e reeesssssseeessssesessss s ssss s sssa e ssssassssssans
(6) Select "OK".
The configuration information is set in the BMC.

(7) Select network configuration screen.

In the case of BMC Configuration: “BMC Configuration” = ‘“Network” = “Property”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” = “Configuration” -
“Network” = “IPv4 Property”

If you configure a fault tolerant server, there are the menu “Network: CPU/IO
module 0” and the menu “Network 1: CPU/IO module 1”. Please configure both
CPU/IO modules.

(8) Set the following items. The other items can be used with the default values.
_— "DHCPII
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.
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[EMC1CEF
[1

7

"BMC "is reguired.

(9) If you set "Default Gateway", confirm that the gateway is connected to network.

(10) Select "OK".
The configuration information is set in the BMC.

IMP

ORTANT:

When “Shared BMC LAN” of BMC Network setting is enabled via "BMC
Configuration" or “Server Configuration Utility”, the system LAN port that is
shared and the BMC are not able to communicate directly.

Therefore, when BMC is managed by NEC ESMPRO Manager of own component,
“Management LAN” is enabled instead of enabling “Shared BMC LAN”. Detail of

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous

- Platform Event Filter : Enable
- SNMP Alert:

- SNMP Alert : Enable

- Computer Name : Any

- Alert Receiver 1: Enable

- IP Address 1:

IP address of the management PC on which NEC ESMPRO Manager is

installed.
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1.3 Register amanaged component on NEC ESMPRO Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:

(1) Configure environment setting
(2) Add the group to which the managed component will belong.
(3) Register a managed component.

1.3.1 Environment setting

If it has never been set, NEC ESMPRO Manager cannot register following components.
In following cases, "Self-Signed Certification" should be accepted by NEC ESMPRO Manager. Otherwise
NEC ESMPRO Manager cannot manage components via WS-Management protocol or ESXi.

- If the managed is a VMware ESXi server, and you have not registered VMware ESXi with VMware
vCenter Server and installed the VMware vCenter Server root certificate on NEC ESMPRO Manager
machine, you have not registered it with VMware vCenter Server. or if you are using a self-signed
certificate.

- NEC ESMPRO ServerAgentService is installed to managed component, and HTTPS with ”Self-Signed
Certificate” is used for communication between ServerAgentService and NEC ESMPRO Manager.

(1) [Step] : On “Environment” - “Network” screen, set “Self-Signed Certificate” to “Allow”.
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User Mame : Admiistrator [ Authority : Sdministrator 1 t
ExpEther | AkrtViewer | Toolz | Environment | fbout NEG ESMPRO Manager | Hel

[ RAID System Management Mode : Advanced
Mode ]

User Aoccounts || Access Control m Cption || Auto Fegistration Setting

[ ftemMName |  SewpVae |

SHMPAICMP Communication

Packet Fesend Count number of times

Eﬁfﬁm Timeout 1 {1 - §5535 seconds) A | seconds
Mo-response Timeout 2 (1 - 65535 seconds)

froqused] seconds
No-response Timeout 3 (1 - 65535 seconds)

Fequired] I:l seconds
Mo-responze Timeout 4 (1 - 65535 ssconds)

Fequied] l:l zeconds
Communication with Remote Gonzole/Pemote Dy ive

Mo-response Timeout (20— 1800 seconds)

Fequired] seconds
Communicaton with BMG

IPM no response detection timer value D seconds

{1 - 15 seconds) [required]

?il?nrgsrgaaglsue%%try CGount {0~ 10 number of e &b dies
Send Source Port (1025 - 65635) [required] 47117

Prior ity access mode & the time of automatic y

sekction [required] © Redfish OTPMI
Redfish no response detection timer walue

(1 - 20 seconds) [requived] seconds
Self Signed Gertificate O Allow @ Mot Allowed
Direct Connection Setting

Port Mumber Serial Port1 v

W5—Man Communication
Self Signed Gertificate ® Allow O N Alloweed
Communication with iLO

Mo-response Timeout (1- 30 seconds) [required] zeconds

S?nrgsr?aaglsuqnd Retry Gount (0 - 10 number of D T & e
Communication Protocol for Auto Registration ® HTTPS O HTTP
Self Signed Gertificate O Bllows ® Mot Allowed
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1.3.2 Add Group to which the managed component will belong
(1) If you want to register the managed component in the specific group, click "Add Group" on the
"Group Information™ tab.

Group Information

AlertViewer | Took | Erwirorment | About NEG ESMPRO Mareeer | Hebp

Lozout

[ RAID System Manag ement

Mode : Advanced Mode ]

[[5Group Information

iy @Y Alert Status

" Add Group

@ g Add Cormporent
Rermote KM ard Med

[Registration count : Ooourt]

“Management Controller” |Manazement LAN Syst .
IP Address L MarEg

Paze[ 1]

(2) Enter the group name, and click "Add".

The following screen shows an example.

Group Information

[[3Group Information
i Component List

B Group Ihformation
@ E@ Alert Status

@ § Add Comporent

Remote KWt and hed

AlertViewer | Took | Erwrorment | About NEC ESMPRO Marezer | Heb

Lozout

[ RAID System Management
Mode : Advanced hMode ]

Itern Name
Group Marme [required]

Corments

Setup Value

SampleGroup|

%]

—
) -
(td Qpre]
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The added group will be displayed on the "Group" tree.

Logout

AlertWiswer | Took | Erwirorment | About NEG ESMPRO Marazer | Hep

[ RAID Systerm Manag ement
Mode : Advanced hode ]

Group Information

[ [Rezistration count : Toourt] Paze[ 1]

“Management Controller” |Manaze]
management P

0 @EE SarmpleGroup

[[3Group Inforrmation

omponent List

Grown Inforrmation

o [[3 Add Group
@ & Add Component
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1.3.3 Register the Managed Component

Use either of the two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only
when LAN connection is used.

1.3.3.1 Manual Registration
(1) Click the managed component's "Group name".

Lozout

RESMEROE)

AlertViewsr | Took | Erwiorment | About MEG EEMPRO Marezer | Hep

[ RAID Svstem Manazement
hode : Advanced Mode ]

Group Information

[[3Group Information
. [ [Regiztration court : Toount] Page [ 1]

| D Gy
Grown Information managerment P/

: @ Esj Alert Status O @ m SampleGroup

i [ Add Group
5 Add Comporent
Remate KW and hed
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(2) Click the "Manual Registration"-"Full

Information" tab.

ESMPROG

& Co

Group Information
[[5Group Information
: ponent List

; Grown Inforrmation
@ E@ Alert Status

i [ Add Group
B 5 Add Corponent

5 Auto Registration
B 4 Manual Rezistration

0 Eull Managzernent

Management" from "Add Component” of "Group

User Marme © Administrator [ Autharity © Sdministrator ]

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Manazement
Mode © Advanced hMode ]

Page [ 1]

“Managerment Controller”
management

[Reg itration count @ 1oount]

G|
B

[ 4> SampleGroun

i lamagerment

> < b4

©)

Component Name

Input the following items:

Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias

Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Specify the group to which the managed component will belong.

Select “LAN”.

OS IP Address Specify the OS IP Address of the managed component.

Management

Select "Registration" to manage the system of the component.

Management Type

Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agent is installed on the managed component.
- WS-Man *1, *2
NEC ESMPRO ServerAgentService is installed on the managed
component.
The operating system of the managed component is VMware ESXi7.
- ESXi *1, *2
The operating system of the managed component is VMware ESXi8.

SNMP
Name(Get)

Community

SNMP Community Name which is specified at SNMP Agent running on
the managed component.
It is necessary to get the information, configure, monitor via SNMP

SNMP
Name(Set)

Community

When you want to set SNMP Community names for Get and Set
separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.
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If it is not specified, SNMP Community name for Get will be used.

User Name Enter the Username/Password for communication with WS-Man or ESXi.

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

Password (does not use a user object in Active Directory Domain Services)

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating system of the managed component is VMware ESXi.
Enter Username/Password of VMware ESXi Administrator

Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2

Protocol If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS
Setting in the ESMPRO/ServerAgentService Installation Guide

(Windows).
Port Number Enter port number where WS-Man service listens for connection. *3
RAID system management
Management Select "Registration" to manage the RAID system of the component.

- The operating system of the managed component is VMware ESXi7.
WS-Man management must be enabled in addition to this setting.

- The operating system of the managed component is VMware ESXiS8.
The RAID system management feature unregistered because there is no
utility to manage the RAID system.

- The managed component is Express5800/ft server.

The RAID system management feature unregistered because there is no
utility to manage the RAID system.

NEC ExpressUpdate

Updates via  NEC | Select "Registration" to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.

Updates via | Select "Registration" to manage the component using Management
Management Controller | Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "BMC".

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

Current IP Address If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration

for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Mask1 *4 Enter the subnet mask that is specified on LANI of the BMC
configuration for the managed component.
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If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

Enter the IP address that is specified on LAN2 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 1 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Standby BMC to the form.

Subnet Mask2 *4

Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 1 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Standby BMC to the form.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment

*3 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager may not be able to monitor HW status. Detailed information is shown in
the connection check result screen.
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The following screen shows an example.
M User Nare @ Administrater [ Authority : Administrator 1
PROG

ExpEther | AlertViewsr | Took | Ervrarment | About NEC ESMPRO Marmesr | Heb

[ RADD System Maragement Mode : Advanced Mode |
Group Information

[J4%roup Information

Sctup Vake
Componerit Marre [required] SampleServer
rowp Information
Alos ——
g9 Alsrt Stan
@ rtane Group SampleGroup v

Gornection Type @ LanN O Direct O Modem
Common Setting

&l futo Feghstration 05 P Address [required]
B g Wanual Registration SNMP (NEG ESMPRO Agent) / WS—han / ESXi
Marazement ® Registration O Urregistration
BP &krt Onks Mansgement O SHMP (MES ESMPRO Agert, NEC Storaze)

Meragerment Type (®) WS-fan (NED ESMPRO ServerAzertSerioe, befors ESKT)
ernots KM ard Media License List O Esxi (Esxig)

User Name [required] |[Administrater ]
Pasewerd [required] |
Cornrunication Protocal @HTTP OHTTPS
Port Nurmber [required]
RAID system management
Management ® Rezistration O Urreektration
NEG ExpressUpdate
Updates via NEG ExpressUpdate Azent ® Registration O Urregistration
Updates via Maragement Contralier ® Registration O Urrezistration
“BMC (EXPRESSSCOPE Engire)” / “LO” / “BMG (Other)” / "vPro” (Gomman)
Marag srert ® Registration () Urregistration
/¥ BMG / LO maragement is disabled, NEG ESMPRO Marager carnot monior HW enors of some servers. Pleass
refer to the resutt pazs of cavestion check
IMaragement Type @Enc O Lo O BMcDher) O wPra
“BMG(EXPRESSSCOPE Ereine)” is tareet for EXPRESSSCOPE Enginel /2/3/3ft/ 25 /35F,EM Card

(SIGMABL ADE), BMG(ECO GEMTER), BMG{many cors server)
For cases other than the above and “iLO™ ard “wPra”, e select “BMO(Other)”

ormponent List

[ Add Group
B [ Add Gemporent

Authentication Key [required]
“BMG (EXPRESSSCOPE Engire)” / “iLO™ / “BMG (Other)” / “wPro™ (LAN)
Current P Address ® 1P Addrsss 1 O P Address 2
Faibwer
F Address] [required]
F Address2

) Click "Add".

TIPS:

+ A managed component cannot be controlled remotely by only registering it.
Perform a "Check Connection"
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(5) Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed.

NEC ESMPRO Manager will execute "Check Connection" and collect the component information for

the management.

erver setting

User Marme © Administrator [ Authority * Administrator ]
ExpEther | Alertviewer | Took | Enwrorment | About NEC ESMPRO Mareger | Hep
[ RAD System Marszement Mode © Advanced Mods |

No connection check has been made, and the command could not be executed.
(Mot connected)

Corrporent Mame SarrpleServer

Alias SampleServer

Greup Sarrp lsGiroup
Cornection Type LAN

Common Setting

O3 P Address 18216314 40

SNMP (NEG ESMPRO Agent) / WS-Man / ESXi

Management Registersd <invalid>
Managemert Type WS-han (MEG ESMPRO Serverd sertSery e, before ESXT)
User Marne Adrministrator

Passwerd HERRAA AR AEK
Cormunication Protocol HTTFP

Part Nurmber 5885

RAID system management

Managernent Registersd dnvalid>

NEG ExpressUpdate

Updates via NEC ExpressUpdate Azent Registersd <rvalid>
Updates via Managemert Controller Registersd <invalid>
“BMG (EXPRESSSCOPE Engire)” / “LO"™ 7 “BMG (Other)” / “vPra” (Gommon)
Managerment Rezistered <irwalid>

[§ "BMC{EXPRESSSCOPE Erging)” s tarest for EXPRESSSCOPE Eneinel/2/3/3ft/25P/35P.EM Card
(SIGMABL ADE), BMOE SO GENTER, BMG(many core server).

Marmzsment Type BMG

Authentication Key ok bk KR K
“BMGC (EXPRESSSCOPE Engire)” / “LO™ / “BMC (Other)” / “wPra” (LAN)
Current P Address 172163041

Failbover Erable

F Address1 172163041

F Address2 0000
“Management Gontroller” management (Modem)

Phore Mumber

o oo corvacron
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(6) Click "Check Connection" and following screen will be displayed.

(7) After finishing connection check, “Check Connection Execution Result” screen is shown.

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

b -
| Erwronment | About NEC ESVPRO Marager | Heb

~ [RAD Systern Ms Mods : Advanced
Mode ]

AlertViewsr  Took

T T I
Using the NEG E Agect NEC

b [ oner Restora Datay Sott | NEC Expressibste  Detected Dorenriodsis boocion o b e

@ & BMC Satting RAD systomn maragerent Dotectod  RAID systermn managemert can be used.

- B NECESWPRO AgentExte| SMO(DFRESSSOOPE  poouceng MG (EXPRESSSOOPE Encine) can ba weed

b (B Conigle Log Satting WS-Man Detected  WS-Man management can be used.

34



NEC ESMPRO Manager Setup Guide

1.3.3.2 Auto Registration
(1) Click the managed component's "Group name" on the "Group" tree.

(2) Click the "Auto Registration” from "Add Component™ of "Group Information” tab.

m% User Marre : Administrator [ Authority © Administrator 1 JSe2e
AManager Fer.

Alertviswer | Took | Erwiorment | About NEC ESMPRO Mareger | Hep

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

[[3Group Information
. E| [Regiztration count : Ocourt] Paze [ 1]

[E_Component List o, o
5 . Ird tion Maonagement Controller |Manazement LAMN Syshe
: Group Information management P Address
@ E@ Alert Status
- [ Add Group

B & Add Corporent
¢\ B B Manual Regiration

E@ Alert Onb Marazermer
‘- [B Remate KAVM ard Media Licen

(3) Input the following items:

Name ‘

Destination Group i to which the managed component will belong.

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network

address.
Start Address When you select "IP Address Range Search" for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search" for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be

searched for.

Discovery Select “Enable” to manage the system of the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

Itis necessai to iet the information, conﬁﬁie, monitor via SNMP
Discovery Select “Enable” to manage VMware ESXi7 of the component. *1,*2 *5
User Name/Password Enter username and password for WS-Man communication. The account

must be a system administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.

Enter Username(Local User Accounts)/Password of Windows system
Administrator
(does not use a user object in Active Directory Domain Services)
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- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system
- The operating system of the managed component is VMware ESXi7.
Enter Username/Password of VMware ESXi Administrator

ESXi
Discovery Select “Enable” to manage VMware ESXi8 of the component. *1,*2
User Name/Password Enter username and password for ESXi. The account must be a system

administrator of the managed operating system.

Click “Add” button and you can add a pair of username and password up

to 5. *3

- The operating system of the managed component is VMware ESXi8.
Enter Username/Password of VMware ESXi Administrator

RAID system management

Management Select "Enable" to manage the RAID system of the component.

- The operating system of the managed component is VMware ESXi7.
WS-Man management must be enabled in addition to this setting.

- The operating system of the managed component is VMware ESXiS8.
The RAID system management feature unregistered because there is no
utility to manage the RAID system.

- The managed component is Express5800/ft server.

The RAID system management feature unregistered because there is no
utility to manage the RAID system.

NEC ExpressUpdate

Updates via  NEC | Select "Enable" to manage the component using NEC ExpressUpdate.

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable" otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

ExpressUpdate

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *3 *4

iLO

Discovery When you discover components which have EXPRESSSCOPE Engine3,
this item should be “Disable”.

BMC (Ohter)

Discovery When you discover components which have EXPRESSSCOPE Engine3,

this item should be “Disable”.

Intel(R) vPro(TM) Technology

Discovery When you discover components which have EXPRESSSCOPE Engine3,
this item should be “Disable”.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.
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list of username/password and authentication key. All entries in the list are used for
auto registration every time.

+ *4 If you register the "Management Controller" management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module 0 and 1.

+ *4 If you register the "Management Controller" management for a server which has

EXPRESSSCOPE Engine SP3(2BMC model), you should specify the search range

.which includes both BMC IP addresses of Master and Standby.

« *5 If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS Setting
in the ESMPRO/ServerAgentService Installation Guide (Windows).

IMPORTANT:

+ If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager may not be able to monitor HW status. Detailed information is shown in
the connection check result screen.

(4) Click "Run Discovery" and then the search for the managed components will start.
The following screen is an example display with "IP Address Range Search" selected.

ESMPROG

User Nare = Administrater [ Authority : Administrator 1 [

ExpEther | AlertWiswer | Took | Erviorment | Abcut NEG ESMPRO Mermser | Heb

root > SampleGroup > Add Component > Auto Registration [ RAD System Maragement Mode

Growp Information

Advanced Mode |

- [B Component List
Destinaticn Group SampleGroup v

- Growp Information

Discovery Range
@ [ Abrt Status Discavery Mode ® P Address Rares Discovery O Network Address Discovery
[ Add Group Start Address [required] LT
(=] 7] ¢l @iy Erd Address [required]
8 [ Auto Registration | SNMP (NEG ESMPRO Agent, NEG Storage)
5 Manual Registration Discavery ® Erable O Disable

Reerints K ard Wedin Lirerss List | SMMP Gonrrunity Name [required]

WS-Man (NEC ESMPRO ServerAzentService, before ESXi7)

[HGroup Infonmation
Setup Vaie

“BMCIEXPRESSSCOPE Ereine)” is tareet for EXPRESSSCOPE Enginel /2/3/31t/25P/35F,EM Card
(SIGMABL ADE), BMG(ECQ CENTER), BMG{many cors server)
For cases other than the above and “iLO™ ard “wPro”, pleass selsct “BMG(Other]”

Features NEG ExpressUpdate ® Erable O Disable

Buthentication Key ssess
Authentiostion Key Add

io

Discovery O Ermble ® Disable
BMG (Other)

Discovery O Erable ® Disable
InteKR) vPro{TM) Technolasy

Discovery O Erable ® Disable

Run Discovery]

Discovery ® Erable O Disable

User Narme/Password ini /

User Name/Password /] J[ g |
ESXi (ESXiB)

Discavery ® Erable O Disable

User Name/Password [required] | T [ ada |
RAID system (Universal RAID Utility)

Discovery ® Erable O Disable
NEG ExpressUpdate (ExpressUpdate Azent)

Discovery ® Erable O Disable
BMC (EXPRESSSCOPE Ergine)

Discovery ® Erable O Disable
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(5) When the "Auto Registration" is completed, the NEC ESMPRO Manager starts to control the
managed component.

[5up orats

il Gopornk by

b [ Oroo Ireratin
ROT LI 8217

- (G astxoc

B8 o A Sovpwet

|| M fsxBovsaikn

| &l M Rulimbor

| A G eacad

| e et Maus
L [ Ferecie FYN Mz ety Uicen

[Recawation core - doourt) fexted MOO Carssitsdate Ageet
[FN— [T Pe——
[T LN P NP
Addvenat | Addre?
ShosesectCoonoiee 172368052 172148013
QAL IT2%00 % 22140017
Lakociiosiiest; 1721650 M 1228015

SREIEOGOMIE  1T2I6E050 TI2MA011

Fossbm

TIPS:

* When the managed component is registered by auto registration but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is set to the "ManagementController + number".

You can change the component name on "Component setting" -

Setting".

"Connection
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1.3.3.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5.
Using this feature, you do not have to enter these information for each auto registration process.

(1) Click Environment

ExpEther | AlertViewsr | TR ot NEC ESMPRO haraser | Heb
RAD System Maragement Mode : Advanced hode ]

Grow Information

[[gGroup Information
[ [Regitration count < Ocount]

S b e O ot P i
i [B Grow Information management IP Address
LGy {9 Abert Status

b [T Add Group
3 Add Companent
i [B Remote KVM ard Media License Lt

Page

[11
stem

(2) Click “Auto Registration Setting”.

er Narre: or [ Authorit

ExpEther | AlertViewer | Took | Erviorment | About NEG ESMPRO Marmger | Hep

[ RAD System Marmgement Mode : Advanced Mods |

Ut b Access Control || Metwark N tion || Auto Resistration Setting

Directery Servics

[Rezistration count © leount] Add User
Loci Court
Adminstrator  Administrator 1

Comments

Paze[ 1]
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(3) Enter each item.

(4)

mo User Narre = Adrinistratoe [ Authority @ Administrator 1 15
ﬁé

ExpEther | AlertViewer | Took | Erwiorment | About NEG ESMPRO Marmger | Hep

Erwirorment [ RAD Systern Maraesment Mode © Advanced Mode ]

User Accounts HADDES Cantrol ”Nalwark "Optbn Auto Registration Settine
Autu Registration Setting List

Setup Vokie

WS-Man (MEG ESMPRO SaverAgentService, before ESXi7)

User Name/Password [ 1/ [ aa |
ESXi (ESXiB)
User Name/Password [ 1] || Add

BMG (EXPRESSSCOPE Engine)

[§ “EBMCEXPRESSSCOPE Ensine)” is tarest for EXPRESSSCOPE Ensinel /2/5/31t/25P/35P EM Card(SIGMABLADE), BMCG(ECO CENTER), BMG{many core server)
For cases other than the sbowe and “ILO" ard “vPro”, plase select “BMO{Other)”

Authentication Key Add

io

User Name/Password [ 1/ [ ag |
BMG (Other)

User Name/Password [ 1/ [ as |
InkeR) wPro{TM) Technology

User Name-Password [ ][ |[ add

WS-Man (NEC ESMPRO ServerAgentService, brfore ESXi7)
- “User Name/Password”

Enter a pair of username and password for WS-Man auto registration. You can enter up to 5 pairs.

ESXi (ESXi8)
- “User Name/Password”
Enter a pair of username and password for ESXi auto registration. You can enter up to 5 pairs.

BMC (EXPRESSSCOPE Engine)
- Authentication Key

Enter an authentication key for BMC auto registration. You can enter it up to 5. Refer to “1.2
Configure BMC on Managed Component” for more information about Authentication Key.

iLO
- “User Name/Password”
Enter a pair of user name and password for iLO auto registration. You can enter up to 5 pairs.

BMC (Other)
- “User Name/Password”

Enter a pair of user name and password for BMC (Other) auto registration. You can enter up to 5
pairs.

Intel(R) vPro(TM) Technology
- “User Name/Password”
Enter a pair of user name and password for vPro auto registration. You can enter up to 5 pairs.

Execute auto registration.

Executing auto registration, User Name/Password and Authentication Key entered in this screen are
used in addition to the information entered in auto registration screen.
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Chapter2 Setup for Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3 is integrated

(for LAN connection)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension verl.xx (or NEC DianaScope Agent) on a managed component remotely via
LAN connection.

2.1 Setup Flow (for LAN connection)

Perform the following setup procedure:
(1) Connect the NEC ESMPRO Manager server and the managed component on the same network.
(2) Configure BMC on the managed component.

(3) Register the managed component on the NEC ESMPRO Manager.
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2.2 Configure BMC on Managed Component (for LAN

connection)
Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary for connection
the NEC ESMPRO Manager with the managed component. For details of BMC

There are two methods for configuring the BMC on a managed component for LAN connection.

Configuration with NEC ESMPRO Agent Extension ver.l.xx, NEC DianaScope Agent or '"System
Management" tool of NEC EXPRESSBUILDER CD-ROM
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

There are other BMC configuration tools, but do not use the following tools for
setup with NEC ESMPRO Manager.
-- NEC MWA Agent
-- "System management" started from NEC EXPRESSBUILDER that does not
.......... contain NEC ESMPRO MaNager o eeeeecereecmssseemusessemsssssemssssemssss e msseecese:
Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed component when a keyboard is not connected.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.
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2.2.1 Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN
connection)

2.2.1.1 Configuration with NEC ESMPRO Agent Extension verl.xx for Windows
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

(1) After booting Windows on the managed component, click Windows "start" and start the BMC
configuration function of NEC ESMPRO Agent Extension.

(2) The main dialog box will be appeared.
Click "Set Configuration". When a confirmation message is displayed, click "OK".

The following screen shows example for the managed component that the BMC uses standard LAN

port.
 Confizuration Confinmation of Alert
Set Corfizuration
|: i I Lilert Test |
Fead File | Write File |
Select IP address for Agent |
Cloze |
BIWIC IP address Synchrorazation
Syatem Information
BIWIC Firreoaeare Wersion 00.33
SDE Wersion 00.15k
BIOS Wersion 6.0.5H57
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(3) "BMC Configuration" dialog box will be display. Click "Common™ tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

The following screen shows example.

BMC Configuration x|

Cammon | LANT | LANZ | wibN/Direct | Pager |

— Management [nformation

todel Mame : |><><><><><
Comment 1 I
Comment 2 : I

— BMLC Cammon

Remate Contral % Enable { Disable
[LAMTI:

Computer Mame

L — Remate Control ¥ Emable " Disable
Authentication Key ' [N Direct]
_ Redirection & Enable " Disable
Corrmunity Marne : Ipub"c [LéM):
Redirection (% Enable " Disable
Alert: {* Enable " Dizable [N Direct):
. > Femate Cantral @ Enable ¢ Disable
Alert Process : L | & One (LANZ]

Alert Acknowledge: & Enable {~ Disable
Alert Lewel: ILEVEM [ Mon-recoverble, Critical, Mon-critical, OF. ) j Alert Drderl

Default Valuel ak. I Cahicel |

+ If a managed component is compatible with SOL and "Enable" is selected for the
item "Redirection (LAN)," the following items necessary for the remote console via
the LAN will be changed automatically.

"Common" tab page - "Redirection (WAN/Direct)": Enable
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(4) Select "LANL1" tab page for LAN port 1 of the BMC.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask" and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server
via any gateway

-- "Alert Receiver / Management PC IP Address" - "Primary".
Enter the IP address of the management PC.
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The following screen shows example.

BMC Configuration x|

Commaon  LANT | WM /Direct I

— Server — Alert
Obtain an [P Address Enable ¢ Dizal Alert Receiver / Management PC P &ddress
automatically(DHCE, \
IP Addiess - |132_158,14_141 Primary : |1EI2.'IEB.14.19?
Subnet Maszk : |255.255.255.D Secondary : I
Default Gateway : I ‘/ [ Tertiany : I
/ —dlert Retry

Alert Retry Count ; I3 _Ij times
Alert Timeout : IE _I: s

Default Value | ok I Cancel

The "LAN2" tab is displayed only when the managed component's BMC supports
communication via LAN2. To communicate with the NEC ESMPRO Manager via

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.

- LAN1/LAN2
- Alert Receiver / Management PC IP Address
- Primary :
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable.
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(5)

(6)

If you set "Default Gateway", please connect the managed component via LAN port used by BMC

and the gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert

receiver/management PC to network.
Click "OK".

The configuration information will be set in the BMC. The MAC addresses of the gateway and the
alert receivers will be also set in the BMC.
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2.2.1.2 Configuration with NEC ESMPRO Agent Extension ver.1.xx for Linux
This section explains the configuration procedure using NEC ESMPRO Agent Extension ver.1.xx for Linux.

(1) After booting Linux on the managed component, start the BMC configuration function of NEC
ESMPRO Agent Extension by the following command.

|/opt/nec/esmpro_sa_ex_sysman/agentconf

(2) "Main Menu" screen will be displayed.
Select "Set System Management Parameters".
The following screen shows example for the managed server that the BMC uses standard LAN
port.

BMC Configuraion function Version 1.07

i Main Menu |

System Information
BMC IP address Synchronization
Select |P address for Agent

Exit

[Enter] select [F12] help
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(3) "Set System Management Parameters" screen will be displayed.
Select "Configuration”.

BMC Configuraion function Version 1.07

Set System Management Parameters

Alert Test
Return to previous menu

[Enter] select [ESC] return [F12] help

(4) "Configuration™ screen will be displayed.
Select "Set Configuration™.

BMC Configuraion function Version 1.07

{ Configuration |

Default Value

Read File

Write File

Return to previous menu

[Enter] select [ESC] return [F12] help

49



NEC ESMPRO Manager Setup Guide

(5) "BMC Configuration" screen will be displayed.
Select "Common".

BMC Configuraion function Version 1.07

{ BMC Configuration |

Common |
Alert Order

LAN1

LANT(Alert)

LANZ

LANZ(Alert)

WAN/Direct

WAN(Alert)

Pager

Save BMC Configuration
Return to previous menu

[Enter] select [ESC] return

(6) "Common" screen will be displayed.
Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

BMC Configuraion function Version 1.07

{ Common |

Exiressﬁﬁﬂﬂﬂmﬂa e3 N8400- 023|

Alert Process

Alert Acknowledge

Alert Level

*Remote Control

LAN1 {*) Enable
LANZ {*) Enable
WAN/Direct {*) Enable
*Redirect ion

LAN

WAN/Direct

[Tab] move [Spacel selects [ESC] return [F12] help
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If a managed server is compatible with SOL and "Enable" is selected for the item
"Redirection (LAN)," the following items necessary for the remote console via the
LAN will be changed automatically.

"Common" screen - "Redirection (WAN/Direct)": Enable

"WAN/Direct" screen - "Flow Control": RTS/CTS

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LANI (Alert) / LAN2 (Alert) :
- Primary Alert Receiver : Enable
- I[P Address:
IP address of the management PC on which NEC ESMPRO Manager is
.......... INSIAIIEA. et eess e esss s s bbb
(7) Select "LAN1" from "BMC Configuration™ screen.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask" and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

--"IP Address"
Case that BMC on the managed server uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed server uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed server.

-- "Subnet Mask"
Enter the subnet mask for the IP address.
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-- "Default Gateway"
Enter the default gateway if the managed server connects to NEC ESMPRO Manager Server via any
gateway

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT |

Obtain an |P Address automatical ly(DHCP)
( ) Enablef(*) Disable

|P Address
Subnet Mask
Default Gateway

0OK» <Cancel’

-- "Alert Receiver / Management PC IP Address" - "Primary".
Enter the IP address of the management PC.

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT(Alert) ¢

*hlert Receiver/Management FC (Primary)

Alert (%) Enablefi{ ) Disable
|IP Address 192.168.14.197
*hlert Receiver/Management PC (Secondary)

Alert { ) Enablefi{*) Disable
IP Address 0.0.0.0

*Alert Receiver/Management PC (Tertiary)

Alert { ) Enablefj(*) Disable
|IP Address 0.0.0.0

*Alert Retry
Alert Retry Count (0 =7 times)
Alert Timeout M3 - 30 seconds)

<Ok Cance | >

[Tab] move [Space] selects [ESC] return [F12] help
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The "LAN2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and
.......... LANZ(Alert)” as same as "LANIT and "TLANIALEI)T. oo seeesseeesenen
(8) If you set "Default Gateway", please connect the managed component via LAN port used by BMC
and the gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

(9) Select "Save BMC Configuration" from "BMC Configuration™ screen.

The configuration information will be set in the BMC. The MAC addresses of the gateway and the
alert receivers will be also set in the BMC.
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2.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for LAN connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature is available only from the NEC EXPRESSBUILDER that contains NEC
ESMPRO Manager.
See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote
.......... console feature, the feature is available. | ....ooeeeeecceresesrsrersene s ses s saseean
Perform the following procedure:
(1) Create a configuration information file
(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

2.2.2.1 Create a configuration information file

(1) Start the NEC ESMPRO Manager configuration installed on any PC to create the configuration
information file.

£z Dianascope Configuration x|

- Configuration

Change |

Hew |
Read from FD
et

(2) Click "New". The confirming message will be displayed. Click "OK".
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(3) The "BMC Configuration" dialog box will appear.
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed component

-- "Authentication Key"

-- Set "Remote Control (LAN)", "Remote Control (WAN/Direct)", "Redirection (LAN)" and
"Redirection (WAN/Direct)" to enable

The following screen shows example.

BMC Configuration x|

Cammon | LANT | LANZ | wibN/Direct | Pager |

— Management [nformation

todel Mame : |><><><><><
Comment 1 I
Comment 2 : I
— BMLC Cammon
Cranrndir Memm © Remate Contral % Enable { Disable
p C [Blusbemy (LANT]
Authentication Key - —____ — Remote Control &+ Enable (" Disable
uthentication Key ‘_ [/ AN/ Direct]:
_ Redirection & Enable " Disable
Corrmunity Marne : Ipuh“c [LAN];
Rediraction % Enable { Disable
Alert: {* Enable " Dizable [N Direct):
Alert Process - ool & One Femote Control % Enable ¢ Disable
: [LAMZ:
Alert Acknowledge: & Enable {~ Disable
Alert Lewel: ILEVEM[Non-recoverble,Eritical,Non-criticaI,DK] j ME'tDTdE'l

Default Valuel ak. I Cahicel |
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(4) Select "LAN" tab page for LAN port 1 of the BMC.

Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask" and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port: be sure to make the setting
identical to the setting on the operating system of the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to the management PC via any
gateway,

-- "Alert Receiver / Management PC IP Address" - "Primary"
Enter the IP address of the management PC.

The following screen shows example.

BMC Configuration

Common  LAM |LAN2 I WﬁNa’DirectI Pager I

— Server —Aler
Dbtain an P Address \ Alert Receiver / Management PC P Address
automatically[DHCF " Enable ' Disable ' }

192 162,714,141 I Primary : |1EI2.'IEB.14.19?

P Address :
Subnet Mask - |255.255_255.n I Secondary: | T

[ Tetiary : I
Alert Rety

Alert Retry Count ; I3 _% times
Alert Timeout : IE 5‘ seEarEk

Default Gateway : /l

’TI Cancel Spply
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To communicate with the NEC ESMPRO Manager via LAN2, make the setting on
the "LAN2" tab as same as "LAN" tab. If the BMC of the managed component
does not support communication via LAN2, the values of "LAN2" tab page have no
effect with the managed component.

The managed component installed the BMC that uses Management LAN port
supports the function of "Obtain an IP Address automatically (DHCP)".

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LAN1/LAN2

- Platform Event Filter : Enable
- Alert Receiver / Management PC IP Address :

- Primary :

IP address of the management PC on which NEC ESMPRO Manager is

installed.

(5) Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for
specifying a location where the configuration information is to be saved.

(6) Specify the floppy disk's root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".
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2.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

1)

()

If you set "Default Gateway" at creating the configuration information file, please connect the
managed component via LAN port used by BMC and the gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component at creating the configuration information file, please connect the managed component
via LAN port used by BMC and the alert receiver/management PC to network.

Configure the BMC of the managed component with the configuration information.

Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.
After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed component. The MAC
addresses of the gateway and the alert receivers will be also set in the BMC. And then the
Operating System will be rebooted.

If the setting in the configuration information file is already configured, the
managed component will be not rebooted.

When the console-less function for LAN connection is used, the BIOS settings are
changed as follows:

Serial Port Address: On Board COM B (only for the managed server

supporting SOL)
Baud Rate: 19.2kbps (only for the managed server supporting SOL)
Flow Control : RTS/CTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI (only for the managed server
supporting SOL)
To check whether that the managed component supports SOL, see Appendix D.
Managed Components Summary
The managed component is opened the main menu of the NEC
EXPRESSBUILDER after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC
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2.2.3 Configuration with NEC EXPRESSBUILDER System Management (for
LAN connection)

This section explains the configuration procedure using NEC EXPRESSBUILDER System Management.

(1) After booting NEC EXPRESSBUILDER on the managed component, select "System
Management” from "TOOL MENU".

(2) The main screen will be appeared.
Select "System Management".

Set System Management Parameters
Setup for BMC Web Server

LAN Port Settings

Clear BMC Configuration

Exit
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(3) Set System Management Parameters" screen will be displayed.
Select "Configuration”.

onf iguration _

filert Test
Return to previous menu

(4) "Configuration™ screen will be displayed.
Select "New".

Read from FD

Write to FD

Change

Return to previous menu
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(5) "BMC Configuration" screen will be displayed.
Select "Common".

LAN1
LAN1(Alert)
KN Direct
LN (Alert)
0K

Cancel

(6) "Common" screen will be displayed.
Be sure to set the below item. The other items can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

anagement Information

Model Name [Exprezsh300-R120b-11
Comment 1 [1
Comment 2 L[]

=BMC-Cammon
Computer Mame [host1]
fiuthentication Key [ seaemerex ]
Comeunity Mame [okd=At |
Alert [Enablel
Alert Process [Onel
Alert Acknowledge [Enable]
filert Lewvel [Leveld ( Level3 filert plus OK )1
Remote Control(LAN1) [Enable]
Remote Control(WAN-Direct) [Enablel
Redirection(LAN) [Enable]
Redirection(WAN-Direct) [Enable]l

Return to previous menu

Select:[Enter]l Help:[H<hl
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If a managed server is compatible with SOL and "Enable" is selected for the item
"Redirection (LAN)", the following items necessary for the remote console via the
LAN will be changed automatically.

"Common" screen - "Redirection (WAN/Direct)": Enable

"WAN/Direct" screen - "Flow Control": RTS/CTS

(7) Select "LAN1" from "BMC Configuration" screen.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask" and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server
via any gateway
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The following screen shows example.

Server
Obtain an IP Address automatically(DHCP) [Disablel
IP Address [192.168.14.1411

Subnet Mask [255.255.255.01]
Default Gateway [0.0.0.0]
[Return to previous menu

Select:[Enter] Help:[H-hl

-- "Alert Receiver / Management PC(1)".
Enter the IP address of management PC.

The following screen shows example.

Alert Receiver-/Management PC(1)

Alert [Enablel

IP Address [192.168.14.1971
Alert Receiver-/Management PC(2)

fAlert [Disable]l

IP Address [0.0.9.0]

Alert Receiver-/Management PC(3)

fAlert [Disable]l

IP Address [0.0.9.0]

filert Retry

fAilert Retry count [3(times)]
filert Timeout [6(zeconds)]
Return to previous menu

Select:[Enter] Help:[H-/hl
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The "LAN2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and
"LAN2(Alert)" as same as "LANI1" and "LANI1(Alert)".

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LANI (Alert) / LAN2 (Alert) :
- Alert Receiver / Management PC (1) :
- Alert : Enable
- IP Address :
IP address of the management PC on which NEC ESMPRO Manager is

installed.

(8) If you set "Default Gateway", please connect the managed component via LAN port used by BMC

and the gateway to network.

If you set "Alert Receiver / Management PC IP Address” on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert

receiver/management PC to network.

(9) Select "Save BMC Configuration™ from "BMC Configuration™ screen.

The configuration information will be set in the BMC. The MAC addresses of the gateway and the

alert receivers will be also set in the BMC.
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2.3 Register a managed component on NEC ESMPRO Manager
(for LAN connection)

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:
(1) Add the group to which the managed component will belong.

(2) Register a managed component.
2.3.1 Add Group to which the managed component will belong

(1) If you want to register the managed component in the specific group, click "Add Group" on the
"Group Information™ tab.

EMR% User Mame : Admiristrator [ Authority © Administrator ]
T Manager Fer

Alertviewer | Took | Erwirorment | About NEC ESMPRO Marager | Hep

[ RAID System hManaz ement
Mode : Advanced Mode ]

Group Information

[[gGroup Information
. [Registration count : Ocourt] Paze[ 1]

| T e e
Growp Inforrmation managerment IP Address 1

..... Gi> @Y Akrt Status

& Add Group

4 Add Cormporent
i [B Rernote KyMard ed
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(2) Enter the group name, and click "Add".

The following screen shows an example.

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Managzement
Mode : Advanced hode ]

Group Information

[[5Group Information

Camponent List

Giroup Marre [required]

= Grow Information

g Corrments
@ E@ Alert Status

= E Add Conporent
i [E] Remote Kyt ard Med

The added group will be displayed on the "Group" tree.

AlertViewer | Took | Erwiorment | About NEG ESMPRO Marezer | Hebp

[ RAID System Managz ement
Mode : Advanced hMode ]

Group Information

:ﬁBrcup Information
. . [ [Reszistration count : Toourt] Paze [ 1 ]
H omponent List o
Cont Manage

by @) Albrt Status O @[3 sSarvpleGroup
i [[3 Add Group

= ﬁ Add Cormporent
i [B Remote KM ard Med
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2.3.2 Register the Managed Component (for LAN connection)

Use either of the two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only
when LAN connection is used.

2.3.2.1 Manual Registration
(1) Click the managed component's "Group name".

AlertViewer | Took | Erwiorment | About NEC ESMPRO Mareger | Hebp

[ RAID Systern Manag ement:
Mode : Advanced hMode ]

M% User Name : Administrator [ Authority © Administrator 1 JEeEe0
N

Group Information

roup Information
EH3 . _ [ [Resistration count : Toourt] Page[ 1]
= _[E| Component List nm “Mana Py —— E ro——
Growp Inforrnation managerment P A

by @) Abrt Status O @[3 SampleGroup
[3 Add Group

E Add Cormporent
i [B Remote KM and Med
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(2) Click the "Manual Registration"-" Full Management"” from "Add Component" of "Group

Information" tab.

ESMPROG

Group Information

[[5Group Information

ponent List E
Girowp Information nm
- El@ Alert Status
i [ Add Group
B 5 Add Corponent
5 Auto Registration
B 4 Marual Registration

C Full Management

b @Y Alert Only Manazement

User Marme © Administrator [ Autharity © Sdministrator ]

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Manazement
Mode © Advanced hMode ]

Page [ 1]

“Managerment Controller”
management

[Reg itration count @ 1oount]

[0 @FE SampleGroun

Remote Yk ard hedia Licens

> < b4

(3) Input the following items:

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type Select “LAN”.

OS IP Address Specify the OS IP Address of the managed component.

Management

Select "Registration" to manage the system of the component.

Management Type

Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agent is installed on the managed component.
- WS-Man *1, *2
The operating system of the managed component is VMware ESXi7.
- ESXi *1, *2
The operating system of the managed component is VMware ESXi8.

SNMP
Name(Get)

Community

SNMP Community Name which is specified at SNMP Agent running on
the managed component.
It is necessary to get the information, configure, monitor via SNMP

SNMP
Name(Set)

Community

When you want to set SNMP Community names for Get and Set
separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.
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User Name Enter the Username/Password for communication with WS-Man or ESXi .
- The operating system of the managed component is VMware ESXi.

Password Enter Username/Password of VMware ESXi Administrator

Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2

Protocol

Port Number Enter port number where WS-Man service listens for connection. *3

RAID system management

Management Select "Registration" to manage the RAID system of the component.

If the operating system of the managed component is VMware ESXi7,
WS-Man management must be enabled in addition to this setting.

Select "Unregistration" when the operating system of the managed
component is VMware ESXi8.

NEC ExpressUpdate

Updates via  NEC | Select "Registration" to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.

Updates via | Select "Registration" to manage the component using Management
Management Controller | Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "BMC".

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

Current IP Address If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration

for the managed component.

Subnet Maskl1 *4 Enter the subnet mask that is specified on LANI of the BMC
configuration for the managed component.

IP Address 2 Enter the IP address that is specified on LAN2 of the BMC configuration
for the managed component.

Subnet Mask2 *4 Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
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CHECK:
+ *4 In NEC ESMPRO Manager Ver.6.06 or later, "Subnet Mask1" and "Subnet

Mask2" are not di-s-Rl_a}XQ:d

The following screen shows an example.

m% User Name : Administrator [ Authority : Administrator |
L

ExpEther | AlertViewar | Taok | Envrerment | About NEG ESMPRO Marseer | Hep

[ RAD System Marsgement Mods : Advancsd Mads 1
Group Information

[13Group Inforrmation

[El Component List

Carponent Narve [requied]
Alss 1
G
Gornection Type @ AN O Direst O Modem
Gommon Setting
Hl Auto Registration 03 P Address [required]
8 Q Manual Registration SNMP (NEG ESMPRO Agent) / WS—Man / ESXi
¥ E Full Monasemert | Maragermert ® Registration O Urregistration

L. P Alert Onb Morseement O SNMP (NEG ESMPRO Agert, NEG Stcrase)
Managemert Type (®) WS-Man (NEC ESMPRO ServerhgertSenwios, befors ESXTT)
Remaote KWW and Medis License L st OEsxi (ESXi8)

User Mame [required]
Password [required]
Communication Protocol ®HTTP OHTTPS
Fort Nurrber [required]
RAID system management
Managemert: ® Registration O Urregistration
MEG ExpressUpdate
Updates via NEG ExpressUpdate Azent ® Registration O Urregitration
Updates via Mareesment Contralier (® Registration O Urregistration
“BMG (EXPRESSSGOPE Ergire)” / “LO” / "BMG (Other)” / “wPro” {Gommon)
Managemert ® Rezistration O Urrezistration

/i1 BMC / L0 rriaragement is disabled, NEC ESMPRO Marazer carnot monitor HW errors of scme servers. Please
refer to the result page of connestion chec)

Managemert Type ®Bmc O Lo OBMsOthend O wPro

[§] "EMC(EXPRESSSCOPE Ersine)” s tarzet for EXPRESSSCOPE Erginel /2/3/3ft/25P/35P.EM Card
(SIGMAEL ADE), BMG(ECO CENTER), EMG{many cors server) . .
Fer cases other than the above and ILO" and “wPra”, please select “BMC{Other)

Authentiation Key [reauired]

BMG (EXPRESSSCOPE Engire)” / “ILO” / "BMG (Other)” / “vPro” (LAN)

Currert P Address ® IF Address 1 O P Address 2
Failwer i

P Addressi [required]

F Address?

i [B Grow hionmation
LGy @9 Akt Status

Lo [ Add Group

2 3 Add Gomporent

(4) Click "Add".
e

+ A managed component cannot be controlled remotely by only registering it.
Perform a "Check Connection".
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(5) Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed.

NEC ESMPRO Manager will execute "Check Connection" and collect the component information for
the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed
component.

ExpEther | AlertViewsr | Tack | Ervrarment | About NEG ESMPRO Marmesr | Heb

M% User Nare : Administrater [ Authority © Administrator ]
Pianager Ver.

[ RAD System Maragement Mode : Advanced Mods |

Mo connection check has been made, and the command could not be executed
(Mot connected)

Garrparent Mame SarpleServer

Alias SampleServer

Group SarpleGroup
Garnection Type LAN

Gommon Setting

05 P Address 192168.14.40

SNMP (NEG ESMPRO Agent) / WS—Man / ESXi

Managemert: Resistered dnvalid>
Management Type WS-Man (NEG ESMPRO ServerAgentServios, before ESXT)
User Name Adminitratar

Password KA K KK
Garrmunication Pratacel HTTP

Part Nurrber 5055

RAID system management

Maragemertt Rezistered dnvalid>

MEG ExpressUpdate

Updates via NEG ExpressUpdate Azent Resistered dnvalid>
Updates via Manzzement Controler Rezistered dnvalid>
“BMGC (EXPRESSSCOPE Eneine)” / “LO” / “BMG (Other)” / "wPro” (Gommoan)
Maragemert Rezistered dnvalid>

“BMC{EXPRESSSCOPE Ereine)” is tarzet for EXPRESSSCOPE Enginel /2¢3/3it/ 25P/35P.EM Card
(SIGMABLADE), BMOIECO CENTER), BMCimany care server)

Management Type BMC
futhentication Key F———
“BMC (EXPRESSSCOPE Erxire)” / “10" / “BMC (Other)” / "wPro” (LAN)
Cument F Address 172183041
Failbover Ermble

F Address1 172163041

P Address2 0000

“I Controller™

Phore Nurnber
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(6) Click "Check Connection" and following screen will be displayed.

(7) After finishing connection check, “Check Connection Execution Result” screen is shown.

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

rator ) |
abyed A

AlertViewsr  Took | Erwronment | About NEC ESVMPRO Marager | Heb

 [RAD Systeem \ Mods : Advnced
Mode |

T T A

Using the NEC ExpressUpdate Agent NEC
b [ Boner Restors Doty Sty | NECExpressipdate  Detected  poprecsindate surction con be used.

@ & BMC Setting RAD systemn rmarngerent Detected  RAID systern managermart can be used.
- B NECESWPRO AgentExte| SMO(DFRESSSCOPE  popeng MG (EXPRESSSOOPE Encine) can be weed

b (B Conagie Log Setting WS-Mon Detected  WS-Man managemert can be used.
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2.3.2.2 Auto Registration

(1) Click the managed component's "Group name" on the "Group" tree.

(2) Click the "Auto Registration” from "Add Component™ of "Group Information” tab.

ESMPROG

[[3Group Information
| omponent List
B Grow Ihformation
..... @ @) Alert Status
- [ Add Group
= E Add Cormporent
£ Auto Registration
B g Marits
g Full Manazement
b @9 Alert Only Manazemen:
i [B Rernote KVM ard Media Licen

Logout

User Marre : Administrator [ Authority @ Administrator 1

Alertviswer | Took | Erwiorment | About NEC ESMPRO Mareger | Hep

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

[E [Registration count : Ocourt] Page[ 11

0 “Management Controller” |Manazement LAN
Information Systes
management IP Address

3 ation

(3) Input the following items:
Name ‘
to which the managed component will belong.

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search" for "Search Mode", specify

Network Mask the network address and network mask of the managed component to be
searched for.

Discovery Select “Enable” to manage the system of the component.*1

SNMP Community | SNMP Community Name which is specified at SNMP Agent running on

Name the managed component.
Itis necessai to iet the information, conﬁiure, monitor via SNMP

Discovery Select “Enable” to manage VMware ESXi7 server of the component.
*1,*%2

User Name/Password Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- The operating system of the managed component is VMware ESXi.
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| Enter Username/Password of VMware ESXi Administrator

ESXi

Discovery Select “Enable” to manage VMware ESXi8 server of the component.
*1,%D

User Name/Password Enter username and password for ESXi communication. The account must

be a system administrator of the managed operating system.

Click “Add” button and you can add a pair of username and password up

to 5. *3

- The operating system of the managed component is VMware ESXi8.
Enter Username/Password of VMware ESXi Administrator

RAID system management

Management Select "Enable" to manage the RAID system of the component.

If the operating system of the managed component is VMware ESXi7,
WS-Man management must be enabled in addition to this setting.

Select "Disable" when the operating system of the managed component is

VMware ESXi8.

NEC ExpressUpdate

Updates via  NEC | Select "Enable" to manage the component using NEC ExpressUpdate.

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable" otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

ExpressUpdate

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *3

iLO

Discovery When you discover components which have BMC excluding
EXPRESSSCOPE Engine3, this item should be “Disable”.

BMC (Other)

Discovery When you discover components which have BMC excluding

EXPRESSSCOPE Engine3, this item should be “Disable”.

Intel(R) vPro(TM) Technology

Discovery When you discover components which have BMC excluding
EXPRESSSCOPE Engine3, this item should be “Disable”.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
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(4) Click "Search™ and then the search for the managed components will start.
The following screen is an example display with "IP Address Range Search" selected.

ESMPRO6

o[
BT | (5o farmation
Cormpenent List

Group Information

Grown Infeerrstion
iy B At Status
I [ Add Gran
@ [ Add Dorrparert

[ Warual Registration

Rernote KWk and Media License List

User Narme © root [ Authority : Administrater ]

Alrtiewer | Tools | Erwionment | About NEC ESMPRO Manager | Help
[ RAD System Marsgement Mode | Advanced Mode ]

Destiration Group
Discovery Range
Discovery Mode ® P Address Range Dicovery O Metwork Address D scovery
Start Address [required]
Erd Address [required]
SMVP (NEC ESMPRO Agent)
Discovery ® Erable O Diable
S Garareky N L]
WS-han
Discovery ® Ermble O Disable
User Narne/Pazsword Adminisirator | /]w |[_Edit_][ Delete |
User Mame/Password [ |[Add
RAD system {Universal RAID Utility)
Discovery ® Erable O Diable
NEG ExpressUpdate (ExpressUpdate Agent)
Discovery (®) Erable O Disable
BMG (EXPRESSSCOPE Enene)
Discovery ® Ermble O Disable

[] “BMCIEXPRESS2COPE Erging)” s targst for EXPRESSSCOPE Eneinel/2/3/51t/23P /38P EM Card(SIGMABLADE),
EMGIECO CENTER), BMC{many core server) L . B
The case except other than other than the sbove ard “ILO" ard “wPrd”, please select “BMCIOther).

Features NEG ExpressUpdate ®) Erable O Disable

Authertication Key sssee Edit || Dekte
Authertication Key [ |[Add ]
io
Discovery O Ermble ® Disab e
BMC (Other)
Discovery O Erable ® Diable
InkellR) uPra(TM) Technology
Discovery ) Erable ® Disable
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(5) When the "Auto Registration" is completed, the NEC ESMPRO Manager starts to control the

managed component.

L2 ()| @ httpislocalhosti21112/esmpra/pages/cammens ap jsp

P~ & || @ NEC ESMPRO ManagerVer... %

Group Information

[[J3Group Information
- GCormponent List

Group Information
[[73 Add Group
= [ Add Gomparent
L E| Auto Registration ]

A Manual Registration

Remote KM and Media License Lis

AlertViewsr | Took | Envtorment | About NEC ESMPRO Mareser | Hep
[ RAD System Maragement Mods : Advanced Mode ]

[Rexistration count : doount] Irstall NEG ExpressUpdate Azert

Management | Management | Install NEG
P Address LAN P LAN IP EmresUDdate Contents.
Address1 Address2

The compenert was added
SNMP Akert confisuration is not
completed on BMG (EXPRESSSCOPE
Engine). Settirg p SUMP Alert
contizuration is required 1o send
hardware ermor alert to NEG ESMPRO
Maraeer. Please set NEG ESMPRO
Marager's address as “Alert Receiver”
CLASSIO 172168016 172168017 The componert was added

The compenert was added
SNMP Alrt confisuration is not
corpleted on BMG (EXPRESSSCOPE

locshestlocaldormain  172.1680,14 172168015 Possible Ensie). Settirs up SNUP et
confeuration is required 1o s
=
Marsger, Please s=t NEG ESMPRO
Marsger's address as “Alert Recsiver’

W -PHEGLOHAMTE 1721680010 172168011 The componert was added

ManazementCGortroller 172168012 172168013

TIPS:

* When the managed component is registered by auto registration, but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is set to the "ManagementController + number".

* You can change the component name on "Component setting" - "Connection

Settmg
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Chapter3 Setup for Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3 is integrated
(for modem / direct connection)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC on a
managed component remotely via modem / direct connection.
Case of direct connection is explained on the center.

3.1 Setup Flow (for modem/direct connection)

Perform the following setup procedure:
(1) Connect the NEC ESMPRO Manager server and the managed component on the same on the
network.
With direct connection, connect the NEC ESMPRO Manager server and the managed component
directly with RS-232C cross cable. The serial port of the NEC ESMPRO Manager server NEC
ESMPRO Manager is specified on the "Environment™ screen of the NEC ESMPRO Manager.
(2) Configure the BMC on the managed component.

(3) Register the managed component on the NEC ESMPRO Manager.
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3.2 Configure BMC on Managed Component (for modem/direct

connection)
Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary for connection
the NEC ESMPRO Manager with the managed component. For details of BMC

There are two methods for configuring the BMC on a managed component for modem / direct connection.

Configuration with NEC ESMPRO Agent Extension, NEC DianaScope Agent or 'System
Management" tool of NEC EXPRESSBUILDER CD-ROM
This section explains the configuration procedure using the NEC ESMPRO Agent Extension for
Windows.

There are other BMC configuration tools, but do not use the following tools for

setup with NEC ESMPRO Manager.

-- NEC MWA Agent

-- "System management" started from NEC EXPRESSBUILDER that does not

.......... contain NEC ESMPROMANAZEL. ... oeeesssssssssssssssssssssssssssssssssssssssssssssssssn
Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.

NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed component when a keyboard is not connected. This method cannot use for modem
connection.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.
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3.2.1 Configuration with NEC ESMPRO Agent Extension (for modem/direct
connection)
This section explains the configuration procedure using the NEC ESMPRO Agent Extension for Windows.

(1) After booting Windows on the managed component, click Windows "start" and start the BMC
configuration function of NEC ESMPRO Agent Extension.

(2) The main dialog box will be appeared.
Click "New". When a confirmation message is displayed, click "OK".

(3) "BMC Configuration" dialog box will be display. Confirm "Common"
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

(4) Select "WANY/Direct" tab page for LAN port 1 of the BMC.
Be sure to set the below items. The other items can be used with the default values.

-- "Serial Port Mode"

Select "Direct" for direct connection.

Select "WAN (modem)" for modem connection.
-- "Flow Control"

Select "RTS/CTS"

(5) Click "Register".
The configuration information will be set in the BMC.
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3.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for modem/direct connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information. This section
explains for direct connection.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.
See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote
.......... console feature, the feature is available. | ....ooeeeeecceresesrsrersene s ses s saseean
Perform the following procedure:
(1) Creates a configuration information file

(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

3.2.2.1 Creates a configuration information file

(1) Start the NEC ESMPRO BMC configuration installed on any PC to create the configuration
information file.

(2) Click "New". The confirming message will be displayed. Click "OK".

(3) The "BMC Configuration” dialog box will appear.
Click "Common™ tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"
Enter a unique name for each managed component.
-- "Authentication Key"
-- Set "Remote Control (WAN/Direct)" and "Redirection (WAN/Direct)" to enable.

(4) Select "WAN/Direct" tab page.

Be sure to set the below items. The other items can be used with the default values.
-- "Serial Port Mode"

Select "Direct" for direct connection.

Select "WAN (modem)" for modem connection.
-- "Flow Control"

Select "RTS/CTS"

(5) Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for
specifying a location where the configuration information is to be saved.

(6) Specify the floppy disk's root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".
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3.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

(1) Configure the BMC of the managed component with the configuration information.
Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.

After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed component, the Operating System
will be rebooted.

If the setting in the configuration information file is already configured, the
managed component will be not rebooted.
When the console-less function for direct connection is used, the BIOS settings are
changed as follows:

Serial Port Address: ~ On Board COM B

Baud Rate: 19.2kbps

Flow Control: RTS/CTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI
To check whether that the managed server supports SOL, see "Appendix D.
Managed Components Summary"
The managed component is still opened the main menu of the NEC
EXPRESSBUILDER after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC
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3.3 Register the managed component on NEC ESMPRO
Manager (for modem/direct connection)

Register the managed component on the NEC ESMPRO Manager, perform the "Check Connection".
Login to the NEC ESMPRO Manager and perform the following:

(1) Add the group to which the managed component will belong.

(2) Register a managed component.

3.3.1 Add Group to which the managed component will belong

See 2.3.1"Add Group to which the managed component will belong".

3.3.2 Register the Managed Component (for modem/direct connection)
(1) Click the managed component's "Group name" on the "Group” tree.

(2) Click "Manual Registration”-" Full Management" of "Add Component” on the "Group
Information™ tab.

(3) Input the following items:

Name Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type Select "Direct" for direct connection. Select "Modem" for modem
connection.

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.
“Management Controller” management (Modem)

Phone Number If you select “Modem”, enter phone number.

B

cernennnn b 01 details of other items, sce the NEC ESMPRO Manager online help. . vveevveunneeen
(4) Click "Add".

B

(5) Click "Connection Setting" from "Setting" tab and click "Connection".
(6) Click "Check Connection™.

NEC ESMPRO Manager will communicate with the BMC of the managed component to check the
connection. The NEC ESMPRO Manager will also collect the component information for the
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management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.

Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

CHECK .................................................................................................................
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Chapter4 Setup for Managed Component in which iLO
is integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the iLO component.

4.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

(2) Configure iLO on the managed component.

(3) Register the managed component on NEC ESMPRO Manager.
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4.2 Configure iLO on Managed Component

4.2.1 SNMP Settings
This section explains about the setup procedure for NEC ESMPRO Manager to receive SNMP alerts from
iLO.

Because this section uses iLO WebConsole, you need to set the network of iLO
beforehand. Please see the user's guide of the managed component about the

(1) After starting a web browser on the management PC, input URL as below.

In the case that the IP address of iLO is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

(2) A login screen of iLO will be displayed.
After login to the iLO, Select "Management"” - "SNMP Settings™ at the WebConsole menu.
The following screen shows example.

NEC 95 x  Management- SNMP S¢ ® 0 ® & 7

Information AlertMail Remote Syslog

System Information

Firmware & OS Software

SNMP Settings

iLO Federation

Remote Console & Media .
System Location
Power & Thermal

iLO Dedicated Network Port System Contact
ILO Shared Network Port

Administration System Role

Security

Management System Role Detail

EXPRESSBUILDER
Read Community

(3) Set IP address of the management PC on which NEC ESMPRO Manager is installed in the
following order.

-- If iLO5 firmware version is less than 1.20, set a following value and select “Apply” button.
“SNMP Alert Destination(s)” : IP address of the management PC on which NEC ESMPRO
Manager is installed.

The following screen shows example.
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NEC :_I;Sn?mﬂ X Management - SNMP Sé ® © ® R ?

Information SNMP Settings AlertMail Remote Syslog

System Information

Firmware & OS Software .
ILO Federation

Remote Console & Media

Power & Thermal SNMP Alert Destination(s)
iLO Dedicated Network Port 192.168.1.100
iLO Shared Network Port

Administration

Security

Management
SNMP Port

161

-- If iLOS5 firmware version is 1.20 or later, select “New” button of “SNMP Alert Destinations”. And set a
following value and select “Add” button.

“SNMP Alert Destination(s)” : IP address of the management PC on which NEC ESMPRO Manager is
installed.

EXPRESSBUILDER

The following screen shows example.

NEC El;gim X Management - SNMP Settings ® ®© © A ?

Information SNMP Settings ~ AlerthMail

System Information

Remote Syslog

Firmware & OS Software SNMP Port a

iLO Federation et

Remote Console & Media

Appl
Power & Thermal
iLO Dedicated Network Port

iLO Shared Network Port SNMP Alert Destinations

Administration

Srminy SNMP Trap SNMP SNMPv3
; Alert Community  Protocol  User
Management Destination

EXPRESSBUILDER (s)

Alert destination not configured

NEC _Ehg;"m‘ Management - SNMP Settings ® © 0 A 7

Information SNMP Settings

AlertMail  Remote Syslog
System Information
Firmware & OS Software Add Alert Destination X

iLO Federation

Remote Console & Media A

Power & Thermal SNMP Alert Deﬁtmav
192.168.1.100 x
S

iLO Shared Network Port Trap Community

iLO Dedicated Network Port

Administration

Security SNMP Protocol

Management

EXPRESSBUILDER
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4.2.2 NEC SSO Settings

This section explains about the setup procedure for NEC ESMPRO Manager to login iLO WebConsole with
Single Sign-On.

Regarding Single Sign-On settings of iLO, the following trust mode is supported.

Single Sign-On Trust Mode options

®  Trust None (SSO disabled) (default) —Rejects all SSO connection requests.

®  Trust by Certificate (most secure)—Enables SSO connections from an NEC SSO-compliant application
by matching a certificate previously imported to iLO.

® Trust by Name—Enables SSO connections from an NEC SSO-compliant application by matching a
directly imported IP address or DNS name.

® Trust All (least secure)—Accepts any SSO connection initiated from any NEC SSO-compliant
application.

In order to enable NEC SSO feature, the different procedure is required for each mode. Refer to below.

If "Trust None" is configured, when you click "Login to iLO" on NEC ESMPRO
Manager, you only browses iLO Top page and login step is required.

Because this section uses iLO WebConsole, you need to set the network of iLO
beforehand. Please see the user's guide of the managed component about the

4.2.2.1 The procedure for Trust by Certificate

(1) When you configure "Trust by Certificate" mode, it is necessary to install certificate. Suppose the
following for each options when generating it.

Options Description Sample for settings
alias Alias specifies key or Certificate entries | esmpro_ilosso
stored in keystore file.
storepass Password to access keystore. secret
validity Validity of the certificate. The unit is 'day'. | 365
keystore Location of keystore. C:¥Users¥Administrator¥.keystore

(2) Open command prompt on the management PC and change directory as follows:
<NEC ESMPRO Manager install folder>¥ESMWEB¥java¥r1¥bin

Example)
| cd C:¥Program FilestESMPROYESMWEBYjava¥r1¥bin |

(3) Execute following command to generate a key.

keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias {alias value in
step(1)} -storepass {storepass value in step(1)} -validity {validity value in step(1)} —keystore {key
store value in step (1)}

Example)
keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias
esmpro_ilosso -storepass secret -validity 365 -keystore C:¥Users¥Administrator¥.keystore
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(4) After command in step (3), some inputs are required as follows:

Enter keystore password **### %
What is your first and last name?(*1)
[Unknown]: Scott Oaks

What is the name of your organizational unit?
[Unknown]: SMCC

What is the name of your organization?
[Unknown]: Sun Microsystems

What is the name of your City or Locality?
[Unknown]: New York

What is the name of your State or Province?
[Unknown]: NY

What is the two-letter country code for this unit?
[Unknown]: US

Is <CN=Scott Oaks, OU=SMCC, O=Sun Microsystems, L=New York, S=NY, C=US>

correct?

[no]:y
Enter key password for <sdo>
(RETURN if same as keystore password): (*2)

(*1) You can enter host name or IP address for "first and last name".
(*2) Press Enter in order to enter same password as keystore password.

(5) Confirm if keystore is generated in location of step (1).

(6) In order to convert a keystore to PEM format, execute the following command. If password is required,
input storepass value in step (1).

keytool -exportcert -keystore {keystore value in step(1)} -alias {alias value in step(1)} -rfc > {location
of output file}

Example)
keytool -exportcert -keystore C:¥Users¥Administrator¥.keystore -alias esmpro_ilosso
-rfc > C:¥Users¥Administrator¥test.pem

(7) Confirm if Certificate in PEM format is generated in location of step (6).

Example of PEM data)

***** BEGIN CERTIFICATE-----

MI [DaTCCA | Gabw Bhe [EZap i aTANBekahk i GIwOBACWFADB | MOswCOYDYOOGEW.JK
LUDECMAAGATUECEMHVIE rbm8 3k | EOMA GATUEBMHVIE rbm33k § EQMAA GATUECHMH
Y% rbm93b i EQMAAGATUECMHYWE rbm33k | EOMAwGE 1LEAMEZHYE bitkwHhchMT 2w
OTEMDCxM=MOWhchM 2wOT ASMDcM=MOW i B | MO=swCOYDVOCGEw JKUDEOMA4 GATLE
CEMHYHS rbm33k ] EQMAAGATUEBsMHYIS rbm@3h j ECMA4GATUEChMHYING rbm92b | EQ
MAAGATUECMHYWS rbm@3h | EOMAWGATUE xMF ZHV bilowzeE | MADGCSaGS [3D0ER
A0UAAL TBDwAwgeEK Ao [BANDUozB0H+a00] [nDCER I WP+E | CD0zPPwPoB4 /1 Allst /S
10=jR2r8r7 rm 5n0zBLEVPaq | eSBCadhthHAzwh, JEGKeRsbPCYFwCHHIRmm M
WrETCLKXeBE3KTAMC4 i 2y i CrHv 1y | OpyBoaul /CORP=4FFvOLZKY dkaVmRCribs]
EbeedlJdHX34 34801 i 1 r20 T | cMNBXcH 8 ArbSm8X)ZJ0Y+8Ber BdhBOKULS /W40
LsksBe xMSz+achaTk2pGazBxlueFHcTwhie i /heByv [ 8k+HRmpk T Yab 00yt + [ +b+5
ILEUT ddavm ] 70 TGy GAUY r7 g ] s/ 3RyBuY AH1 BHROVndeMBAAG T T TATMBOGAT U
DgWBETT92 1 swhwhl0C re+vemTt TIxgvsaT ANBekahk i GIw0BAQWF AAOCAQEALLIST
TOVOVFFKKE 15 0dBCWD289F Sol 9wF TthndAxBnDmR3 T+ 400cSL DmPYM1ByalZ At NN
3V 2zt 3k wehlk JAwNGyQz AGNFOTFEFlN | enBpb o WHBOT 10mped sxFmod | 3Jj+Y
GaM/A05 j snsYadxZUM7CH | gkKBUBc0vRz rUZAPwdu | YSESHNIHGGE JK NP+l
20t po2Rbb040KRE4 | Noodt apas YO Y0/ 16 | vkt W TLE ugk rDE3u i s +ulhvakJ8
27hc | JFTkscnDhRn9RehyELm' i f ACEMLE 14| AtrnTw0 TBeU2m V4 rdGGzbbAcadA
b PMHU4BMAHPT S ==

***** END CERTIFICATE-----
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(8) Open "ilosso.properties" in the following location with text editor on the management PC.

Location of "ilosso.properties":
<NEC ESMPRO Manager install folder>¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-INF
¥servicetiLOSSO

(9) Update the value of the following properites.

Property Name Value Sample for property
ALIAS NAME "alias" in step (1) esmpro_ilosso
KEYSTORE PATH -In case that file separator is "¥¥":

"location" of keystore in step
(1). File separator must be
"/H Or Hgﬂ'

C:¥¥Users¥¥Administrator¥¥.keystore
-In case that file separator is "/":
C:/Users/Administrator/.keystore

PASSWORD "storepass" in step (1). secret

Example)

ALIAS WAME=esmpro_i losso
KEYSTORE_PATH=C: ¥¥lUsers¥¥Adninist rator¥¥ . kevstore
PASSHWORD=secret

(10) Restart the management PC.

(11) Start a web browser on the management PC and input URL as below.
In the case that the IP address of iLO is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/
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(12) After login to iLO, Select "Security" - "NEC SSO" at the WebConsole menu.
The following screen shows example.

iLOS
NEC 1.30 May 23 2018 X

Security - Access Settin ® © H ® A ?

Information Access Settings ILO Service Port Secure Shell Key SS5L Certificate

System Information Directory  Encryption Login Security Banner

Firmware & OS Software

iLO Federation Service

Remote Console & Media
Power & Thermal
Intelligent System Tuning () Secure Shell (SSH)

ILO Dedicated Network Port Secure Shell (SSH) Port

iLO Shared Network Port 22

Administration
() Web Server
Security

Management Web Server Non-SSL Port

a0
EXPRESSBUILDER

Web Server SSL Port
443

(13) Select "Trust by Certificate" as SSO Trust Mode and click "Apply" button. Then click "Import" button in
"Manage Trusted Certificates and Records" to install the trusted certificate.

NEC El;?ayfmm X Security - Single Sign-On Setfings ® O & ® A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner
Firmware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media o0 Trust Mode

Power & Thermal Trust by Certificate

Intelligent System Tuning

iLO Dedicated Network Port &
&
iLO Shared Network Port PO
¢ & &
i i &
Administration
Security —E| Login

Management
Virtual Power and Reset

|:| Remote Console
O

EXPRESSBUILDER
éj Virtual Media

Bl HostBlOs

ﬁﬂ Configure iLO Settings
Pd’ Administer User Accounts
Host NIC

o o o o [ o 4
OOODRRERE
RRRRRIRRIRE

Host Storage
. Recovery Set
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(14) Copy text of Certificate(* 1) generated in step (7) and paste it in text field. Then Click "Apply" button.

NEC E_I;D?aizm X Security - Single Sign-On Settings 0 H® O®© A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner
Fimware & OS Software
iLO Federation

Remote Console & Media Import Trusted Certificates X

Power & Thermal
Intelligent System Tuning Direct Import

ILO Dedicated Network Port
paste the base64-encoded X 509 certificate data here

H LsksBixNSz+achq | KZpGazBxuer We rwNXp)/neBVISBK+RMPK | JVagUOVEH+D+S -
ILO Shared Network Port BLQUMdavrrHTDhqA\G%deUYrTgX\SBRyEuW}%EHnO nAgUBAAC TAMEOCATUY
DRQIVEET Rz VaNiCre- g Tokoy T ANDgkonCongBAG AAOCAEARGC

Administration TOVOF kKOO WDGHSF SO 9V AL 400 SLOMPVIMTBy2 1 AN

3VT22kcehkdAnNGyOzAaNF TFskadsansm\m mooZexEmOASIHY

EaMAD oo oaUMTCNS GRKEU el iZauclySSa N aGE IR Pyt
Security QKOOGS pagY OOy AT fogX DE S

zzm JkascnmﬁrﬁgemSLm ACSL R4 i T BaU LA GG ebbAc oA

By w
Management D R AT
EXPRESSBUILDER @
Import From URL
*1. : : " " "

1: You must copy and paste all text including "----- BEGIN CERTIFICATE----- and "----- END

CERTIFICATE-----

(15) Confirm if Certificate is added in "Manage Trusted Certificates and Records" field on NEC SSO
settings.

NEC El;?agmm X Security - Single Sign-On Settings ® 0 H ® A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner

Firmware & OS Software
iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records
Remote Console & Media S0 Trust Mode ” o
Power & Thermal Trust by Certificate Status  Certificate  Description

Intelligent System Tuning I:‘ L] = HostName

iLO Dedicated Network Port RS
"b

Login

iLO Shared Network Port

Administration

Security

Management Remote Console

EXPRESSBUILDER Virtual Power and Reset

Virtual Media
Host BIOS
Configure iLO Settings

Jooooos

Adminictar Henr Arrasinte
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4.2.2.2 The procedure for Trust by Name

(1) Open "ilosso.properties" in the following location with text editor on the management PC.

Location of "ilosso.properties":
<NEC ESMPRO Manager install folder>¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-INF
¥servicetiLOSSO

(2) Configure IP address or Domain Name of the management PC for "HOST NAME" property and save
properties file.
Example)
05T MAME=192.168.1.

KEYSTORE. PATH=
PASSHORD=

(3) Restart the management PC.
(4) Execute step (11) and (12) in4.2.2.1.

(5) Select "Trust by name" as SSO Trust Mode and click "Apply" button. Then click "Import" button in
"Manage Trusted Certificates and Records".

NEC El;?ayfmm X Security - Single Sign-On Setting ® O ® ® K 7

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner
Firmware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media SSO Trust Mode
Power & Thermal Trust by name li. " pon

Intelligent System Tuning

iLO Dedicated Network Port &o‘
iLO Shared Network Port JOR
¢ &
Administration ¥ o ¢
Security 2] Login
Management D |:| Remote Console
EXPRESSBUILDER D C) Virtual Power and Reset
I:‘ éj Virtual Media
O B HostBIOS
O O Y Configure iLO Settings
I:‘ I:‘ E,e Administer User Accounts
O O £y HostNic
D I:‘ Host Storage

), Recovery Set

)
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(6) Configure the value saved as "HOST NAME" in step (2) in text field of "Import Direct DNS Name" and
click "Apply" button.

NEC EI;D?ayr;asz X Security - Single Sign-On Setting ® © & ® & ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner

Firmware & OS Software

pasie Ule UdSEna-ENLuuey A.DUT CETINCALE Udld Nere
iLO Federation

Remote Console & Media

Power & Thermal

Intelligent System Tuning

iLO Dedicated Network Port

Apply

iLO Shared Network Port
Administration

Import From URL
Security

Management Certificate URL

Import Direct DNS Name

EXPRESSBUILDER

DNS name or IP address

19216812

(7) Confirm if name set in step (6) is added in "Manage Trusted Certificates and Records" field on NEC
SSO settings.

NEC EI;?WSMM X Security - Single Sign-On Setting ® O ® O A 7

Information Access Seftings  ILO Service Port  Secure Shell Key ~ SSL Certificate  Directory ~ Encryption  NEC SSO

System Information Login Security Banner

Firmware & OS Software
iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records
Remote Console & Media SS0 Trust Mode o

Power & Thermal Trust by name Status Certificate Description

Intelligent System Tuning I:l ° 192.168.1.2

iLO Dedicated Network Port

S
«O
ey
iLO Shared Network Port @@‘ & T, Import
)
N ¥

Administration

Security

Login
Management Remote Console

Virtual Power and Reset
Virtual Media

Host BIOS

EXPRESSBUILDER

Configure ILO Settings

|
IHREEERE

A Aeivicbar | lnnr Acsnsinbe
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4.2.2.3The procedure for Trust by All
(1) Execute step (11) and (12) in 4.2.2.1.

(2) Select "Trust by All" as SSO Trust Mode and click "Apply" button.

NEC f';ﬂ?w";m X Security - Single Sign-On Settings ® O ®» ® A °

Information Access Settings iLO Service Port

Secure Shell Key SSL Certificate Directory Encryption NEC 88O
System Information Login Security Banner
Firmware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media SS0 Trust Mode
Power & Thermal Trust All

Intelligent System Tuning

iLO Dedicated Network Port &

T, Import

iLO Shared Networic Port « @}"'\a‘ @@\‘:@
Administration o
Security Login
Management D Remote Console
EXPRESSBUILDER |:| Virtual Power and Reset
|:| Virtual Media
Il Host BIOS
I:l |:| Configure ILO Settings
O O Administer User Accounts
O O Host NIC
|:| I:‘ Host Storage

Recovery Set

i
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4.3 Register a managed component on NEC ESMPRO Manager
To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform steps in the following order:

(1) Configure environment setting
(2) Add the group to which the managed component will belong.
(3) Register a managed component.

4.3.1 Environment setting

If NEC ESMPRO Manager manages components in which iLO is integrated, in following cases,
"Self-Signed Certification" should be accepted by NEC ESMPRO Manager in “Environment Setting”.
Otherwise NEC ESMPRO Manager cannot manage components in which iLO is integrated.

- NEC ESMPRO Manager communicates with iLO by HTTPS and using “Self-Signed Certificate”.
+ The communication protocol used between NEC ESMPRO Manager and iLO is
HTTPS by default.
The communication protocol can be changed by Communication Protocol settings
cenennne 0L I Qommunication with iLOT at “Environment Setting” - "Network™ oo
(1) [Step] : On “Environment Setting” - “Network” screen, set “Self-Signed Certificate” of
“Communication with iLO” to “Allow”.

When using WS-Man communication or ESXi in the following environment, "Self-signature proof™ of
"WS-Man Communication / ESXi"
Set it to "Allow".
* If the managed is a VMware ESXi server and you cannot trust the VMware ESXi server certificate by
https connection by IP address.
* When the management side is configured to use HTTPS for communication between NEC ESMPRO
ServerAgentService and NEC ESMPRO Manager, and when using self-signing
Lser Mame © Admiistrator [ Buthority : Administrator ]

ErpEther | AlrtViener | Tools | Environment | About NEG ESMPRO Manaeer | Help
Envionment [ RAID System Management Mods - Advanced
Mads 1

User ficcounts | Acoess Gontrol Iiiﬂi Option | Auto Registration Setting
| femName |  SewpVake |
SNMP/IGMP Gomnwnication
Packet Resend Count rumber of timss
E:pref‘p’%'\se Timeout 1 (1 - 65535 seconds) B seconds
Vﬁl’:;ﬁgiwse Timeout 2 (1 - 66636 secands) [ seconds
E:,‘ref;?ﬁ\se Timeout 3 (1 - 85635 seconds) B
E:;;?fg&llwse Timgout & (1 - 65635 seconds) B ] seconds
Gommunication with Remote Gonsole/Femote Drive
Eue:mresg&llwse Timeout {20 - 1800 seconds) ssconds
Gommunication with BMG
1P M no response detection timer value

{1 - 15 seconds) [required] seconds

Command Send Retry Gount (0= 10 number of
times bequaed] number of times

Send Source Port (1026 - 65635) [required] 47117

zéﬁgfé?:aiﬁdlaatthe time of automatic @ Redfich O IPMI
Redfich ro response detection timer valus seconds

(1 - 30 seconds) required]

Self Signed Certificate O Allove @ Kot Allowed
Direct Gonnection Setting

Port Number

WS—Man Communication
Self Siened Certiticate ® fllow C Mt Allowed

Communication wih iLO
Mo-response Timeout (1- 30 seconds) [required] seconds

gagga&im%lry Gount {0 - 10 nunber of El number of times

Communization Protocol for Auto Reistration TR TP
Self Signed Certifizate ® fllo Mt Allowed

e
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4.3.2 Add Group to which the managed component will belong
See 1.3.2 Add Group to which the managed component will belong.

4.3.3 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration

This method requires the operator to directly enter the managed component's information such as the IP
address of iLO and to perform "Check Connection".

Auto Registration

This method automatically searches the network for managed components and iLO that are not
registered yet on the NEC ESMPRO Manager and registers them.

4.3.3.1 Manual Registration

Click the group name to which the managed component based on iLO will belong on the "Component

List" or the "Group" tree.

Click the "Manual Registration"-"Full Management" from "Add Component" of "Group Information" tab

Input the following items.

Name \ Value

Component Name

Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type

Select “LAN”

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi

Management

Select "Registration" to manage the system of the component.

Management Type

Select “WS-Man” in the following cases. *1
The operating system of the managed component is VMware ESXi7.
NEC ESMPRO ServerAgentService is installed on the managed
component.

Select “ESXi” in the following cases. *1
The operating system of the managed component is VMware ESXi8.

User Name

Enter the user name and password for communication with WS-Man or
ESXi.

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

Password

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating system of the managed component is VMware ESXi.

Enter Username/Password of VMware ESXi Administrator
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Communication Select protocol HTTP/HTTPS for connection WS-Man service.

Protocol If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS
Setting in the ESMPRO/ServerAgentService Installation Guide

(Windows).
Port Number Enter port number where WS-Man service listens for connection. *2
RAID system management
Management If the managed component is NEC ESMPRO ServerAgentService, Select
“Unregistration”.

If the operating system of the managed component is VMware ESXi, refer
to “10.3.3.1 Manual Registration”.

NEC ExpressUpdate

Updates via  NEC | Select “Unregistration”. The managed component in which iLO is
ExpressUpdate Agent integrated does not support updating via NEC ExpressUpdate Agent.

Updates via | Select “Unregistration”. The managed component in which iLO is
Management Controller | integrated does not support updating via Management Controller.

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration".
Management Type Select "iLO".
User Name Enter the user name and password for communication with the iLO, *3
Password
Communication Select protocol used by communication with iLO.
Protocol
Port Number Select port number used by communication with iLO. *4
"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)
IP Address 1 | Enter the IP address of iLO.
CHECK

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

*3 Set a user name and a password of following user account. Please refer to "iLOS5
user’s guide" for details about a user account of iLO.

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

*4 Set the port number of iLO Web Server. The default value of iLO Web Server is
80 for HTTP or 443 for HTTPS. If the default value is changed, you need to set the

IMPORTANT:
If iLO management is disabled, NEC ESMPRO Manager may not be able to
monitor HW status. Detailed information is shown in the connection check result
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screen.

The following screen shows an example.

m% User Narre @ Administrater [ Authority © Administrator ]
T Adanegrren

ExpEther | AlertViewsr | Tack | Erwkorment | About NEG ESMPRO Marsser | Hep
[ RAD System Marsgement Mode : Advanced hods 1

Group Information

[roup Iniomation

Sep Vake
=) Component List
Cornponent Narre [required] [SampleServer
Grow Information X
Aliss
- B[ & krt Status
S Growp SampleGroup v

Garnection Type @ LAN  Direct © Modem
Cammon Setting
- H Ao Resistration 05 PP Address [requived]
B 5 Manual Registration SNMP (NEC ESMPRO Agent) / WS—blan / ESXi
(/& Full Management Warag erment ® Registration O Unregistration

- P AkrtOnk Marazement O SHMP (NEG ESMPRO Agent, NEG Storage)
Wanaeement Type ®) WSvian (NEG ESMPRO ServerAgentService, before ESKIT)
Remote KV ard bedia License List OEsxi (ESKE)

User Name [required] [Administrator

Pasewcrd [required] [sessesnes

Corrunication Protocol ®HTTP OHTTPS

Port Mumber [required]
RAID systemn management

Wiaras srmert O Registration ® Unregistration
MEG ExpressUpdate

Updates vis NEG ExpressUpdats Azsnt O Registration ® Unregistration
“BMG (EXPRESSSCOPE Ergire)” / “ILO" / “BMG (Other)” / “wPra” (Common)

Wiarag ermert ® Rezistration O Unresistration

alf BMG / L0 management is disabled, NEC ESMPRO Manager carnot monitor HW errors of some servers. Please

refer to the result pags of connestion check
Maragement Type OBmc ® Lo O BMS{Other) O vPro

[§1 EMCI{EXPRESSSCOPE Ereine)” fs tarzet for EXPRESSSCOPE Eneinel /2/3/3ft/25P/35P,EM Card (SIGMABLADE),
BMOEGO GENTER), BhG(mary core server)
Far cases other than the above and “iLO" ard “wPra”, please select “BMC(Other”

Uzer Name [required] [Administrator ]

[ Auid Group
5 [ Add Comparent

Password [required] [soneene |
Gorrunication Protocol OHTTP ®HTTPE

Part Mumber [required]

“BMIC (EXPRESSSCOPE Ergine)” / “iLO" / “BMG (Other)” / “wPro™ {LAN)
P Address1 [required]

(4) Click "Add".

(5) Click the "Connection Setting" from "Setting" tab of the managed component.
Click "Check Connection" to collect the managed component information for the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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4.3.3.2 Auto Registration
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Click the group name to which the managed component based on iLO will belong on the "Component

List" or the "Group" tree.

Click the "Auto Registration" from "Add Component" of the "Group Information" tab.

Input the following items to search managed components based on iLO.

Name \ Value
Destination Group Specify the group to which the managed component will belong.
Discovery Range
Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.
Start Address When you select "IP Address Range Search" for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search" for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be
searched for.
SNMP (NEC ESMPRO Agent)
Discovery When you discover only the components in which iLO is integrated, this
item should be “Disable”.
WS-Man
Discovery When you discover components installed NEC ESMPRO
ServerAgentService or VMware ESXi7, select “Enable”. *1, *4
User Name/Password Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *2
- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system
- The operating system of the managed component is VMware ESXi7.
Enter Username/Password of VMware ESXi Administrator
ESXi
Discovery VMware ESXi8 or later, select “Enable”. *1
User Name/Password Enter username and password for ESXi. The account must be a system
administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *2
- The operating system of the managed component is VMware ESXi8.
Enter Username/Password of VMware ESXi Administrator
RAID system management
Management If the operating system of the managed component is VMware ESXi, refer
to “10.3.3.2 Auto Registration”.
NEC ExpressUpdate
Updates via  NEC | When you discover only the components in which iLO is integrated, this
ExpressUpdate Agent item should be “Disable”.
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BMC (EXPRESSSCOPE Engine)

Discovery When you discover only the components in which iLO is integrated, this
item should be “Disable”.

iLO

Discovery Select “Enable”

User Name/Password Enter username and password for communication with the iLO,
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *2, *3

BMC (Other)

Discovery When you discover only the components in which iLO is integrated, this

item should be “Disable”.

Intel(R) vPro(TM) Technology

item should be “Disable”.

Discovery When you discover only the components in which iLO is integrated, this

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for

*3 Set a user name and a password of following user account. Please refer to "iLOS5
user’s guide" for details about a user account of iLO.

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

*4 If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS Setting

(4) Click “Run Discovery” and the discovery for the managed components will start.

(5) When the auto registration is completed, registered components are listed. After that, NEC ESMPRO

Manager starts to manage them.

When the managed component is registered by auto registration but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is set to the "ManagementController + number".
You can change the component name on "Component setting" - "Connection
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Chapter5 Setup for Managed Component of BMC
(Other)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC (Other)
component.

In addition to IPMI, which has traditionally supported access modes for BMC (Other) components, Redfish
is now available.

5.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

(2) Configure BMC on the managed component to enable ESMPRO Management.

(3) Register the managed component on NEC ESMPRO Manager.

5.2 Configure BMC on Managed Component

Configure BMC (Other) of the managed component via Embedded Management Software.
After starting a web browser on the management PC, input URL in order to start Embedded Management
Software.

In the case that the IP address of BMC (Other) is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

Please set “Platform Events” and “Trap settings” so that NEC ESMPRO Manager
receive alerts from the BMC.

If you want to use Redfish as the access mode for BMC (Other) devices, enable
Redfish by selecting the settings panel "Redfish Interface" from the BMC settings
menu.

The default value is disable.
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5.3 Register a managed component on NEC ESMPRO Manager

In order to register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO
Manager and perform the following procedure:

(1) Configure environment setting
(2) If necessary, add the group to which the managed component will belong.
(3) Register a managed component.

5.3.1 Environment setting

5.3.1.1 Configuring to Allow Self-Signed Certificates

If NEC ESMPRO Manager manages components in which BMC (Other) is integrated, in following cases,
"Self-Signed Certification" should be accepted by NEC ESMPRO Manager in “Environment Setting”.
Otherwise NEC ESMPRO Manager cannot manage components in which BMC (Other) is integrated.

- If you use Redfish as the access mode for communication between BMC (Other) components and NEC
ESMPRO Manager and use self-signed.

[Step] : On “Environment Setting” - “Network” screen, set “Self-Signed Certificate” of
“Communication with BMC (Other)” to “Allow”.

Em% User Name : Admhistrator [ Authority = Administrator ]
Adarager Fov. ExpEther | Alert\iewer | Toolz | Environment | #bout MEG ESMPRO Manazer | Help
[ RAID System Management Made : Advanced

Mode ]

Uszer Accounts || Access Control m Cption || Auto Fegistration Setting

[ MemMame [  SewpVake |

SHMP/ICMP Communicat ion

Packet Resend Count number of times
No-response Timeout 1 (1 - B5635 s=conds)

e D zeconds
No-responss Timeout 2 (1 - 65635 ssconds)

Frequed] seconds
Eﬁfﬁs\a Timeout 3 (1 - 65538 seconds) seconds
Mo-responze Timeout 4 (1 - 65535 ssconds)

frequired] seconds
Communicatpn with Remote Gonsole/Remote Dy ve

Ho-response Timeout (20 - 1300 seconds)

Fequied] secohds
Communicaton with BMC

IP M no responge detection timer walue El seconds

(1 - 15 zeconds) [required]

S%rgsmand SfﬁgﬂRetry Ciount (0~ 10 number of Ry & fes
Send Source Port (1025 - 65535) [required] 47117

Priority access mode &t the time of automatic !

sekction [required] © Redfish OTPMI
Redfish no response detection timer value

{1 - 30 seconds) [require seconds

Self Signed Certificate @ Allow L) Mat Allowed
Direct Connection Settine

Port Mumber Serial Port1 v
W5—Man Communication

Self Siened Certificate ® llow O Mot Allowed

Communicaton with iLO
Ho-response Timeout (1- 30 seconds) [required] zeconds

S;r:srgnand Sl:air:;:ld]Retry Court (0- 10 rumber of D el 6 s
Communication Protocol for Auto Reeistration @ HTTPS O HTTP
Self Signed Certificate ® Allaw O Mot Allawed
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5.3.1.2 Set the preferred access mode for automatic selection

In an environment where both Redfish and IPMI access modes can be connected, if "Auto" is selected as the
access mode used to search for BMC (Other) management functions, you can set the preferred access mode.
Subsequent connections use the first automatically selected access mode.

5.3.2 Add Group to which the managed component will belong
See 1.3.2 Add Group to which the managed component will belong.

5.3.3 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of BMC (Other) and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and BMC (Other) that are
not registered yet on the NEC ESMPRO Manager and registers them.

5.3.3.1 Manual Registration

(1) Click the group name to which the managed component based on BMC (Other) will belong on the
"Component List" or the "Group" tree.

(2) Click the "Manual Registration"-"Full Management" from "Add Component" of "Group Information"
tab.

(3) Input the following items.

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Connection Type Select “LAN”

Common Setting

OS IP Address | Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi

Management Select "Registration" to manage the system of the component.
Management Type Select “WS-Man” in the following cases. *1

The operating system of the managed component is VMware ESXi7.
NEC ESMPRO ServerAgentService is installed on the managed
component.

Select “ESXi” in the following cases. *1
The operating system of the managed component is VMware ESXi8.
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User Name

Enter the user name and password for communication with WS-Man or
ESXi.

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator.

Password

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system.

- The operating system of the managed component is VMware ESXi.
Enter Username/Password of VMware ESXi Administrator.

Communication
Protocol

Select protocol HTTP/HTTPS for connection WS-Man service.

If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS
Setting in the ESMPRO/ServerAgentService Installation Guide
(Windows).

Port Number

Enter port number where WS-Man service listens for connection. *2

RAID system management

Management Select "Registration" to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi7,
WS-Man management must be enabled in addition to this setting.
Select "Unregistration" when the operating system of the managed
component is VMware ESXi8.
NEC ExpressUpdate
Updates via NEC | Select "Registration" to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.
Updates via | Select “Unregistration”. The managed component in which BMC (Other)

Management Controller

is integrated does not support updating via Management Controller.

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration".
Management Type Select "BMC (Other)".
Access Mode Select the access mode you want to use to search for BMC (Other)
management functions. *3
* Auto
Automatically select either Redfish or IPMI. If you can connect with both
access modes, follow the settings in "Preferred access mode for automatic
selection" on the Preferences - Network screen. Subsequent connections
use the first automatically selected access mode.
* Redfish
Specify Redfish as the access mode to the BMC(Other).
+ IPMI
Specify IPMI as the access mode to the BMC(Other).
Port Number Specify the port number to connect to using Redfish.
If you select "Auto" or "Redfish" as the access mode, setting the port
number is mandatory.
User Name Enter the user name and password for communication with the BMC
Password (Other), *4

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

IP Address 1

| Enter the IP address of BMC (Other).
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*2 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

*3 When using Redfish as the BMC (Other) access mode, it is necessary to allow
self-signing in NEC ESMPRO Manager by referring to "5.3.1 Configure
configuration" in the following cases.

If you use Redfish as the access mode for communication between BMC (Other)
components and NEC ESMPRO Manager and use self-signed.

*4 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account
of BMC (Other).

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

IMPORTANT:
If BMC (Other) management is disabled, NEC ESMPRO Manager may not be able
to monitor HW status. Detailed information is shown in the connection check result
screen.

IMPORTANT:
If the BMC (Other) access mode is Redfish, you cannot use the Remote Console
and Console Log Setting.
Other features are not different between IPMI and Redfish.

(4) Click "Add".

(5) Click the "Connection Setting" from "Setting" tab of the managed component.
Click "Check Connection" to collect the managed component information for the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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5.3.3.2 Auto Registration
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Click the group name to which the managed component based on BMC (Other) will belong on the
"Component List" or the "Group" tree.

Click the "Auto Registration" from "Add Component" of the "Group Information" tab.

Input the following items to search managed components of BMC (Other).

Name \ Value
Destination Group Specify the group to which the managed component will belong.
Discovery Range
Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.
Start Address When you select "IP Address Range Search" for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search" for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be
searched for.
SNMP (NEC ESMPRO Agent)
Discovery When you discover only the components in which BMC (Other) is
integrated, this item should be “Disable”.
WS-Man
Discovery When you discover components installed NEC ESMPRO
ServerAgentService or VMware ESXi7, select “Enable”. *1, *5
User Name/Password Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *2
- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system
- The operating system of the managed component is VMware ESXi7.
Enter Username/Password of VMware ESXi Administrator
ESXi
Discovery Select “Enable” to manage VMware ESXi8 of the component. *1
User Name/Password Enter username and password for ESXi. The account must be a system
administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *2
- The operating system of the managed component is VMware ESXi8.
Enter Username/Password of VMware ESXi Administrator
RAID system management
Management Select "Enable" to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi7,
WS-Man management must be enabled in addition to this setting.
Select "Disable" when the operating system of the managed component is
VMware ESXi8.
NEC ExpressUpdate
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Updates via  NEC | Select "Enable" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent
BMC (EXPRESSSCOPE Engine)
Discovery When you discover only the components of BMC (Other), this item
should be “Disable”.
iLO
Discovery When you discover only the components of BMC (Other), this item
should be “Disable”.
BMC (Other)
Discovery Select “Enable”
Access Mode Select the access mode you want to use to search for BMC (Other)
management functions. *3
*+ Auto
Automatically select either Redfish or IPMI. If you can connect with both
access modes, follow the settings in "Preferred access mode for automatic
selection" on the Preferences - Network screen. Subsequent connections
use the first automatically selected access mode.
* Redfish
Specify Redfish as the access mode to the BMC(Other).
+ IPMI
Specify IPMI as the access mode to the BMC(Other).
User Name/Password Enter username and password for communication with the BMC (Other),
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *2, *4
Intel(R) vPro(TM) Technology
Discovery When you discover only the components of BMC (Other), this item
should be “Disable”.
CHECK

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for

*3 When using Redfish as the BMC (Other) access mode, it is necessary to allow
self-signing in NEC ESMPRO Manager by referring to "5.3.1 Configure
configuration" in the following cases.

If you use Redfish as the access mode for communication between BMC (Other)

*4 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account
of BMC (Other).

-- Administrator of the default user

-- Additional user with all user privileges.
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*5 If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS Setting

IMPORTANT:
If the BMC (Other) access mode is Redfish, you cannot use the Remote Console
and Console Log Setting.
Other features are not different between IPMI and Redfish.

(4) Click “Run Discovery” and the discovery for the managed components will start.

(5) When the auto registration is completed, registered components are listed. After that, NEC ESMPRO
Manager starts to manage them.

When the managed component is registered by auto registration but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is set to the "ManagementController + number".
You can change the component name on "Component setting" - "Connection
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Chapter6 EM Card and Chassis Management

6.1 Overview
The NEC ESMPRO Manager has following functions by communication with the EM card in a blade
enclosure,

Information Collection
NEC ESMPRO Manager collects the status and the information of the blade enclosure as follows.

-- Blade / EM Card / Switch Module List
If the slot state of CPU blade, EM card or switch module is changed, NEC ESMPRO Manager
collects current slot state.

-- Chassis Information
NEC ESMPRO Manager collects the blade enclosure name, the name and ID of the rack in which
the blade enclosure is installed.

-- EM Card / Switch Module Status
NEC ESMPRO Manager obtains the STATUS Lamp of the EM card and the switch module.

Component Monitoring
NEC ESMPRO Manager always monitors the slot state in the blade enclosure and the STATUS Lamp of
the EM card and the Switch Module. When some slot state change or failure occurs, NEC ESMPRO
Manager notifies the operator.

CPU Blade Auto Setting
When NEC ESMPRO Manager detects new CPU blade installed on the blade enclosure, the NEC
ESMPRO Manager configures BMC on the CPU blade (managed component) through the EM card to
control the managed component remotely. NEC ESMPRO Manager also registers the managed
component for its own, and execute the "Check Connection™.

6.2 System Requirements
NEC ESMPRO Manager can manage the following EM card.

Hardware
EM card that is listed "Appendix D. Managed Components Summary".

® Communication Medium
TCP/IP network

NEC ESMPRO Agent Extension and NEC DianaScope Agent cannot be installed
on EM card.
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6.3 Setup for EM Card

6.3.1 Setup Flow

Perform the following setup procedure:
(1) Connect the NEC ESMPRO Manager server and the EM card.
(2) Setup EM card for communication with NEC ESMPRO Manager.

(3) Register the EM card on NEC ESMPRO Manager.

6.3.2 Setup EM Card for communication with NEC ESMPRO Manager Setup
the EM Card as follows. See Users Guide that attached to EM Card for detail.

(1) Setthe IP address of the EM Card.

The IP address set on the EM card should be the value that can be divided by 4. If
the IP address be set other value, NEC ESMPRO Manager will fail "Check
Connection".

(2) Setup EM Card for communication with NEC ESMPRO Manager (DianaScope support).
Use setdsl command for SIGMABLADE-M.
Use SET DSGPASSWORD and SET DSGSTATE command for SIGMABLADE-H.

6.3.3 Register EM Card on NEC ESMPRO Manager

You can register the EM card with similar way of registering the ordinary managed component.
Use either of the two methods to register EM card.

Manual Registration
This method requires the operator to directly enter the EM card's information such as the IP address and
to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and EM card that are not
registered yet on the NEC ESMPRO Manager, and registers them.

NEC ESMPRO Manager distinguishes the EM card from ordinary managed
component by "Check Connection".

After "Check Connection" of the EM card is completed, Information of the blade
enclosure (chassis) is displayed on the "Chassis List" on the NEC ESMPRO
Manager.

The chassis name on the NEC ESMPRO Manager is set to the first 16 characters of
the blade enclosure name. If the same name is already registered, some number is
added to the name.
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6.3.3.1 Manual Registration
(1) Click the group name for the EM card on the "Component Link" view or "Group" tree.
(2) Click the "Manual Registration" from "Add Component" of "Group Information" tab.

(3) Input the following items on the "Manual Registration"-" Full Management" view.

Name \ Value

Component Name Specify the name of the EM card on NEC ESMPRO Manager.

Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the EM card. Do not enter a name including
blank characters. Uppercase characters are distinguished from lowercase
characters.

Group Specify the group to which the EM card will belong.

Connection Type Select “LAN”

Common Setting

OS IP Address | Specify the Address of the EM card.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi

Management Select "Registration" to manage the EM card.

Management Type Select “SNMP”

SNMP Community | SNMP Community Name which is specified at the EM card.

Name(Get) The default value is “public”.

SNMP Community | SNMP Community Name which is specified at the EM card.

Name(Set) The default value is “public”.

RAID system management

Management | Select “Unregistration”.

NEC ExpressUpdate

Updates via  NEC | Select “Unregistration”.

ExpressUpdate Agent

Updates via | Select “Unregistration”.

Management Controller
"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration".

Management Type Select "BMC".

Authentication Key Enter the "authentication key" for the EM card.

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

Current IP Address Select IP Address 1

Failover Select “Disable”.

IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration

for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Mask1 *1 Enter the subnet mask that is specified on LANI of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.
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(4)
®)

(6)

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

This field can be blank.

Subnet Mask?2 *1

This field can be blank.

Click "Add".

Click "Connection Setting" from "Setting" tab of the managed component. And Click “Check

Connection”.

NEC ESMPRO Manager
management.

will execute "Check Connection" and collect the information for the

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the EM card

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

Check

NEC ESMPRO Manager cannot use the feature to manage the component.

parameters corresponding to the feature.

6.3.3.2 Auto Registration

(1) Click the group name for the EM card on the "Component Link" view or "Group" tree.

(2) Click the "Auto Registration" from "Add Component" of "Group Information" tab.

(3) Enter following information.

Name \ Value

Destination Group Specify the group to which the EM card will belong.

Discovery Range

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the [P address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search" for "Search Mode", specify

Network Mask the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO Agent)

Discovery Select “Enable”.

SNMP Community | SNMP Community Name which is specified at SNMP Agent running on

Name the EM card.

WS-Man
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Discovery | Select “Disable”
ESXi

Discovery | Select “Disable”
RAID system management

Management | Select “Disable”
NEC ExpressUpdate

Updates via  NEC | Select “Disable”
ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)
Discovery Select "Enable".
Features NEC | Select “Disable”
ExpressUpdate

Authentication Key Enter the password that you set in EM card.
iLO

Discovery | Select “Disable”.
BMC (Other)

Discovery | Select “Disable”.
Intel(R) vPro(TM) Technology

Discovery | Select “Disable”.

(4) The search for the managed components will start.

(5) The IP addresses of the found managed component and EM cards will be listed.
When the "Auto Registration" is completed, the NEC ESMPRO Manager starts to control the EM card.

When the EM card is registered by auto registration, the EM card name is set to
blade enclosure + "-EM" + EM card number. You can change the EM card name on

6.4 Operation of EM card

You can open the screen to check the STATUS lamp and to turn UID lamp on as follows.
(1) Click "Chassis" from the tree view.
(2) Click the EM card name on the "Component List".

(3) Click the EM card parts on the "Chassis MAP" screen.

6.5 CPU Blade Auto Registration

NEC ESMPRO Manager monitors blade slot state of the blade enclosure on which the EM card is installed.
If NEC ESMPRO Manager detects new CPU blade installed on the chassis, NEC ESMPRO Manager
configures BMC on the CPU blade (managed component) through the EM card. To control the managed
component, NEC ESMPRO Manager also registers the managed component and executes "Check
Connection".

You should set the item for the BMC configuration and component registration on the NEC ESMPRO
Manager on the "Chassis Properties" - "CPU Blade Auto Setting".

See the online help of the NEC ESMPRO Manager for the details of the items.
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Chapter7 Setup for the NEC Storage M Series

7.1 Register NEC Storage on NEC ESMPRO Manager

You can register the NEC Storage with similar way of registering the ordinary managed component.
Use either of the two methods to register NEC Storage.

Manual Registration
This method requires the operator to directly enter the NEC Storage's information such as the "Floating
IP Address" and to perform "Check Connection™.

Auto Registration
This method automatically searches the network for managed components and NEC Storage, and
registers them.

NEC ESMPRO Manager distinguishes the NEC Storage from ordinary managed
component by "Check Connection".

The managed component name on the NEC ESMPRO Manager is set to the disk
array name that is set in iSMClient. You can change the managed component name

7.1.1 Manual Registration
(1) Click the group name for the NEC Storage on the "Component Link" view or "Group" tree.
(2) Click the "Manual Registration" from "Add Component" of "Group Information" tab.

n_n

(3) Input the following items on the "Manual Registration

Name \ Value

Full Management" view.

Component Name Specify the NEC Storage name on the NEC ESMPRO Manager,

Alias Specify the information about the NEC Storage. Do not enter a name
including blank characters. Uppercase characters are distinguished from
lowercase characters.

Group Specify the group to which the NEC Storage will belong.

Connection Type Select “LAN”

Common Setting

OS IP Address | Enter the Fixed IP address of "Floating IP Address" of the NEC Storage.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi

Management Select "Registration".

Management Type Select “SNMP”

SNMP Community | Enter the "SNMP community name" specified on iSMClient.

Name(Get)

SNMP Community | Enter the "SNMP community name" specified on iSMClient.

Name(Set)

RAID system management

Management | Select “Unregistration”.

NEC ExpressUpdate

Updates via  NEC | Select “Unregistration”.

ExpressUpdate Agent

Updates via | Select “Unregistration”.

Management Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)
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| Management | Select "Unregistration".

(4) Click "Add".

(5) Click "Connection Setting" from "Setting" tab of the managed component. And Click “Check Connection”.
NEC ESMPRO Manager will execute "Check Connection" and collect the information for the

management.
When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the NEC
Storage
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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7.1.2 Auto Registration
(1) Click the group name for the NEC Storage on the "Component Link" view or "Group" tree.
(2) Click the "Auto Registration" from "Add Component" of "Group Information" tab.

(3) Select "Search Mode" on the "Auto Registration" view and enter following information.

Name ‘ Value

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range which includes the
NEC Storage’s floating IP address.

Network Address When you select "Network Address Search" for "Search Mode", specify

Network Mask the network address and network which includes NES Storage’s floating
IP address.

| SNMP (NEC ESMPROAgent) ]

Discovery Select “Enable”.

SNMP Community | "SNMP Community Name" is the "SNMP Community Name" specified

Name on iSMClient.

Select “Disable”
Select “Disable”
Select “Disable”

Updates via  NEC | Select “Disable”
ExpressUpdate Agent

Select "Disable".
Select “Disable”.
Select “Disable”.

Discovery Select “Disable”.

(4) The search for the managed components will start.

(5) The IP addresses of the found managed component and NEC Storages will be listed.
When the "Auto Registration" is completed, the NEC ESMPRO Manager starts to control the NEC Storage
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Chapter8 Setup for the Managed Component based on
vPro

8.1 Setup Flow

Setup by the following setup procedures:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component based on vPro on the same network.

(2) Configure iIAMT on the managed component based on vPro.

(3) Register the managed component based on vPro on NEC ESMPRO Manager.

8.2 Configure iAMT on the Managed Component

Turn the managed component on.

Press <Ctrl+P> immediately after the component based on vPro displays the message prompting you to press
the key.

Main menu of the IAMT configuration is displayed.

Please enter the password to configure the iIAMT.

The NEC ESMPRO Manager can manage the vPro including the iAMT firmware version 6.0 and later.
The default user name and password are both "admin".

The iAMT configuration method may depend on the iAMT firmware version.

Refer to the website for detail configuration information and configure iAMT.

The following is an example of the website.

Please note that this URL is subject to change without notice.
http://software.intel.com/en-us/articles/intel-active-management-technology-intel-amt-software-develop
ment-kit-sdk-start-here-guide/

"Performing Manual Setup (from Release 6.0)" or "Manually Configuring an Intel AMT 7.0" of
"AMT?7.0 Start Here Guide"

8.3 Register the managed component on NEC ESMPRO
Manager

8.3.1 Add Group to which the managed component will belong
See 1.3.2 Add Group to which the managed component will belong
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8.3.2 Register the Managed Component
Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the vPro and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager and registers them.

8.3.2.1 Manual Registration

(1) Click the group name to which the managed component based on vPro will belong on the "Component
List" or the "Group" tree.

(2) Click the "Manual Registration"-"Full Management" from "Add Component" of "Group Information" tab.

(3) Input the following items.

Name Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Connection Type Select “LAN”
Common Setting
OS IP Address | Specify the OS IP Address of the managed component.
SNMP (NEC ESMPRO Agent) / WS-Man / ESXi
Management Select "Registration" to manage the system of the component.
Management Type Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agent is installed on the managed component.
- WS-Man *1, *2
NEC ESMPRO ServerAgentService is installed on the managed
component.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name(Get) the managed component.

It is necessary to get the information, configure, monitor via SNMP
SNMP Community | When you want to set SNMP Community names for Get and Set
Name(Set) separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name Enter the password for communication with WS-Man service.
- NEC ESMPRO ServerAgentService (Windows) is installed.
Password Enter Username(Local User Accounts)/Password of Windows system
Administrator

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system
Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2
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Protocol If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS
Setting in the ESMPRO/ServerAgentService Installation Guide
(Windows).

Port Number Enter port number where WS-Man service listens for connection. *3

RAID system management

Management Controller

Management | Select "Registration" to manage the RAID system of the component.

NEC ExpressUpdate

Updates via  NEC | Select "Registration" to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.

Updates via | Select "Registration" to manage the component using Management

Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO'" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "vPro".

User Name Enter the user name for communication with the vPro,

Password Enter the password for communication with the vPro,

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

IP Address 1

Enter the IP address that is specified on LAN of the iAMT configuration

for the managed component.

Subnet Mask1 *4

for the managed component.

Enter the subnet mask that is specified on LAN of the iAMT configuration

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

(4) Click "Add".

(5) Click the "Connection Setting" from "Setting" tab of the managed component.
Click "Check Connection" to collect the managed component information for the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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8.3.2.2 Auto Registration

@

@
®)

This IP Address and OS IP Address are the same if you set the DHCP mode to
"ENABLED" on the iAMT configuration.

Click the group name to which the managed component based on vPro will belong on the "Component

List" or the "Group" tree.

Click the "Auto Registration" from "Add Component" of the "Group Information" tab.

Input the following items to search managed components based on vPro.

Name Value

Destination Group

Specify the group to which the managed component will belong.

Discovery Range

Discovery Mode

With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search" for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be
searched for.
SNMP (NEC ESMPRO Agent)
Discovery Select “Enable” to manage the system of the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.
It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the system of the component. *1,*2, *4

User Name/Password

Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

ESXi

Discovery

| Select “Disable”

RAID system management

Management | Select "Enable" to manage the RAID system of the component.

NEC ExpressUpdate

Updates via  NEC | Select "Enable" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent
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BMC (EXPRESSSCOPE Engine)

Discovery | Select "Disable"

iLO

Discovery | Select “Disable”

BMC (Other)

Discovery | Select “Disable”

Intel(R) vPro(TM) Technology

Discovery Select “Enable”

User Name/Password Enter username and password for communication with the vPro,
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *3

*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and VMware
ESXi management are not supported.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.

*4 If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS Setting

(4) Click “Run Discovery” and the discovery for the managed components will start.

(5) When the auto registration is completed, registered components are listed. After that, NEC ESMPRO
Manager starts to manage them.
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Chapter9 Setup for NEC Scalable Modular Server
DX2000

9.1 Overview
The NEC ESMPRO Manager can manage following modules of NEC Scalable Modular Server DX2000:

Server Module

NEC ESMPRO Manager manages each server module on the enclosure as same as the server which has
integrates EXPRESSSCOPE Engine 3.

CSC Module
NEC ESMPRO Manager collects the following information of the enclosure by managing the CSC
module.
-- STATUS lamp:
You can monitor the status of the whole enclosure.
-- Constitution information:
You can monitor each sensor status (fan, voltage, temperature, etc.) in the enclosure.
-- Power measurement:
You can measure the power consumption of the whole enclosure.

Network Switch Module
NEC ESMPRO Manager collects the following information of the Network Switch by managing the
Network Switch module.
-- Constitution information:
You can monitor each sensor status (voltage, temperature.) in the Network Switch.
-- Power measurement:
You can measure the power consumption of the Network Switch.

When registering CSC Module, Network Switch Module is registered
automatically. Network Switch Module can not be registered individually.

Network Switch Module and CSC Module are deleted together as related
component. When Network Switch Module is registered, it is not possible to delete
Network Switch Module and CSC Module separately.

9.2 Notes of before setup

The management of NEC Scalable Modular Server DX2000 can be supported with NEC ESMPRO Manager
ver.6.08 or later.

The management of Network Switch Module can be supported with NEC ESMPRO Manager ver.6.13 or
later.
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9.3 Setup Flow

Setup by the following setup procedures:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

(2) Configure BMC on the managed component to enable ESMPRO Management.

(3) Register the managed component on NEC ESMPRO Manager.

Refer to “Chapter]l Setup for Managed Component in which EXPRESSSCOPE
Engine 3 is integrated”.

You can configure CSC module only with EXPRESSSCOPE Engine 3 Web
Console. Refer “1.2.1Configuration with EXPRESSSCOPE Engine 3 WebConsole”
and the user’s guide for the NEC Scalable Modular Server DX2000.
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Chapter1l0 Setup for the VMware ESXi server

10.1 Setup Flow

Setup by the following setup procedures:

When the VMware ESXi7 server registered or earlier registered on NEC ESMPRO
Manage is updated by VMware ESXi8, refer to "10.4 Upgrade to VMware ESXi8"

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the VMware ESXi
server as a managed component on the same network.
B
Target of IMPORTANT is VMware ESXi 7.0 or earlier.

Regarding making the WBEM service effective. (VMware ESXi 7.0 or earlier)
On a new install of VMware ESXi, WBEM services may be disabled by default.
You can check the status of the WBEM service with the following command:

# esxcli system wbem get

Enable: false Disabled Enable: true Enabled

So you will need to use the following command to enable WBEM services.

# esxcli system wbem set --enable true
(*)If you installed SMI-S provider, WBEM services are enabled. So you don't need
to use this command.
(*)This command is not required FT server. Regarding the settings for
WBEM(WS-MAN) service on FT server, refer to “7. NEC ESMPRO” of Chapter 3
in Maintenance Guide (VMware) for FT server.

Set-up for sfcbd service restart

sfcbd service starts in the state to which CIM Indication can't be transmitted.

We confirmed that this issue is corrected by restarting sfcbd service.

We confirmed that this issue is improved by restarting sfcbd service.

To manage the RAID System by NEC ESMPRO Manager, please insert the

following line just before the line “exit 0”in the /etc/rc.local.d/local.sh.
/etc/init.d/sfcbd-watchdog restart

Stebd service will restarts automatically.

Notes on Service Location Protocol Service Disabled Service
For the release of VMware ESXi 7.0 Update 2c or later, the SLP service is disabled
by default.
If the SLP service is disabled, new VMware ESXi server cannot be monitored and
connected.
If NEC ESMPRO Manager registers VMware ESXi server and performs
connection checks as a monitored server, the SLP service must be running and
firewall settings.
To perform monitoring registration and connection checking of new VMware ESXi
server, follow these steps:
1. Start SLP service on an ESXi host.

Configure firewalls and enable SLP services and start SLP services.

Perform the Solution "To remove the perform the perform the following steps:"

of the following knowledge information.

How to Disable/Enable the SLP Service on VMware ESXi.
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2. Register a new ESXi server as a monitored server with NEC ESMPRO Manager
and perform connection checks.

When managing VMware ESXiS8, if the VMware ESXi certificate cannot be
verified with the certificate on the managed machine in an environment where there
is no Internet connection, the connection may take a long time and a composition
screen-display and so on sometimes take time.

To avoid this, store the CA certificate in the Trusted Root Certification Authorities
on the local computer of the managed machine so that VMware ESXi certificates
can be validated.

If VMware ESXi is managed by vCenter Server, this is usually the CA certificate of
vCenter Server.

(2) Configure the management controller on VMware ESXi server if you want to manage the
management controller.

(3) Register VMware ESXi server as a managed component on NEC ESMPRO Manager.
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10.2 Configure the management controller on the Managed
Component

Configure the management controller on the VMware ESXi server if you want to manage the management
controller.

In case that VMware ESXi server in which EXPRESSSCOPE ENGINES3 is integrated:
See 1.2Configure BMC on Managed Component.

In case that VMware ESXi server in which a BMC excluding EXPRESSSCOPE ENGINE3 is
integrated:
See 2.2Configure BMC on Managed Component (for LAN connection).

In case that VMware ESXi server in which iLO is integrated:
See 4.2 Configure iLO on Managed Component.
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10.3 Register the managed component on NEC ESMPRO
Manager

10.3.1 Set the Environment

(1) When using VMware ESXi in the following environment, set the “Self-Signed Certificate” to *“ Allowed”
on “Network” tab of “Environment”.
+ If the managed is a VMware ESXi server and you cannot trust the VMware ESXi server certificate by
https connection by IP address.

Lzer Mame : Administrator [ Authority: Administrator ]
ExpEther | AkrtViewsr | Toolz | Envieonment | #bout MEC ESMPRO Manazer | Help
[ RAID System Management Mode : Advanced

hode

Uszar Accounts || Access Contral m Cption || duto Fegistration Setting

SHMP/ICMP Communication

Packet Resend Count number of times
No-tesponzs Timeout 1 {1 - 65525 s=conds)

Fequired] D seconds
No-responss Timeout 2 {1 - 65525 s=conds)

froqured] @] seconds
Eﬁfﬁgﬁm Timeaut 3 (1 - 68535 seconds) seconds
MNo-tesponss Timeout 4 (1 - 65535 s=conds)

requred] seconds
Communication with Remote Goneole/Remote Dr ive

Mo Ti t (20— 1300 d

[rwfﬁse imeout | =econds) seconds
Communicaton with BMG

IPM no response detection timer value D ceconds

{1 - 15 seconds) [required]

ﬁsnrgsr;and Sl‘le:é:ld]Retry Count (0~ 10 number of _ e & s
Send Source Port (1025 - 65536) [required] 47117

Prior ity access mode &t the time of automatic .

B ] (®) Redfish () 1P MI
Redfish no responze detection timer value

{1 - 30 seconds) [required] seconds

Self Signed Certificate O Allow ® Mot Allowed
Direct Connection Setting

Part Mamber Serial Fort1 v

Wo—Man Communication
Self Siened Certificate ® Allow Cat Allowed

Communication with iLO
No-responss Timeout (1- 30 s=conds) [required] seconds

g:nrgsr;aagqsue%%try Count (0~ 10 number of D e & ihes
Communication Protocol for Auto Registration ® HTTPS O HTTP
Self Signed Gertificate O Allow ® Mot Allowed
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10.3.2 Add Group which the managed component will belong
See 1.3.2 Add Group to which the managed component will belong”.

10.3.3 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the VMware ESXi server’s information such as the
IP address.

Auto Registration
This method automatically searches the network for VMware ESXi servers and managed components
that are not registered yet on the NEC ESMPRO Manager and registers them.
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10.3.3.1 Manual Registration
(2) Click the group name to which the VMware ESXi server will belong.
(3) Click the "Manual Registration"-"Full Management" from “Add Component” of “Group Information” tab.

(4) Input the following items.

Name ‘ Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Common Setting
OS IP Address | Specify the OS IP Address of the managed component.
SNMP (NEC ESMPRO Agent) / WS-Man / ESXi
Management Select "Registration" to manage the system of the component.
Management Type Select a management type of the managed component.
- WS-Man *1, *2
NEC ESMPRO ServerAgentService is installed on the managed
component.
The operating system of the managed component is VMware VMware
ESXi7.
- ESXi *1, *2
The operating system of the managed component is VMware ESXi8.
User Name/Password Enter an administrative user’s account of VMware ESXi server.
Communication Select protocol HTTPS. *1
Protocol
Port Number Enter port number where WS-Man service listens for connection. *2
RAID system management
Management Select "Registration" to manage the RAID system of the component.

If the operating system of the managed component is VMware VMware
ESXi7, WS-Man management must be enabled in addition to this setting.
Select "Unregistration" when the operating system of the managed
component is VMware ESXi8.

NEC ExpressUpdate
Updates via  NEC | Select "Registration" to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.

Updates via | Select "Registration" to manage the component using Management
Management Controller | Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.
Management Type In the case of VMware ESXi server integrated BMC:
Select "BMC".
In the case of VMware ESXi server integrated iLO:
Select "iLO".
In the case of VMware ESXi server integrated BMC other than "BMC
(EXPRESSSCOPE Engine)":
Select "BMC (Other)".
Authentication Key If select “BMC (EXPRESSSCOPE Engine)” in “Management Type”, this
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item will be displayed.
Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”.

Access Mode

If select “BMC (Other)’in “Management Type”, this item will be
displayed.

Select the access mode used to search for BMC (Other) management
functions.*4

* Auto
Automatically select either Redfish or IPMI. If you can connect with both
access modes, follow the settings in "Preferred access mode for automatic
selection" on the Preferences - Network screen. Subsequent connections
use the first automatically selected access mode.

* Redfish

Specify Redfish as the access mode to the BMC (Other).

+ IPMI

Specify IPMI as the access mode to the BMC (Other).

Port Number

If select “BMC (Other)” in “Management Type”, this item will be
displayed.

Specify the pot number to connect tot using Redfish.

If you select “Auto Select” or “Redfish” as the access mode, setting the
port number is mandatory.

User Name

Password

If select “iLO” or “BMC (Other)” in “Management Type”, this item will
be displayed.

If select “iLO” in “Management Type”, enter the user name and password
for communication with the iLO, *5

If select “BMC (Other)” in “Management Type”, enter the user name and
password for communication with the BMC (Other). *6

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

Current IP Address If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.
Failover This setting is valid only when both “IP Address1” and “IP Address2” are

set. Determine whether to enable/disable the “Failover” feature.

IP Address 1

Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Mask1 *3

Enter the subnet mask that is specified on LANI of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

Enter the IP address that is specified on LAN2 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 1 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
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management LAN port for the Standby BMC to the form.

Subnet Mask2 *3

Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 1 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Standby BMC to the form.
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*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

*3 In NEC ESMPRO Manager Ver.6.06 or later, "Subnet Maskl" and "Subnet
Mask2" are not displayed.

*4 When using Redfish as the BMC (Other) access mode, it is necessary to allow
self-signing in NEC ESMPRO Manager by referring to "5.3.1 Configure
configuration" in the following cases.

If you use Redfish as the access mode for communication between BMC (Other)

*5 Set a user name and a password of following user account. Please refer to "iLOS5
user’s guide" for details about a user account of iLO.

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

*6 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account
of BMC (Other).

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management and iLO management and BMC
(Other) management are disabled, NEC ESMPRO Manager cannot monitor HW
status. Detailed information is shown in the connection check result screen.

IMPORTANT:
If the BMC (Other) access mode is Redfish, you cannot use the Remote Console
and Console Log Setting.
Other features are not different between IPMI and Redfish.
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(5) Click “Add”.

(6) Click the “Connection Setting” from “Setting” tab of the managed component.
Click “Check Connection” to collect the VMware ESXi server information for the management.

When the “Check Connection” is completed, the NEC ESMPRO Manager starts to control the VMware
ESXi server.

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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10.3.3.2 Auto Registration
(1) Click the group name to which the VMware ESXi server will belong.
(2) Click the “Auto Registration” from “Add Component” of the “Group Information” tab.

(3) Input the following items to search VMware ESXi servers.

Name ‘ Value

Destination Group Specify the group to which the managed component will belong.

Discovery Range

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search" for "Search Mode", specify

Network Mask the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO Agent)

Discovery | Select “Disable”

WS-Man

Discovery Select “Enable” to manage VMware ESXi7 of the component. *1

User Name/Password Enter an administrative user’s account of VMware ESXi server.
Click “Add” button and you can add a pair of username and password up
to 5. *2

ESXi

Discovery Select “Enable” to manage VMware ESXi8 of the component. *1

User Name/Password Enter an administrative user’s account of VMware ESXi server.
Click “Add” button and you can add a pair of username and password up
to 5. *2

RAID system management

Management Select "Enable" to manage the RAID system of the component.
WS-Man management must be enabled in addition to this setting.
Select "Disable" when the operating system of the managed component is
VMware ESXi8.

NEC ExpressUpdate

Updates via  NEC | Select "Disable".

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery If you search for VMware ESXi server in which BMC is integrated, select
"Enable" otherwise NEC ESMPRO Manager cannot monitor HW status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

ExpressUpdate

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *2 *3

iLO

Discovery If you search for VMware ESXi server in which iLO is integrated, select
“Enable” otherwise NEC ESMPRO Manager cannot monitor HW status.

134



NEC ESMPRO Manager Setup Guide

User Name/Password Enter username and password for communication with the iLO,
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *5

BMC (Other)

Discovery If you search for VMware ESXi server in which BMC other than "BMC
(EXPRESSSCOPE Engine)" is integrated, select “Enable” otherwise NEC
ESMPRO Manager cannot monitor HW status.

Access Mode Select the access mode you want to use to search for BMC (Other)

management functions. *6

* Auto
Automatically select either Redfish or IPMI. If you can connect with both
access modes, follow the settings in "Preferred access mode for automatic
selection" on the Preferences - Network screen. Subsequent connections
use the first automatically selected access mode.

* Redfish

Specify Redfish as the access mode to the BMC(Other).

+ IPMI

Specify IPMI as the access mode to the BMC(Other).

User Name/Password

Enter username and password for communication with the BMC (Other).
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *7

Intel(R) vPro(TM) Technology

Discovery

| Select “Disable”

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for

*3 If you register the "Management Controller" management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module 0 and 1.

*4 If you register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BMC model), you should specify the search range

*5 Set a user name and a password of following user account. Please refer to "iLOS5
user’s guide" for details about a user account of iLO.

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't
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*6 When using Redfish as the BMC (Other) access mode, it is necessary to allow
self-signing in NEC ESMPRO Manager by referring to "5.3.1 Configure
configuration" in the following cases.

If you use Redfish as the access mode for communication between BMC (Other)
components and NEC ESMPRO Manager and use self-signed.

*7 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account
of BMC (Other).

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

IMPORTANT:

+ If BMC(EXPRESSSCOPE Engine) management and iLO management and BMC
(Other) management are disabled, NEC ESMPRO Manager may not be able to
monitor HW status. Detailed information is shown in the connection check result
screen.

IMPORTANT:
If the BMC (Other) access mode is Redfish, you cannot use the Remote Console
and Console Log Setting.
Other features are not different between IPMI and Redfish.

(4) Click “Search”.
The search for managed components will start

(5) The list of the registered components is displayed. After that, NEC ESMPRO Manager starts to manage
them.
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10.4 Upgrade to VMware ESXi8

10.4.1 Changes Management Type.
Change to ESXi management from WS-Man management when being upgraded by VMware ESXi8.

(1) Inthe ESXi management, it does not use when setting the following to manage WS-Man in NEC
ESMPRO Manager.
- Enable the WBEM service.
- Configure the sfchd service to restart automatically when VMware ESXi boots.
- Enable the Service Location Protocol service.

Therefore, the following configure when not using except NEC ESMPRO Manager.

- Disable the WBEM service.
Execute following command to disable the WBEM service.
# esxcli system whem set --enable false

+ Do not automatically restart the sfchd service when VMware ESXi boots.
Delete the following line added to /etc/rc.local.d/local.sh.
[etc/init.d/sfchd-watchdog restart

+ Disable the Service Location Protocol service.
Perform the Solution "To implement the workaround perform the following steps:" of
the following knowledge information.
How to Disable/Enable the SLP Service on VMware ESXi (76372)
https://kb.vmware.com/s/article/76372

(2) Click the component of the VMware ESXi7 server.

User Mame = Administrator [ Authority : Administrator 1 JFa=a0

ExpEther | AlertViewsr | Tools | Environment | About NEC ESMPRO Manager | Help
oot > SampleGroup [ RAID System Management Mode : Advanced Mode 1

Group Information ( Senver Gontrol 1( Schedue W

[Groun Infarmation

= - [€  [Registration count : 1caunt] Paze [ 1]
L o Management Cortroller” |Manage ment LAN| n
-G ED Alert Statie [0 @4 samoeSerer Registered< valid> 172163041 Registe red< invalid>
I [ Add Groun Delete

@ i Add Comporert
Rernote KV ard Media License
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(3) Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed. Click "Edit".

Em% User Mame : Administrator [ Autharity : Administrator 1
T Manager Ver

ExpEther | AlertViewsr | Tools | Ervironrent | About NEG ESMPRO Managr | Help

= [ RAID System Manage ment Mode : Advanced Mode ]

__ﬁ Remote Control
@

39 ) Setuw Vale
-onnection cettine
(@) F SampleServer  —— Comparent Nare SampleServer
i @) Alive Monftoring Setting Alias Sample

Group SampleGroup

Conrection Type LAN

Common Setting

06 IP Addrass 172163040

SNMP (NEC ESMPRO Agent) / WS—Man / ESXi

Managament Registered<irvalid>
Maragement Type W3-Man (NEC ESMPRO ServerAgentService, before ESXIT)
User MNarme Administrator

Password HARRARIRIARAAAAK
Commurication Pratocal HTTPS

Part Murmber 443

RAID system manage ment

Managament Registered<irvalid>

NEC BxpressUpdate

Updates via NEC ExpressUpdate Agent Registered<invalid>

“BMC (EXPRESSSCOPE Engire)” / "iLO" / "BMC (Other)” / “vPro” (Common)
Managament Registered{valicd>

[§ " BMC{EXPRESSSCOPE Engine)” is target for EXPRESSSCOPE Engiret /2/3/3ft /25 P/35P EM Card
(SIGMABLADE), BMC(ECO CENTER), BMC{rmary core server)

Maragement Type iLO

User hame Administratar

Password B S
Commurication Pratocol HTTPS

Part Murmber 443

“BMC (EXPRESSSCOPE Engine)” / “iLO" / "BMC (Other)” / “vPro™ (LAN)

1P Addresst il 0 30 41
preckhvectod

(4) Change into ESXi management from WS-Man management.

Management Type Change to ESXi from WS-Man.

User Name/Password Enter an administrative user’s account of VMware ESXi server.
Communication Select protocol HTTPS. *1

Protocol

Port Number Enter port number where WS-Man service listens for connection. *2

Management In case of Registration, choose Unregistration.
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(5) Click "Apply".

EM% User Name : Administrator [ Autharity : Ad ministrator 1
B ExpEther | AlertViewer | Tools | Environment | Akout MEC ESMPRO Managr | Help

[ RAID System Manageme rt Mode : Advanced hode ]

Remote Cantrol

(@3

\ [ Server setting
39 et Sotu Vahe
- -onnection setting
() JE_sampteServer T Comporent Marme [required] [SampleServer ]
i @) Alve Monitoring Setting )
Allas [Sample ]
Group SampleGroup v

Conrection Type ® AN Direct  Modern

05 P Adress [required] [d72__][6___][30__ ][40

SNMP (NEC ESMPRO Agent) / WS—Man / ESXi N
Maragement ® Regstration O Unre gist ration
O SNMP (NEC ESMPRO Agert, NEC Storafle

Maragement Type 8‘/\/‘5*M(an (N%C ESMPRO SenerdgentSeflice, before ESXi7)
ESXi (ESXIiB

User Mame [required] [Admini: or ]

Password [reguired] ‘-------------

Cormmunication Protocol OHTTP @ HTTPS

Fart Number [required]

RAID system manage ment
Management (@] Regstration ® Unre gistration )

Updates via NEC ExpressUpdate Agert o] Regstration ® Unre gistration
“BMC (EXPRESSSCOPE Engire)” / "iLO” / “BMC (Other)” / “vPm” (Common)
Management (O] Regstration O Unre gist ration

1 If BMC / iLO maragement ie disabled, NEC ESMPRO Manager cannat monitor HW errars of some senvers.
Please refer to the result page of connection chedl

Maragement Type BMC ® L0 BMO(Other)  wPro

[§] " BMC{EXPRESSSC OPE Engire)” is target for EXPRESSSC OPE Enginel/2/3/3ft/25P/35 P, EM Card
(SIGMABLADE), BMC(EC O GENTER), BMC{ mary care server).
For cases other than the above ard “1LO" ard “vPro”, please select “BMC(Other)”

User Mame [required] A i or |
Fassword [required] [eessscccsccce |
Communication Pratacal OHITP ®HTTPS

Fort Numker [required]

“BMC (EXPRESSSCOPE Engine)” / “iLO" / “BMC (Other)” / “vPro” (LAN)

1P Addresst [reouired] 16 30 4

(6) Clickthe “Connection Setting” from “Setting” tab of the managed component.
Click “Check Connection” to collect the VMware ESXi server information for the management.

When the “Check Connection” is completed, the NEC ESMPRO Manager starts to control the
VMware ESXi server.

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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Chapterll Setup for the Alert only Component

NEC ESMPRO Manager ver.6.02 or later can receive SNMP Trap from registered component as “Alert Only
Management”.

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the Alert only
Component

11.1 Setup Flow

Perform the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed
SNMP Trap component on the same network.

(2) Configure SNMP Trap on the managed Alert only component by NEC ESMPRO Manager to
enable SNMP Trap.
* Please refer to procedure manual of component to enable SNMP Trap.

(3) Register the managed component on NEC ESMPRO Manager.
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11.2 Register a managed component on NEC ESMPRO Manager
To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:

+  Alert Only Management can be registered from “Manual Registration”. Cannot be
registered from “Auto Registration”.

(1) Click the managed component's "Group name".
* If you want to register the managed component in the new group, please refer to Chapter. 1.3.2

AlertViewer | Took | Erwiorment | About MEC ESMPRO Marezer | Heb

[ RAID System Manag ement
hode : Advanced Mode |

Group Information

[[5Group Information
. [ [Rezistration count : Ocount] Paze [ 1]

T e
b Grow Information management IP Address

@ E@ Alert Status

o [ Add Group
B & Add Cornporent

i 3 Auto Registration
B & Manual Registration
- B Full Management
o {9 Akert Only Manazerment
- [B Remots KM ard Media Licsnss List

(2) Click the "Manual Registration" - “Alert Only Management” from "Add Component" of "Group
Information™ tab

Alertviewesr | Took | Erwiorenent | About MEC ESMPRO Marazer | Help

[ RAID System Manag emert
hode : Advanced Mode |

Group Information

[[5Group Information

E [Registration count : Ocount] Page [ 11

2[5 _Component List e t Controller” |Ma £ LA
i Manazemen B Een
-yen— e e e

@ E’B Alert Status

i[5 Add Group

B & Add Cormporent

i 3 Auto Registration
B & Manual Registration

i [ Full Marazernent
R Akert Only Managernent
Rermote KW and Media License List
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(3) Click the managed component's "Group name".

Name \ Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Grou Specity the group to which the managed component will belong.

OS IP Address Specify the OS IP Address of the managed component.

The following screen shows an example.

Logout

AlertViewer | Took | Erwirorment | &bout NES ESMPRO Mareeer | Help

[ RAD System Manazement Mode : Advanced
hode

= [i'é‘ Sample Group

;ﬁirmp Information

p Herretin Sop ke
OIMPONeT ist
Cormponent Narre [required] |Alerl0nlyServer |

Giroup Information )

; Alas [TestServer |
i A lert Staty
f @ §Y Abrt Status Grow SampleGroup v
i[5 Add Group Setting
=1 = ] Grpenza: 0 P Address [required] L N T |

5 futo Rezistration

2 & Manual Registration

i [ Eull Manazement

B £ Alert Onky Manezement

Rermote KM and Media Licenss List

(4) Click "Add" button. Component information is added in selected Group member.

Lozout

Alertyiewer | Took | Erwirorrnent | About NEC ESMPRO Marezer | Hep

[ RAID System Manazement
Mode : Advanced hode ]

Group Information

mﬁrcup Information

] [ [Rezptration count : leount] Paze[ 1]
. o]~ P
: Girowp Infonmation management|
@ Y Akrt Status [0 @F AlrtOnkServer Mot Reg i tered

[5 Add Group

= 4 Add Comporent

B Auto Registration
=2 ﬁ hanual Registration
5 Full Management
Lo {0 Akt Onbe Managemer
Remote KW and Media Licer

< > < >
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Chapter1l2 Setup for ExpEther

NEC ESMPRO Manager ver.6.15 or later can manage ExpEther.

12.1 Notes of before setup

NEC ESMPRO Manager cooperates with ExpEther Manager to manage ExpEther.

ExpEther must have its host's serial number in own EEPROM so that NEC ESMPRO Manager can manage
ExpEther. So User should set host's serial number to the EEPROM on ExpEther board by using
ExpEtherConfigTool.

For the ExpEtherConfig Tool, see the user's guide of ExpEther 10 Expansion Unit (40G).

12.2 Setup Flow

Perform the following setup procedure:

(1) Install ExpEther Manager on the server which is connected to the same network as NEC ESMPRO
Manager.

For the installation of ExpEther Manager, see the user's guide of ExpEther 10 Expansion Unit
(40G).

(2) Register the ExpEther Manager on NEC ESMPRO Manager by using "Discovery ExpEther
Manager API".

Perform "Discovery ExpEther Manager API" after performing “Login API”.

Refer to “NEC ESMPRO Manager Ver.6 RESTful API Reference” for details of API.

When executing "Diascovery ExpEther Manager API", you can use a sample script which is
mentioned in “Appendix E. Means to perform REST API using a sample script”.
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Chapterl3 Removing components and groups

13.1 Removing components

(1) Select a group which target components belong to.

alartViower | Took | Erwironmers | Sbout HEG ESMPRO Marager | He

1R28B011
|- [l3add Gron O O Gasceleredd Fong isteredd de kel TT2MGB01E Fimghitorma dvaled

(2) Check target components.

AertVinar | Took | Ervronmard | Aboud BEC ESWVFRD Msmger | He

TrEadpdin
| [ A Crow O P SerchSeat Forg st e ntad TI2980003 Riaghbernd fplkd
@ L Add Comporent pebtd

L | Berrste FVLS aexd Mertin Licoris

(3) Click “Delete” button and you can remove checked components from NEC ESMPRO Manager.

AertVioner | Took | Erwironmend | About BEG ESWVPRD Mamager | He

Puel 1]

- TN b uperve e Carnsolky
|~ | oo ndoerrstion [ -
|- [ Al Sinba H G Cecefmed Pt e phi: 1R2 988011 Fing it ormd fu alids

|- [0 4 Grog O S SeceSmed Feay i tarne skl 172368013 Finglbern Guaiks
E

L | Bermie KN ard Medin Liceris

144



NEC ESMPRO Manager Setup Guide

13.2 Removing groups

(1) Select a group which target groups belong to.

Alertiiawar | Took | Erwironmert | Abaust MEC ESMPRD Marsper | Hr

~Marsprrent. Congrolier |Mesoement LAH .
ot 1 Aoy | TEEE

(2) Check target groups.

Alrtiiowar | Took | Erwironmert | dbast MEC ESMPRO Marsper | Hr

(3) Click “Delete” button and you can remove checked groups from NEC ESMPRO Manager. And
components belong to the checked groups are also removed.

Abrtiierr | Took | Ermironmert | Abast MEC EERPRD Marmper | Hr
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Appendix A. How to setup for the managed component
that does not has local console

Even if a managed component does not have local consoles like a keyboard, you can operate BIOS setup and
DOS tools of the managed component using NEC ESMPRO Manager. Here procedure of the minimum in
order to use the remote control for the managed component is shown.

1. Install NEC ESMPRO Manager and set the Environment.

2. Configure BMC on a managed component.

3. Register a managed component on NEC ESMPRO Manager.

4. Open the remote console.

1. Install NEC ESMPRO Manager and set the Environment.

(1) Install NEC ESMPRO Manager on a management PC.
Refer to NEC ESMPRO Manager Ver.6 Installation Guide.

(2) Confirm that you can login to the NEC ESMPRO Manager.

(3) When you use LAN connection, connect the NEC ESMPRO Manager server and the managed component
on the network.

(4) When you use direct connection, connect a serial port of the NEC ESMPRO Manager server to serial port
2 of the managed component using RS232-C cross cable. Then, set the serial port of the NEC ESMPRO

Manager server on OS.

(5) Install NEC ESMPRO BMC Configuration on any PC.
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2. Configure BMC on a managed component.

(1) Configure BMC of the managed component.
When you use LAN connection, refer to 2.2.2”’Configuration with NEC EXPRESSBUILDER DOS based
with remote console feature (for LAN connection)”.
When you use direct connection, refer to 3.2.2”Configuration with NEC EXPRESSBUILDER DOS
based with remote console feature (for modem/direct connection)”.

3. Register a managed component on NEC ESMPRO Manager.

(1) After login to NEC ESMPRO Manager, register Add a new group that the managed component will
belong.
Refer to 2.3.1”Add Group to which the managed component will belong”.

(2) Register the managed component.
For LAN connection, refer to 2.3.2.2” Auto Registration”.
For direct connection, refer to 3.3.2”Register the Managed Component (for modem/direct connection)”.

4. Open the remote console.

(1) Select the managed component on NEC ESMPRO Manager and click remote console tab to open the
remote console.

(2) Select the managed component on NEC ESMPRO Manager and click remote control tab.
Reboot the managed component using some remote control command.
When the managed component is booted using NEC EXPRESSBUILDER CD-ROM, the main menu of
NEC EXPRESSBUILDER will be displayed on the remote console of NEC ESMPRO Manager.

If you use DOS based tool on the managed component, execute a remote control
command with checking the check box of “Utility Boot” on remote control tab.

If the anything is not displayed on the remote console.

For LAN connection input ESC+{ key on the remote console.

For direct connection, click “Resume Redirection” and then input ESC+{ key on
the remote console.
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Appendix B. How to setup for using NEC ESMPRO Agent
Extension or NEC DianaScope Agent on the managed
component that is set LAN teaming

Please setup NEC ESMPRO Manager with the procedure below using NEC ESMPRO Agent Extension, or
NEC DianaScope Agent ver.2.00.00 and above.
The operation for NEC ESMPRO Agent Extension is explained.

How to setup is depended on the type of the managed component on which NEC ESMPRO Agent Extension
has been installed.

- On the managed component that BMC uses standard LAN port.

- On the managed component that BMC uses Management LAN port.
Please see the appropriate explanation.

B.1 On the managed component that BMC uses standard LAN port

Refer to “NEC ESMPRO Manager Ver.6 Installation Guide” about the setting of LAN Teaming that is
available for NEC ESMPRO Manager.

If OS on the managed component is Linux, how to setup the NEC ESMPRO Manager is not depended on
LAN teaming.

If OS on the managed component is Windows, please setup the NEC ESMPRO Manager with the procedure
below.

1. Invalidate BMC IP address synchronization function of NEC DianaScope Agent.
2. Set BMC configuration by using the NEC DianaScope Agent.
3 Select IP address for NEC DianaScope Agent.
4. Register the managed component on the NEC DianaScope Agent.
1. Invalidate BMC IP address synchronization function of the NEC DianaScope Agent.
(1) Click “NEC DianaScope Agent” - “NEC DianaScope Agent” from the start menu on Windows.

(2) Click “synchronization” on the dialog box of the NEC DianaScope Agent.

(3) Set the BMC IP address synchronization to disable.
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2. Set BMC configuration by using the NEC DianaScope Agent.

(1) See 2.2.1”Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN connection)” and set
BMC configuration information.

Note the followings:

- Set LAN1 IP address to same value of the teaming-set IP address.

- Even if the configuration of LAN2 for the BMC on the managed component is available, do not set LAN2
in the BMC configuration information. (If LAN2 IP address for BMC is already set, change it to “0.0.0.0”.)

Even if the BMC configuration has been already set, confirm the LAN1 IP address
and register it again after invalidating BMC IP address synchronization function.

3 Select IP address for NEC DianaScope Agent.
(1) Select “Select IP address for Agent” on NEC DianaScope Agent.

(2) Enter the teaming address for LANT.

4. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

Confirm the IP address of the managed component even if the “Check Connection”
for the managed component has been completed. If the IP address is different from
the teaming-set IP address that is set in the procedure “2. Set BMC configuration
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B.2 On the managed component that BMC uses Management LAN
port

Please setup the NEC ESMPRO Manager with the procedure below. This procedure does not depend on OS
of the managed component.

1. Set IP address that NEC ESMPRO Agent Extension uses on NEC ESMPRO Agent Extension.
2. Register the managed component on the NEC ESMPRO Manager.

1. Set IP address that NEC ESMRPO Agent Extension uses on NEC ESMPRO Agent Extension.

(1) Click “Set Agent IP address” of NEC ESMPRO Agent Extension and set the IP address that is used for
Teaming on any LAN.

2. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

If the “Check Connection” for the managed component has been completed,
perform “Check Connection” again after performing “Set IP address that NEC
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Appendix C. Port number for WS-Man communication

A port number where WS-Man service listens for connection is as follow.

(1) Windows system
WS-Man service listens for HTTPS connection at port 5986, for HTTP connection at port 5985.

(2) Linux system
WS-Man service listens for HTTPS connection at port 5986. Linux system does not support HTTP
connection.

(3) VMware ESXi system

WS-Man service listens for HTTPS connection at port 443. VMware ESXi system does not support
HTTP connection.
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Appendix D. Managed Components Summary

Component which is installed BMC/iLO/BMC(Other)

The NEC ESMPRO Manager has following functions for BMC conforming to management components.
® Remote console
Information collection
Power control
Component monitoring
Remote batch
® Operation through the command line
Some available functions are dependent on the product type of the managed component. See the following
managed component list.
The notes and restrictions of each component product are also explained in the user’s guide provided with the
managed component. See the user’s guide.

<Explanation of the managed components list>

Product Name: Indicates the name of the product that NEC ESMPRO Manager can control.

MC Type: “BMC”: means that the managed component pre-contains BMC other than

EXPRESSSCOPE Engine or EXPRESSSCOPE Engine 2 or
EXPRESSSCOPE Engine 3 or EMS (Embedded Management Software).

“BMC (EE)™: means that the managed component pre-contains EXPRESSSCOPE Engine
or EXPRESSSCOPE Engine 2.

“BMC (EE3)”: means that the managed component pre-contains EXPRESSSCOPE Engine
3.

“iLO™ means that the managed component pre-contains iLO.

“BMC(Other)”: means that the managed component pre-contains EMS.

Standard LAN2: “Supported” means that MC and system BIOS on the managed component can communicate the
NEC ESMPRO Manager via standard LAN port 2.

(Advanced Remote Management Card, the function which is equal to Advanced Remote
Management Card or EXPRESSSCOPE Engine series uses a dedicated LAN port, not use

standard LAN port on the managed component.)

Management “Use” means that MC on the managed component uses a Management LAN Port. “-“ means that

LAN Port: BMC on the managed component uses a standard LAN Port.

Remote “Supported” means that the managed component supports the Remote Console function.

Console:

Scheduled “Supported” means that the managed component supports the scheduled running function.

Running:

Power option “Supported” means that the managed component supports the “Power Restore Delay” function.

setting:

SOL: “Supported” means that the managed component supports the SOL (Serial over LAN. A kind of the
system actualizing remote console function.)

force “Supported” means that the managed component supports the “force network-boot” function, by

network-boot:

which NEC ESMPRO Manager can indicate the managed component to force a network boot
regardless of the boot order in Bios Setup menu.
* It can operator the command line interface of NEC ESMPRO Manager.
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Electric Power “Supported” means that the managed component supports the “Electric Power Management”
Management function.

ECO Setting “Supported” means that the managed component supports the “ECO Setting” function.

Redfish “Supported” means that the connection method to the component supports Redfish.

Notes: Refer the note number of the section “Notes for Each Managed Component”.
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Component which is installed BMC

Express5800/100 series (Tower/Rack Server)

Electric

Manage Power force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning ) Managem Setting
LAN Port setting boot
ent
BMC
110Ek (EE) - use supported | supported | supported | supported - - supported | 2-(a),2-(e)
BMC
110Rh-1 (EE) - use supported | supported | supported | supported - - supported | 2-(e)
. BMC
110Ri-1 (EE) - use supported | supported | supported | supported - - supported | 2-(e)
BMC
120Eh (EE) - use supported | supported | supported | supported - - supported |2-(a),2-(e)
. BMC
120Ei (EE) - use supported | supported | supported | supported - - supported |2-(a),2-(e)
BMC orted
120Li EE) - use supp supported | supported | supported - - supported |2-(a),2-(e)
BMC rted
120Lj EE) - use supporte supported | supported | supported | supported - supported |2-(a),2-(e)
BMC
120Rg-1 (EE) - use supported | supported | supported | supported | supported - supported |2-(e)
BMC
120Rh-1 (EE) - use supported | supported | supported | supported | supported - supported |2-(e)
. BMC
120Ri-2 (EE) - use supported | supported | supported | supported | supported - supported | 2-(e)
. BMC
120Rj-2 (EE) - use supported | supported | supported | supported | supported - supported | 2-(e)
BMC
140Rf-4 (EE) - use supported | supported | supported | supported - - supported | 2-(e)

154




NEC ESMPRO Manager Setup Guide

Electric

Manage Power force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
BMC
GT110d (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC
GT110e (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC
GT110d-S (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC
GT110e-S (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC
GT110h (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
. BMC
GT110i (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
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Electric
Manage Power : force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
BMC
R110a-1 (EE) - use supported | supported | supported | supported - - supported |2-(e)
BMC
R110b-1 (EE) - use supported | supported | supported | supported - - supported |2-(e)
BMC
R110d-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
R110e-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
R110f-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
R110h-1 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
. BMC
R110i-1 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
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Electric

Manage Power force

Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

BMC

R120a-1 (EE) - use supported | supported | supported | supported | supported supported supported |2-(e)
BMC

R120a-2 (EE) - use supported | supported | supported | supported | supported supported supported |2-(e)
BMC

R120b-1 (EE) - use supported | supported | supported | supported | supported supported supported |2-(e)
BMC

R120b-2 (EE) - use supported | supported | supported | supported | supported supported supported | 2-(e)
BMC

R120d-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

R120d-2E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

R120d-1M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

R120d-2M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

R120e-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

R120e-2E (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
BMC

R120e-1M (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
BMC

R120e-2M (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
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Electric
Manage Power : force

Product Standard Remote Schedule . Power ECO

MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

R120f-1M BMC

(EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
R120f-2M BMC

(EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
R120g-1M BMC

(EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
R120g-2M BMC

(EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
R120f-1E BMC

(EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
R120f-2E BMC

(EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
R120g-1E BMC

(EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
R120g-2E BMC

(EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)

BMC
R140a-4 (EE) - use supported | supported | supported | supported - - supported | 2-(e)

BMC
R140b-4 (EE) - use supported | supported | supported | supported - - supported |2-(e)
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Electric

Manage Power force

Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

BMC

T110b (EE) - use supported | supported | supported | supported | supported supported supported |2-(e)
BMC

T110e-M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC

T110f-E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC

T110f-S (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC

T110h (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC

T110h-S (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC

T120a-E (EE) - use supported | supported | supported | supported - - supported | 2-(e)
BMC

T120a-M (EE) - use supported | supported | supported | supported | supported supported supported | 2-(e)
BMC

T120b-M (EE) - use supported | supported | supported | supported | supported supported supported | 2-(e)
BMC

T120d (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b),2-(a)
BMC

T120e (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b),2-(a)
BMC

T120f (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b),2-(a)
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Electric

Manage Power force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
BMC
T120g (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(a)
BMC
E120d-1 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
E120d-M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
E120e-M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
E120f-M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
E120g-M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
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Express5800/Blade Server

Electric
Manage Power : force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent

BMC
120Bb-6 (EE) - use supported | supported | supported | supported - - supported |2-(e), 3-(a)

BMC
120Bb-d6 (EE) - use supported | supported | supported | supported - - supported |2-(e), 3-(a)

BMC
120Bb-m6 (EE) - use supported | supported | supported | supported - - supported |2-(e), 3-(a)

BMC
140Ba-10 (EE) - use supported | supported | supported | supported - - supported | 2-(e), 3-(a)

BMC 1-(a), 1-(b), 3-(b
B110d (EE3) - use supported | supported | supported | supported | supported - supported (@), 1-(b). 3-(b)

BMC 2-(e), 3-(a)
B120a (EE) - use supported | supported | supported | supported | supported - supported

BMC 2-(e), 3-(a)
B120a-d (EE) - use supported | supported | supported | supported | supported - supported

BMC 2-(e), 3-(a)
B120b (EE) - use supported | supported | supported | supported | supported - supported

BMC 2-(e), 3-(a)
B120b-d (EE) - use supported | supported | supported | supported | supported - supported

BMC 2-(e), 3-(a)
B120b-h (EE) - use supported | supported | supported | supported | supported - supported
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Electric
Manage Power : force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
BMC 1-(a), 1-(b), 3-(b)
B120d (EE3) - use supported | supported | supported | supported | supported - supported
BMC 1-(a), 1-(b), 3-(b)
B120d-h (EE3) - use supported | supported | supported | supported | supported - supported
BMC 1-(a), 1-(b), 3-(b)
B120e-h (EE3) - use supported | supported | supported | supported | supported - supported
BMC 2-(e), 3-(a)
B140a-T (EE) - use supported | supported | supported | supported - - supported
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Express5800/iModel (Data Center Server)

Electric
Manage Power : force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
_ BMC 2-(e)
i110Rh-1 (EE) - use supported | supported | supported | supported - - supported
_ BMC 2-(e)
i120Ra-e1 (EE) - use supported | supported | supported | supported - - supported
_ BMC 2-(e)
iR110a-1h (EE) - use supported | supported | supported | supported - supported supported
, BMC 2-(a),2-(e)
iR120a-1E (EE) - use supported | supported | supported | supported | supported supported supported
Express5800/ECO CENTER (Energy Efficient Server)
Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
BMC
E110b-M (EE) - use supported | supported | supported | supported | supported - supported | 2-(e)
BMC
E110d-1 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
E120a BMC - use supported | supported - supported | supported - - 1-(a),1-(b),2-(f),2-(g)
BMC -
E120b-1 (EE) - use supported | supported | supported | supported - supported |2-(e)
E120b-M BMC - use supported | supported - supported | supported - - 1-(a),1-(b),2-(f),2-(g)

163




NEC ESMPRO Manager Setup Guide

Fault tolerant server

Electric
Manage Power : force

Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

BMC

R320c-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320c-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320d-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320e-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320e-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320f-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320f-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320g-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320g-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R310g-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320h-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
BMC

R320h-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
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Express5800/The highly parallel computing server

Electric
Manage Power : force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
- 1-(a),1-(b),2-(c),2-(d),
HR120a-1 BMC - use supported - - supported | supported - 9 23) (b).2-(c)2-(d)
- 1-(a),1-(b),2-(c),2-(d),
HR120b-1 BMC - use supported - - supported | supported - 2-i)
1-(a),1-(b),2-(c),2-(d),
HR110c-M BMC - use supported - - supported | supported - - 2-(i)
NEC Scalable Modular Server
Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
DX2000 BMC
(Server (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
module)
DX2000
BMC 1-(a),1-(b),2-(b),2-(c),
(CSC (EE3) - use - - - - supported - - 9 éi))z (j()) (b).2-(0)
module) '
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Express5800/Scalable HA Server (Expandable Enterprise Server)

Electric
Manage Power : force

Product Standard Remote Schedule . Power ECO

MC Type ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

BMC
A1020a (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)

BMC
A1020b (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
A1080a-D BMC - use supported | supported - supported | supported supported - 1-(a),1-(b),2-(d),2-(h)
A1080a-E BMC - use supported | supported - supported | supported supported - 1-(a),1-(b),2-(d),2-(h)
A1080a-S BMC - use supported | supported - supported | supported supported - 1-(a),1-(b),2-(d),2-(h)
A1040a BMC - use supported | supported - supported | supported supported - 1-(a),1-(b),2-(d),2-(h)

BMC
A1040b (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)

BMC
A2010b (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)

BMC
A2020b (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)

BMC
A2040b (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)

BMC
R140e-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)

BMC
A1040c (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)

BMC
A2010c (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)

BMC
A2020c (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)

BMC
A2040c (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)

BMC
R140f-4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
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Electric
Manage Power : force

Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

BMC

A1040d (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A2010d (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A2020d (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A2040d (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

R140g-4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A1040e (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A2040e (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
BMC

R140h-4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
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NX7700x/Enterprise Server

Electric
Manage Power force

Product Standard . Remote Schedule W Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

BMC

A2010M-60 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A2010M-30 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A2010M-15 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A2010L-60 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A3012M-4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A3012L-2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A3012L-1 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A3010M-4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A3010E-2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
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Electric
Manage Power : force

Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

BMC

A4010E-2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A4012M-4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A4012L-2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A4012L-1 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A4010M-4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A4012L-2D (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A4012L-1D (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A5012M-4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A5012L-2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC

A5010M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
BMC

A5012L-2D (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
BMC

A5012L-1D (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
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Electric
Manage Power force
Standard Remote Schedule . Power ECO
Product name | MC Type ment . option SOL . network Notes
LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
BMC
A5012M-4 v2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
A5012L-2 v2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
A5010M-4 v2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
A5012L-2D v2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
BMC
A5012L-1D v2 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)

170




NEC ESMPRO Manager Setup Guide

Component in which iLO is integrated

Express5800/100 series (Tower/Rack Server)

Electric
Stand | Manage Power force
Product name Me ard ment Remote Sched!JIe option SOL Power EC,O network Notes
Type Console | drunning . Managem Setting
LAN2 | LAN Port setting i boot
R120h-1M iLO - use - - - - supported - - 2-(i)
R120h-2M iLO - use - - - - supported - - 2-(i)
R120h-1E iLO - use - - - - supported - - 2-(i)
R120h-2E iLO - use - - - - supported - - 2-(i)
T120h iLO - use - - - - supported - - 2-(i)
R110j-1 iLO - use - - - - supported - - 2-(i)
R110k-1 iLO - use - - - - supported - - 2-(i)
R120h-1M(2nd-Gen) | iLO - use - - - - supported - - 2-(i)
R120h-2M(2nd-Gen) | iLO - use - - - - supported - - 2-(i)
R120h-1E(2nd-Gen) | iLO - use - - - - supported - - 2-(i)
R120h-2E(2nd-Gen) | iLO - use - - - - supported - - 2-(i)
T120h(2nd-Gen) iLO - use - - - - supported - - 2-(i)
T120h(3rd-Gen) iLO - use - - - - supported - - 2-(i)
R120h-1M(3rd-Gen) | iLO - use - - - - supported - - 2-(i)
R120h-2M(3rd-Gen) | iLO - use - - - - supported - - 2-(i)
R120h-1E(3rd-Gen) iLO - use - - - - supported - - 2-(i)
R120h-2E(3rd-Gen) iLO - use - - - - supported - - 2-(i)
R120i-1M iLO - use - - - - supported - - 2-(i)
R120i-2M iLO - use - - - - supported - - 2-(i)
R110j-1(2nd-Gen) iLO - use - - - - supported - - 2-(i)
R110j-1M iLO - use - - - - supported - - 2-(i)
R120j-1M iLO - use - - - - supported - - 2-(i)
R120j-2M iLO - use - - - - supported - - 2-(i)
R110k-1M iLO - use - - - - supported - - 2-(i)
T110k-M iLO - use - - - - supported - - 2-(i)
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NX7700x/Enterprise Server

Electric
Stand | Manage Power force
MC Remote Schedule . Power ECO
Product name ard ment . option SOL . network Notes
Type Console | drunning . Managem Setting

LAN2 | LAN Port setting B boot
A5010E-2 iLO - use - - - - supported - - 2-(i)
A6010E-2 iLO - use - - - - supported - - 2-(i)
A7010E-2¢c iLO - use - - - - supported - - 2-(i)
A7010E-2 iLO - use - - - - supported - - 2-(i)
A7012M-2 iLO - use - - - - supported - - 2-(i)

CHECK

The component in which iLO is integrated is displayed in the screen of [Server
Control], but you can’t use the following function for the component.
- [Remote Power Control] - [Power Cycle] and [OS Shutdown] *1

*1 When the component is registered with WS-Man management, you can use the
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Component of BMC (Other)

Express5800/100 series (Tower/Rack Server)

Manage Electric
Schedul | Power force .
Standard ment Remote . Power ECO Redfish
Product name MC Type ed option SOL . network Notes
LAN2 LAN Console ) . Managem Setting
running | setting boot
Port ent
D120h (Server module) BMC(Other) - use supported - supported | supported | supported supported - -
D120h (CMC module) BMC(Other) - use - - - - - - - -
T110i BMC(Other) - use supported - supported | supported | supported supported - -
T110i-S BMC(Other) - use supported - supported | supported | supported supported - -
T110j BMC(Other) - use supported - supported | supported | supported supported - -
T110j-S BMC(Other) - use supported - supported | supported | supported supported - -
T110j(2nd-Gen) BMC(Other) - use supported - supported | supported | supported supported - -
T110j-S(2nd-Gen) BMC(Other) - use supported - supported | supported | supported supported - -
T110k BMC(Other) - use supported - supported | supported | supported supported - supported
T110k-S BMC(Other) - use supported - supported | supported | supported supported - supported
GT110j BMC(Other) - use supported - supported | supported | supported supported - -
CHECK
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<Notes for Each Managed Component>

This section explains the functional difference and notes of each managed component.

If note number for the managed component is displayed on the column "notes" of "Managed Components
List", refer the notes of the note number.

1. About the connection type or the connection port.
1-(a) Remote management with modem connection is not supported for this product.
1-(b) Remote management with direct connection is not supported for this product.

2. About function

2-(a) This product has no function to identify the chassis like UID lamp, however "Identify Chassis"
command of the NEC ESMPRO Manager is executer successfully.

2-(b) This product does not support remote console function.

2-(c) NEC ESMPRO Agent Extension or NEC DianaScope Agent cannot be installed on this product. Some
functions of NEC ESMPRO Manager are not supported for the product if the functions need to
communicate with NEC ESMPRO Agent Extension or NEC DianaScope Agent.

2-(d) BMC on this product cannot be configured using either NEC ESMPRO Agent Extension, NEC
DianaScope Agent or NEC ESMPRO Manager PXE Service. Please refer to the user's guide that is
attached in this product for BMC configuration.

2-(e) This product does not support to shutdown OS from NEC ESMPRO Manager with modem/direct
connection.

2-(f) The power measurement for the server 1 reads a total of the server 1 and the server 2. The power
measurement for the server 2 always reads 0.

2-(g) Please execute "check connection” for the managed component when BMC FW is updated on the
managed component. If "check connection” is not executed, the remote console function may not run
normally.

2-(h) If the managed component is Dual Server System, the power measurement for each server reads a total
of the server 1 and the server 2.

2-(i) NEC ExpressUpdate Agent cannot be installed on this product. NEC ExpressUpdate of NEC ESMPRO
Manager is not support for the product.

2-(j) Power consumption value of the whole enclosure is shown when power measurement is executed to
CSC module.

When not wanting to do electric power measurement of the whole enclosure, Please set "Display
Nominal Value" to the Power Measurement.

3. About the operation
3-(a) Please do not change the delay time on the Power Restore Delay function for this product. This
product is turned on after the waiting time ((slot number - 1) * 2sec). If the delay time is changed from
0 sec (the default value), the waiting time is not set correct value.
3-(b) NEC ESMPRO Manager does not change the power restore delay time for this product even if you
order NEC ESMPRO manager to set the delay time. Because the waiting time ((slot number - 1) *
2sec) should be guaranteed before this product is turned on.
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EM Card

NEC ESMPRO Manager can get a blade enclosure information by communication with the following EM
Card in the blade enclosure.

--EM Card [N8405-019A]

--EM Card [N8405-27]

--EM Card [N8405-043]

Power Bay

NEC ESMPRO Manager can manage the following Power Bay remotely.
--EcoPowerGateway [N8142-36F]

Component based on vPro

NEC ESMPRO Manager can manage Express5800/Workstation based on the vPro including the IAMT
firmware version 6.0 and later.
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Appendix E. Means to perform REST API using a sample
script

NEC ESMPRO Manager uses REST API to manage ExpEther.
A sample script of a ruby is prepared to perform REST API.

There is a sample script of 3 of REST API.
- Discovery ExpEther Manager API
- Deletion ExpEther Manager API
- Get ExpEther Manager list API

Prepare

Ruby has to be installed in the management PC of NEC ESMPRO Manager.

Edit sample script

A sample script has a parameter and sets the information which accesses NEC ESMPRO Manager and
request data of each API as a parameter.
Therefore edit these parameters according to the environment beforehand.

A parameter with the necessity to edit is indicated in the following.

(1) search_eem.rb
This script perform "Discovery ExpEther Manager API".
Correct the following parameter according to the environment.

- HOST
Write host or IP address of NEC ESMPRO Manager.
Ex) IP Address of NEC ESMPRO Manager is "192.168.1.1"
HOST="192.168.1.1"
The same host as NEC ESMPRO Manager.
HOST="localhost"

- PORT
Write the port number NEC ESMPRO Manager is using.
An initial value of port number of NEC ESMPRO Manager is "21112".
Ex) PORT=21112

- login_account
Write user name and password of NEC ESMPRO Manager Account.
Ex) login_account = {'user'=>'Administrator’, 'password'=>"Password'}

- request_data
Write a request of "Discovery ExpEther Manager API".
Refer to "Diascovery ExpEther Manager API" in "NEC ESMPRO Manager Ver.6 RESTful API
Reference" for details of a request.

176



NEC ESMPRO Manager Setup Guide

(2) delete_cem.rb
This script perform "Deletion ExpEther Manager API".
Correct the following parameter according to the environment.

- HOST
This parameter is same as a "Discovery ExpEther Manager API".

- PORT
This parameter is same as a "Discovery ExpEther Manager API".

- login_account
This parameter is same as a "Discovery ExpEther Manager API".

- name
Write a target ExpEther Manager name.

(3) list_eem.rb
This script perform "Get ExpEther Manager list API".
Correct the following parameter according to the environment.

- HOST
This parameter is same as a "Discovery ExpEther Manager API".

- PORT
This parameter is same as a "Discovery ExpEther Manager API".

- login_account
This parameter is same as a "Discovery ExpEther Manager API".
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Sample code
(1)  search_eem.rb

#
# NEC ESMPRO Manager REST API Sample
#

require 'openssl'
require 'base64'
require 'net/http'
require 'json’

U R R R R

Hitt

### Change below value

Hitt

HHHHHHHHHEHHHH A A R

HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator', 'password'=>'Password'}

request_data = {'discoveryMode'=>'0'",
'startAddress'=>'192.168.1.1','endAddress'=>'192.168.1.10",'network Address'=>'192.168.1.0','networkMask'=>'255.255.2
55.0", 'accounts'=>[ {'user'=>'admin’, 'password'=>'eemeem'} |}

R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;
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end

if (method == :get)

timel = Time.now;

response = http.get(url,req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)
req_body = {};

end

puts " "
puts "---- Request Data "

print(" Method ", method, "¥n");

print(" URL 2" url, "¥n");

print(" Request Header :",req header, "¥n");

print("  Session ID ", session_id, "¥n");

print(" Request Time 1", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print("  Status Code 1", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body : "', response.body, "¥n");

print(" Response Time 1", time2, "¥n");

print(" Elapsed Time 1", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld'];

# Discover EEM

url = "/esmpro/api/eem"

result = send_restreq(:post ,session_id, url, request_data);
jobstate url = result['url'];
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while true do
# Job status
result = send_restreq(:get ,session_id, jobstate url, nil);
if ( result[jobStatus'] == "Running" || result['jobStatus'] == "Waiting")
sleep(1);
elsif ( result['jobStatus'] == "Completed" )
# Job result
result_url = result['url'];
result = send_restreq(:get ,session_id, result_url, nil);
break;
else
break;
end
end

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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)

delete_eem.rb

#
# NEC ESMPRO Manager REST API Sample
#

require 'openssl'
require 'base64’'
require 'net/http'
require 'json’

U R R R R

it

### Change below value

it

HHHHHHHHHEHHHH A A R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator', 'password'=>'Password'}
name="ExpEtherManager001"

R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)
req_body = {};

end

puts " "
puts "---- Request Data "

print(" Method ", method, "¥n");

print(" URL 2" url, "¥n");

print(" Request Header :",req header, "¥n");

print("  Session ID ", session_id, "¥n");

print(" Request Time 1", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print("  Status Code 1", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body : ", response.body, "¥n");

print(" Response Time 2", time2, "¥n");

print(" Elapsed Time 1", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld'];

# Delete EEM

url = "/esmpro/api/eem"

resource = url + "?name="+ name

result = send_restreq(:delete ,session_id, resource, nil);

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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)

list eem.rb

#
# NEC ESMPRO Manager REST API Sample
#

require 'openssl'
require 'base64’'
require 'net/http'
require 'json’

U R R R R

it

### Change below value

it

HHHHHHHHHEHHHH A A R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}

R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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if (method == :delete)
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transaction = Net::HTTP::Delete.new(url,req_header);

timel = Time.now;

response = http.request(transaction)

time2 = Time.now;
time3 = time2 - timel;
end

if (req_body == nil)

req_body = {};
end

puts "

puts "---- Request Data
print(" Method
print(" URL

print(" Request Header
print("  Session ID
print(" Request Time
print(" Request Body

", method, "¥n");
2" url, "¥n");

1", req_header, "¥n");
", session_id, "¥n");
1", timel, "¥n");

", req_body, "¥n");

"

puts "---- Response Data
print("  Status Code
#print(" Response Header
print(" Response Body
print(" Response Time
print(" Elapsed Time

", response.code,

nn

", response.header, "¥n");

: ", response.body, "¥n");
1", time2, "¥n");
1", time3, "¥n");

puts "

if (response.body =="")
return nil
else

res_body = JSON.parse(response.body);

end
end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);

session_id = result['sessionld'];

# List EEM
url = "/esmpro/api/eem"

result = send_restreq(:get ,session_id, url, nil);

# Logout

result = send_restreq(:delete ,session_id, login_url, nil);
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Appendix F. View the NEC ESMPRO Extension for
Windows Admin Center screen from the Alert Viewer

Provides step-by-step instructions on how to view the NEC ESMPRO Extension for Windows Admin Center
link from NEC ESMPRO Manager Alert Viewer.

[ Premise ]

Verify that NEC ESMPRO Extension for Windows Admin Center(*1) is installed in Windows Admin
Center.

(*1) THE NEC ESMPRO Extension for Windows Admin Center is an extension that displays

information about the hardware of the NEC Express5800 server to the Windows Admin Center.
For more information, please visit:

https://www.support.nec.co.jp/en/View.aspx?id=4170100048
NEC ESMPRO Extension for Windows Admin Center
(1) Component registration
Register your iLO device with System Management (WS-Man) and MC Management (iLO) enabled
and registered with NEC ESMPRO Manager.

The iLO-powered operating system is a Windows OS for servers such as Windows Server 2019 that is
supported by Windows Admin Center.

(2) Edit the Alert Viewer configuration file

Use the comment line that begins with the following file to specify the Windows Admin Center host
name (or IP address) and port number.

%ESMPRO%¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-INF¥service¥alertviewer¥WindowsAdmi
nCenter_settings.txt

* %ESMPRO% : where to install NEC ESMPRO Manager

* The default value for installs NEC ESMPRO Manager is <C:/Program Files (x86)/ESMPRO>
(64bitOS).

(3) Nec ESMPRO Extension for Windows Admin Center
Make sure that there are alerts for the device on the alert list screen.

Click the Components section of the alert to display the LINKED NEC ESMPRO Extension for
Windows Admin Center screen.

Notes
Use Microsoft Edge for the browser you want to use.

However, do not perform any NEC ESMPRO Manager screen operations in Edge other than the Alert
Viewer.
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Fixed the appendix D (Fault tolerant server).
E6.13-01-STD  2016/07/14 Fixed the chapter4 (4.3.2) (DianaScope support)

Added Network Switch module to the chapter7
Fixed the appendix D 2-(r)

E6.14-01-STD  2016/11/01 Adds model to the appendix D.
E6.15-01-STD  2016/12/02 Revised edition(6.15)
E6.15-02-STD  2016/12/12 Adds Chapter10 Setup for ExpEther.
Adds the appendix E.
E6.16-01-STD  2016/12/19 Revised edition(6.16)
E6.16-02-STD  2017/01/31 Adds VMware ESXi6.

Adds notes about ESXi6.5 to the ChapterS8.
Adds model to the appendix D (The highly parallel computing server)

E6.17-01-STD  2017/06/13 Revised edition(6.17)

Adds model to the appendix D (Enterprise Server)
E6.20-01-STD 2017/07/07 Revised edition(6.20)

Adds Chapter4 Setup for Managed Component in which iLO is integrated.
E6.22-01-STD  2017/07/20 Revised edition(6.22)

Adds Chapter5 Setup for Managed Component of BMC (Other)
E6.23-01-STD  2017/10/30 Revised edition(6.23)

Adds setting items (Communication Protocol and Port Number) to the Chapter4.
Adds model to the appendix D (Component in which iLO is integrated)

E6.24-01-STD 2018/01/23 Revised edition(6.24)

Adds model to the appendix D (Component in which iLO is integrated)
E6.25-01-STD  2018/02/15 Revised edition(6.25)

Adds model to the appendix D (Fault tolerant server)
E6.30-01-STD  2018/03/26 Revised edition(6.30)

Adds "SNMP Settings" for iLO5 FW 1.20 or later to chapter4.2
E6.31-01-STD  2018/07/27 Revised edition(6.31)

Adds model to the appendix D (Scalable HA Server / Enterprise Server)
E6.33-01-STD  2018/09/28 Revised edition(6.33)

Adds chapter 4.2.2 NEC SSO Settings
Adds Appendix C (2) Linux system

E6.34-01-STD  2018/10/17 Revised edition(6.34)
Adds model to the appendix D (Component of BMC (Other))
E6.35-01-STD  2018/12/03 Revised edition(6.35)

Adds model to the appendix D (Fault tolerant server)
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E6.37-01-STD  2019/02/04 Revised edition(6.37)

Adds model to the appendix D (Component in which iLO is integrated)
E6.40-01-STD 2019/03/13 Revised edition(6.40)
E6.41-01-STD  2019/03/20 Revised edition(6.41)

Update the description of BMC(Other) in Terminology.
Updates the managed components list for iLO components and BMC(Other)
components in Appendix D.

E6.42-01-STD 2019/05/13 Revised edition(6.42)
Adds the description regarding the settings of ESXi6.x on FT server in Chapter
10.
Adds model to the Component in which iLO is integrated List in Appendix D.
Updates the managed components list for iLO components in Appendix D.

E6.42-02-STD 2019/07/18 Updates the managed components list for BMC components in Appendix D.
Updates the managed components list for iLO components in Appendix D.
E6.42-03-STD  2019/07/29 Updates the managed components list for BMC components in Appendix D.
E6.44-01-STD 2019/07/30 Revised edition(6.44)
Adds model to the appendix D (Component of BMC (Other))
E6.44-02-STD 2019/11/14 Adds model to the Component in which iLO is integrated List in Appendix D.
Adds model to the Component in which BMC(Other) is integrated List in
Appendix D.
E6.45-01-STD  2019/10/04 Revised edition(6.45)
E6.47-01-STD  2020/01/09 Revised edition(6.47)
Adds model to the Component in which iLO is integrated List in Appendix D.
E6.48-01-STD  2020/03/31 Revised edition(6.48)
E6.49-01-STD  2020/07/31 Revised edition(6.49)
E6.49-02-STD  2020/09/04 Revision of document number.
E6.49-03-STD  2020/09/16 Adds VMware ESXi7.
E6.50-01-STD  2020/10/30 Revised edition(6.50)
E6.51-01-STD  2020/11/09 Revised edition(6.51)
Adds model to the Component in which iLO is integrated List in Appendix D.
E6.51-03-STD  2021/04/19 Revision of document number.
E6.52-01-STD  2021/07/26 Revised edition(6.52)
E6.53-01-STD  2021/09/30 Revised edition(6.53)
E6.54-01-STD  2021/12/03 Revised edition(6.54)
Adds model to the appendix D (Component of BMC (Other))
E6.56-01-STD  2021/12/13 Revised edition(6.56)
E6.56-02-STD  2022/01/07 Revision of document number.
E6.57-01-STD  2022/02/25 Revised edition(6.57)
E6.57-02-STD  2022/03/10 Add SLP start-up steps in Chapter 10.
E6.58-01-STD  2022/05/13 Revised edition(6.58)
E6.59-01-STD  2022/06/30 Revised edition(6.59)
E6.59-02-STD  2022/10/11 Added WS-Man settings in Chapter 4.3.1
E6.60-01-STD  2022/12/12 Revised edition(6.60)
E6.60-02-STD  2022/12/13 Revision of document number.
E6.61-01-STD  2023/02/28 Revised edition(6.61)
Adds VMware ESXi8.
E6.62-01-STD  2023/06/08 Revised edition(6.62)
E6.62-02-STD  2023/06/26 Adds model to the Component in which iLO is integrated List in Appendix D
E6.63-01-STD  2023/07/31 Revised edition(6.63)
E6.63-02-STD  2023/08/25 Adds model to the Component in which iLO is integrated List in Appendix D
E6.64-01-STD  2023/09/25 Revised edition(6.64)
E6.64-02-STD  2023/09/30 Revision of document number.
E6.64-03-STD  2023/10/11 References to Windows Server 2012 and Windows Server 2012 R2 have been
deleted.
E6.64-04-STD  2023/11/16 References to VMware ESXi 6.5/6.7 have been deleted.
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E6.65-01-STD  2023/12/22 Revised edition(6.65)
Adds model to the Component in which iLO is integrated List in Appendix D
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