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Terminology
Term Description
ESMPRO Extension for A plugin to display hardware information of Express5800 servers for
Windows Admin Center Windows Admin Center.
NEC ESMPRO Agent This is a software that works together with NEC ESMPRO Manager to
monitor servers and to obtain various informations from them.
NEC ESMPRO It is NEC ESMPRO Agent’s successor software.
ServerAgentService
ExpressUpdate Agent This is a software that works on managed servers. it can update modules

such as the firmware and the software on managed servers after recevie the
demand from NEC ESMPRO Manager.

WebSAM iStorageManager

This is a software that centrally, productively manages storage resources
and displays its component and monitor status and notify fault.

iStorage (M Series) NEC
ESMPRO Manager relative
module

This is neccessary relative module for NEC ESMPRO Manager to monitor
iStorage M series.

Windows Admin Center

A web-browser-based server management software provided by Microsoft.

BMC

Baseboard Management Controller
BMC is an Embedded controller that can monitor hardware status and
abnormality without depending on system status and OS.

EXPRESSSCOPE Engine

This is a NEC management controller by using BMC.

BMC (EXPRESSSCOPE
Engine)

Baseboard Management Controller
An Embedded controller which is able to monitor the system status or error
regardless of DC off/on.

BMC (Other) Baseboard Management Controller
Management component pre-contains EMS (Embedded Management
Software).

(Product other than BMC (EXPRESSSCOPE Engine), iLO and vPro.)

IPMI Intelligent Platform Management Interface
A standard interface specification for monitoring server hardware without
depending on system status and OS.

Redfish Redfish is a standard interface that is newer than IPMI, defined by the
DMTF(Distributed Management Task Force), for managing server
operations.

iLO Integrated Lights-Out
A management controller which is able to monitor the system status or error
regardless of DC off/on.

vPro Intel platform brand for business users (Intel® vPro™ Technology).

IAMT Intel® Active Management Technology
Remote control technology and one of main functions of vPro.

SOL Serial Over LAN
A function which BMC converts the serialized data to UDP Packet and
sends to LAN.

WS-Man Web Service Management
Open standard protocol for remotely accessing management data with any
computer device.

Classic Mode It is user interface for NEC ESMPRO Manager Ver.7 to start the same
functionas NEC ESMPRO Manager Ver.6. It can display Server detail
information and oprate environment setting of NEC ESMPRO Manager.

Component It is the device managed in NEC ESMPRO Manager.

System management

System management is to manage components using SNMP (NEC
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ESMPRO Agent) / WS-Man / ESXi / iStorage in NEC ESMPRO Manager.

Microsoft Teams

Microsoft Teams is a collaboration and communication platform developed
by Microsoft.

Alert Define File

In the settings file, SNMP trap for receiving on NEC ESMPRO Manager is
defined.

Please read the URL below to obtain more detail information.
https://www.58support.nec.co.jp/global/download/index.html
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Trademarks

EXPRESSBUILDER, NEC ESMPRO, EXPRESSSCOPE, WebhSAM and UNIVERGE are registered
trademarks of NEC Corporation.

Microsoft, Windows, Windows Server are registered trademarks or trademarks of Microsoft Corporation in
the United States and other countries.

Intel and Intel vPro are registered trademarks or trademarks of Intel Corporation in the United State and other
countries.

VMware is a registered trademark or trademark of Broadcom in the United States and other countries. The
term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

All other product, brand, or trade names used in this publication are registered trademarks or trademarks of
their respective trademark owners.

All names used in sample applications are fictitious. They are unrelated to existing product, organization, or
individual names.

Windows Server 2022 stands for Windows Server® 2022 Standard, and Windows Server® 2022 Datacenter.
Windows Server 2019 stands for Windows Server® 2019 Standard, and Windows Server® 2019 Datacenter.
Windows Server 2016 stands for Windows Server® 2016 Standard, and Windows Server® 2016 Datacenter.
Windows 11 stands for Windows® 11 Pro 64-bit Edition
Windows 10 stands for Windows® 10 Pro 64-bit Edition

Notes

(1) No part of this document may be reproduced in any form without the prior written permission of NEC
Corporation.

(2) The contents of this document may be revised without prior notice.

(3) The contents of this document shall not be copied or altered without the prior written permission of NEC
Corporation.

(4) All efforts have been made to ensure the accuracy of all information in this document. If you notice any
part unclear, incorrect, or omitted in the document, contact your authorized NEC sales representative.

(5) NEC assumes no liability for damages arising from the use of this product, nor any liability for incidental
or consequential damages arising from the use of this document regardless of (4).
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About This Document

This document introduces remote management using the server management utility "NEC ESMPRO Manager"
and explains the complete procedures from installation to managed component's setup.

Before attempting to operate the component management utility NEC ESMPRO Manager, read this document
so0 as to gain an adequate understanding of the contents.

Notes

This document is intended for persons who are familiar with the operating system's functions and operations
and the network's functions and setup. For operations and inquiries about the operating system, see its online
help information.

This document covers universal information about generally managed components. The notes and restrictions
on use of each product as a managed component are explained in the user's guide provided with the managed
component and "Appendix D. Managed Components Summary".

If the NEC EXPRESSBUILDER(SE) CD-ROM or Maintenance Management Tool CD-ROM is attached to
the managed component, read the word in place of "NEC EXPRESSBUILDER" in this document.

Names used with screen images in this document are fictitious. They are unrelated to existing product names,
names of organizations, or individual names. The setting values on the screen images are shown as examples,
so setting values such as IP addresses on screen images are not guaranteed for operation.

In this document, "¥" expresses back slash.

About Symbols in This Document
The following explains three symbols that are used in this document:

IMPORTANT:  Points or particular notes you must follow when handling software of components.
CHECK: Points or notes you need to check when handling software or components.
TIPS: Useful information.

Other Documents for NEC ESMPRO Manager
For other information about the NEC ESMPRO Manager, see the documents below.

® \Which components can NEC ESMPRO Manager control?
See the "Appendix D. Managed Components Summary".

® How to operate after setup.
See the NEC ESMPRO Manager online help information.

® How to operate the command line Interface.
See the "NEC ESMPRO Manager Command Line Interface".



NEC ESMPRO Manager Setup Guide

Chapterl Setup for Managed Component in which
EXPRESSSCOPE Engine 3is integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension ver.2.xx on a managed component remotely via LAN connection.

1.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed component
on the same network.

(2) Configure BMC on the managed component to enable ESMPRO Management.

(3) Register the managed component on NEC ESMPRO Manager.
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1.2 Configure BMC on Managed Component

Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary to connect NEC
ESMPRO Manager with the managed component. For details of BMC configuration,
see document of each tool.

There are three ways for configuring a BMC on a managed component for LAN connection.

Configuration with NEC EXPRESSSCOPE Engine 3 WebConsole
You can access EXPRESSSCOPE Engine 3 from a Web browser, and set BMC Configuration.

You can use EXPRESSSCOPE Engine 3 only when the HTTP/HTTPS is enabled.
You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3 Web
Console. Please choose other method.

Configuration with online BMC Configuration.
Online configuration tool installed on Windows/Linux OS configures BMC.

The name of the tool is "BMC Configuration" or "Server Configuration Utility". It is
depends on a model of server.

Configuration with off-line BMC Configuration.
Off-line tool started from POST screen by F4 key configures BMC.

10
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1.2.1 Configuration with EXPRESSSCOPE Engine 3 WebConsole

Explain the operation of Web Console of EXPRESSSCOPE Engine 3.

* You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3 Web
Console. Please choose other method.

(1) After starting a web browser on the management PC, input following URL.

In the case that the IP address of BMC is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

(2) "Main Menu" screen will be displayed.
Select "Configuration" tab.
The following screen shows example.

,Exmm ? UserManagement Soware [ Priviege:administrator ] [T

7 Environrent |About EXPRESSSCOPE Engine 3 |Help
Server Name:BMC1 COFESIEIFSD (192,168 5.010)

System I Remote Access I Configuration ] Update ]
@ _Rdoas
FComporert
- IPMI Information Model Name|Product Part] Express5800/R110¢-1E [N8100-1760]
e IR Product Serial Number 0173456
Server Status O normal
Login users 8 Detail
Remate Ky Available Detail
Remote Media Available Detail
Remote KM And Media License The license has been registered.
System BIOS Revision 460018
BMG Firmiware Revision 00.28
BMC Boot Flash ROM # Detail

System LAN MAC

11
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(3) "Configuration™ screen will be displayed.
Select "Miscellaneous".

mm UserManagement Software [ Privilege: Administratar |
Environment |About EXPRESSSCOPE Engine 3 [Help

Server Mame BMC1 CEFESIEIFS0 (192.168.15.110)

System I Remote Access ] Configuration l Update l
-
BMC @ Reload | =
o
Service Management LAN Management LAN
ssL Basic
User Managernent Connection Type Auto Negotiation
= Alert MAC Address 1C:6F B5:3E:3F 50
System Operaton DHGP Enable
1P Address 182.168.15.110
< Miscellaneous Subnet Mask 265,255 254.0
Default Gateway 0000
Systern BIOS Dynamic NS Disable
DNS Server
Host Name BMC1CEFESIEIFSD
Dornain Marme
Access Limitation [
Limitation Type Allaw All
=
L )

[ =) 7
=

)@ » - I S

(4) "Miscellaneous" screen will be displayed.
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"

Enter the authentication key.

The following screen shows example.

m UserManagement Software [ Privilege:Administrator ]
mj Emironiment |About EXPRESSSCOPE Engine 3 Help

Server Name BMC1CAFAS3E3FA0 (182168 15.110)

System Remote Access Configuration ] Update
n
LB Interface A
HTTP Enable
= Network
HTTPS Enable
Property
SSH Enable
Service o
tion
ssL £
Operation Enable
User Management
Power Restore Delay
Alert
S O AC-LINK Last State
YEE CREE Delay Time 600Second
ECO
Platform Event Filtering Disable
Backup/Restore

Management Software

System BIOS ESMPRO Management
Authentiation Key

Redirection(LAN) Enable

=]

[ (=) 7
=

D » - T S

Ll

12
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+ If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items for the remote console via the LAN.
"Configuration" page - "System BIOS" page - "Flow Control": Hardware RTS/CTS.

(5) Select "Apply".
The configuration information is set in the BMC.

(6) Select "Property" page in "Network" screen.
Set the following items. The other items can be used with the default values.

_— "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.

If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway

The following screen shows example.

UserManagement Software [ PrivilegeAdministrator] [[IEETTY
Enviranment | About EXPRESSSCOPE Engine 3 |Help

Exrressscore 3

Server Name:BIC1 CAFBSIEIF50 (192.168.15.110)

System Remote Access ] Configuration ] Update }
BMC Management LAN |
Network Management LAN Ianagement LAN
Senice Connection Type “Auto Negatiation
el MAC Address 165 &
User Management
DHCP @ Enable © Disable
Alert
System Operaton DrEwis BB ™ e able
ECO DNS Server
Miscellansous
Host Name [ ]
Backup/Restore
System BIOS Domain Name [
Access Limitation
Limitation Type & Allow Al C Allow Address © Deny Address
Apply | Defautt | cancel

[T =) 7

@ -+ E—

(7) If you set "Default Gateway", confirm that the gateway is connected to network.

(8) Select "Apply".
The configuration information is set in the BMC.

13
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Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- Miscellaneous
- Platform Event Filtering : Enable
- Alert
- Alert - SNMP Alert :
- Alert : Enable
- Computer Name : Any
- Alert Receiver 1 IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable..

14
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1.2.2 Online Configuration
1.2.2.1 Configuration with Configuration tool for Windows
Explain the operation of Configuration tool for Windows.

(1) After booting Windows on the managed component, start "BMC Configuration™ or "Server Configuration
Utility" from start menu on Windows.

(2) The main dialog box is displayed.
In the case of BMC Configuration: "Set BMC Configuration" = "Miscellaneous"
In the case of Server Configuration Utility: "EXPRESSSCOPE Engine 3" - "Miscellaneous"
(3) Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"

Enter the authentication key.

The following screen shows example.

—SEL

FBTJTS?;EL?;TESEL " Stop logging SEL ¢ Clear all SEL % Ovenwrite oldest SEL
— Power Restore Delay

AC-LIME ¢ StapOff € Last State © Power On

Delay Time [Fequied] |3D_ zeconds [30 - BO0]
—FEF

Platfrom Event Filker {* Enable " Disable
*If PEF Configuration iz et to dizable, SHMP alert will not work:.

— Management Saftware
ESMPRO Management

xxxxx

Authentication Kep [Regqui

Redirection

If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items for the remote console via the LAN.

Main dialog box - "Set BIOS Configuration" page - "Flow Control": Hardware
RTS/CTS.

15
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Select Network configuration screen.
- In the case of BMC Configuration: "Set BMC Configuration" = "Network"
- In the case of Server Configuration Utility: "EXPRESSSCOPE Engine 3" = "Network" - "Property"

If you configure a fault tolerant server, there are the tab "Network 0" (for CPU/IO
module 0) and the tab "Network 1" (for CPU/IO module 1). Please configure both
CPU/IO modules.

(4) Set the following items. The other items can be used with the default values.

_— "DHCPH
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",

"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

|»

“Modufying the setting in thiz zcreen will burn the connection with the BMC off.

— Management LAM
Management LAN |M anagement LAMN
Connection Type A1ta Megatiation

BMC MALC Address GC:F:43:56:34:53

IPAddiess [Requied]  [1S218B1477
Subret Mask [Fequired] W
[refault Gateway IW

Dynamic DMNS (" Enable % Disable

DMS Server I—

Hoost Mame IBMCBEFD49559453 —
Domain Marme |

(5) If you set "Default Gateway", confirm that the gateway is connected to network.

(6) Click "Apply".
The configuration information is set in the BMC.
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Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- Miscellaneous
- Platform Event Filter : Enable
- SNMP Alert
- Alert : Enable
- Computer Name : Any
- Alert Receiver Primary IP Address :
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable.
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1.2.2.2 Configuration with Configuration tool for Linux
Explains the operation of Configuration tool for Linux.

(1) After booting Linux on the managed component, start BMC Configuration or Server Configuration Utility
by the following commands.

In the case of BMC Configuration:

|/opt/nec/BMC_Configuration/bmcconf

In the case of Server Configuration Utility:
|/opt/nec/ServerConfiguration/svconf |

(2) The main dialog box is displayed.

In the case of BMC Configuration: "Set BMC Configuration" - "Miscellaneous"
In the case of Server Configuration Utility: "EXPRESSSCOPE Engine 3" - "Configuration" -
"Miscellaneous"

(3) "Miscellaneous" screen is displayed.
Be sure to set the following items. The other items can be used with the default values.

-- "ESMPRO Management"
Click "Enable".

-- "Authentication Key"
Enter the authentication key.

#3EL
Behavior when 3EL repositery iz full
#Power Eestore Delay
AC-Link
Delay Time [Reauired]
*PEF -
Flatform Event Filter ) el ) Digablel
#[f PEF Configuration iz met to dizable, SHMP alert will not work.
#Management Software
ESNFRED Manasement
huthentication Key [Required]
Eedirection

If a managed component supports SOL and "Redirection” is selected to "Enable",
you must change the following items for the remote console via the LAN.
Main dialog box - "Set BIOS Configuration" page - "Console Redirection

(4) Select "Apply".
The configuration information is set in the BMC.
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(5) Select network configuration screen.

In the case of BMC Configuration: "Set BMC Configuration" - "BMC Configuration" ->
"Network" > "Property"

In the case of Server Configuration Utility: "EXPRESSSCOPE Engine 3" - "Configuration" ->
"Network" = "IPv4 Property"

(6) Set the following items. The other items can be used with the default values.

_— IIDHCPII
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

#Management LAN
Manazement L&N Manazement L&N
Connection Type uto N

EMC MAC iddress
DHCP

[P hddress
Subnet Mask
Default Gateway
Dynamic DH3

D3 Server

Host Name
Domain Name

whecess Limitation - . - .
Type (] L) Al lowed Addrez=@U ) Denied Address

IF hddress

#ze comma (,) to separate [P address.
#The wildcard (*2 can be uged in Denied Address.

Apn s Arce

(7) If you set "Default Gateway", confirm that the gateway is connected to network.

(8) Select "Apply".
The configuration information is set in the BMC.

19



NEC ESMPRO Manager Setup Guide

Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.

- Miscellaneous

- Platform Event Filter : Enable
- SNMP Alert:

- Alert : Enable

- Computer Name : Any

- Primary Alert Receiver : Enable

- [P Address :

IP address of the management PC on which NEC ESMPRO Manager is

installed..
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1.2.3 Configuration with Off-line BMC Configuration

(1) The following message is displayed on the bottom of POST screen.

Press<F2> SETUP, <F3> Internal flash memory, <F4> ROM Utility, <F12>
Network

(2) Press F4 key on this screen. If F4 key is entered, Keyboard type selection screen is displayed after POST
screen. Select keyboard type.

(3) "Main Menu" screen is displayed.
Select "BMC Configuration™ or "Server Configuration Utility".

(4) Select Miscellaneous screen.

In the case of BMC Configuration: "BMC Configuration" = "Miscellaneous"

In the case of Server Configuration Utility: "EXPRESSSCOPE Engine 3" - "Configuration" ->
"Miscellaneous"

(5) Be sure to set the following items. The other items can be used with the default values.

-- "ESMPRO Management"
Click "Enable".

-- "Authentication Key"
Enter the authentication key.

The following screen shows example.

~ when SEL repository is full

E

[Required]
[Enable]

nc s
< Load Default value >

Select: [Enter] Cancel: [ESC] Help: [Home or 7]

Note : If PEF Configuration is set to disable, SNMP alert will not work.
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If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items necessary for the remote console via the LAN.
Input <F2> key on the POST screen of the managed component.
"SETUP" page - "Advanced" page - "Serial Port Configuration" page - "Flow
.......... LR L O
(6) Select "OK".
The configuration information is set in the BMC.

(7) Select network configuration screen.

In the case of BMC Configuration: "BMC Configuration" - "Network" = "Property"
In the case of Server Configuration Utility: "EXPRESSSCOPE Engine 3" - "Configuration" -
"Network" = "IPv4 Property"

If you configure a fault tolerant server, there are the menu "Network: CPU/IO module
0" and the menu "Network 1: CPU/IO module 1". Please configure both CPU/IO
modules.

(8) Set the following items. The other items can be used with the default values.

_— IIDHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.
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The following screen shows example.

ct: [Enter] Cancel: [ESC] Help: [Home or 7]

Mote:To change "Management LAM'' setting, "BMC Reset' is required.

(9) If you set "Default Gateway", confirm that the gateway is connected to network.

(10) Select "OK".
The configuration information is set in the BMC.

IMPORTANT:

+ When "Shared BMC LAN" of BMC Network setting is enabled via "BMC
Configuration" or "Server Configuration Utility", the system LAN port that is shared
and the BMC are not able to communicate directly.

Therefore, when BMC is managed by NEC ESMPRO Manager of own component,
"Management LAN" is enabled instead of enabling "Shared BMC LAN". Detail of

Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- Miscellaneous

- Platform Event Filter : Enable
- SNMP Alert:

- SNMP Alert : Enable

- Computer Name : Any

- Alert Receiver 1: Enable

- IP Address 1:

IP address of the management PC on which NEC ESMPRO Manager is

installed.
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1.3 Register amanaged component on NEC ESMPRO Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager and
perform in the following order:

1.3.1 Environment setting

If it has never been set, NEC ESMPRO Manager cannot register following components.

In following cases, "Self Signed Certificate" should be accepted by NEC ESMPRO Manager. Otherwise NEC
ESMPRO Manager cannot manage components via WS-Management protocol or ESXi.

- The managed is a VMware ESXi server

- NEC ESMPRO ServerAgentService is installed to managed component, and HTTPS with "Self Signed

Certificate" is used for communication between ServerAgentService and NEC ESMPRO Manager.

(1) Click "Environment" from "Settings" menu.

ESMPRO About NEC ESMPRO Manager Help Classic Mode | & admin~
€& Dashboard 4§ Register & Component A AlertViewer 3% Tools ~ JE-JEEEINERS
—
¢ Environment .
& Component Status — A AertStatus
The component is not registered No alerts are unread

(2) On "Network™ screen, click "Edit" and set "Self Signed Certificate" of "WS-Man Communication / ESXi"
to "Allow".

Edit Network Settings
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1.3.2 Add component to Group
1.3.2.1 Creating group

(1) Click "Component".

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
@ Dashboard § Registern\hewer 3% Tools ~
& Component Status A NertStatus
The component is not registered. No alerts are unread

(2) The "Component List"will be displayed. Please select the group to that component belongs from the group
list.

For example, if you want to create a new group in group "root", select "root".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard J§ Register & Component A\ AlertViewer 3§ Tools ~

ompenent

® Error Warning DC-OFF/PQOST/QS Panic ® Unknown ® Normal Status Getting © Not Monitored

Management LAN
Status ¥ Name Type Linkage IP Address IP Address Memo
No data available.

0 item(s) 0 to Oiis displayed Previous  Next

DELETE SELECTED DEVICE/GROUP

(3) Click "+ ADD GROUP"

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard § Register & Component g\ AlertViewer 3% Tools ~

Component List ‘ + ADD GROUP ’ root

E—

-«

®Error Warning DC-OFF/POST/0S Panic ® Unknown @ Normal Status Getting ® Not Monitored

Management LAN
Status ~ Name Type Linkage IP Address IP Address Memo
No data available.

0 item(s) 0 to O is displayed Previous  Next

DELETE SELECTED DEVICE/GROUP

(4) On the "Add a Group"screen, enter the group name and click "REGISTER".
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The group name can be up to 63 characters long. Please do not enter a group name that includes
whitespace characters.

Add a Group x

Create a new group

[Please enter within 63 characters]

GroupB

——..

REGISTER

(5) "A new group "GroupB" is created" is displayed, and click "OK". Created group will be listed in
"Component List".

localhost:21120 says

A new group “GroupB” is created.

&

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

€& Dashboard [ Register & Component A AlertViewer 3§ Tools ~

R root :

®Error Warning DC-OFF/POST/0S Panic ® Unknown @ Normal Status Getting ® Not Monitored

Management LAN
Status ~ Name Type Linkage IP Address IP Address Memo

[ GroupB Group[Rename]
Weem(s) between 1 and 1is displayed , Previous Next

DELETE SELECTED DEVICE/GROUP
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1.3.2.2 Adding a component to a group

(1) Click "Component".

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~

@ Dashboard - Register AlertViewer 3§ Tools ~

Component Lis reot .

®Error Warning DC-OFF/POST/0S Panic ®Unknown ® Normal Status Getting © Not Monitored
Management LAN
Status ~ Name Type Linkage IP Address IP Address Memo
[ ] Server Server 192.168.8.59
[ ] GroupB Group[Rename|

2item(s) between 1 and 2 is displayed

Previous Next

DELETE SELECTED DEVICE/GROUP

(2) The "Component List" will be displayed, please click the checkbox for the component and then click "+
ADD GROUP™.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

% Dashboard - Register & Component £ AlertViewer 3% Tools ~

Component List ‘ + ADD GROUP ’ root %

m ®Error Warning DC-OFF/POST/0S Panic ® Unknown ® Normal Status Getting @ Not Monitored
Management LAN
Status + Name Type Linkage IP Address IP Address Memo
Server Server 192.168.8.59
® GroupB Group[Rename]
2 item(s) between 1 and 2 is displayed Previous Next

DELETE SELECTED DEVICE/GROUP
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(3) Select the group from the group list, and then click "REGISTER".
If you want to create a new group and register components, select "+ Add New Group" from the list and
enter the group name.

Add devices or groups to the group.

GroupB

1 device(s) will be added

(4) If you select a group where components have been added from the group list, the component or group will
be displayed in the "Component List".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@& Dashboard J§ Register & Component /A AlertViewer J§ Tools ¥

Component List + ADD GROUP GroupB 3

REFRESH ® Error Warning © DC-OFF/POST/0S Panic ® Unknown ®Normal @ Status Getting @ Not Monitored

Management LAN

(g ) N Type Linkage 1P Address IP Address Memo
Server 192.168.8.59

1 item(s) between 1 and 1 is displayed Previous Next

DELETE SELECTED DEVICE/GROUP
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1.3.3 Register the Managed Component

Use either of the two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only when
LAN connection is used.

1.3.3.1 Manual Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
@ Dashboard Component A AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the "Server / Storage" of "Manual Registration".

ESMPRO

@ Dashboard 4§ Register & Component A AlertViewer 3% Tools ~

Clinerenic)
‘ Server / Storage

Auto R

Network Device Other Computer Device Alert Only Management

Component Name [Required]

Alias

Destination Group root B

Common Setting

0 IP Address [Required]

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage
O Registration

Management Unregistration

© SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)
REST AP (iStorage V series)

Management Type

SNMP Community Name(Get) public

SNMP Community Name(Set)
RAID system (Universal RAID Utility)

Management O Registration Unregistration

NEC ExpressUpdate

Updates via NEC ExpressUpdate

O Registration
Agent 9

Unregistration

Updates via Management

© Registration Unregistration

Controller
"BMC (EXPRESSSCOPE Engine)'/'iL0"/"BMC(Other)"/'vPro’(Common)
© Registration

Management Unregistration

Management Type O BMC iLo BMC (Other) vPro

/A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and “iLO" and "vPro", Please select "BMC (Other)"

Authentication Key [Required]
"BMC (EXPRESSSCOPE Engine)'/'iL0"/*BMC(Other)"/"vPro'(LAN)
IP Address 2

Current IP Address © P Address 1

Failover O Enable Disable

IP Address 1 [Required]

IP Address 2

About NEC ESMPRO Manager Help

Classic Mode

admin v
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(3) Input the following items:

Name \ Value

Component Name

Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias

Specify the information about the managed component. Do not enter a
name including blank characters. Only blank characters cannot be entered.
Also, please do not enter a name containing blank characters. The blank
characters will be removed if there are half-width blank characters before
or after the string. Uppercase characters are distinguished from lowercase
characters. Optional.

Destination Group

Specify the group to which the managed component will belong. See "1.3.2
Add component to Group" for the information about creating group.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management

Select "Registration" to manage the system of the component.

Management Type

Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agent is installed on the managed component.
- WS-Man *1, *2
VMware ESXi7 is installed on the managed component.
NEC ESMPRO ServerAgentService is installed on the managed
component.
- ESXi *1, *2
The operating system of the managed component is VMware ESXi8.

SNMP
Name(Get)

Community

SNMP Community Name which is specified at SNMP Agent running on
the managed component.
It is necessary to get the information, configure, monitor via SNMP

SNMP
Name(Set)

Community

When you want to set SNMP Community names for Get and Set separately
on the managed component, specify the SNMP Community name for Set
in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name

Enter the Username/Password for communication with WS-Man or ESXi.

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

Password

(does not use a user object in Active Directory Domain Services)

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating system of the managed component is VMware ESXi.
Enter Username/Password of VMware ESXi Administrator

Communication
Protocol

This is displayed only when WS-Man is selected as the management target.
Select protocol HTTP/HTTPS for connection WS-Man service. *2

- NEC ESMPRO ServerAgentService (Windows) is installed.
If you want to use HTTPS for WS-Man communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS
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Setting in the Installation  Guide

(Windows).

ESMPRO/ServerAgentService

- NEC ESMPRO ServerAgentService (Linux) is installed.
Select HTTPS.

- The operating system of the managed component is VMware ESXi7.
Select HTTPS.

Port Number

Enter port number where WS-Man service listens for connection. *3

- NEC ESMPRO ServerAgentService (Windows) is installed.
If you want to use HTTP, enter 5985.
If you want to use HTTPS, enter 5986.

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter 5986.

- The operating system of the managed component is VMware ESXi7.
Enter 443.

RAID system(Universal

RAID Utility)

Management

Select "Registration" to manage the RAID system of the component.

- The operating system of the managed component is VMware ESXi7.
WS-Man management must be enabled in addition to this setting.

- The managed component is Express5800/ft server.
The RAID system management feature unregistered because there is no
utility to manage the RAID system.

- If the managed component is a VMware ESXi8, please select "

Unregistration ".

NEC ExpressUpdate

Updates via NEC

Select "Registration" to manage the component using NEC ExpressUpdate.

ExpressUpdate Agent
Updates via
Management Controller

Select "Registration" to manage the component using Management
Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "BMC".

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

Current IP Address If you set both "IP Address1" and "IP Address2", specify which IP address
you want to use for connection.
Failover This setting is valid only when both "IP Address1" and "IP Address2" are

set. Determine whether to enable/disable the "Failover" feature.

IP Address 1

Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the IP
address of the management LAN port for the CPU/IO module 0 to the form.
If the managed component is a server which has EXPRESSSCOPE Engine
SP3(2BMC model), you should enter the IP address of the management
LAN port for the Master BMC to the form.

IP Address 2

Enter the IP address that is specified on LAN2 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the IP
address of the management LAN port for the CPU/IO module 1 to the form.
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If the managed component is a server which has EXPRESSSCOPE Engine
SP3(2BMC model), you should enter the IP address of the management
LAN port for the Standby BMC to the form.

*1 If NEC ESMPRO Manager is installed on Linux system, "SNMP" server
management are not supported.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to "Chapter2 Environment

*3 Regarding a port number for WS-Man communication, refer to "Appendix C. Port
number for WS-Man communication".

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager may not be able to monitor HW status. Detailed information is shown in the
connection check result screen.
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(4) Click "ADD".

If there is an error in the input content, correct the input content following the message.

ESMPRO

@ Dashboard § Register & Component A AlertViewer 3§ Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

Component Name [Required] BMC
Alias
Destination Group root $

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management Registration © Unregistration
RAID system (Universal RAID Utility)

Management Registration @ Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate
Au nt ’ : Registration © Unregistration
gei

Updates via Management
" 9 O Registration ' Unregistration
Controller

"BMC (EXPRESSSCOPE Engine)'/'iLO"/*BMC(Other)"/"vPro'(Common)

Management ‘O Registration Unregistration

If BMC / ILO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers
Please refer to the result page of connection check.

Management Type 0 BMC iLo BMC (Other) VPro
A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card (SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and "iLO" and "vPro", Please select "BMC (Other)".

Authentication Key [Required]

BMC (EXPRESSSCOPE Engine)'/'iLO"/*BMC(Other)"/*vPro'(LAN)

Current IP Address O IP Address 1 IP Address 2

Failover ‘O Enable Disable

IP Address 1 [Required] 192 168 8 Rt
IP Address 2

About NEC ESMPRO Manager

Help Classic Mode

admin~
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(5) "CHECK CONNECTION" screen is displayed.

Click "CHECK CONNECTION" to start it.

ESMPRO About NEC ESMPRO Manager Help ClassicMode =~ & admin~

@ Dashboard 1§ Register & Component A AleriViewer 3% Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

To remotely manage components,
please continue to perform check connection.

N ——

(6) If the "CHECK CONNECTION" is completed, "Connection check results" screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

& Dashboard J§ Register & Component J\ Alertviewer 3§ Tools ~

Auto Registration Manual Registration
Server / Storage Network Device QOther Computer Device Alert Only Management

Connection check results

Management Detected  Detail

BMC Detected  SNMP Alert is not on BMC (] OPE
Engine). Setting up SNMP Alert configuration is required to send hard
ware error alert to NEC ESMPRO Manager. Please set NEC ESMPRO M
anager's address as 'Alert Receiver.Using the BMC (EXPRESSSCOPE E
ngine) NEC ExpressUpdate function can be used

BACK TO COMPONENT LIST 'CONTINUE REGISTERING

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Click the "Name" of the component that could not be registered in the
"Component List". The connection settings screen in Classic mode will be
displayed. Please check that there are no errors in the entered items. For more
details, please refer to the online help for NEC ESMPRO Manager.
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1.3.3.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
¢ Dashbuar Component A AlertViewer 3§ Tools ~
& Component Status A Aert Status
The component is not registered No alerts are unread
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(2) Click the "Server / Storage" of "Auto Registration™.

ESMPRO

@ Dashboard 4 Register @ Component A AlertViewer 3% Tools *

al Registration

Destination Group root :
Discavery Mode © 1P Address Range Discovery | Network Address Discovery

Start Address [Required]

End Address [Required]

‘ @ Server / Storage

SNMP (NEC ESMPRO Agent, IStorage M series)

Discovery © Enable Disable
SNMP Community Name [Required] public

WS-Man (NEC ESMPRO ServerAgentService, ESX7 earfier)

Discovery © Enable Disable

User Name/Password [R

ESXI (ESXi8)

Discovery O Enable  Disable

User Name/Password [Requi

REST API (iStorage V serios)

Discovery O Ensble  Disable

User Name/Password [Re

RAID system (Universal RAID Utility)

Discovery © Enable Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery © Enable  Disable
BMC(EXPRESSSCOPE Engine)

Discovery © Enable  Disable

BMC(EXPRESSSCOPE Engine)" Is target for EXPRESSSCOPE Engine1/2/3/3f1/25P/3SP. EM Card(SIGMABL
ADE), BMC(ECO CENTER), BMC(many core server)

For cases other than the above and “ILO" and *vPro", Please select "BMC (Other)"

% If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some 5

ervers. Ploase refer 1o the result page of auto registration

NEC ExpressUpdate © Enable Disable

Authentication Key [Required) E3
wo

Discovery © Enable Disable

1fiLO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the

result page of auto registration

User Name/Password [Re

BMC (Other)
Discovery © Enable  Disable
A If BMC(Other)management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe
¥ to the result page of auto registration
Access Mode O Auto Redfish PMI

1f“Auto” Is selected as an access method and connection is established with both (IPMI and Redfish) the access meth

ods i.e. then refer “Priority access moda at the time of automatic selection” option in Classic Mode's Environment-Settings

Network screen and selected sccess method will get the priority for server registration pr

User Name/Password [Required] / ADD

Intel(R) vPro{TM) Technalogy

Discovery © Enable

Password [Req:

@D Network Device
Other Computer Device

About NEC ESMPRO Manager

Help Classic Mode

& admin~
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(3) Input the following items:

Name \ Value

Destination Group Specify the group to which the managed component will belong.See "1.3.2
Add component to Group" for the information about creating group.

Discovery Range

Discovery Mode With "IP Address Range Discovery" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Discovery" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Discovery" for "Discovery Mode",

End Address specify the start IP address and end IP address of the range in which
managed components are to be searched for.

Network Address When you select "Network Address Discovery" for "Discovery Mode",

Network Mask specify the network address and network mask of the managed component

to be searched for.
SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Select "Enable" to manage the system of the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

It is necessary to get the information, configure, monitor via SNMP
WS-Man(NEC ESMPRO ServerAgentService, ESXi7)
Discovery Select “Enable” to manage VMware ESXi of the component. *1,*2, *5
User Name/Password Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.
Click "Add" button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.

Enter Username(Local User Accounts)/Password of Windows system
Administrator
(does not use a user object in Active Directory Domain Services)
- NEC ESMPRO ServerAgentService (Linux) is installed.

Enter root/Password of Linux operating system
- The operating system of the managed component is VMware ESXi7.

Enter Username/Password of VMware ESXi Administrator

ESXi (ESXi8)
Discovery Select "Enable" to manage ESXi (ESXi8) of the component. *1,*2
User Name/Password Enter username and password for ESXi (ESXi8) communication. The

account must be a system administrator of the managed operating system.
Click "Add" button and you can add a pair of username and password up
to 5. *3

Enter Username/Password of VMware ESXi Administrator

REST API(iStorage V series)

Discovery | Select "Disable" .
RAID system (Universal RAID Utility)
Management Select "Enable" to manage the RAID system of the component.

- The operating system of the managed component is VMware ESXi7.
WS-Man management must be enabled in addition to this setting.

- The managed component is Express5800/ft server.
The RAID system management feature unregistered because there is no
utility to manage the RAID system.

-If the managed component is a VMware ESXi8, please select "

Unregistration ".
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NEC ExpressUpdate (Fxpressiipdate Agent)

Updates via  NEC | Select "Enable" to manage the component using NEC ExpressUpdate.

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable" otherwise NEC ESMPRO Manager may not monitor HW
status.

NEC ExpressUpdate Select "Enable" to feature NEC ExpressUpdate.

Authentication Key Enter the "authentication key" that you set in "1.2 Configure BMC on
Managed Component". *3 *4

iLO

Discovery When you discover components which have EXPRESSSCOPE Engine3,
this item should be "Disable".

BMC (Ohter)

Discovery When you discover components which have EXPRESSSCOPE Engine3,
this item should be "Disable".

Intel(R) vPro(TM) Technology

Discovery When you discover components which have EXPRESSSCOPE Engine3,
this item should be "Disable".

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to "1.1 Setup Flow" for
detailed information.

*3 On "Environment" - "Auto Registration Setting List" screen, you can manage a
list of username/password and authentication key. All entries in the list are used for

*4 If you register the "Management Controller" management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module 0 and 1.

*4 1f you register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BMC model), you should specify the search range

*5 If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS Setting

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager may not be able to monitor HW status. Detailed information is shown in the
connection check result screen.
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(4) Click "RUN DISCOVERY".

ESMPRO About NEC ESMPRO Manager Help ClassicMode = & admin~

@ Dashboard 5 Register & Component A AlertViewer 3¢ Tools ~

Auto Registration Manual Registration

Destination Group root s

Discovery Mode ‘O IP Address Range Discovery Network Address Discovery
Start Address [Required] 192 168 |8 .18

End Address [Required] 192 168 8 BRE]

Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Enable O Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

Discovery Enable O Disable
ESXi (ESXi8)
Discovery Enable O Disable

REST AP (iStorage V series)

Discovery Enable O Disable

RAID system (Universal RAID Utility)

Discovery Enable © Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable O Disable
BMC(EXPRESSSCOPE Engine)

Discovery O Enable Disable

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/25P/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server)

For cases other than the above and “iL0" and "vPro", Please select "BMC (Other)".

A If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some s
ervers. Please refer to the result page of auto registration.

NEC ExpressUpdate ‘O Enable Disable

Authentication Key [Required]

iLo

Discovery Enable © Disable

BMC (Other)

Discovery Enable © Disable

Intel(R) vPro(TM) Technology

Discovery Enable O Disable

@ Network Device

@ Other Computer Device

2
]
g
2
3
2
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When you click the "RUN DISCOVERY", you may see a message "The search cannot be started.
". If you have enabled "WS-Man Discovery" or "ESXi Discovery", please check whether a
"Self Signed Certificate" is allowed in section "1.3.1 Environment setting".

When you click the "RUN DISCOVERY", the discovery for components will begin and the "Auto
Registration in Progress" screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode =~ & admin~

@ Dashboard 8§ Register & Component A AlertViewer 3§ Tools ~

Auto Registration Manual Registration

9

Auto Registration in Progress

Discovery Mode IP Address Range Discovery
Start Address 192.168.8.18
End Address 192.168.8.18

A Even if switch screens or log out, you can check the progress by opening this screen again

(5) If the "Auto Registration" is completed, following message will be displayed. Click "OK".

localhost:21120 says

2023/10/17 13:30:17 Obtaining/changing of the component name was

completed, and the automatic registration was successful.
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(6) The components registered will be displayed on the "Auto Registration Results" screen.

Clicking the "Name" to open the Classic mode, where you can confirm the registered information.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin -

@& Dashboard 4 Register & Component M\ AlertViewer 3§ Tools -

Auto Registration  Manual Registration

Auto Registration Results

Entry Count:1item(s)
Name IP Address Management LAN IP Address 1 Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents
ManagementController 192.168.8.18 ExpressUpdate (BMC Controller) Enable The component was added.
T
Name Description
Name Component name
IP address IP address

Management LAN 1P Address 1 BMC (EXPRESSSCOPE Engine) /iLO/BMC (Other) /vPro)
@ IP address

Management LAN IP Address 2 IP address of BMC (EXPRESSSCOPE Engine) (device support
LAN port2)

Install NEC ExpressUpdate Agent | + ExpressUpdate is enable

When "NEC ExpressUpdate(ExpressUpdate Agent)" is
enabled, and a component that can be installed with
ExpressUpdate Agent is discovered.

+ ExpressUpdate is disable

- "NEC ExpressUpdate(ExpressUpdate Agent)" is disable

- "NEC ExpressUpdate(ExpressUpdate Agent)" is enabled,

but there is not component that can be installed with

ExpressUpdate Agent.

Contents + A component has been added.
This message will be displayed if the component is

successfully registered.

+ Management Controller management cannot be used.
Hardware monitoring function is unavailable.
This message will be displayed when BMC
(EXPRESSSCOPE engine)/iLO/BMC (other)/vPro cannot
be discovered for a component registered by an OS IP
address. If you want to register the Management Controller
management function, click the "Name". The connection
settings screen in Classic mode will be displayed, so you
can perform the registration here.

If the system management cannot discover the managed component name, the
"Name" of "Component List" will be "ManagementController".

The following components will be named "ManagementController + number".

If you want to change the name, click the "Name" in the "Component List" to launch
Classic mode, and then click "Setting" -> "Connection Setting" ->"Edit" to change
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1.3.3.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5.
Using this feature, you do not have to enter these information for each auto registration process.

Executing auto registration, User Name/Password and Authentication Key entered in this screen are used in
addition to the information entered in auto registration screen.

(1) Click "Environment" from "Settings" menu.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin+
4% Dashboard 5 Register & Component M\ AlertViewer 3 Tools - R JENINERS
‘ Environment
& Component Status —~——— A Alert Status
The component is not registered No alerts are unread

(2) Click "Auto Registration Setting" and enter each item.

ESMPRO f— wp Gomomece & sdin

WS-Man (NEC ESMPRO ServerAgentService, brfore ESXi7)
- "User Name/Password"
Enter a pair of username and password for WS-Man auto registration. You can enter up to 5 pairs.

ESXi (ESXi8)
- “User Name/Password”
Enter a pair of username and password for ESXi auto registration. You can enter up to 5 pairs.

BMC (EXPRESSSCOPE Engine)
- Authentication Key

Enter an authentication key for BMC auto registration. You can enter it up to 5. Refer to "1.2 Configure
BMC on Managed Component" for more information about Authentication Key.
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iLO
- "User Name/Password"
Enter a pair of user name and password for iLO auto registration. You can enter up to 5 pairs.

BMC (Other)
- "User Name/Password"
Enter a pair of user name and password for BMC (Other) auto registration. You can enter up to 5 pairs.

Intel(R) vPro(TM) Technology
- "User Name/Password"
Enter a pair of user name and password for vPro auto registration. You can enter up to 5 pairs.

REST API (iStorage V series)

- "User Name/Password"
Please enter the username and password that will be used to discovery for the REST API (iStorage V series)
Management during Auto Registration. You can enter up to 5 pairs.
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Chapter2 Setup for Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3is integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension verl.xx (or NEC DianaScope Agent) on a managed component remotely via LAN
connection.

2.1 Setup Flow

Perform the following setup procedure:
(1) Connect the NEC ESMPRO Manager server and the managed component on the same network.
(2) Configure BMC on the managed component.

(3) Register the managed component on the NEC ESMPRO Manager.
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2.2 Configure BMC on Managed Component (for LAN

connection)
Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary for connection the
NEC ESMPRO Manager with the managed component. For details of BMC

There are two methods for configuring the BMC on a managed component for LAN connection.

Configuration with NEC ESMPRO Agent Extension ver.l.xx, NEC DianaScope Agent or '"System
Management' tool of NEC EXPRESSBUILDER CD-ROM
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

There are other BMC configuration tools, but do not use the following tools for setup
with NEC ESMPRO Manager.
-- NEC MWA Agent
-- "System management" started from NEC EXPRESSBUILDER that does not
.......... contain NEC ESMPRO MANAGEL e ceeeeceeereemsseemsssseemssseesmssesmessses s eeeees
Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed component when a keyboard is not connected.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains NEC
ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.
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2.2.1 Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN
connection)

2.2.1.1 Configuration with NEC ESMPRO Agent Extension verl.xx for Windows
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

(1) After booting Windows on the managed component, click Windows "start" and start the BMC configuration
function of NEC ESMPRO Agent Extension.

(2) The main dialog box will be appeared.
Click "Set Configuration". When a confirmation message is displayed, click "OK".

The following screen shows example for the managed component that the BMC uses standard LAN port.

=z NEC ESMPRO Agent Extension

~ Configuration Confirmation of &lert

Set Confizuration
‘: Alert Test

Read File | Write File |

Select IP address for &eent

[ moms |
Cloze |

BIMC IP address Synchrorazation

Systemn Information
BMC Firreoware Version 00.53
SDE. Version 00.15b

BIOS Version 6.0.5H57
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(3) "BMC Configuration™ dialog box will be display. Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

The following screen shows example.

BMC Configuration x|

Cammon | LANT | LANZ | wibN/Direct | Pager |

— Management [nformation

todel Mame : |><><><><><
Comment 1 I
Comment 2 : I

— BMLC Cammon

Remate Contral % Enable { Disable
[LAMTI:

Computer Mame

L e —— Remate Control ¥ Emable " Disable
Authentication Key : _ [N Direct]
_ Redirection & Enable " Disable
Corrmunity Marne : Ipub"c [LéM):
Redirection (% Enable " Disable
Alert: {* Enable " Dizable [N Direct):
. > Femate Cantral @ Enable ¢ Disable
Alert Process : L | & One (LANZ]

Alert Acknowledge: & Enable {~ Disable
Alert Lewel: ILEVEM [ Mon-recoverble, Critical, Mon-critical, OF. ) j Alert Drderl

Default Valuel ak. I Cahicel |

+ If a managed component is compatible with SOL and "Enable" is selected for the
item "Redirection (LAN)," the following items necessary for the remote console via
the LAN will be changed automatically.

"Common" tab page - "Redirection (WAN/Direct)": Enable
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(4) Select "LAN1" tab page for LAN port 1 of the BMC.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask" and "Default Gateway"'.
You can set enable on the item only if the BMC supports this capability.

-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server via
any gateway

-- "Alert Receiver / Management PC IP Address" - "Primary".
Enter the IP address of the management PC.
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The following screen shows example.

BMC Configuration x|

Comman  LANT | WM /Direct I

 Server — Alert
Dbtain an IP Address Enable ¢ Dizal &lert Beceiver / Management PC 1P Address
automaticaly[DHCF, \
IP Addiess - |132_158,14_141 Prirnary : |192.1EB.14.19?
Subnet ask : |255.255.255.D Secondary : I
Drefault Gateway : I /‘/ I Tertiary : I

—Alert Retry

Alert Rety Count I3 _% times
Ailert Timeout : IE 5‘ seEarEk

Default Value | ak. I Cancel

The "LAN2" tab is displayed only when the managed component's BMC supports
communication via LAN2. To communicate with the NEC ESMPRO Manager via

Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.

- LAN1/LAN2
- Alert Receiver / Management PC IP Address
- Primary :
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable.
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(5) If you set "Default Gateway", please connect the managed component via LAN port used by BMC and the
gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed component,
please connect the managed component via LAN port used by BMC and the alert receiver/management
PC to network.

(6) Click "OK".

The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will be also set in the BMC.
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2.2.1.2 Configuration with NEC ESMPRO Agent Extension ver.1.xx for Linux
This section explains the configuration procedure using NEC ESMPRO Agent Extension ver.1.xx for Linux.

(1) After booting Linux on the managed component, start the BMC configuration function of NEC ESMPRO
Agent Extension by the following command.

| /opt/nec/esmpro_sa ex sysman/agentconf

(2) "Main Menu" screen will be displayed.
Select "Set System Management Parameters".
The following screen shows example for the managed server that the BMC uses standard LAN port.

BMC Configuraion function Version 1.07

i Main Menu |

System |Information
BMC |P address Synchronization
Select |P address for Agent

Exit

[Enter] select [F12] help
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(3) "Set System Management Parameters" screen will be displayed.
Select "Configuration”.

BMC Configuraion function Version 1.07

Set System Management Parameters

Alert Test
Return to previous menu

[Enter] select [ESC] return [F12] help

(4) "Configuration” screen will be displayed.
Select "Set Configuration™.

BMC Configuraion function Version 1.07

i Configuration |

Default Value

Read File

Write File

Return to previous menu

[Enter] select [ESC] return [F12] help
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(5) "BMC Configuration™ screen will be displayed.
Select "Common".

BMC Configuraion function Version 1.07

{ BMC Configuration |

Common |
Alert Order

LAN1

LANT(Alert)

LANZ

LANZ(Alert)

WAN/Direct

WANCAlert)

Pager

Save BMC Configuration
Return to previous menu

[Enter] select [ESC] return

(6) "Common™ screen will be displayed.
Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

BMC Configuraion function Version 1.07

{ Common |

Exiressﬁﬁﬂﬂf 110Ba-e3 [NB400-023 |

Alert Process

Alert Acknowledge

Alert Level

*Remote Control

LAN1 {*) Enableli{
LAN2 {*) Enablel
WAN/Direct {*) Enable
*Redirection

LAN

WAN/Direct

[Tab]l move [Space]l selects [ESC] return [F12] help
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If a managed server is compatible with SOL and "Enable" is selected for the item
"Redirection (LAN)," the following items necessary for the remote console via the
LAN will be changed automatically.

"Common" screen - "Redirection (WAN/Direct)": Enable

"WAN/Direct" screen - "Flow Control": RTS/CTS

Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- LAN1 (Alert) / LAN2 (Alert) :
- Primary Alert Receiver : Enable
- IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.

(7) Select "LAN1" from "BMC Configuration™ screen.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask" and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

--"IP Address"
Case that BMC on the managed server uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed server uses a standard LAN port; be sure to make the setting identical
to the setting on the operating system of the managed server.

-- "Subnet Mask"
Enter the subnet mask for the IP address.
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-- "Default Gateway"
Enter the default gateway if the managed server connects to NEC ESMPRO Manager Server via any
gateway

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT |

Obtain an |IP Address automatical |y{DHCP)
( ) Enablell(+) Disable

IP Address .14.53
Subnet Mask 2540
Default Gateway . .

0K>» <Cancel’

-- "Alert Receiver / Management PC IP Address" - "Primary".
Enter the IP address of the management PC.

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT(Alert) |

*Alert Receiver/Management FC (Primary)

Alert (%) Enablefl{ ) Disable
I[P Address 192_168.14.197
#Alert Receiver/Management PC (Secondary)

Alert { ) Enablefi{*) Disable
IP Address 0.0.0.0

#hlert Receiver/Management PC (Tertiary)

Alert { ) Enablefi(*) Disable
I[P Address 0.0.0.0

*Alert Retry
Alert Retry Count (0 =7 times)
Alert Timeout (3 - 30 seconds)

[Tab] move [Space] selects [ESC] return [F12] help
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The "LAN2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and
.......... LANZ(Alert)” as same as [LANLT and TLANLAICT) e seeeesseeeessenen
(8) If you set "Default Gateway", please connect the managed component via LAN port used by BMC and the
gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed component,
please connect the managed component via LAN port used by BMC and the alert receiver/management
PC to network.

(9) Select "Save BMC Configuration™ from "BMC Configuration" screen.

The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will be also set in the BMC.
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2.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for LAN connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature is available only from the NEC EXPRESSBUILDER that contains NEC
ESMPRO Manager.
See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature. If there is the
description about NEC EXPRESSBUILDER DOS based with remote console
feature, the feature is available.
See "The installation of BMC Configuration" in "chapter4 Applendix 1.4 BMC
Configuration" of "NEC ESMPRO Manager Ver. 7 Installation Guide" for the
.......... information about installstion of NEC ESMPRO BMC Configuration. .....wveeeeeeeeen

Perform the following procedure:

(1) Create a configuration information file

(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

2.2.2.1 Create a configuration information file

(1) Start the NEC ESMPRO Manager configuration installed on any PC to create the configuration information
file.

2z Dianascope Configuration x|

r~ Confimuration

Chﬂngel

Hewr |
Read from FD
et

(2) Click "New". The confirming message will be displayed. Click "OK".

58



NEC ESMPRO Manager Setup Guide

(3) The "BMC Configuration" dialog box will appear.
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed component

-- "Authentication Key"

-- Set "Remote Control (LAN)", "Remote Control (WAN/Direct)", "Redirection (LAN)" and "Redirection
(WAN/Direct)" to enable

The following screen shows example.

BMC Configuration x|

Cammon | LANT | LANZ | wibN/Direct | Pager |

— Management [nformation

todel Mame : |><><><><><
Comment 1 I
Comment 2 : I
— BMLC Cammon
Cranrndir Memm © Remate Contral % Enable { Disable
p C [Blusbemy (LANT]
Authentication Key - —____ — Remote Control &+ Enable (" Disable
uthentication Key <_ [/ AN/ Direct]:
_ Redirection & Enable " Disable
Corrmunity Marne : Ipuh“c [LAN];
Rediraction % Enable { Disable
Alert: {* Enable " Dizable [N Direct):
Alert Process - ool & One Femote Control % Enable ¢ Disable
: [LAMZ:
Alert Acknowledge: & Enable {~ Disable
Alert Lewel: ILEVEM[Non-recoverble,Eritical,Non-criticaI,DK] j ME'tDTdE'l

Default Valuel ak. I Cahicel |
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(4) Select "LAN" tab page for LAN port 1 of the BMC.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask" and "Default Gateway"'.
You can set enable on the item only if the BMC supports this capability.
-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port: be sure to make the setting
identical to the setting on the operating system of the managed component.
-- "Subnet Mask"
Enter the subnet mask for the IP address.
-- "Default Gateway"
Enter the default gateway if the managed component connects to the management PC via any gateway,
-- "Alert Receiver / Management PC IP Address" - "Primary"
Enter the IP address of the management PC.

The following screen shows example.

BMC Configuration |

Common  LAM |LAN2 I WﬁNa’DirectI Pager I

e

Alert Receiver / Management PC P Address

 Server

Obtain an [P Address
automatically[DHCPY

" Enable % Digable

v 4

P Addiess |192.153.14.141 [192168.14 197
Subnet Mask : |255.255_255.n [ Secondaw | |

[ Tertiamy I

Drefault Gatevway : /!

Alert Rety
Alert Rety Count I3 _Ij times
Ailert Timeout : B = seconds

ITI Cancel Spply
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To communicate with the NEC ESMPRO Manager via LAN2, make the setting on
the "LAN2" tab as same as "LAN" tab. If the BMC of the managed component does
not support communication via LAN2, the values of "LAN2" tab page have no effect
with the managed component.

The managed component installed the BMC that uses Management LAN port
supports the function of "Obtain an IP Address automatically (DHCP)".

Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
-LAN1/LAN2

- Platform Event Filter : Enable
- Alert Receiver / Management PC IP Address :

- Primary :

IP address of the management PC on which NEC ESMPRO Manager is

installed.

(5) Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for specifying a
location where the configuration information is to be saved.

(6) Specify the floppy disk’s root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".
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2.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

(1) If you set "Default Gateway" at creating the configuration information file, please connect the managed
component via LAN port used by BMC and the gateway to network.
If you set "Alert Receiver / Management PC IP Address™ on same network with the managed component
at creating the configuration information file, please connect the managed component via LAN port used
by BMC and the alert receiver/management PC to network.

(2) Configure the BMC of the managed component with the configuration information.
Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.
After NEC EXPRESSBUILDER DOS based with remote console feature is started and the configuration
information is loaded from the FD into the managed component. The MAC addresses of the gateway and
the alert receivers will be also set in the BMC. And then the Operating System will be rebooted.

If the setting in the configuration information file is already configured, the managed
component will be not rebooted.

When the console-less function for LAN connection is used, the BIOS settings are
changed as follows:

Serial Port Address: ~ On Board COM B (only for the managed server supporting

SOL)
Baud Rate: 19.2kbps (only for the managed server supporting SOL)
Flow Control : RTS/CTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI (only for the managed server supporting
SOL)
To check whether that the managed component supports SOL, see Appendix D.
Managed Components Summary
The managed component is opened the main menu of the NEC EXPRESSBUILDER
after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC

62



NEC ESMPRO Manager Setup Guide

2.2.3 Configuration with NEC EXPRESSBUILDER System Management (for
LAN connection)

This section explains the configuration procedure using NEC EXPRESSBUILDER System Management.

(1) After booting NEC EXPRESSBUILDER on the managed component, select "System Management" from
"TOOL MENU".

(2) The main screen will be appeared.
Select "System Management".

Display Firmeare Management Information _

Set System Management Parameters
Setup for BMC Web Server

LAN Port Settings

Clear BMC Conf iguration

Exit
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(3) Set "System Management Parameters" screen will be displayed.
Select "Configuration”.

onf iguration _

filert Test
Return to previous menu

(4) "Configuration” screen will be displayed.
Select "New".

Read from FD

Write to FD

Change

Return to previous menu
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(5) "BMC Configuration™ screen will be displayed.
Select "Common".

LAN1
LAN1(Alert)
LAN-Direct
LN (Alert)
DK

Cancel

(6) "Common™ screen will be displayed.
Be sure to set the below item. The other items can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

anagement Information

Model Name [Expressh800-R120b-11
Comment 1 [1
Comment 2 L[]

[ BMC.-Cammmon
Computer Name [host1]
fiuthentication Key [ s ]
Community Mame [NTITLSS |
Alert [Enablel
fAilert Process [Onel
fAlert Acknowledge [Enable]l
filert Level [Leveld ( Lewel3 filert plus OK )1
Remote Control(LANL) [Enablel
Remote Control (WAN-Direct) [Enablel
Redirection(LAN) [Enablel
Redirection(WAN-Direct) [Enablel

Return to previous menu

Select:[Enter]l Help:[H-hl
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If a managed server is compatible with SOL and "Enable" is selected for the item
"Redirection (LAN)", the following items necessary for the remote console via the
LAN will be changed automatically.

"Common" screen - "Redirection (WAN/Direct)": Enable

"WAN/Direct" screen - "Flow Control": RTS/CTS

(7) Select "LAN1" from "BMC Configuration" screen.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask" and "Default Gateway"'.
You can set enable on the item only if the BMC supports this capability.

-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server via
any gateway
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The following screen shows example.

Server
Obtain an IP Address automatically(DHCP) [Disablel
IP Address [192.168.14.1411

Subnet Mask [255.255.255.0]
Default Gateway [0.0.0.0]
Return to previous menu

Select:[Enter] Help:[H-hl

-- "Alert Receiver / Management PC(1)".
Enter the IP address of management PC.

The following screen shows example.

filert Receiver-Management PC(1)

fAlert [Enable]l

IP Address [192.168.14.1971
filert Receiver-Management PC(Z2)

flert [Disablel

IP Address [0.0.0.0]

Alert Receiver-Management PC(3)

flert [Disablel

IP Address [0.0.0.0]

filert Retry

filert Retry count [3(times)]
filert Timeout [6(seconds)]
Return to previous menu

Select:[Enter]l Help:[H-hl
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The "LAN2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and
"LAN2(Alert)" as same as "LAN1" and "LANI1(Alert)".

Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- LANI (Alert) / LAN2 (Alert) :
- Alert Receiver / Management PC (1) :
- Alert : Enable
- IP Address :
IP address of the management PC on which NEC ESMPRO Manager is
.......... IISHALIEA. o eeeeereeuerecssereesereesssneseseesuees s usnee s E e R e et
(8) If you set "Default Gateway", please connect the managed component via LAN port used by BMC and the
gateway to network.
If you set "Alert Receiver / Management PC IP Address™ on same network with the managed component,
please connect the managed component via LAN port used by BMC and the alert receiver/management
PC to network.

(9) Select "Save BMC Configuration” from "BMC Configuration" screen.
The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will be also set in the BMC.
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2.3 Register a managed component on NEC ESMPRO Manager
(for LAN connection)

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager and
perform in the following order:

If necessary, see "1.3.2 Add component to Group" and add the group to which the managed component will
belong.

2.3.1 Register the Managed Component

Use either of the two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components.

2.3.1.1 Manual Registration
(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
¢ Dash:uard Component £ AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the "Server / Storage" of "Manual Registration".

Auto Registration

‘ Server / Storage 'l’

About NEC ESMPRO Manager

@ Dashboard 5 Register & Component A AlertViewer 3% Tools ~

Manual Registratiol

work Device  Other Computer Device  Alert Only Management

Component Name [Required]

Alias

Destination Group root +

Common Setting

0S IP Address [Required]

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type © SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)

REST AP (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)

RAID system (Universal RAID Utility)

Management O Registration Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate

© Registration Unregistration
Agent

Updates via Management
Controller

O Registration Unregistration

“BMC (EXPRESSSCOPE Engine)'/'iL0"/*BMC(Other)"/*vPro’(Common)

Management O Registration Unregistration

Management Type O BMC iLo BMC (Other) vPro
BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server)

For cases other than the above and "iLO" and "vPro", Please select "BMC (Other)".

Authentication Key [Required]

*BMC (EXPRESSSCOPE Engine)'/'iL0"/"BMC(Other)"/"vPro’(LAN)

Current IP Address © P Address 1 ) IP Address 2

Failover ©O Enable Disable

IP Address 1 [Required]

IP Address 2

Help Classic Mode

admin v
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(3) Input the following items:

Name \ Value

Component Name

Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias

Specify the information about the managed component. Do not enter a
name including blank characters. Only blank characters cannot be entered.
Also, please do not enter a name containing blank characters. The blank
characters will be removed if there are half-width blank characters before
or after the string. Uppercase characters are distinguished from lowercase
characters. Optional.

Destination Group

Specify the group to which the managed component will belong. See "1.3.2
Add component to Group" for the information about creating group.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management

Select "Registration" to manage the system of the component.

Management Type

Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agent is installed on the managed component.
- WS-Man *1, *2
VMware ESXi7 is installed on the managed component.
NEC ESMPRO ServerAgentService is installed on the managed
component.
- ESXi *1, *2
The operating system of the managed component is VMware ESXi8.

SNMP
Name(Get)

Community

SNMP Community Name which is specified at SNMP Agent running on
the managed component.
It is necessary to get the information, configure, monitor via SNMP

SNMP
Name(Set)

Community

When you want to set SNMP Community names for Get and Set separately
on the managed component, specify the SNMP Community name for Set
in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name

Enter the Username/Password for communication with WS-Man or ESXi .
- The operating system of the managed component is VMware ESXi.

Password

Enter Username/Password of VMware ESXi Administrator

Communication
Protocol

This is displayed only when WS-Man is selected as the management target.
Select protocol HTTP/HTTPS for connection WS-Man service. *2

- NEC ESMPRO ServerAgentService (Windows) is installed.

If you want to use HTTPS for WS-Man communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS
Setting in the ESMPRO/ServerAgentService Installation Guide
(Windows).

- NEC ESMPRO ServerAgentService (Linux) is installed.
Select HTTPS.

- The operating system of the managed component is VMware ESXi7.
Select HTTPS.

Port Number

Enter port number where WS-Man service listens for connection. *3

- NEC ESMPRO ServerAgentService (Windows) is installed.
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If you want to use HTTP, enter 5985.
If you want to use HTTPS, enter 5986.

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter 5986.

- The operating system of the managed component is VMware ESXi7.

Enter 443.
RAID system management
Management Select "Registration" to manage the RAID system of the component.

- The operating system of the managed component is VMware ESXi7.
WS-Man management must be enabled in addition to this setting.
-If the managed component is a VMware ESXi8, please select "

Unregistration ".
NEC ExpressUpdate
Updates via  NEC | Select "Registration" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent
Updates via | Select "Registration" to manage the component using Management

Management Controller | Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO'" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "BMC".

Authentication Key Enter the "authentication key" that you set in "1.2 Configure BMC on

Managed Component".

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

Current IP Address If you set both "IP Address1" and "IP Address2", specify which IP address
you want to use for connection.

Failover This setting is valid only when both "IP Address1" and "IP Address2" are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

IP Address 2 Enter the IP address that is specified on LAN2 of the BMC configuration

for the managed component.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to "1.3.1 Environment setting"
for detailed information.

*3 On "Environment" - "Auto Registration Setting List" screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
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(4) Click "ADD".

If there is an error in the input content, correct the input content following the message.

ESMPRO About NEC ESMPRO Manager Help Classic Mode

@ Dashboard 3 Register & Component A\ AlertViewer 3§ Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

Component Name [Required] BMC
Alias
Destination Group root :

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management Registration ‘O Unregistration
RAID system (Universal RAID Utility)

Management Registration ‘O Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate
° pressUp Registration © Unregistration
Agent

Updates via Management
P 9 O Registration

Controller
"BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)"/"vPro'(Common)

Management O Registration Unregistration

If BMC / iLO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers,
Please refer to the result page of connection check.

Management Type O BmMC iLO BM(C (Other) vPro
A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3f/25P/3SP, EM Card(SIGMABL

AADE), BMC(ECO CENTER), BMC(many core server)
For cases other than the above and "iLO" and "vPro’, Please select "BMC (Other)".

Authentication Key [Required]

BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)"/"vPro'(LAN)

Current IP Address O IP Address 1 IP Address 2

Failover O Enable Disable

IP Address 1 [Reguired] 192 168 R .18
IP Address 2

admin ~
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(5) "CHECK CONNECTION" screen is displayed.

Click "CHECK CONNECTION" to start it.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin+

@ Dashboard 1§ Register & Component A AlertViewer 3% Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

To remotely manage components,
please continue to perform check connection.

N ——

(6) If the "CHECK CONNECTION" is completed, "Connection check results" screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

& Dashboard J§ Register & Component g\ Alertviewer 3§ Tools -

Auto Registration Manual Registration
TR Network Device  Other Computer Device  Alert Only Management

Connection check results
Management Detected  Detail

BMC Detected  SNMP Alert configuration is not completed on BMC (EXPRESSSCOPE
Engine). Setting up SNMP Alert configuration is required to send hard
ware error alert to NEC ESMPRO Manager. Please set NEC ESMPRO M
anager's address as 'Alert Receiver'.Using the BMC (EXPRESSSCOPE E
ngine) NEC ExpressUpdate function can be used.

BACK TO COMPONENT LIST 'CONTINUE REGISTERING

Detected Detail

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Click the "Name" of the component that could not be registered in the
"Component List". The connection settings screen in Classic mode will be
displayed. Please check that there are no errors in the entered items. For more
details, please refer to the online help for NEC ESMPRO Manager.
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2.3.1.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
& Dashboard Ccmpuncm A AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the "Server/Storage" of "Auto Registration".

ESMPRO

@ Dashboard & Register & Component A AlertViewer 3% Tools =

Auto Registration  Mang)l Registration

Destination Group oot :
Discavery Mode © 1P Address Range Discovery ' Network Address Discovery

Start Address [R

End Address [Require

@ Server / Storage

SNMP (NEC ESMPRO Agent, |Storage M series)

Discovery © Enable Disable

SNMP Community Name [Required] public

WS-Man (NEC ESMPRO ServerAgentService, ESXI7 earfier)

© Enable ' Disable
User Name/Password R / En
£5XI (ESXI8)
Discovery © Enable  Disable
User Name/Password [Require /
REST API (iStorage V
Discovery O Enable

User Name/Password [Re

RAID system (Universal RAID Utility)
Discovery © Ensble  Disable

NEC ExpressUpdate (ExpressUpdate Agent)

Discovery © Enable Disable
BMC(EXPRESSSCOPE Engine)

Discovery © Enable  Disable

BMC(EXPRESSSCOPE Engine)’ Is target for EXPRESSSCOPE Engine1/2/3/3f1/2SP/3SP, EM Card(SIGMABL
ADE), BMC(ECO CENTER), BMC{many core server).
For cases other than the above and ILO" and "vPro", Please select "BMC (Other)"

% If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some 5

ervers. Ploase refer o the result page of auto registration.

NEC ExpressUpdate © Enable Disable
w
Discovery © Enable Disable

IfiLO managemaent is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the

result page of auto registration

User Name/Password [Re

BMC (Other)
Discovery © Ensble  Disable

f If BMC(Other)management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe
1o the result page of auto registration

Access Mode O Auto Redfish M

1 “Auto” is selected as an access method and connection is established with both (IPMI and Redfish) the access meth

ods i.0. then refer ‘Priority access mode at the time of automatic selection” option in Classic Mode's Environment-Settings

Network screen and selected access method will get the priority for

Intel(R) vPro{TM) Technology

rver registration pr

User Name/Password [Re

Discovery O Enable ' Disable

@D Network Device

@b Other Computer Device

About NEC ESMPRO Manager

Help Classic Mode & admin<~
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Name \ Value

Destination Group Specify the group to which the managed component will belong.

Discovery Range

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search" for "Search Mode", specify the

Network Mask network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Select "Enable" to manage the system of the component.*1

SNMP Community | SNMP Community Name which is specified at SNMP Agent running on

Name the managed component.

It is necessary to get the information, configure, monitor via SNMP

WS-Man(NEC ESMPRO ServerAgentService, ESXi7)

Discovery

Select "Enable" to manage VMware ESXi server of the component. *1,*2

User Name/Password

Enter username and password for WS-Man communication. The account

must be a system administrator of the managed operating system.

Click "Add" button and you can add a pair of username and password up

to 5. *3

- The operating system of the managed component is VMware ESXi.
Enter Username/Password of VMware ESXi Administrator

ESXi (ESXi8)

Discovery

Select "Enable" to manage ESXi (ESXi8) of the component. *1,*2

User Name/Password

Enter username and password for ESXi (ESXi8) communication. The
account must be a system administrator of the managed operating system.
Click "Add" button and you can add a pair of username and password up
to 5. *3

Enter Username/Password of VMware ESXi Administrator

REST API(iStorage V series)

Discovery

| Select "Disable" .

RAID system management

Management Select "Enable" to manage the RAID system of the component.
- The operating system of the managed component is VMware ESXi7.
WS-Man management must be enabled in addition to this setting.
-If the managed component is a VMware ESXi8, please select "
Unregistration ".
NEC ExpressUpdate
Updates via  NEC | Select "Enable" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable" otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

ExpressUpdate

Authentication Key Enter the "authentication key" that you set in "1.2 Configure BMC on
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| Managed Component". *3

iLO

Discovery When you discover components which have BMC excluding
EXPRESSSCOPE Engine3, this item should be "Disable".

BMC (Other)

Discovery When you discover components which have BMC excluding
EXPRESSSCOPE Engine3, this item should be "Disable".

Intel(R) vPro(TM) Technology

Discovery When you discover components which have BMC excluding
EXPRESSSCOPE Engine3, this item should be “Disable”.

CHECK

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to "1.3.1 Environment setting"
for detailed information.

*3 On "Settings" - "Environment" -

"Auto Registration Setting List" screen, you can

manage a list of username/password and authentication key. All entries in the list are
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(4) Click "RUN DISCOVERY".

ESMPRO About NEC ESMPRO Manager Help ClassicMode = & admin~

@ Dashboard 5 Register & Component A AlertViewer 3¢ Tools ~

Auto Registration Manual Registration

Destination Group root s

Discovery Mode ‘O IP Address Range Discovery Network Address Discovery
Start Address [Required] 192 168 |8 .18

End Address [Required] 192 168 8 BRE]

Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Enable O Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

Discovery Enable O Disable
ESXi (ESXi8)
Discovery Enable O Disable

REST AP (iStorage V series)

Discovery Enable O Disable

RAID system (Universal RAID Utility)

Discovery Enable © Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable O Disable
BMC(EXPRESSSCOPE Engine)

Discovery O Enable Disable

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/25P/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server)

For cases other than the above and “iL0" and "vPro", Please select "BMC (Other)".

A If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some s
ervers. Please refer to the result page of auto registration.

NEC ExpressUpdate ‘O Enable Disable

Authentication Key [Required]

iLo

Discovery Enable © Disable

BMC (Other)

Discovery Enable © Disable

Intel(R) vPro(TM) Technology

Discovery Enable O Disable

@ Network Device

@ Other Computer Device

RUN DISCOVERY
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When you click the "RUN DISCOVERY", you may see a message "The search cannot be started.
". If you have enabled "WS-Man Discovery", please check whether a "Self Signed Certificate" is
allowed in section "Chapter2 Environment setting".

When you click the "RUN DISCOVERY", the discovery for components will begin and the "Auto
Registration in Progress" screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode =~ & admin~

@ Dashboard 8§ Register & Component A AlertViewer 3§ Tools ~

Auto Registration Manual Registration

9

Auto Registration in Progress

Discovery Mode IP Address Range Discovery
Start Address 192.168.8.18
End Address 192.168.8.18

/h Even if switch screens or log out, you can check the progress by opening this screen again

(5) If the "Auto Registration" is completed, following message will be displayed. Click "OK".

localhost:21120 says

2023/10/17 15:30:17 Obtaining/changing of the component name was

completed, and the automatic registration was successful.
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(6) The components registered will be displayed on "Auto Registration Results".

Clicking the "Name" will open the Classic mode where you can confirm the registered information.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~

@ Dashboard 4 Register & Component Mk AlertViewer 3% Tools -

Auto Registration  Manual Registration

Auto Registration Results

Entry Count:Titem(s)
ManagementController 192.168.8.18 ExpressUpdate (BMC Controller) Enable The component was added.

Name Description

Name Component name

IP address IP address

Management LAN IP Address 1 IP address of BMC (EXPRESSSCOPE Engine)/iLO/BMC
(Other)/vPro

Management LAN IP Address 2 IP address of BMC (EXPRESSSCOPE Engine)(device support
LAN port2)

Install NEC ExpressUpdate Agent | + ExpressUpdate is enable

When "NEC ExpressUpdate(ExpressUpdate Agent)" is
enabled, and a component that can be installed with
ExpressUpdate Agent is discovered.

+ ExpressUpdate is disable

- "NEC ExpressUpdate(ExpressUpdate Agent)" is disable

- "NEC ExpressUpdate(ExpressUpdate Agent)" is enabled,

but there is not component that can be installed with

ExpressUpdate Agent.

Contents *+ A component has been added.
This message will be displayed if the component is

successfully registered.

+ Management Controller management cannot be used.
Hardware monitoring function is unavailable.
This message will be displayed when BMC
(EXPRESSSCOPE engine)/iLO/BMC (other)/vPro cannot
be discovered for a component registered by an OS IP
address. If you want to register the Management Controller
management function, click the "Name". The connection
settings screen in Classic mode will be displayed, so you
can perform the registration here.

When the system management cannot discover the managed component name, the
"Name" of "Component List" will be "ManagementController".

The following components will be named "ManagementController + number". If you
want to change the name, click on the "Name" in the "Component List" to launch
Classic mode, and then click "Setting" -> "Connection Setting" ->"Edit" to change
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2.3.1.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5. For
more details, please refer to "1.3.3.3 Auto Registration Setting".
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Chapter3 Setup for Managed Component in which iLO is
integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the iLO component.

3.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed component
on the same network.

(2) Configure iLO on the managed component.

(3) Register the managed component on NEC ESMPRO Manager.
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3.2 Configure iLO on Managed Component

3.2.1 SNMP Settings
This section explains about the setup procedure for NEC ESMPRO Manager to receive SNMP alerts from iLO.

Because this section uses iLO WebConsole, you need to set the network of iLO
beforehand. Please see the user's guide of the managed component about the network

(1) After starting a web browser on the management PC, input URL as below.

In the case that the IP address of iLO is 192.168.1.1 and the setting of HTTPS is enable.
| https://192.168.1.1/

(2) A login screen of iLO will be displayed.
After login to the iLO, Select "Management"” - "SNMP Settings™ at the WebConsole menu.
The following screen shows example.

NEC '©° X  Management-SNMP S ® 0 ©® 2

Information AlertMail Remote Syslog
System Information
Firmware & OS Software

iLO Federation SNMP Settings

Remote Console & Media )
System Location
Power & Thermal

ILO Dedicated Network Port

iLO Shared Network Port

System Contact

Administration System Role

Security

Management System Role Detail

EXPRESSBUILDER
Read Community

(3) Set IP address of the management PC on which NEC ESMPRO Manager is installed in the following order.
-- If iLO5 firmware version is less than 1.20, set a following value and select "Apply" button.
"SNMP Alert Destination(s)" : IP address of the management PC on which NEC ESMPRO Manager
is installed.

The following screen shows example.
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NEC :hﬁnfmﬂ X Management - SNMP Sé ® © ® &R ?

Information SNMP Settings AlertMail Remote Syslog

System Information

Firmware & OS Software ”
ILO Federation

Remote Console & Media

Power & Thermal SNMP Alert Destination(s)
iLO Dedicated Network Port [92168.1.100
iLO Shared Network Port

Administration

Security

Management
SNMP Port

161

-- If iLO5 firmware version is 1.20 or later, select "New" button of "SNMP Alert Destinations". And set a
following value and select "Add" button.

"SNMP Alert Destination(s)" : IP address of the management PC on which NEC ESMPRO Manager is
installed.

EXPRESSBUILDER

The following screen shows example.

NEC E!;,E:ilm X Management - SNMP Settings ® 0 © A ?

Information SNMP Settings
System Information

AlettMail  Remote Syslog

Firmware & OS Software SNMP Port o

iLO Federation e

Remote Console & Media

Power & Thermal

iLO Dedicated Network Port

iLO Shared Network Port SNMP Alert Destinations

Administration

Security SNMP Trap SNMP SNMPv3

Alert Community  Protocol ~ User
Management Destination

EXPRESSBUILDER (s)

Alert destination not configured

NEC El;gn?sm Management - SNMP Settings ® ®© ® A ?

Information SNMP Settings

Alertiail  Remote Syslog
System Information
Firmware & OS Software Add Alert Destination X

iLO Federation

Remote Console & Media A

Power & Thermal SNMP Alert Deﬁﬂnalmmy
192.168.1.100 x
o

iLO Shared Network Port Trap Community

iLO Dedicated Network Port

Administration

Security SNMP Protocol

Management

EXPRESSBUILDER
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3.2.2 NEC SSO Settings

This section explains about the setup procedure for NEC ESMPRO Manager to login iLO WebConsole with
Single Sign-On.

Regarding Single Sign-On settings of iLO, the following trust mode is supported.

Single Sign-On Trust Mode options

Trust None (SSO disabled) (default) —Rejects all SSO connection requests.

Trust by Certificate (most secure)—Enables SSO connections from an NEC SSO-compliant application
by matching a certificate previously imported to iLO.

Trust by Name—Enables SSO connections from an NEC SSO-compliant application by matching a
directly imported IP address or DNS name.

Trust All (least secure)—Accepts any SSO connection initiated from any NEC SSO-compliant application.

In order to enable NEC SSO feature, the different procedure is required for each mode. Refer to below.

If "Trust None" is configured, when you click "Login to iLO" on NEC ESMPRO
Manager, you only browses iLO Top page and login step is required.

Because this section uses iLO WebConsole, you need to set the network of iLO
beforehand. Please see the user's guide of the managed component about the network

3.2.2.1 The procedure for Trust by Certificate

(1) When you configure "Trust by Certificate" mode, it is necessary to install certificate. Suppose the

following for each options when generating it.

Options Description Sample for settings
alias Alias specifies key or Certificate entries | esmpro_ilosso
stored in keystore file.
storepass Password to access keystore. secret
validity Validity of the certificate. The unit is 'day’. | 365
keystore Location of keystore. C:¥Users¥Administrator¥.keystore

(2) Open command prompt on the management PC and change directory as follows:

<NEC ESMPRO Manager install folder>¥ESMWEB¥java¥r1¥bin

Example)
| cd C:¥Program FilestESMPROYESMWEBYjava¥r1¥bin |

(3) Execute following command to generate a key.

keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias {alias value in

step(1)} -storepass {storepass value in step(1)} -validity {validity value in step(1)} —keystore {key
store value in step (1)}

Example)
keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias
esmpro_ilosso -storepass secret -validity 365 -keystore C:¥Users¥Administrator¥.keystore
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(4) After command in step (3), some inputs are required as follows:

Enter keystore password *## %%
What is your first and last name?(*1)
[Unknown]: Scott Oaks

What is the name of your organizational unit?
[Unknown]: SMCC

What is the name of your organization?
[Unknown]: Sun Microsystems

What is the name of your City or Locality?
[Unknown]: New York

What is the name of your State or Province?
[Unknown]: NY

What is the two-letter country code for this unit?
[Unknown]: US

Is <CN=Scott Oaks, OU=SMCC, O=Sun Microsystems, L=New York, S=NY, C=US>

correct?

[no]:y
Enter key password for <sdo>
(RETURN if same as keystore password): (*2)

(*1) You can enter host name or IP address for "first and last name".
(*2) Press Enter in order to enter same password as keystore password.

(5) Confirm if keystore is generated in location of step (1).

(6) In order to convert a keystore to PEM format, execute the following command. If password is required,
input storepass value in step (1).

keytool -exportcert -keystore {keystore value in step(1)} -alias {alias value in step(1)} -rfc > {location of
output file}

Example)
keytool -exportcert -keystore C:¥Users¥Administrator¥.keystore -alias esmpro_ilosso -
rfc > C:¥Users¥Administrator¥test.pem

(7) Confirm if Certificate in PEM format is generated in location of step (6).

Example of PEM data)

***** BEGIMN CERTIFICATE-----

MIIDaTCCA | Gahw [BAz IEZap i aTANBekahk i GIWOBAQWFADB | MOswCOYDVOOGE WK
LUDEQMAA GATUECEMHVHE rbmd 3k EQMA4GATLEB:MHYAE rbm33b i ECMA4GATUECHMH
W5 rbm33b ) EOMAAGATUECMHVHE rbmS3b | EOMAwGE T UEAMF ZHVt bRlkawHhchMT 2w
OTEMDxMzMONhMj 2wOTASMDCMZMOW | B | MOswCOYDVOOGEw KUDEOMA4GATUE
CBMHYIS rbm33k § EQMAA GATUEB:MHVINS rbmd 3k j ECMA4GATUEChMHYIE rbm92b ) EQ
MAAGATUECMHVIE rbmd3b | EOMAWGATUE AsMF ZHV biklowea 2E | MADGCSGGS [H3D0ER
AQUASS TEDwAwe Bk Ao IBALDU0ZED+o00] InDCER IWP+E i OD0zPPwPoB4 /1 Alst /3
j0=jR2 r8 r7 rmf 3n0zBLAYPaq | eSBCadh Yt hHAzwh, JEGReRsbPCYFWCHHIRmmvhM
WrETCLX=BB3KTAMIC4 i 7y i Criv [y | OpyBxuB / CORP=4FFVOLZKY dikaunRCpibs
EMwdUdH® 394801 i 1 rZ20 T | MNBHHE AnbBmBXJZJ0V+8BenBdrBOKLeL9 /W K0
LsksBr xhSzrachaTK2pGazBxueFlc 7 whie  /heBy [ Blk+Rmpk T a0t + [+h+3
ILAUF ddavm ] 7T0R4 [GyGAUY r7 gX s/ 3RyBuY /H16HROVnAeMBAAG T TTATMBOGATU
DgOWBET Tz 1 swhwhOC re+vemlt T9xgyvsal AlBekahk i GIw0BAQWFAADCAQEABOSC
| 7CVOWFFKKE 1 0d6CHDZ99F Sol vk [thnd Ax8rDmR3T+ 400 8L DmPYM1Bwal 28t NN
3YFu2zt Bk el JawhGy Oz ANFOTFE TN j enBrboJWHBD1 10mped sxFma3 i 3Jj+Y
GeM/ 806 jxannsVokx2uM7CHA | ekKBUScOvRz rUZAPwdu | YSBEhNIaGRJK j N+wPg+L
20t paZkbbO40KRF4 | Moodt apas YO Y0,/ 16 i vt WV TLf ugk rDE3uiMis¥+uDvck 8
27hc | JFTkscrDhRmSRehySLmt i ACLMLR T4 | AtrwTw0TBeU3mUN4 rdGGzbbAcalA
AR MNU4BAAHPT S ==

***** END CERTIFICATE-----

87



NEC ESMPRO Manager Setup Guide

(8) Open "ilosso.properties" in the following location with text editor on the management PC.

Location of "ilosso.properties":
<NEC ESMPRO Manager install folder>¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-INF
¥service¥iLOSSO

(9) Update the value of the following properites.

Property Name Value Sample for property
ALIAS NAME "alias" in step (1) esmpro_ilosso
KEYSTORE PATH -In case that file separator is "¥¥":

"location" of keystore in
step (1). File separator
must be "/" or "¥¥".

C:¥¥Users¥¥Administrator¥¥.keystore
-In case that file separator is "/":
C:/Users/Administrator/.keystore

PASSWORD "storepass" in step (1). secret

Example)

ALTAS_MAME=esmpro_i los=o
KEYSTORE_PATH=C:¥¥llsers¥¥Adninist rator¥¥ . kevstore
PASSHORD=5ecret

(10) Restart the management PC.

(11) Start a web browser on the management PC and input URL as below.
In the case that the IP address of iLO is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/
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(12) After login to iLO, Select "Security" - "NEC SSO" at the WebConsole menu.
The following screen shows example.

iLOS
N EC 1.30 May 23 2018 X

Security - Access Settin ® © HH ® R ?

Information Access Settings ILO Service Port Secure Shell Key SS5L Certificate

System Information Directory  Encryption Login Security Banner

Firmware & OS Software

iLO Federation Service

Remote Console & Media
Power & Thermal
Intelligent System Tuning () Secure Shell (SSH)

ILO Dedicated Network Port Secure Shell (SSH) Port

iLO Shared Network Port 22

Administration
() Web Server
Security

Management Web Server Non-SSL Port

80
EXPRESSBUILDER

Web Server SSL Port
443

(13) Select "Trust by Certificate" as SSO Trust Mode and click "Apply" button. Then click "Import" button in
"Manage Trusted Certificates and Records" to install the trusted certificate.

NEC El;?ayim X Security - Single Sign-On Settings ® 0O & ® A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner
Firmware & OS Software
iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records
Remote Console & Media o0 Trust Mode

Trust by Certificate

Power & Thermal

Intelligent System Tuning

iLO Dedicated Network Port &
iLO Shared Network Port & @q\@
Administration & o v—b<°
Security 5] Login
Management I:‘ I:l Remote Console
EXPRESSBUILDER D (D Virtual Power and Reset
I:‘ éj Virtual Media
O E. Hostsios
I:‘ I:‘ ﬁﬂ Configure iLO Settings
I:‘ I:‘ 8. Administer User Accounts
O O & HostNIC
|:| |:| B Host Storage
[, Recovery Set
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(14) Copy text of Certificate(* 1) generated in step (7) and paste it in text field. Then Click "Apply" button.

NEC EI;O?WZZM X Security - Single Sign-On Settings ® O D ® A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner
Firmware & OS Software
iLO Federation

Remote Console & Media Import Trusted Certificates X

Power & Thermal

Intelligent System Tuning Direct Import

iLO Dedicated Network Port
paste the base64-encoded X.509 certificate data here
LeksbixIisz  aesq | Kapazbxuer We (whiXpeBy i HImpK LIVaBUOVL 01 .
SLQUfddavrmy YDhMG%qGAUYﬂgX\SﬂRyEuWH EHNOVNAgMBAAGI TAIMBOGA1Ud
EQ 215wV WNOCre+ mTITBxgyquANqughk\ IwOBAQWFAAOCAQEADQSC
Administration TCVONE TRk QoCDGE5 SOLOVE RneAXEnD Gy2TaANN
21

iLO Shared Network Port

J40KRF. 0RO/ Ve
SEBLT ﬁp:‘bm Gi%nDNhRmSRenrsLmV/fAObMLﬁmi’AmwTw&TBeuamuvamGszbA;qSA

4HP T 3iw="
Management -—END CERTIFICATE-——

EXPRESSBUILDER @

Import From URL

*1: You must copy and paste all text including "----- BEGIN CERTIFICATE----- " and Meeeee END
CERTIFICATE-----

(15) Confirm if Certificate is added in "Manage Trusted Certificates and Records" field on NEC SSO settings.

NEC El;?ayfmm X Security - Single Sign-On Settings ® 0O ® A °?

Information Access Settings ILO Service Port

Secure Shell Key ~ SSL Certificate  Directory ~ Encryption  NEC SSO

System Information Login Security Banner

Firmware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records
Remote Console & Media SSO Trust Mode

Power & Thermal Trust by Certificate Status  Certificate Description
Intelligent System Tuning I:‘ L] = HostName

iLO Dedicated Network Port
2 mpon

iLO Shared Network Port

Administration

Security

Login
Management Remote Console

EXPRESSBUILDER Virtual Power and Reset

Virtual Media
Host BIOS

Configure iLO Settings

I | Y

[l
=

Adrminictar Hlenr Arrainic

90



NEC ESMPRO Manager Setup Guide

3.2.2.2The procedure for Trust by Name

(1) Open "ilosso.properties" in the following location with text editor on the management PC.

Location of "ilosso.properties":
<NEC ESMPRO Manager install folder>¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-INF
¥service¥iLOSSO

(2) Configure IP address or Domain Name of the management PC for "HOST NAME" property and save
properties file.
Example)
05T MNAME=192.168.1.

KEYSTORE_PATH-
PASSHORD=

(3) Restart the management PC.
(4) Execute step (11) and (12) in 3.2.2.1.

(5) Select "Trust by name" as SSO Trust Mode and click "Apply" button. Then click "Import" button in
"Manage Trusted Certificates and Records".

NEC "95.. X  security - Single Sign-On Setting ® 004 ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner
Firmware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media SSO Trust Mode
Power & Thermal Trust by name in Import
Intelligent System Tuning

ILO Dedicated Network Port o

iLO Shared Network Port R é\’s,e‘ @\\‘ﬂ
Administration K
Security ] Login
Management I:‘ |:| Remote Console
EXPRESSBUILDER I:‘ (D Virtual Power and Reset
I:‘ éj Virtual Media
| El HostBIOS
O O Y Configure ILO Settings
I:‘ I:‘ E,e Administer User Accounts
O d & HostNic
I:‘ D B Host Storage

B, Recovery Set

)
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(6) Configure the value saved as "HOST NAME" in step (2) in text field of "Import Direct DNS Name" and

click "Apply" button.

iLOS

1.30 May 23 2018

X

NEC

Information

System Information
Firmware & OS Software
iLO Federation

Remote Console & Media
Power & Thermal
Intelligent System Tuning
iILO Dedicated Network Port
iLO Shared Network Port
Administration

Security

Management

EXPRESSBUILDER

(7) Confirm if name set in step (6) is added in "Manage Trusted Certificates and Records" field on NEC SSO

settings.

iLO S

1.30 May 23 2018

NEC

X

Information

System Information
Firmware & OS Software
ILO Federation

Remote Console & Media
Power & Themmal

Intelligent System Tuning
iLO Dedicated Network Port
iLO Shared Network Port

Administration

Security

Management

EXPRESSBUILDER

Access Settings

Security - Single Sign-On Setting

Access Settings  ILO Service Port

Login Security Banner

Pasie e DASEDA-E1IL0URU A DUY CEILICAIE Uald Nele

Import From URL

Certificate URL

Import Direct DNS Name

DNS name or IP address
192.168.1.2

Security - Single Sign-On Settings

iLO Service Port

Login Security Banner

Single Sign-On Settings

SSO Trust Mode
Trust by name

e
OR
& &
] Logn
I:l |;| Remote Console
I:‘ Q) Virtual Power and Reset
I:‘ éj Virtual Media
O El HostbBios
I:‘ I:‘ p Configure iLO Settings
L S I B o | o AAdrmimictr Llenr Acm e
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Secure Shell Key

Secure Shell Key

® 0® 0 Aa 7

SSL Certificate  Directory ~ Encryption  NEC SSO

® 0 & 04

SSL Certificate  Directory ~ Encrypton  NEC SSO

Manage Trusted Certificates and Records

Status Certificate Description
O ° 192.168.1.2
oo
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3.2.2.3The procedure for Trust by All
(1) Execute step (11) and (12) in 3.2.2.1.

(2) Select "Trust by All" as SSO Trust Mode and click "Apply" button.

NEC EI;D?EY{;M P Security - Single Sign-On Settings ® 0O ® ®@ A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner
Firmware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media S50 Trust Mode
Power & Thermal Trust Al

Intelligent System Tuning

T, Import

iILO Dedicated Network Port &
iLO Shared Network Port . a@@* @o‘"@
Administration \3"“ IS R
Security —El Login
Management I:‘ I;l Remote Console
EXPRESSBUILDER I:‘ (D Virtual Power and Reset
I:‘ éj Virtual Media
O El HostBIOS
I:l I:l Configure iLO Settings
O 0O e Administer User Accounts
O O &£ HostNIC
O O B HostStorage
[, Recovery Set

i
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3.3 Register a managed component on NEC ESMPRO Manager
To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager and
perform steps in the following order:

If necessary, see "1.3.2 Add component to Group" and add the group to which the managed component will
belong.

3.3.1 Environment setting

If NEC ESMPRO Manager manages components in which iLO is integrated, in following cases, "Self-Signed
Certification" should be accepted by NEC ESMPRO Manager in "Environment Setting". Otherwise NEC
ESMPRO Manager cannot manage components in which iLO is integrated.

- NEC ESMPRO Manager communicates with iLO by HTTPS and using "Self-Signed Certificate".

The communication protocol used between NEC ESMPRO Manager and iLO is
HTTPS by default.
The communication protocol can be changed by Communication Protocol settings of

(1) Click "Environment" from "Settings™ menu.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

€ Dashboard f§ Register & Component M\ AlertViewer 3§ Tools ~ R J NLNERg

{ Environment
& Component Status A Alert Status

The component is not registered No alerts are unread.

(2) Click "Network" and click "Edit".

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin®

@ Dastoosrs B Register & Component A\ NertViewsr X Tools * G Settings ~
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(3) Set "Self Signed Certificate" of "Communication with iLO" to "Allow".

When using ESXi or WS-Man communication in the following environment, "Self-signature proof" of "
WS-Man Communication / ESXi"
Set it to "Allow".
+ If the managed is a VMware ESXi server.
* When the management side is configured to use HTTPS for communication between NEC ESMPRO
ServerAgentService and NEC ESMPRO Manager, and when using self-signing

Edit Network Settings X

SNMP/ICMP Comrmunication

Packet Resend Count 3 4+  number of times

Noresponse Timeout 1(1 - 65535 seconds) [Required) 4 seconds

Noresponse Timeout 2 {1 - 65535 seconds) [Required] 4 seconds

Noresponse Timeout 3 {1 - 65535 seconds) [Required] 4 seconds

No-response Timeout 4 (1 - 65535 seconds) [Required) 4 seconds
Cormmunication with Remote Console/Rermote Drive

MNorresponse Timeout (20 - 1800 seconds) [Required)] &0 seconds
Cormmunication with BMC

IPMI no response detection timer value (1 - 15 seconds) [Required] 5 seconds

Command Send Retry Court (0 - 10 number of times) [Required] 5 number of times

Send Souree Port (1025 - 65535) [Required] 47117

Priority access mode at the time of automatic selection [Required] Q Redfish IPMI

Redfish no response detection timer value (1 - 30 seconds) [Redquired] 20 seconds

Self Signed Certificate Allow @ Mot Allowed
Direct Connection Setting

Port Number Serial Port 1 *

‘Wi-Man Communication / ESXi

Salf Signed Certificate Mot Allowed

Cormmunication with iLO

No-response Timeout (1 - 30 seconds) [Required] 20 seconds
Cormmand Send Retry Count (0 - 10 number of tirmes) [Required] 0 number of times
Communication Protocel for Auto Registration ©Q HTTPS HTTP

Self Signed Certificate Allow O Mot Allowed

mm
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3.3.2 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of iLO and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and iLO that are not registered
yet on the NEC ESMPRO Manager and registers them.

3.3.2.1 Manual Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin ~
€ Dashboard Component A AlertViewer 3% Tools +
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the "Server / Storage" of "Manual Registration".

ESMPRO

@ Dashboard 5 Register & Component A AlertViewer 3¢ Tools ~

Manual Registration,
‘ Server / Storage '}

Component Name [Required]

Auto Registratio

twork Device  Other Computer Device  Alert Only Management

Alias

Destination Group root s
Common Setting

0S IP Address [Required]

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type © SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)
REST AP (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)
RAID system (Universal RAID Utility)

Management O Registration Unregistration

NEC ExpressUpdate

Updates via NEC ExpressUpdate

O Registration
Agent

Unregistration

Updates via Management

O Registration
Controller

Unregistration

"BMC (EXPRESSSCOPE Engine)'/'iLO"/"BMC(Other)"/"vPro’(Common)

Management O Registration Unregistration

Management Type O BMC iLo BMC (Other) vPro

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and "IiLO" and *vPro", Please select "BMC (Other)".

Authentication Key [Required]
*BMC (EXPRESSSCOPE Engine)'/iL0"/"BMC(Other)"/vPro’(LAN)
© P Address 1

Current IP Address IP Address 2

Failover O Enable Disable

IP Address 1 [Required]

IP Address 2

About NEC ESMPRO Manager

Help

Classic Mode

admin v
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(3) Input the following items.

Name \ Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Only blank characters cannot be entered.
Also, please do not enter a name containing blank characters. The blank
characters will be removed if there are half-width blank characters before
or after the string. Uppercase characters are distinguished from lowercase
characters. Optional.

Destination Group Specify the group to which the managed component will belong. See "1.3.2
Add component to Group" for the information about creating group.

Common Setting

OS IP Address | Specify the OS IP Address of the managed component.
SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage
Management Select "Registration" to manage the system of the component.
Management Type Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agent is installed on the managed component.
- WS-Man *1, *2

VMware ESXi7 is installed on the managed component.
NEC ESMPRO ServerAgentService is installed on the managed
component.
- ESXi *1, *2
The operating system of the managed component is VMware ESXi8.
User Name Enter the user name and password for communication with WS-Man or
ESXi.

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

Password
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating system of the managed component is VMware ESXi.

Enter Username/Password of VMware ESXi Administrator
Communication This is displayed only when WS-Man is selected as the management target.
Protocol Select protocol HTTP/HTTPS for connection WS-Man service.

- NEC ESMPRO ServerAgentService (Windows) is installed.

If you want to use HTTPS for WS-Man communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS
Setting in the ESMPRO/ServerAgentService Installation Guide
(Windows).

- NEC ESMPRO ServerAgentService (Linux) is installed.
Select HTTPS.

- The operating system of the managed component is VMware ESXi7.
Select HTTPS.
Port Number Enter port number where WS-Man service listens for connection. *2
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- NEC ESMPRO ServerAgentService (Windows) is installed.
If you want to use HTTP, enter 5985.
If you want to use HTTPS, enter 5986.

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter 5986.

- The operating system of the managed component is VMware ESXi7.

Enter 443.

RAID system management

Management If the managed component is NEC ESMPRO ServerAgentService, Select
"Unregistration".

If the operating system of the managed component is VMware ESXi7 , refer
to "10.3.2.1 Manual Registration".

If the managed component is a VMware ESXi8, please select "
Unregistration ".

NEC ExpressUpdate

Updates via  NEC | Select "Unregistration". The managed component in which iLO is

ExpressUpdate Agent integrated does not support updating via NEC ExpressUpdate Agent.
Updates via | Select "Unregistration". The managed component in which iLO is
Management Controller | integrated does not support updating via Management Controller.

"BMC (EXPRESSSCOPE Engine)" / "iLO'" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration".
Management Type Select "iLO".
User Name Enter the user name and password for communication with the iLO, *3
Password
Communication Select protocol used by communication with iLO.
Protocol
Port Number Select port number used by communication with iLO. *4
"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)
IP Address 1 | Enter the IP address of iLO.
CHECK

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to "1.1 Setup Flow" for
detailed information.

*2 Regarding a port number for WS-Man communication, refer to "Appendix C. Port
number for WS-Man communication".

*3 Set a user name and a password of following user account. Please refer to "iLOS5
user’s guide" or "iLO6 user’s guide" for details about a user account of iLO.

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't
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80 for HTTP or 443 for HTTPS. If the default value is changed, you need to set the
port number after the change. Please refer to "iLOS5 user’s guide" or "iLOG6 user’s
guide" for details.

IMPORTANT:
If iLO management is disabled, NEC ESMPRO Manager may not be able to monitor
HW status. Detailed information is shown in the connection check result screen.
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(4) Click "ADD".

ESMPRO

¢ Dashboard 1§ Register & Component M\ AlertViewer 3% Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

Component Name [Required] iLO
Alias
Destination Group root +

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage
Management Registration © Unregistration
RAID system (Universal RAID Utility)

Management Registration © Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate
Agent

Registration © Unregistration
"BMC (EXPRESSSCOPE Engine)’/iLO"/"BMG(Other)'/"vPro’ (Common)

Management O Registration Unregistration

& If BMC /iLO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers.

Please refer to the result page of connection check

Management Type BMC 0 iLo BMC (Other) wPro

ADE), BMC(ECO CENTER), BMC(many core server)
For cases other than the above and "iL0" and "vPro", Please select "BMC (Other)".

User Name/Password [Required] Administrator AR
Communication Protocol HTTP O HTTPS
Port Number [Required] 443

"BMC (EXPRESSSCOPE Engine)’/'iLO"/"BMC(Other)'/"vPro'(LAN)

1P Address 1 [Required] 192 168 | 8 .28

“BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL

About NEC ESMPRO Manager

Help Classic Mode

& admin~

(5) "CHECK CONNECTION" screen is displayed.

Click "CHECK CONNECTION" to collect the managed component information for the management.

ESMPRO

@ Dashboard %5 Register & Component A AlertViewer 3% Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

To remotely manage components,

please continue to perform check connection.

About NEC ESMPRO Manager

Help Classic Mode

admin ~
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(6) If the "CHECK CONNECTION" is completed, "Connection check results" screen will be displayed.

About NEC ESMPRO Manager Help Classic Mode & admin~

ESMPRO

@& pashboard 1§ Register & Component A Alertviewer 3% Tools -

Auto Registration  Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

Connection check results

Management Detected  Detal

iLo Detected  iLO can be used.

BACK TO COMPONENT LIST CCONTINUE REGISTERING

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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3.3.2.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
& Dashboard Component A AlertViewer J§ Toals =
& Component Status A Alert Status
The component is not registered. No alerts are unread
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(2) Click the "Server / Storage"of "Auto Registration”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

© Dashboard B Register & Component A AlertViewer 3 Tools *

o Registra

Destination Group root s
Discovery Mode © 1P Address Range Discovery Network Address Discovery

Start Address [Require:

End Address [Required]

‘ @ Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery © Enable Disable

SNMP Community Nome [Required] | public

WS-Man (NEC ESMPRO ServerAgentService, ESX7 earfier)

Discovery © Ensble | Disable
ESXi (ESXi8)
Discovery © Enable Disable

User Name/Password [Reg

REST AP (iStorage V series)

Discovery © Enable Disable

User Name/Password [R

RAID system (Universal RAID Utility)

Discovery © Enable Disable

NEC ExpressUpdate (ExpressUpdate Agent)
Discovery © Enable Disable

BMC(EXPRESSSCOPE Engine)

Discovery © Enable Disable

‘BMC(EXPRESSSCOPE Engine)’ is
ADE), BMC(ECO CENTER), BMC(many core server)
For cases other than the above and "ILO" and “vPro", Please select "BMC (Other)"

1f BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some 5

orvers, Plaase refor 1o the result page of auto registration,

Engine1/2/3/3ft/25P/3SP. EM C

NEC ExpressUpdate © Enable Disable
wo
Discovery © Enable Disable

1£iLO management s dis: vors. Please refer to the

bled, NEC ESMPRO Manager cannot monitor HW errors of some

reeuk page o ctaregleveton
/ m

User Name/Password [R

BMC (Other)

Discovery © Enable  Disable

1f BMC(Other)management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe
70 the result page of auto registration

Access Mode O Auto Redfish PMI

1f"Auto” is selected as an access method and conn

ction is established with both (IPMI and Redfish) the a

ss mode at the time of automatic selection” option in Classic Mode's Environment-Settings

cess meth

ods i.0. then refer *Priority acce:

Network screen and selected access method will get the priority for server registration process

User Name/Password [Required] / ADD

Intel(R) vPro{TM) Technology

Discovery © Enable Disable

User Name/Password [Requl

d

@D Network Device

@D Other Computer Device

104



NEC ESMPRO Manager Setup Guide

(3) Input the following items to search managed components based on iLO.

Name \ Value

Destination Group Specify the group to which the managed component will belong. See
"1.3.2 Add component to Group" for the information about creating
group.

Discovery Range

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager

searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed  components using the specified network

address.
Start Address When you select "IP Address Range Search" for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search" for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be

searched for.

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery When you discover only the components in which iLO is integrated, this
item should be "Disable".

WS-Man(NEC ESMPRO ServerAgentService, ESXi7)

Discovery When you discover components installed NEC ESMPRO
ServerAgentService or ESXi7, select "Enable". *1, *4
User Name/Password Enter username and password for WS-Man communication. The account

must be a system administrator of the managed operating system.

Click "Add" button and you can add a pair of username and password up

to 5. *2

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows
system Administrator

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating system of the managed component is VMware ESXi7.
Enter Username/Password of VMware ESXi Administrator

ESXi (ESXi8)
Discovery Select "Enable" to manage ESXi (ESXi8) of the component. *1,*2
User Name/Password Enter username and password for ESXi (ESXi8) communication. The

account must be a system administrator of the managed operating system.
Click "Add" button and you can add a pair of username and password up
to 5. *3

Enter Username/Password of VMware ESXi Administrator

REST API(iStorage V series)

Discovery | Select "Disable" .
RAID system management
Management If the operating system of the managed component is ESXi7 , refer to

"10.3.2.2 Auto Registration".
If the managed component is a VMware ESXi8, please select "
Unregistration ".

NEC ExpressUpdate
Updates via NEC | When you discover only the components in which iLO is integrated, this
ExpressUpdate Agent item should be "Disable".

BMC (EXPRESSSCOPE Engine)

Discovery When you discover only the components in which iLO is integrated, this
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| item should be "Disable".

iLO

Discovery Select "Enable"

User Name/Password Enter username and password for communication with the iLO,
Clicking "Add"button, you can enter up to 5 pairs of username and
password. *2, *3

BMC (Other)

Discovery When you discover only the components in which iLO is integrated, this
item should be "Disable".

Intel(R) vPro(TM) Technology

Discovery When you discover only the components in which iLO is integrated, this
item should be "Disable".

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to "1.1 Setup Flow" for
detailed information.

*2 On "Settings" - "Environment" - "Auto Registration Setting List" screen, you can
manage a list of username/password and authentication key. All entries in the list are

*3 Set a user name and a password of following user account. Please refer to "iLOS5
user’s guide" or "iLOG6 user’s guide" for details about a user account of iLO.

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

*4 1f you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS Setting
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(4) Click "RUN DISCOVERY" and the discovery for the managed components will start.

ESMPRO

& Dashboard

About NEC ESMPRO Manager

5 Register & Component /A AlertViewer 3§ Tools ~

Auto Registration Manual Registration
Destination Group root 2
Discovery Mode O IP Address Range Discovery Network Address Discovery
Start Address [Required] 192 168 8 .28
End Address [Required] 192 | 168 | 8 .28

Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Enable ‘O Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

Discovery Enable ‘© Disable
ESXi (ESXi8)
Discovery Enable O Disable

REST AP (iStorage V series)

Discovery Enable ‘© Disable

RAID system (Universal RAID Utility)

Discovery Enable ‘© Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable © Disable

BMC(EXPRESSSCOPE Engine)

Discovery Enable O Disable
iLO
Discovery O Enable Disable

A If iLO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the
result page of auto registration.

User Name/Password [Required] Administrator /
BMC (Other)
Discovery Enable O Disable

Intel(R) vPro(TM) Technology

Discovery Enable ‘O Disable

@D Network Device

@B Other Computer Device

RUN DISCOVERY

Help Classic Mode

admin ~
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When you click the "RUN DISCOVERY", you may see a message "The search cannot be started.

". If you have enabled "WS-Man Discovery", please check whether a "Self Signed Certificate" is
allowed in section "Chapter2 Environment setting".

When you click the "RUN DISCOVERY", the discovery for components will begin and the "Auto
Registration in Progress" screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard 5§ Register & Component A AlertViewer 3§ Tools ~

Auto Registration Manual Registration

C

Auto Registration in Progress

Discovery Mode IP Address Range Discovery
Start Address 192.168.8.28
End Address 192.168.8.28

/\ Even if switch screens or log out, you can check the progress by opening this screen again

(5) If the auto registration is completed, following message will be displayed. Click "OK".

localhost:21120 says

202310417 15:54:00 Obtaining/changing of the component name was
completed, and the automatic registration was successful.

)
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(6) The components registered will be displayed on the "Auto Registration Results" screen.

Clicking the "Name" to open the Classic mode where you can confirm the registered information.

ESMPRO About NEC ESMPRO Manager  Help Classic Made & admin =

@& Dashboard 4 Register & Component A AlertViewer 3§ Tools -

Auto Registration  Manual Registration

Auto Registration Results

Entry Count:1item(s)

Name IP Address Management LAN IP Address 1 Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents

ementGontroller 192.166.8.28 ExpressUpdate Disable The component was added.

BACK TO COMPONENT LIST CONTINUE REGISTERING.

Name Description

Name Component name

IP address IP address

Management LAN IP Address 1 IP address of BMC (EXPRESSSCOPE

Engine)/iLO/BMC(Other)/vPro

Management LAN IP Address 2 It is not displayed.

Install NEC ExpressUpdate Agent | + ExpressUpdate is enable

When "NEC ExpressUpdate(ExpressUpdate Agent)" is
enabled, and a component that can be installed with
ExpressUpdate Agent is discovered.

+ ExpressUpdate is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is enabled,
but there is not component that can be installed with
ExpressUpdate Agent.
Contents + A component has been added.
This message will be displayed if the component is
successfully registered.
* Management Controller management cannot be used.
Hardware monitoring function is unavailable.
This message will be displayed when BMC
(EXPRESSSCOPE engine)/iLO/BMC (other)/vPro cannot
be discovered for a component registered by an OS IP
address. If you want to register the Management Controller
management function, click the "Name". The connection
settings screen in Classic mode will be displayed, so you
can perform the registration here.

If the system management cannot discover the managed component name, the
"Name" of "Component List" will be "ManagementController".

The following components will be named "ManagementController + number".

If you want to change the name, click the "Name" in the "Component List" to launch
Classic mode, and then click "Setting" -> "Connection Setting" ->"Edit" to change
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3.3.2.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5. For
more details, please refer to "1.3.3.3 Auto Registration Setting".
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Chapter4 Setup for Managed Component of BMC (Other)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC (Other)
component.

In addition to supporting the traditional IPMI access method to BMC (and other) components, Redfish is now
available as an option.

Check:
- Please refer to "Appendix D List of Managed Components: BMC (and other) Components" for devices that
can be accessed via Redfish.

Check:

- If BMC (and other) components were registered in the old ESMPRO/ServerManager and then updated, the
access method will be set to IPMI.

4.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed component
on the same network.

(2) Configure BMC on the managed component to enable ESMPRO Management.

(3) Register the managed component on NEC ESMPRO Manager.
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4.2 Configure BMC on Managed Component
Configure BMC (Other) of the managed component via Embedded Management Software.

After starting a web browser on the management PC, input URL in order to start Embedded Management
Software.

In the case that the IP address of BMC (Other) is 192.168.1.1 and the setting of HTTPS is enable.
https://192.168.1.1/

Please set "Platform Events" and "Trap settings" so that NEC ESMPRO Manager
receive alerts from the BMC.
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4.3 Register a managed component on NEC ESMPRO Manager

In order to register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO
Manager and perform the following procedure:

If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will
belong.

4.3.1 Environment setting

4.3.1.1 The setting of "Self-Signed Certification"

If NEC ESMPRO Manager manages BMC(Other) components, in following cases, "Self-Signed Certification"
should be accepted by NEC ESMPRO Manager in "Environment Setting". Otherwise NEC ESMPRO Manager
cannot manage BMC(Other) components.

- NEC ESMPRO Manager communicates with BMC(Other) components by Redfish and using "Self-Signed
Certificate".

(1) Click "Environment" from "Settings" menu.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin+

@ Dashboard 1§ Register & Component J\ AlertViewer X Tools ~
& Component Status M A Alert Status

The component is not registered No alerts are unread
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(2) Click "Network" and click "Edit".

ESMPRO

& Dashboard

X Register & Component f\ AlertViewer 3§ Tools ~

User Accounts Access Control @ Option

SNMP/ICMP Communication
Packet Resend Count
No-response Timeout 1
No-response Timeout 2
No-response Timeout 3
No-response Timeout 4
Communication with Remate Console/Remote Drive
Norresponse Timeaut
Communication with BMC
IPMI no response detection timer value
Command Send Retry Count

Send Source Port

Priority access mode at the time of automatic selection

Redfish no response detection timer value
Self Signed Certificate
Direct Connection Setting
Part Number
WS-Man Communication / ESXi
Self Signed Certificate
Communication with iLO
No-response Timeout
Command Send Retry Count
Communication Protocol for Auto Registration

Self Signed Certificate

& Settings ~

Auto Registration Setting

3 number of times
4 seconds
4 seconds
4 seconds

4 seconds
60 seconds

5 seconds

5 number of times
477

Redfish

20 seconds

Not Allowed
Serial Port 1
Allow

20 seconds
0 number of times
HTTPS

Allow

About NEC ESMPRO Manager

Help Classic Mode

admin ~
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(3) Set "Self Signed Certificate" of "Communication with BMC" to "Allow".

Edit Network Settings

SNMP/ICMP Communication

Packet Resend Count

Nerresponse Timeout 1 (1 - 65535 seconds) [Required)

No-response Timeout 2 (1 - 65535 seconds) [Required)

No-response Timeout 3 (1 - 65535 seconds) [Required]

Ne-response Timeout 4 (1 - 65535 seconds) [Required)
Communication with Rermote Console/Rermate Drive

No-response Timeout (20 - 1800 seconds) [Required]

Communication with BMC

Send Source Port (1025 - 65535) [Required]

Pricrity a

Self Signed Certificate

Direct Connection Setting

Port Nurmber

WS-Man Communication / ESXi

Self Signed Certificate

Communication with iLO

Communication Protocol for Auto Registration

Self Signed Certificate

IPMI no response detection timer value (1 - 15 seconds) [Required]

Command Send Retry Count (0 - 10 nurmber of times) [Requ

mode at the time of automatic selection [Required]

Redfish no respanse detection timer value (1 - 30 seconds) [Required]

Ne-response Timeaut (1 - 30 seconds) [Required]

Command Send Retry Count (0 - 10 nurnber of times) [Required]

3 number of times
4 seconds
4 seconds
4 seconds
4 seconds
&0 seconds
5 seconds
5 number of times
47117
© Redfish IPMI
20 seconds
Nul Allowed
Serial Port 1

O Allow Not Allowed

20 seconds

] number of times

O HTTPS HTTP

Allow O Not Allowed

4.3.1.2 Set the priority access method when "Auto"

You can set the priority access method when "Auto" is selected as the access method to be used for discover
of BMC (other) management in an environment where both Redfish and IPMI are available.

4.3.2 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration

This method requires the operator to directly enter the managed component's information such as the IP

address of BMC (Other) and to perform "Check Connection".

Auto Registration

This method automatically searches the network for managed components and BMC (Other) that are not

registered yet on the NEC ESMPRO Manager and registers them.
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4.3.2.1 Manual Registration

(1) Click “Register”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
€ Dashboard Component A AlertViewer 3§ Tools ~

& Component Status A Alert Status

The component is not registered No alerts are unread
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(2) Click the “Server / Storage” of “Manual Registration” tab.

ESMPRO

@ Dashboard 4§ Register & Component A AlertViewer 3§ Tools ~

Auto 1 Manual R ion

‘ Server / Storage '

Component Name [Required]

etwork Device  Other Computer Device  Alert Only Management

Alias

Destination Group root +
Common Setting

0s IP Address [Required]

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type © SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)
REST AP (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)
RAID system (Universal RAID Utility)

Management O Registration Unregistration

NEC ExpressUpdate

Updates via NEC ExpressUpdate

O Registration
Agent 9

Unregistration

Updates via Management

O Registration Unregistration

Controller
*BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)'/'vPro"(Common)
© Registration

Management Unregistration

Management Type O BMC iLo BMC (Other) vPro

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and “iLO" and "vPro", Please select "BMC (Other)"

Authentication Key [Required]
"BMC (EXPRESSSCOPE Engine)'/‘iL0"/*BMC(Other)"/"vPro'(LAN)
© IP Address 1

Current IP Address IP Address 2

Failover O Enable Disable

IP Address 1 [Required]

IP Address 2

About NEC ESMPRO Manager

Help

Classic Mode

admin v
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(3) Input the following items.

Name \ Value

Component Name Specify the name of the managed component on NEC ESMPRO
Manager.

Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Only blank characters cannot be
entered. Also, please do not enter a name containing blank characters.
The blank characters will be removed if there are half-width blank
characters before or after the string. Uppercase characters are
distinguished from lowercase characters. Optional.

Destination Group Specify the group to which the managed component will belong. See
"1.3.2 Add component to Group" for the information about creating
group.

Common Setting

OS IP Address | Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management Select "Registration" to manage the system of the component.

Management Type Select a management type of the managed component.

- WS-Man *1, *2

VMware ESXi7 is installed on the managed component.
NEC ESMPRO ServerAgentService is installed on the managed
component.
- ESXi *1, *2
The operating system of the managed component is VMware ESXi8.
User Name Enter the user name and password for communication with WS-Man or
ESXi.

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter User name(Local User Accounts)/Password of Windows
system Administrator.

Password

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system.

- The operating system of the managed component is VMware ESXi.
Enter Username/Password of VMware ESXi Administrator.

Communication This is displayed only when WS-Man is selected as the management

Protocol target.

Select protocol HTTP/HTTPS for connection WS-Man service.

- NEC ESMPRO ServerAgentService (Windows) is installed.

If you want to use HTTPS for WS-Man communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3
HTTPS Setting in the ESMPRO/ServerAgentService Installation Guide
(Windows).

- NEC ESMPRO ServerAgentService (Linux) is installed.
Select HTTPS.

- The operating system of the managed component is VMware ESXi7.
Select HTTPS.
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Port Number

Enter port number where WS-Man service listens for connection. *2

- NEC ESMPRO ServerAgentService (Windows) is installed.
If you want to use HTTP, enter 5985.
If you want to use HTTPS, enter 5986.

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter 5986.

- The operating system of the managed component is VMware ESXi7.
Enter 443.

RAID system management

Management Select "Registration" to manage the RAID system of the component.
- The operating system of the managed component is VMware ESXi7.
WS-Man management must be enabled in addition to this setting.
-If the managed component is a VMware ESXi8, please select "
Unregistration ".
NEC ExpressUpdate
Updates via NEC | Select "Registration" to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.
Updates via | Select “Unregistration”. The managed component in which BMC (Other)
Management is integrated does not support updating via Management Controller.
Controller
"BMC (EXPRESSSCOPE Engine)'"/"iLO"/"BMC(Other)"/"vPro"(Common)
Management Select "Registration".
Management Type Select "BMC (Other)".
Select "Access Mode" used by communication with BMC(Other). *4
* Auto
If "Auto" is selected as an access method and connection is established
with both (IPMI and Redfish) the access methods i.e. then refer
"Priority access mode at the time of automatic selection" option in
Access Mode Classic Mode's Environment-Settings Network screen and selected
access method will get the priority for server registration process.
* Redfish
Specify Redfish as the "Access Mode" for BMC (other).
+ IPMI
Specify IPMI as the "Access Mode" for BMC (other).
Specify the Connection Port Number used by Redfish.
Port Number If you select "Auto" or "Redfish" as the access method, port number
settings are Mandatory.
User Name Enter the user name and password for communication with the BMC
Password (Other), *3
"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

IP Address 1

| Enter the IP address of BMC (Other).

*1 If a self-signe
communication, a
detailed informatio

d certificate is installed on the managed server for HTTPS
setting to allow it is required. Refer to “1.1 Setup Flow” for
n.

*2 Regarding a port number for WS-Man communication, refer to “Appendix C. Port
number for WS-Man communication”.
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*3 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account of
BMC (Other).

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't
use some function for managing BMC (Other).

*4 When using "Redfish" as the access method for BMC (other) and using self-signed
certificates, it is necessary to refer to "4.3.1 Environment setting" in
ESMPRO/ServerManager to allow self-signed certificates for communication
between the BMC (other) component and ESMPRO/ServerManager.

IMPORTANT:
If BMC (Other) management is disabled, NEC ESMPRO Manager may not be able
to monitor HW status. Detailed information is shown in the connection check result
screen.

IMPORTANT:
When the access method for BMC (other) is Redfish, the remote console function
and console log settings cannot be used. Other than that, there is no difference in

(4) Click "ADD".

If there is an error in the input content, correct the input content following the message.
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About NEC ESMPRO Manager

Register & Component A AlertViewer 3% Tools ~

Auto Registration  Manual Registration

EODWRSNIOl  Network Device  Other Computer Device  Alert Only Management

Component Name [Required] BMC_Other
Alias
Destination Group root B

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management Registration © Unregistration
RAID system (Universal RAID Utility)

Management Registration ‘© Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate
Agent

Registration © Unregistration
"BMC (EXPRESSSCOPE Engine)'/'iL0'/"BMC(Other)'/"vPra'(Common)

Management O Registration Unregistration

A1 BMC /ILO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers.

Please refer 1o the result page of connection check
Management Type BMC iLo © BMC (Other) vPro

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/311/2SP/3SP, EM Card (SIGMABL
ADE), BMC(ECO CENTER), BMC(many core server)
For cases other than the above and "iLO" and "vPro’, Please select "BMC (Other)".

Aceess Mode O Auto Redfish IPMI

A If "Auto” is selected as an access method and connection is established with both (IPMI and Redfish) the acces
s methods i.e. then refer "Priority access mode at the time of automatic selection” option in Classic Mode's Environ

ment-Settings Network sereen and selected access method will get the priority for server registration process.

Port Number [Required] 443

Specify the Connection Port Number used by Redfish.
Specify the Secure Port that is set for web service of BMC Management Consale.

User Name/Password [Required] Administrator /

‘BMC (EXPRESSSCOPE Engine)'/'iL0"/*BMC(Other)"/"vPr

1 [Required] 192 168 8

26

Help Classic Mode

& admin~
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(5) “CHECK CONNECTION” screen is displayed.

Click "Check Connection" to collect the managed component information for the management.

ESMPRO About NEC ESMPRO Manager Help ClassicMode ~ & admin~

€ Dashboard % Register & Component A AlertViewer 3§ Tools ~

Auto Registration  Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

To remotely manage components,
please continue to perform check connection.

L=

(6) If the "CHECK CONNECTION" is completed, “Connection check results” screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard -8 Register & Component A AlertViewer 3% Tools ~

Auto Registration | Manual Registration
(VYRS Network Device  Other Computer Device  Alert Only Management

Connection check results

Management Detected  Detail

BMCOther Detected  Hardware monitoring function via BMC (Other) is available.

BACK TO COMPONENT LIST CONTINUE REGISTERING

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

Click the "Name" of the component that could not be registered in the
"Component List". The connection settings screen in Classic mode will be
displayed. Please check that there are no errors in the entered items. For more
details, please refer to the online help for NEC ESMPRO Manager.
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4.3.2.2 Auto Registration

(1) Click “Register”.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
(% Dashboard Component A\ AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the “Server / Storage” of "Auto Registration".

ESMPRO

@ Dashboard & Register & Component A AlertViewer 3% Tools =

Registration

Destination Group root s
Discovery Mode © 1P Address Range Discovery  Network Address Discovery

Start Address [Requir

End Address [Requi

o O server/ Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery © Enable  Disable

SNMP Community Name [Required) public

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earier)

Discovery O Ensble ' Disable

User Name/Password [Require

ESXi (ESXi8)
Discovery © Enable  Disable
User Name/Password [Required] ’ oD

REST API (iStorage V series)

Discovery © Enable Disable

 Name/Password [Requrred] '

RAID system (Universal RAID Uuility)

Discovery © Enable ' Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery © Enable  Disable
BMC(EXPRESSSCOPE Engine)

Discovery © Enable

“BMC(EXPRESSSCOPE Engine)” Is target for EXPRESSSCOPE Engine1/2/3/3f1/2SP/3SP, EM Card(SIGMABL
ADE), BMC(ECO CENTER), BMC{many core server).
For cases other than the above and "ILO" and vPro’, Please select "BMC (Other)".
1f BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some &
orvers. Please refor 1o the

it page of auto registration

NEC ExpressUpdate © Enable Disable
o
Discovery © Enable Disable

1fiLO management is disabled, NEC ESMPRO Manager cannot monitor HW arrors of some servers. Please refer to the
result page of auto registration.

User Name/Password |l

:

BMC (Other)
Discovery © Enable  Disable

It BMC(Other)management is disabled. NEC ESMPRO Manager cannot monitor HW erors of some servers. Please refe
710 the result page of auto registration.

s Mode O Auto Redfish 1PMI

Acc

If "Auto” Is selected as an access method and connection is established with both (IPMI and Redfish) the access meth
ods i.e. then refer “Priority access mode at the time of automatic selection” option in Classic Mode's Environmant-Settings

Network screen and selected ac

s method will get the priority for server registration process

User Name/Password [Required] ! 0D

Intel(R) vPro(TM) Technology

Discovery © Enable ' Disable

User Name/Password [Requi

:

@D Network Device

Other Computer Device

About NEC ESMPRO Manager

Help ClassicMode & admin~
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(3) Input the following items to search managed components of BMC (Other).

Name \ Value

Destination Group Specify the group to which the managed component will belong.
Discovery Range

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager

searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network

address.
Start Address When you select "IP Address Range Search" for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search" for "Search Mode", specify the
Network Mask network address and network mask of the managed component to be

searched for.

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery When you discover only the components in which BMC (Other) is
integrated, this item should be “Disable”.

WS-Man(NEC ESMPRO ServerAgentService, ESXi7)

Discovery When you discover components installed NEC ESMPRO
ServerAgentService or VMware ESXi6 and later, select “Enable”. *1, *5
User Name/Password Enter username and password for WS-Man communication. The account

must be a system administrator of the managed operating system.

Click “Add” button and you can add a pair of username and password up

to 5. *2

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating system of the managed component is VMware ESXi.
Enter Username/Password of VMware ESXi Administrator

ESXi (ESXi8)
Discovery Select "Enable" to manage ESXi (ESXi8) of the component. *1
User Name/Password Enter username and password for ESXi (ESXi8) communication. The

account must be a system administrator of the managed operating system.
Click "Add" button and you can add a pair of username and password up
to 5. *2

Enter Username/Password of VMware ESXi Administrator

REST API(iStorage V series)

Discovery | Select "Disable" .
RAID system management
Management Select "Enable" to manage the RAID system of the component.

If the operating system of the managed component is VMware ESXi, WS-
Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via  NEC | Select "Enable" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery When you discover only the components of BMC (Other), this item should
be “Disable”.

iLO

Discovery | When you discover only the components of BMC (Other), this item should
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|

be “Disable”.

BMC (Other)

Discovery

Select “Enable”

Access Mode

Select "Access Mode" used by communication with BMC(Other). *4

*+ Auto
If "Auto" is selected as an access method and connection is established
with both (IPMI and Redfish) the access methods i.e. then refer "Priority
access mode at the time of automatic selection" option in Classic Mode's
Environment-Settings Network screen and selected access method will
get the priority for server registration process.

* Redfish
Specify Redfish as the "Access Mode" for BMC (other).

* IPMI
Specify IPMI as the "Access Mode" for BMC (other).

User Name/Password

Enter username and password for communication with the BMC (Other),
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *2, *3

Intel(R) vPro(TM) Tech

nology

Discovery

When you discover only the components of BMC (Other), this item should
be “Disable”.

*1 If a self-signed certificate is installed on the managed server for HTTPS

communication,

a setting to allow it is required. Refer to “1.1 Setup Flow” for

detailed information.

*2 On "Settings"

- “Environment” - “Auto Registration Setting List” screen, you can

manage a list of username/password and authentication key. All entries in the list are

*3 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account of

BMC (Other).

-- Administrator of the default user
-- Additional user with all user privileges.

If a user account

of other than the above is used, there is a possibility that you can't

*4 When using "Redfish" as the access method for BMC (other) and using self-signed

certificates, it

is necessary to refer to "4.3.1 Environment setting" in

ESMPRO/ServerManager to allow self-signed certificates for communication
between the BMC (other) component and ESMPRO/ServerManager.

*5 If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS Setting
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+ When the access method for BMC (other) is Redfish, the remote console function
and console log settings cannot be used. Other than that, there is no difference in
functionality between IPMI and Redfish.

(4) Click “RUN DISCOVERY” and the discovery for the managed components will start.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

€ Dashboard 8 Register & Component A AlertViewer 3§ Tools ~

Auto Registration  Manual Registration

Destination Group raot s

Discovery Range

Discovery Mode © IP Address Range Discovery Network Address Discovery
Start Address [Required] 192 168 8 . 26
End Address [Required] 192 168 | 8 L2

(_® Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Enable © Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXI7 earlier)

Discovery Enable O Disable
ESXi (ESXi8)
Discovery Enable © Disable

REST API (iStorage V series)

Discovery Enable © Disable

RAID system {Universal RAID Utility)

Discovery Enable © Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable © Disable

BMC(EXPRESSSCOPE Engine)

Discovery Enable © Disable
iLo
Discovery Enable © Disable

BMC (Other)

Discovery O Enable Disable

A 1 BMC(Other)management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe
rto the result page of auto registration.

Access Mode O Auto Redfish IPMI

A If"Auto" is selected as an access method and connection is established with both (IPMI and Redfish) the access meth
ods i.e. then refer *Priority access mode at the time of automatic selection” option in Classic Made's Environment-Settings.
Network screen and selected access method will get the priority for server registration process.

User Name/Password [Required] Administrator [T “

Intel(R) vPro(TM) Technolagy

Discovery Enable © Disable
@ Network Device

@B Other Computer Device

||

| RUNDISCOVERY
~

CHECK:

When you click the "RUN DISCOVERY", you may see a message "The search cannot be
started.". If you have enabled "WS-Man Discovery", please check whether a
"Self Signed Certificate" is allowed in section "1.3.1 Environment setting".
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When you click the "RUN DISCOVERY", the discovery for components will begin and the "Auto
Registration in Progress" screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~

4% Dashboard B Register & Component 4 AlertViewer 3§ Tools ~

Auto Registration  Manual Registration

)

Auto Registration in Progress

Discovery Mode 1P Address Range Discovery
Start Address 192.168.8.26
End Address 192.168.8.26

CANCEL

4 Even if switch screens or lag out, you can check the progress by opening this screen again

(5) If the auto registration is completed, following message will be displayed. Click “OK”.

localhost:21120 says

2023/10/17 16:05:59 Obtaining/changing of the component name was

completed, and the automatic registration was successful.
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(6) The components registered will be displayed on the “Auto Registration Results” screen.

Clicking the “Name” to open the Classic mode where you can confirm the registered information.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
@ Dashboard - Register & Component A AlertViewer 3% Tools ~
Auto Registration ~ Manual Registration
Auto Registration Results
Entry Count:1item(s)
Name IP Address Management LAN IP Address 1 Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents
ManagementController 192.168.8.26 ExpressUpdate Disable The component was added.
Hardware monitoring function via BMC (Oth
er) is available.
Name Description
Name Component name
IP address IP address
Management LAN IP Address 1 IP address of BMC(EXPRESSSCOPE
Engine)/iLO/BMC(Other)/vPro
Management LAN IP Address 2 It is not displayed.

Install NEC ExpressUpdate Agent

* ExpressUpdate is enable

When "NEC ExpressUpdate(ExpressUpdate Agent)" is
enabled, and a component that can be installed with
ExpressUpdate Agent is discovered.

* ExpressUpdate is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is enabled,
but there is not component that can be installed with
ExpressUpdate Agent.

Contents

+ The component has been added.
This message is displayed when a component has been
successfully registered.
+ The hardware status monitoring function via BMC (other) is
available.
This message will be displayed if BMC (other) is
successfully registered.
+ Management Controller management cannot be used.
Hardware monitoring function is unavailable.
This message will be displayed when BMC
(EXPRESSSCOPE engine)/iLO/BMC (other)/vPro cannot
be discovered for a component registered by an OS IP
address. If you want to register the Management Controller
management function, click the "Name". The connection
settings screen in Classic mode will be displayed, so you
can perform the registration here.
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If the system management cannot discover the managed component name, the
"Name" of "Component List" will be "ManagementController".

The following components will be named "ManagementController + number".

If you want to change the name, click the "Name" in the "Component List" to launch
Classic mode, and then click "Setting" -> "Connection Setting" ->"Edit" to change
component name.

4.3.2.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5. For
more details, please refer to "1.3.3.3 Auto Registration Setting".
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Chapter5 EM Card and Chassis Management

5.1 Overview
The NEC ESMPRO Manager has following functions by communication with the EM card in a blade enclosure,

Information Collection
NEC ESMPRO Manager collects the status and the information of the blade enclosure as follows.

-- Blade / EM Card / Switch Module List
If the slot state of CPU blade, EM card or switch module is changed, NEC ESMPRO Manager collects
current slot state.

-- Chassis Information
NEC ESMPRO Manager collects the blade enclosure name, the name and ID of the rack in which the
blade enclosure is installed.

-- EM Card / Switch Module Status
NEC ESMPRO Manager obtains the STATUS Lamp of the EM card and the switch module.

Component Monitoring
NEC ESMPRO Manager always monitors the slot state in the blade enclosure and the STATUS Lamp of
the EM card and the Switch Module. When some slot state change or failure occurs, NEC ESMPRO
Manager notifies the operator.

CPU Blade Auto Setting
When NEC ESMPRO Manager detects new CPU blade installed on the blade enclosure, the NEC ESMPRO
Manager configures BMC on the CPU blade (managed component) through the EM card to control the
managed component remotely. NEC ESMPRO Manager also registers the managed component for its own,
and execute the "Check Connection".

5.2 System Requirements
NEC ESMPRO Manager can manage the following EM card.

Hardware
EM card that is listed "Appendix D. Managed Components Summary".

® Communication Medium
TCP/IP network

NEC ESMPRO Agent Extension and NEC DianaScope Agent cannot be installed on
EM card.
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5.3 Setup for EM Card

5.3.1 Setup Flow

Perform the following setup procedure:
(1) Connect the NEC ESMPRO Manager server and the EM card.
(2) Setup EM card for communication with NEC ESMPRO Manager.

(3) Register the EM card on NEC ESMPRO Manager.

5.3.2 Setup EM Card for communication with NEC ESMPRO Manager Setup
the EM Card as follows. See Users Guide that attached to EM Card for detail.

(1) Set the IP address of the EM Card.

The IP address set on the EM card should be the value that can be divided by 4. If the
IP address be set other value, NEC ESMPRO Manager will fail "Check Connection".

(2) Setup EM Card for communication with NEC ESMPRO Manager (DianaScope support).
Use setdsl command for SIGMABLADE-M.
Use SET DSGPASSWORD and SET DSGSTATE command for SIGMABLADE-H.

5.3.3 Register EM Card on NEC ESMPRO Manager

You can register the EM card with similar way of registering the ordinary managed component.

Use either of the two methods to register EM card.

If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will
belong.

Manual Registration
This method requires the operator to directly enter the EM card's information such as the IP address and to
perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and EM card that are not
registered yet on the NEC ESMPRO Manager, and registers them.

NEC ESMPRO Manager distinguishes the EM card from ordinary managed
component by "Check Connection".

After "Check Connection" of the EM card is completed, Information of the blade
enclosure (chassis) is displayed on the "Chassis List" on the NEC ESMPRO
Manager.

The chassis name on the NEC ESMPRO Manager is set to the first 16 characters of
the blade enclosure name. If the same name is already registered, some number is
added to the name.

132



NEC ESMPRO Manager Setup Guide

5.3.3.1 Manual Registration

(1) Click “Register”.

ESMPRO

& Dashboard -‘= Component g4 AlertViewer 3§ Tools ~

& Component Status

The component is not registered

A Alert Status

No alerts are unread

About NEC ESMPRO Manager Help ClassicMode & admin~
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(2) Click the “Server / Storage” of “Manual Registration”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard 4§ Register & Component A AlertViewer 3§ Tools ~

g—
‘ Server / Storage ' letwork Device Other Computer Device Alert Only Management

Component Name [Required]

Alias

Destination Group root +

Common Setting

0S IP Address [Required]

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type © SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)

REST AP (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)

RAID system (Universal RAID Utility)

Management O Registration Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate

O Registration Unregistration
Agent

Updates via Management .
P 9 O Registration | Unregistration
Controller

*BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)'/'vPro"(Common)

Management © Registration Unregistration

Management Type O BMC iLo BMC (Other) VPro

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and “iLO" and "vPro", Please select "BMC (Other)"

Authentication Key [Required]

*BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)'/"vPro'(LAN)

Current IP Address © P Address 1 IP Address 2
Failover O Enable Disable

IP Address 1 [Required]

IP Address 2
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(3) Input the following items on the "Manual Registration"-" Full Management" view.

Name \ Value

Component Name Specify the name of the EM card on NEC ESMPRO Manager.

Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the EM card. Do not enter a name including
blank characters. Only blank characters cannot be entered. Also, please do
not enter a name containing blank characters. The blank characters will be
removed if there are half-width blank characters before or after the string.
Uppercase characters are distinguished from lowercase characters.
Optional.

Group Specify the group to which the EM card will belong. See "1.3.2 Add
component to Group" for the information about creating group.

Common Setting

OS IP Address | Specify the Address of the EM card.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management Select "Registration" to manage the EM card.

Management Type Select “SNMP”

SNMP Community | SNMP Community Name which is specified at the EM card.
Name(Get) The default value is “public”.

SNMP Community | SNMP Community Name which is specified at the EM card.
Name(Set) The default value is “public”.

RAID system management

Management | Select “Unregistration”.

NEC ExpressUpdate

Updates via  NEC | Select “Unregistration”.

ExpressUpdate Agent

Updates via | Select “Unregistration”.

Management Controller
"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration".

Management Type Select "BMC".

Authentication Key Enter the "authentication key" for the EM card.

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

Current IP Address Select IP Address 1

Failover Select “Disable”.

IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration

for the managed component.

If the managed component is a fault tolerant server, you should enter the IP
address of the management LAN port for the CPU/IO module 0 to the form.
If the managed component is a server which has EXPRESSSCOPE Engine
SP3(2BMC model), you should enter the IP address of the management
LAN port for the Master BMC to the form.

IP Address 2 This field can be blank.
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(4) Click "ADD".

Mode & admin~

ESMPRO About NEC ESMPRO Manager  Help

@& Dashboard § Register & Component A AlertViewer 3% Tools ~

Auto Registration  Manual Registration
YRGS  Network Device  Other Computer Device  Alert Only Management
Component Name [Required] EM
Alias
Destination Group root :

Common Setting

05 IP Address [Required] 192 168 8 103

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management © Registration Unregistration

Management Type © SNMP (NEC ESMPRO Agent, iStarage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXI7 earlier)
ESXi (ESXiB)

REST API (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)

RAID system (Universal RAID Utility)

Management Registration © Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate
P P P Registration © Unregistration
Agent

Updates via Management
P 9 © Registration () Unregistration
Controller

BMC (EXPRESSSCOPE Engine)’/‘iL0"/"BMG(Other)'/*vPro’(Gommon)

Management © Registration Unregistration
Management Type O BMC iLo BMC (Other) vPro
BMC(EXPRESSSCOPE Engine)' is target for EXPRESSSCOPE Engine1/2/3/3ft/25P/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMCG(many core server)

other than the above and "ILO" and "vPro", Please select "BMC (Othe

For ¢

Authentication Key [Required]

*BMC (EXPRESSSCOPE Engine)'/'iLO"/"BMC(Other)'/"vPro'(LAN)

Current IP Address © IP Address 1 IP Address 2
Failover © Enable Disable
1P Address 1 [Required] 192 168 | 8 . 104

(5) "CHECK CONNECTION" screen is displayed.

Click "CHECK CONNECTION" to collect the managed component information for the management.

ESMPRO About NEC ESMPRO Manager Help Classic Mode = & admin~

@ Dashboard 4§ Register & Component A AlertViewer 3% Tools ~

Auto Registration  Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

To remotely manage components,
please continue to perform check connection.
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(6) ”Connection check results” screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode = & admin~

@ Dashboard f§ Register & Component A AlertViewer 3% Tools =

Auto Registration  Manual Registration
EORVESS  Network Device  Other Computer Device  Alert Only Management

Connection check results

Management Detected  Detail

SNMP (NEC ESMPRO Agent, Detected  SNMP (NEC ESMPRO Agent) can be used.
iStorage M series)

BMC Detected  SNMP Alert configuration is not completed on BMC (EXPRESSSCOPE
Engine). Setting up SNMP Alert configuration is required to send hard
ware error alert to NEC ESMPRO Manager. Please set NEC ESMPRO M
anagers address as 'Alert Receiver Using the BMC (EXPRESSSCOPE E
ngine) NEC ExpressUpdate function can be used.

BACK TO COMPONENT LIST CONTINUE REGISTERING

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature. Click the "Name" of the
component that could not be registered in the "Component List". The
connection settings screen in Classic mode will be displayed. Please check
that there are no errors in the entered items. For more details, please refer to
the online help for NEC ESMPRO Manager.
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5.3.3.2 Auto Registration

(1) Click “Register”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
& Dashboard Component g\ AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the “Server / Storage” of "Auto Registration".

ESMPRO

© Dashboard 4 Register & Component A AlertViewer 3 Tools ~

anual Re

Destination Group root

Di

overy Range
Discovery Mode © 1P Address Range Discovery ' Network Address Discovery

Start Address [Required]

End Address [Required)

‘ ~® Server / Storage

SNMP (NEC ESMPRO Agent, IStorage M series)

Discovery © Enable  Disable

SNMP Community Name [Required] | public

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earier)

Discovery © Enable | Disable

User Name/Password [Requi

ESXI (ESXi)

Discovery © Enable Disable

User Name/Password

REST API (iStorage V serios)

Discovery © Enable

RAID system (Universal RAID Uuility)

User Name/Password [Re

Discovery © Enable Disable
NEC ExpressUpdate (ExpressUpdate Agent)
Discovery © Enable Disable
BMC(EXPRESSSCOPE Engine)
Discovery © Enable ' Disable
“BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3f1/25P/3SR, EM Card(SIGMABL
ADE), BMC(ECO CENTER), BMC(many core sarver).
For cases other than the above and “ILO" and *vPro", Please select "BMC (Other)".

1f BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some &
ervers. Please refer 10 the re:

 page of auto registration

NEC Expressipdate © Enable  Disable

w

overy © Enable Disable

1f1LO management is

bled, NEC ESMPRO Manager cannot monitor HW
result page of auto registration.

refer to the

User Name/Password [Require

BMC (Other)
Discovery © Enable Disable

If BMC(Other)management is disabled. NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe
710 the result page of auto registration.
Access Mode 0 Auo Redfish Ml

1f "Auto” Is selected as an access method and connection is established with both (IPMI and Redfish) the access meth

ods i.e. then refer “Priority access mode at the time of automatic selection” option in

sic Mode's Environment-Settings

Network screen and selected sccess method will get the priority for server regist

ion process

User Name/Password [Requi

Intel(R) vPro(TM) Technology

Discovery O Enable ' Disable

@D Network Device

@b Other Computer Device

VERY

About NEC ESMPRO Manager

Help ClassicMode & admin~
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(3) Input the following items to search managed components of EM card.

Value

Destination Group

Specify the group to which the EM card will belong. See "1.3.2 Add
component to Group" for the information about creating grou

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network address.
Start Address When you select "IP Address Range Search" for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search" for "Search Mode", specify the
Network Mask network address and network mask of the managed component to be

searched for.

Discovery Select “Enable”.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the EM card.

Updates via NEC

ExEressUidate Aient

Select “Disable”

Discovery Select "Enable".
Features NEC | Select “Disable”
ExpressUpdate

Authentication Ke

Enter the password that you set in EM card.

Select “Disable”.

Select “Disable”.

Discovery

Select “Disable”.
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(4) Click “RUN DISCOVERY” and the discovery for the managed components will start.

ESMPRO

@ Dashboard 4§ Register & Component A AlertViewer 3% Tools =

Auto Registration  Manual Registration
Destination Group root B
Discovery Mode O 1P Address Range Discovery Network Address Discovery
Start Address [Required] 192 168 8 103
End Address [Required] 192 168 8 .04

Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery © Enable Disable
SNMP Community Name [Required] public

WS-Man (NEC ESMPRO ServerAgentService, ESXI7 earlier)

Discovery Enable © Disable

ESXi (ESXi8)

Discovery Enable © Disable

REST API (iStorage V series)

Discovery Enable © Disable

RAID system (Universal RAID Utility)

Discovery Enable © Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable © Disable
BMC(EXPRESSSCOPE Engine)

Discovery O Enable Disable

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/25P/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server).

For cases other than the above and "iLO" and "vPro’, Please select "BMC (Other)".

A If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some s
ervers. Please refer to the result page of auto registration.

NEC ExpressUpdate © Enable Disable

Authentication Key [Required] el

iLo

Discovery Enable © Disable
BMC (Other)

Discovery Enable © Disable

Intel(R) vPro(TM) Technology

Discovery Enable © Disable

@B Network Device

@B Other Computer Device

pE—

‘ RUN DISCOVERY

——

)

About NEC ESMPRO Manager

Help Classic Mode

2 admin+
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When you click the "RUN DISCOVERY", the discovery for components will begin and the "Auto
Registration in Progress" screen will be displayed.

ESMPRO About NEC ESMPRO Manager  Help ClassicMode & admin ~

@ Dashboard 4§ Register & Component A\ AlertViewer 3§ Tools ~

Auto Registration  Manual Registration

O

Auto Registration in Progress

Discovery Mode 1P Address Range Discovery
Start Address 192.168.8.103
End Address 192.168.8.104

CANCEL

A Even if switch screens or log out, you can check the progress by opening this screen again

(5) If the auto registration is completed, following message will be displayed. Click “OK”.

localhost:21120 says

202310417 16:20:10 Obtaining/changing of the component name was

completed, and the automatic registration was successful.
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(6) The components registered will be displayed on the “Auto Registration Results” screen.

Clicking the “Name” to open the Classic mode where you can confirm the registered information.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin ~
@& Dashboard 4§ Register & Component A\ AlertViewer ¥ Tools ¥
Auto Registration ~ Manual Registration
Auto Registration Results
Entry Gount:1item(s)
Name IP Address Management LAN IP Address 1 Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents
Default_Chassis Name  192.168.8.103 192.168.8.103 ExpressUpdate Disable The component was added.
2-EM2
Name Description
Name Component name
IP address IP address
Management LAN IP Address 1 IP address of EM Card or Chassis.
Management LAN IP Address 2 It is not displayed.

Install NEC ExpressUpdate Agent

* ExpressUpdate is enable

When "NEC ExpressUpdate(ExpressUpdate Agent)" is
enabled, and a component that can be installed with
ExpressUpdate Agent is discovered.

+ ExpressUpdate is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is enabled,
but there is not component that can be installed with
ExpressUpdate Agent.

Contents

+ A component has been added.
This message will be displayed if the component is

successfully registered.

* Management Controller management cannot be used.
Hardware monitoring function is unavailable.
This message will be displayed when BMC
(EXPRESSSCOPE engine)/iLO/BMC (other)/vPro cannot
be discovered for a component registered by an OS IP
address. If you want to register the Management Controller
management function, click the "Name". The connection
settings screen in Classic mode will be displayed, so you
can perform the registration here.

* When the EM card is registered by auto registration, the EM card name is set to blade
enclosure + "-EM" + EM card number. If you want to change the EM card name,

click “Component List” —

“name” to start classic mode and click “Setting” -
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5.4 Operation of EM card

You can open the screen to check the STATUS lamp and to turn UID lamp on as follows.
(1) Click "Chassis" from the tree view.
(2) Click the EM card name on the "Component List".

(3) Click the EM card parts on the "Chassis MAP" screen.

5.5 CPU Blade Auto Registration

NEC ESMPRO Manager monitors blade slot state of the blade enclosure on which the EM card is installed. If
NEC ESMPRO Manager detects new CPU blade installed on the chassis, NEC ESMPRO Manager configures
BMC on the CPU blade (managed component) through the EM card. To control the managed component, NEC
ESMPRO Manager also registers the managed component and executes "Check Connection".

You should set the item for the BMC configuration and component registration on the NEC ESMPRO Manager
on the "Chassis Properties" - "CPU Blade Auto Setting".

See the online help of the NEC ESMPRO Manager for the details of the items.
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Chapter6 Setup for the NEC iStorage M Series
6.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the NEC ESMPRO Manager server and the iStorage.

(2) Install WebSAM iStorageManager on the management server where NEC ESMPRO Manager has been
installed.

IMPORTANT:
+  Ifyou choose to install a separately provided WebSAM iStorageManager please note
that after installing WebSAM iStorageManager, you should install the iStorage (M
series) NEC ESMPRO Manager relative module. And the supported version of

2¢To launch the iSM client (Web GUI) from the WebSAM iStorageManager link, a license for WebSAM
iStorageManager is required. Please refer to the "ESMPRO Installation Tool User's Guide" for
information about license management.

(3) Register Storage (iStorage) on WebSAM iStorageManager.
Please click “iSMsetenv” on the NEC ESMPRO Manager to set storage information.
Please refer to the online help for "iSMsetenv" in iStorageManager. Additionally, "iSMsetenv" can only
be launched from the browser on the server where NEC ESMPRO Manager and WebSAM
iStorageManager are installed.

*If you are using Firefox, please configure the settings to launch the " iSMsetenv " tool. Here are the
steps:
1. Enter "about:config" in the address bar of Firefox.
You may see a warning screen when making advanced configuration changes, but there is no
problem, so click "Accept the risk and Continue" to proceed.
2. Enter "negotiate" in the filter field.
3. Double-click "network.negotiate-auth.trusted-uris".
4. Enter the IP address or hostname of NEC ESMPRO Manager.
If you are using "localhost" as the hostname, enter "localhost".

(4) Register the managed component on NEC ESMPRO Manager.
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6.2 Register the Managed Component

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager and
perform steps in the following order.

If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will
belong.

6.2.1 Register NEC Storage on NEC ESMPRO Manager
Use either of the two methods to register NEC Storage.

Manual Registration
This method requires the operator to directly enter the NEC Storage's information such as the "Floating IP
Address" and to perform "Check Connection™.

Auto Registration
This method automatically searches the network for managed components and NEC Storage, and registers
them.

NEC ESMPRO Manager distinguishes the NEC Storage from ordinary managed
component by "Check Connection".

The managed component name on the NEC ESMPRO Manager is set to the disk
array name that is set in iSMClient. You can change the managed component name
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6.2.1.1 Manual Registration

(1) Click “Register”.

ESMPRO

& Dashboard -‘: Component g\ AlertViewer 3§ Tools ~

& Component Status

The component is not registered

A Alert Status

No alerts are unread

About NEC ESMPRO Manager Help Classic Mode

& admin~
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(2) Click the “Server / Storage” of “Manual Registration”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard 4§ Register & Component A AlertViewer 3§ Tools ~

Auto Manual R ion

‘ COVR VOl Y\etwork Device  Other Computer Device  Alert Only Management

Component Name [Required]

Alias

Destination Group root +
Common Setting

0S IP Address [Required]

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type © SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)

REST AP (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)

RAID system (Universal RAID Utility)

Management O Registration Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate

O Registration Unregistration
Agent

Updates via Management .
P 9 O Registration | Unregistration
Controller

*BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)'/'vPro"(Common)

Management © Registration Unregistration

Management Type O BMC iLo BMC (Other) VPro

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and “iLO" and "vPro", Please select "BMC (Other)"

Authentication Key [Required]

*BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)'/"vPro'(LAN)

Current IP Address © P Address 1 IP Address 2
Failover O Enable Disable

IP Address 1 [Required]

IP Address 2
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(3) Input the following items on the "Manual Registration"-"Full Management" view.

Name \ Value

Component Name Specify the NEC Storage name on the NEC ESMPRO Manager.Assign a
name different from other managed component names. Do not enter a name
including blank characters. Uppercase characters are distinguished from
lowercase characters.

Alias Specify the information about the NEC Storage. Do not enter a name
including blank characters. Only blank spaces cannot be entered. Also, do
not enter a name containing a blank character. The space character will be
removed if the half space is contained before and after the string. Uppercase
characters are distinguished from lowercase characters. Optional.
Destination Group Specify the group to which the NEC Storage will belong.

When you add the group to which the managed component will belong, see
“1.3.2 Add component to Group” for the information.

Common Setting

OS IP Address | Enter the Fixed IP address of "Floating IP Address" of the NEC Storage.
SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage
Management Select "Registration".
Management Type Select “SNMP”
NEC ESMPRO Agent or iStorage M series is installed on the managed
component.
- WS-Man *1, *2

NEC ESMPRO ServerAgentService or ESXi7 is installed on the
managed component.
The operating system of the managed component is VMware ESXi.

- ESXi (ESXi8)

- REST API(iStorage V series)

SNMP Community | Enter the "SNMP community name" specified on iSMClient.

Name(Get)

SNMP Community | Enter the "SNMP community name" specified on iSMClient.
Name(Set)

RAID system(Universal RAID Utility)

Management | Select “Unregistration”.

NEC ExpressUpdate

Updates via  NEC | Select “Unregistration”.

ExpressUpdate Agent

Updates via | Select “Unregistration”.

Management Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)
Management | Select "Unregistration".
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(4) Click "ADD".

If there is an error in the input content, correct the input content following the message.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
% Dashboard 5 Register & Component M AlertViewer 3§ Tools ~
Auto Registration Manual Registration
Server / Storage Network Device Other Computer Device Alert Only Management

Component Name [Required] iStorageM

Alias

Destination Group root e

Common Setting

0S IP Address [Required] 10 15 228 146

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type O SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)
REST API (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)

RAID system (Universal RAID Utility)

Management Registration © Unregistration

NEC ExpressUpdate

Updates via NEC Expressupdate Registration O Unregistration

Agent

BMC (EXPRESSSCOPE Engine) /'iL0"/'BMC(Other)'/"vPro'(Commen)

Management ggistration O Unregistration

(3 2 H H
(5) “CHECK CONNECTION?” screen is displayed.
T (3 2 .
Click “CHECK CONNECTION” to start it.
ESMPRO About NEC ESMPRO Manager Help ClassicMode ~ & admin~

@ Dashboard 4§ Register & Component A AlertViewer 3% Tools ~

Auto Registration  Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

To remotely manage components,
please continue to perform check connection.
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(6) If the "CHECK CONNECTION" is completed, “Connection check results” screen will be displayed.

ESMPRO

& Dashboard § Register & Compenent

About NEC ESMPRO Manager Help Classic Mode & admin~

A Alertviewer ¥ Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

Connection check results

Management Detected  Detail

SNMP (NEC ESMPRO Agent, Detected ~ SNMP (NEC ESMPRO Agent) can be used.
iStorage M series)

BACK TO COMPONENT LIST CONTINUE REGISTERING

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

Click the "Name" of the component that could not be registered in the
"Component List". The connection settings screen in Classic mode will be
displayed. Please check that there are no errors in the entered items. For more
details, please refer to the online help for NEC ESMPRO Manager.
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6.2.1.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
¢ Das\\buar Component A\ AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the “Server / Storage” of "Auto Registration".

ESMPRO

@ Dashboard & Register & Component A AlertViewer 3% Tools =

| Registration
root s

Discovery Range

Discovery Mode © 1P Address Range Discovery Network Address Discovery

Start Address [Required]

End Address [Required]

@ Server/ Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery © Enable  Disable

SNMP Community Name [Required] public

WS-Man (NEC ESMPRO ServerAgentService, ESXI7 earfier)

Discover, © Enable Disable
Y

User Name/Password [Require

ESXI (ESXi8)

Discovery © Enable  Disable

User Name/Password [Required] ’

REST AP (iStorage V serios)

Discovery O Ensble  Disable

RAID system (Universal RAID Utiity)

User Name/Password [R

Discovery © Enable Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery © Enable ' Disable
BMC(EXPRESSSCOPE Engine)

Discovery © Enable  Disable

rd(SIGMABL

% BMC(EXPRESSSCOPE Engine)’ Is target for EXPRESSSCOPE Engine1/2/3/3f1/2SP/3SR, EM C
ADE), BMC(ECO CENTER), BMC(many core server).

For cases other than the above and ILO" and “vPro, Please select "BMC (Other
% If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some 5
orvers. Ploase refer o the result page of auto registration,

NEC ExpressUpdate © Enable Disable
w
Discovery © Enable Disable

IfiLO managemaent is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the
result page of auto registration

User Name/Password [Re

BMC (Other)

Discovery © Enable  Disable

A If BMC(Other)management is disabled. NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe
70 the result page of auto registration.

Access Mode O Auto Redfish PMI
1 *Auto” is selected as an access method and connection is established with both (IPMI and Redfish) the access meth

ods i.0. then refer ‘Priority access mode at the time of automatic selection” option in Classic Mode's Environment-Settings

Network screen and selected access method will get the priority for server registration proce

Intel(R) vPro{TM) Technology

User Name/Password [Res

Discovery © Enable Disable

User Name/Password [Re

: =l

@D Network Device
@b Other Computer Device

RUN DISCOVERY

About NEC ESMPRO Manager

Help Classic Mode

& admin~
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(3) Select "Search Mode" on the "Auto Registration™ view and enter following information.

Name \ Value

Destination Group Specify the group to which the NEC Storage will belong. When you add
the group to which the managed component will belong, see “1.3.2 Add
component to Group” for the information.

Discovery Range

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range which includes the NEC
Storage’s floating IP address.

Network Address When you select "Network Address Search" for "Search Mode", specify the

Network Mask network address and network which includes NES Storage’s floating IP
address.

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Select “Enable”.

SNMP Community | "SNMP Community Name" is the "SNMP Community Name" specified on

Name iSMClient.

WS-Man(NEC ESMPRO ServerAgentService, ESXi7)

Discovery | Select “Disable”

ESXi (ESXi8)

Discovery Select “Enable” to manage ESXi (ESXi8) of the component. *1,*2

User Name/Password Enter username and password for ESXi (ESXi8) communication. The

account must be a system administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.

Enter Username(Local User Accounts)/Password of Windows system
Administrator
(does not use a user object in Active Directory Domain Services)
- NEC ESMPRO ServerAgentService (Linux) is installed.

Enter root/Password of Linux operating system
- The operating system of the managed component is VMware ESXi.
Enter Username/Password of VMware ESXi Administrator
REST API(iStorage V series)

Discovery Select “Enable” to manage REST API(iStorage V series) of the component.
*] %)
User Name/Password Enter username and password for REST API(iStorage V series)

communication. The account must be a system administrator of the
managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.

Enter Username(Local User Accounts)/Password of Windows system
Administrator
(does not use a user object in Active Directory Domain Services)
- NEC ESMPRO ServerAgentService (Linux) is installed.

Enter root/Password of Linux operating system
- The operating system of the managed component is VMware ESXi.
Enter Username/Password of VMware ESXi Administrator
RAID system management
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Management Select “Disable”

Updates via  NEC | Select “Disable”
ExpressUpdate Agent

Select "Disable".

Select “Disable”.
Select “Disable”.

Discovery Select “Disable”.
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(4) Click "RUN DISCOVERY".

ESMPRO About NEC ESMPRO Manager

Help Classic Mode

S Register & Component J\ AlertViewer 3§ Tools ~

Auto Registration Manual Registration

Destination Group root %

Discovery Mode © IP Address Range Discovery Network Address Discovery
Start Address [Required] 10 .15 . 228 . 146

End Address [Required] 10 .15 . 228 . 146

Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery © Enable Disable
SNMP Community Name [Required] public

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

Discovery Enable © Disable
ESXi (ESXi8)
Discovery Enable © Disable

REST API (iStorage V series)

Discovery Enable © Disable

RAID system (Universal RAID Utility)

Discovery Enable © Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable © Disable

BMC(EXPRESSSCOPE Engine)

Discovery Enable © Disable
iLO

Discovery Enable © Disable
BMC (Other)

Discovery Enable © Disable

Intel(R) vPro(TM) Technology

Discovery Enable © Disable

@ Network Device

@B Other Computer Device
e —

RUN DISCOVERY

admin~
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Click "RUN DISCOVERY" to discovery the managed components, and the “Auto Registration
Progress” screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~

@ Dashboard § Register & Component A\ AlertViewer 3% Tools ~

Auto Registration | Manual Registration

Auto Registration in Progress

Discovery Mode 1P Address Range Discovery
Start Address 10.15.228.146
End Address 10.15.228.146

CANCEL

4 Even if switch screens or log out, you can check the progress by opening this screen again

(5) If the "Auto Registration" is completed, following message will be displayed. Click “OK”.

localhost:21120 DAE

2023/10/17 15:39:49 Obtaining/changing of the component name was

completed, and the automatic registration was successful.
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(6) The components registered will be displayed on the “Auto Registration Results” screen.

Clicking the "Name" to open the Classic mode, where you can confirm the registered information.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~

€ Dashboard 1§ Register & Component /A AlertViewer 3% Tools *
Auto Registration | Manual Registration

Auto Registration Results
Entry Count:Titem(s)

Name 1P Address Management LAN IP Address 1 Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents
2000743A65EA5233 10.15.228.146 ExpressUpdate Disable The component was added.
Management Controller management can

not be used. Hardware monitoring functio
nis unavailable.

BACK TO COMPONENT LIST CONTINUE REGISTERING

Name Description
Name Component name
IP address IP address

Management LAN IP Address 1 IP address of BMC (EXPRESSSCOPE Engine) /iLO/BMC
(Other) /vPro)

Management LAN IP Address 2 It is not displayed.

Install NEC ExpressUpdate Agent | + ExpressUpdate is disable

This function is not supported.

Contents * The component has been added.

This message is displayed when a component has been
successfully registered.
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Chapter7 Setup for the NEC iStorage V Series
7.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the NEC ESMPRO Manager server and the iStorage.

(2) Perform the necessary setup to register the iStorage V series.
Refer to the "iStorage(V series) ESMPRO integration module” and configure it to be monitored from the
ESMPRO/ServerManager. ESMPRO integration is a function that enables monitoring of the iStorage V
series from ESMPRO/ServerManager.

(3) Register the managed component on NEC ESMPRO Manager.
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7.2 Register the Managed Component

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager and
perform steps in the following order.

If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will
belong.

7.2.1 Register iStorage on NEC ESMPRO Manager

Use either of the two methods to register NEC Storage.

Manual Registration
This method requires the operator to directly enter the NEC Storage's information such as the "Floating IP
Address" and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and NEC Storage, and registers
them.

7.2.1.1 Manual Registration

(1) Click “Register”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
¢ Dash:oard & Component A AlertViewer 3§ Tools +
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the “Server / Storage” of “Manual Registration”.

ESMPRO

@ Dashboard

A AlertViewer

5 Register & Component 3¢ Tools ~

Auto Registration

About NEC ESMPRO Manager Help

‘ Server / Storage b etwork Device

Other Computer Device  Alert Only Management

Component Name [Required]
Alias

Destination Group root +

Common Setting
0S IP Address [Required]
SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type © SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)
REST AP (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)
RAID system (Universal RAID Utility)

Management O Registration Unregistration

NEC ExpressUpdate

Updates via NEC ExpressUpdate

O Registration
Agent 9

Unregistration

Updates via Management

O Registration Unregistration

Controller
*BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)'/'vPro"(Common)
© Registration

Management Unregistration

Management Type O BMC iLo BMC (Other) vPro

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and "iLO" and "vPro’, Please select "BMC (Other)".

Authentication Key [Required]
"BMC (EXPRESSSCOPE Engine)'/‘iL0"/*BMC(Other)"/"vPro'(LAN)
© IP Address 1

Current IP Address IP Address 2

Failover O Enable Disable

IP Address 1 [Required]

IP Address 2

Classic Mode

admin v
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(3) Input the following items on the "Manual Registration"-"Full Management" view.

Name \ Value

Component Name Specify the NEC Storage name on the NEC ESMPRO Manager.Assign a
name different from other managed component names. Do not enter a name
including blank characters. Uppercase characters are distinguished from
lowercase characters.

Alias Specify the information about the NEC Storage. Do not enter a name
including blank characters. Only blank spaces cannot be entered. Also, do
not enter a name containing a blank character. The space character will be
removed if the half space is contained before and after the string. Uppercase
characters are distinguished from lowercase characters. Optional.
Destination Group Specify the group to which the NEC Storage will belong.

When you add the group to which the managed component will belong, see
“1.3.2 Add component to Group” for the information.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management Select "Registration".

Management Type Select “REST API (iStorage V series)”

IP Address 1 IP address of component CTL1

IP Address 2 IP address of component CTL2

User Name Enter username and password for getting iStorage V series information by
Password REST APIL.
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(4) Click "ADD".
If there is an error in the input content, correct the input content following the message.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@& Dashboard [ Register & Component £\ AlertViewer 3§ Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

Compenent Name [Required] iStorageV
Alias
Destination Group root %

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)

O REST API (iStorage V series)

IP Address 1 [Required] 10 .15 .| 228 Al
IP Address 2 10 .| 15 228 122
User Name/Password [Required] maintenance AR
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(5) If the "CHECK CONNECTION" is completed, “Connection check results” screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard 8 Register & Component A AlertViewer 3% Tools -

Auto Registration  Manual Registration
ENOYESI  Network Device  Other Computer Device  Alert Only Management

Connection check results

Management Detected  Detail

REST API (iStorage V series) Detected  iStorage V series can be used,

BACK TO COMPONENT LIST CONTINUE REGISTERING

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Clicking on " CONTINUE REGISTERING" to confirm the inputted items.
Please check that there are no errors in the entered items.
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7.2.1.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
& Dashboard E Component A AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the “Server / Storage” of "Auto Registration".

ESMPRO

@ Dashboard 4 Register & Component A AlertViewer 3 Tools =

Auto Registration  ManugRegistration

Destination Group root ®
Discovery Range
Discovery Mode © 1P Address Range Discovery Network Address Discovery

Start Address [Requis

End Address [Required]

‘ @ Server / Storage

SNMP (NEC ESMPRO Agent, |Storage M series)

Discovery © Enable  Disable

SNMP Community Name [Required] public

WS-Man (NEC ESMPRO ServerAgentService, ESXI7 earfier)

Discovery © Enable ' Disable

User Name/Password Ry

ESXI (ESXi8)

Discovery O Enable  Disable

User Name/Password [Required] ’

REST API (iStorage V serios)

Discovery © Ensble  Disable

RAID system (Universal RAID Utilty)

+ Name/Password [Re

Discovery © Enable Disable

NEC ExpressUpdate (Express

jpate Agent)
Discovery © Enable Disable
BMC(EXPRESSSCOPE Engine)

Discovery © Enable Disable

"BMC(EXPRESSSCOPE Engine)’ Is target for EXPRESSSCOPE Engine1/2/3/3f1/2SP/3SP. EM C
ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and ILO" and *vPro’, Please select "BMC (Other)"
% If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some 5
ervers. Ploase refor 1o the result page of auto registration

rd(SIGMABL

NEC ExpressUpdate © Enable Disable
w
Discovery © Enable Disable

1fiLO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the

result page of auto registration

User Name/Password [Req

BMC (Other)
Discovery © Enable  Disable

A If BMC(Other)management is disabled. NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe
710 the result page of auto registration.

Access Mode O Auto Redfish M

1f“Auto” is selected as an access method and connection is established with both (IPMI and Redfish) the access meth

ods i.e. then refer "Priority access mode at the time of automatic selection” option in Classic Mode's Environment-Settings

Network screen and selected access method will get the priority for server registration process

Intel(R) vPro{TM) Technology

User Name/Password [Re

Discovery O Enable

User Name/Password [Re

Network Device
@D Other Computer Device

RUN OF

About NEC ESMPRO Manager

Help ClassicMode & admin<~
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(3) Select "Search Mode" on the "Auto Registration” view and enter following information.

Destination Group

Discovery Mode

comionent to Groui” for the information.

Specify the group to which the NEC Storage will belong. When you add
the group to which the managed component will belong, see “1.3.2 Add

With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

End Address

When you select "IP Address Range Search" for "Search Mode", specify
the start IP address and end IP address of the range which includes the NEC
Storage’s floating IP address.

Network Address

Network Mask

When you select "Network Address Search" for "Search Mode", specify the
network address and network which includes NES Storage’s floating IP
address.

Select “Disable”

Select “Disable”
Select “Disable”

Discovery Select “Enable” to manage REST API(iStorage V series) of the component.
*1
User Name/Password Enter username and password for getting iStorage V series information by

REST APL
Click “Add” button and you can add a pair of username and password up
to 5. *1

Select “Disable”

Updates via  NEC | Select “Disable”
ExpressUpdate Agent

Select "Disable".
Select “Disable”.
Select “Disable”.

Discovery

Select “Disable”.

*1 On "Settings" - "Environment" - "Auto Registration Setting List" screen, you can
manage a list of username/password and authentication key. All entries in the list are
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(4) Click "RUN DISCOVERY".

ESMPRO About NEC ESMPRO Manager Help Classic Mode

> Dashboard J§ Register & Component /i AlertViewer ¥ Tools ~

Auto Registration Manual Registration

Destination Group root %

Discovery Mode © IP Address Range Discovery Network Address Discovery
Start Address [Required] 10 .15 . 228 1

End Address [Required] 10 .15 228 1

Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Enable © Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

Discovery Enable © Disable
ESXi (ESXiB)
Discovery Enable © Disable

REST API (iStorage V series)

Discovery O Enable Disable

User Name/Password [Required] maintenance [ eevrerenienienee

RAID system (Universal RAID Utility)

Discovery Enable © Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable © Disable

BMC(EXPRESSSCOPE Engine)

Discovery Enable © Disable
iLo
Discovery Enable © Disable

BMC (Other)

Discovery Enable © Disable
Intel(R) vPro(TM) Technology

Discovery Enable © Disable

@D Network Device

@B Other Computer Device

AUN DISCOVERY

———

admin~
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Click "RUN DISCOVERY" to discovery the managed components, and the “Auto Registration in Progress”
screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin v

€ Dashboard 5§ Register & Component A\ AlertViewer 3% Tools ~

AutoRegistration  Manual Registration

Auto Registration in Progress

Discovery Mode 1P Address Range Discovery
Start Address 10.15.228.121
End Address 10.15.228.122

CANCEL

A\ Even if switch screens or log out, you can check the progress by opening this screen again

(5) If the "Auto Registration™ is completed, following message will be displayed. Click “OK”.

localhost:21120 OAE

2023/10/17 153:46:39 Obtaining/changing of the component name was

completed, and the automatic registration was successful.
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(6) The components registered will be displayed on the “Auto Registration Results” screen.

ESMPRO

About NEC ESMPRO Manager Help
4 Dashboard 4§ Register & Component &\ AlertViewer 3¢ Tools ~
Auto Registration |~ Manual Registration
Auto Registration Results
Entry Count:Titem(s)

Name IP Address Man,

Classic Mode & admin~

agement LAN IP Address 1 Managemen 1t LAN IP Address 2 Install NEC ExpressUpdate Agent Contents
iStorageV 10.15.228.121 10.15.228.122 ExpressUpdate Disable The component was added.
Name Description
Name Component name
IP address It is not displayed.

Management LAN IP Address 1

IP address of controller] (CTL1)

Management LAN IP Address 2

IP address of controller2(CTL1)

Install NEC ExpressUpdate Agent

+ ExpressUpdate is disable

This function is not supported.

Contents + The component has been added.
This message is displayed when a component has been
successfully registered.
s

+ When “Auto Register” ,the "Name" of "Component List" will be " iStorageV".
The following components will be named " iStorageV + number".
If you want to change the name, click the "Name" in the "Component List" to launch
Classic mode, and then click "Setting" -> "Connection Setting" ->"Edit" to change

170



NEC ESMPRO Manager Setup Guide

7.2.1.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5. For
more details, please refer to "1.3.3.3 Auto Registration Setting".
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Chapter8 Setup for the Managed Component based on
vPro

8.1 Setup Flow

Setup by the following setup procedures:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed component
based on vPro on the same network.

(2) Configure iAMT on the managed component based on vPro.

(3) Register the managed component based on vPro on NEC ESMPRO Manager.

8.2 Configure iAMT on the Managed Component

Turn the managed component on.

Press <Ctrl+P> immediately after the component based on vPro displays the message prompting you to press
the key.

Main menu of the IAMT configuration is displayed.

Please enter the password to configure the IAMT.

The NEC ESMPRO Manager can manage the vPro including the iAMT firmware
version 6.0 and later.

The default user name and password are both "admin".

The iAMT configuration method may depend on the iAMT firmware version.

Refer to the website for detail configuration information and configure iAMT.

The following is an example of the website.

Please note that this URL is subject to change without notice.
http://software.intel.com/en-us/articles/intel-active-management-technology-intel-
amt-software-development-kit-sdk-start-here-guide/

"Performing Manual Setup (from Release 6.0)" or "Manually Configuring an Intel
AMT 7.0" of "AMT7.0 Start Here Guide"

8.3 Register the managed component on NEC ESMPRO
Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager and
perform steps in the following order.

If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will
belong.

8.3.1 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the vPro and to perform "Check Connection”.

Auto Registration
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This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager and registers them.
8.3.1.1 Manual Registration

(1) Click “Register”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
@ Dashboard Companem A AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered. No alerts are unread.
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(2) Click the “Server / Storage” of “Manual Registration”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode

@ Dashboard 1§ Register & Component M AlertViewer 3§ Tools ~

Auto Registratio

q Server / Storage Network Device Other Computer Device Alert Only Management

Component Name [Required]

Alias

Destination Group root *

Common Setting

0OS IP Address [Required]

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management O Registration Unregistration

Management Type O SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)

REST API (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)

RAID system (Universal RAID Utility)

Management O Registration Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate

O Registration Unregistration
Agent 9 9

Updates via Management

O Registration Unregistration
Controller

"BMC (EXPRESSSCOPE Engine)’/'iLO"/"BMC(Other)"/"vPro"(Common)
Management O Registration Unregistration
Management Type O BMC iLO BMC (Other) vPro

A "BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/2SP/3SP, EM Card(SIGMABL
ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and “iLO" and "vPro", Please select "BMC (Other)".

Authentication Key [Required]

"BMC (EXPRESSSCOPE Engine)"/'iLO"/"BMC(Other)"/"vPro"(LAN)

Current IP Address © P Address 1 IP Address 2
Failover O Enable Disable

IP Address 1 [Required]

IP Address 2

admin~
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(3) Input the following items.

Name \ Value

Component Name

Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias

Specify the information about the managed component. Do not enter a
name including blank characters. Only blank characters cannot be entered.
Also, please do not enter a name containing blank characters. The blank
characters will be removed if there are half-width blank characters before
or after the string. Uppercase characters are distinguished from lowercase
characters. Optional.

Destination Group

Specify the group to which the managed component will belong. See "1.3.2
Add component to Group" for the information about creating group.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management

Select "Registration" to manage the system of the component.

Management Type

Select a management type of the managed component.

- SNMP *1
NEC ESMPRO Agent or iStorage M series is installed on the managed
component.

- WS-Man *1, *2
NEC ESMPRO ServerAgentService or ESXi7 is installed on the
managed component.
The operating system of the managed component is VMware ESXi.

- ESXi (ESXi8)

- REST API(iStorage V series)

SNMP
Name(Get)

Community

SNMP Community Name which is specified at SNMP Agent running on
the managed component.
It is necessary to get the information, configure, monitor via SNMP

SNMP
Name(Set)

Community

When you want to set SNMP Community names for Get and Set separately
on the managed component, specify the SNMP Community name for Set
in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name

Enter the password for communication with WS-Man service.
- NEC ESMPRO ServerAgentService (Windows) is installed.

Password

Enter Username(Local User Accounts)/Password of Windows system
Administrator

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

Communication
Protocol

This is displayed only when WS-Man is selected as the management target.
Select protocol HTTP/HTTPS for connection WS-Man service. *2

- NEC ESMPRO ServerAgentService (Windows) is installed.

If you want to use HTTPS for WS-Man communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS
Setting in the ESMPRO/ServerAgentService Installation Guide
(Windows).

- NEC ESMPRO ServerAgentService (Linux) is installed.
Select HTTPS.

Port Number

Enter port number where WS-Man service listens for connection. *3
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- NEC ESMPRO ServerAgentService (Windows) is installed.
If you want to use HTTP, enter 5985.
If you want to use HTTPS, enter 5986.

- NEC ESMPRO ServerAgentService (Linux) is installed.

Enter 5986
RAID system(Universal RAID Utility)
Management | Select "Registration" to manage the RAID system of the component.
NEC ExpressUpdate
Updates via  NEC | Select "Registration" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent
Updates via | Select "Registration" to manage the component using Management

Management Controller | Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "vPro".

User Name Enter the user name for communication with the vPro,

Password Enter the password for communication with the vPro,

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

IP Address 1 Enter the IP address that is specified on LAN of the iAMT configuration

for the managed component.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 Regarding a port number for WS-Man communication, refer to “Appendix C. Port
number for WS-Man communication”.
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(4) Click "ADD".

If there is an error in the input content, correct the input content following the message.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

&% Dashboard 5 Register & Component 4\ AlertViewer % Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

Component Name [Required] vPro
Alias
Destination Group root 5

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage
Management Registration © Unregistration
RAID system (Universal RAID Utility)

Management Registration o Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate

Registration © Unregistration
Agent 9 9

"BMC (EXPRESSSCOPE Engine)'/"iLO"/"BMC(Other)'/"vPro"(Common)

Management o Registration Unregistration

If BMC / iLO management is disabled, NEC ESMPRO Manager cannot monitar HW errors of some servers.

Please refer to the result page of connection check.

Management Type BMC iLo BMC (Other) O vPro

"BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/25P/3SP, EM Card(SIGMABL
ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and "iLO" and "vPra", Please select "BMC (Other)".

User Name/Password [Required] admin /
"BMC (EXPRESSSCOPE Engine)’/"iLO"/"BMC(Other)"/"vPro"(LAN)

IP Address 1 [Required] 10 .15 . 228 . 138

(5) “CHECK CONNECTION?” screen is displayed.

Click “CHECK CONNECTION” to start it.
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ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@& Dashboard 1§ Register & Component /A AlertViewer 3§ Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

To remotely manage components,

please continue to perform check connection.

e —
§ CHECK CONNECTION

(6) If the "CHECK CONNECTION" is completed, “Connection check results” screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@& Dashboard {f§ Register & Component # AlertViewer 3¥ Tools ~

Auto Registration  Manual Registration
EOOAYEWENAI  Network Device  Other Computer Device  Alert Only Management

Connection check results

Management Detected  Detail

VPRO Detected  Intel(R) vPro(TM) Technology can be used

BACK TO COMPONENT LIST CONTINUE REGISTERING

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

Click the "Name" of the component that could not be registered in the
"Component List". The connection settings screen in Classic mode will be
displayed. Please check that there are no errors in the entered items. For more
details, please refer to the online help for NEC ESMPRO Manager.
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8.3.1.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
& Dashboard Component £\ AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the “Server / Storage” of "Auto Registration".

ESMPRO

@& Dashboard 8 Register

& Component A AlertViewer

Manual Registration

Destination Group root

About NEC ESMPRO Manager Help Classic Mode & admin ~

3 Tools ~

Discovery Range

Discovery Mode

Start Address [Required]

End Address [Required]

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery © Enable

SNMP Community Name [Required] public

© P Address Range Discovery

Network Address Discovery

Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

© Enable

Discovery

User Name/Password [Required]

ESXi (ESXi8)

Discovery © Enable

User Name/Password [Required]

REST API (iStorage V series)

Discovery © Enable

User Name/Password [Required)

RAID system (Universal RAID Utility)
Discovery © Enable

NEC ExpressUpdate (ExpressUpdate Agent)

Discovery © Enable
BMC(EXPRESSSCOPE Engine)
Discovery © Enable

Disable
/ ADD
Disable
/ ADD
Disable
/ ]
Disable
Disable
Disable

"BMC(EXPRESSSCOPE Engine)” is target for EXPRESSSCOPE Engine1/2/3/3t/2SP/3SP. EM Card(SIGMABL

ADE), BMC(ECO CENTER), BMC(many core server)

For cases other than the above and “ILO" and "vPro", Please select "BMC (Other)"
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some s
ervers. Please refer to the result page of auto registration,

NEC ExpressUpdate © Enable
Authentication Key [Required]

iLo

Discovery © Enable

result page of auto registration.

User Name/Password [Required)

BMC (Other)

Discovery © Enable

Disable

Disable

1f ILO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the

, Lol

Disable

1f BMC(Other)management Is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe

F 10 the result page of auto registration.

Access Mode O Auto

Redfish PMI

A If "Auto” is selected as an access method and connection is established with both (IPMI and Redfish) the access meth

ods i.e. then refer “Priority access mode at the time of automatic selection” option in Classic Mode's Environment-Settings
Network screen and selected access method will get the priority for server registration process.

User Name/Password [Required]

Intel(R) vPro(TM) Technology

Discovery © enable

User Name/Password [Required]

@D Network Device

Disable

RUN DISCOVERY

@B Other Computer Device
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(3) Input the following items to search managed components based on vPro.

Name
Destination Group

Value
Specify the group to which the managed component will belong. See "1.3.2
Add component to Group" for the information about creating grou

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search" for "Search Mode", specify the

Network Mask network address and network mask of the managed component to be

searched for.

Discovery

Discovery Select “Enable” to manage the system of the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

It is necessary to get the information, configure, monitor via SNMP

Select “Enable” to manage the system of the component. *1,*2, *4

User Name/Password

Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

Select "Disable"
Select "Disable"
Select "Enable" to manage the RAID system of the component.

Updates via  NEC | Select "Enable" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent

Select "Disable"
Select “Disable”
Select “Disable”

Discovery

Select “Enable”

User Name/Password

Enter username and password for communication with the vPro,
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *3
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*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and VMware
ESXi management are not supported.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 On "Settings" - “Environment” - “Auto Registration Setting List” screen, you can
manage a list of username/password and authentication key. All entries in the list are
used for auto registration every time.

*4 If you want to use HTTPS for WS-MAN communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3 HTTPS Setting
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(4) Click "RUN DISCOVERY".

FSMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@& Dashboard 1§ Register & Component A Alertviewer 3§ Tools ~

Auto Registration Manual Registration
Destination Group root s
Discovery Range
Discovery Mode O P Address Range Discovery Network Address Discovery
Start Address [Required] 10 .15 . 228 . 138
End Address [Required] 10 .15 . 225 . 138

Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Enable © Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

Discovery Enable © Disable
ESXi (ESXi8)
Discovery Enable © Disable

REST API (iStorage V series)

Discovery Enable © Disable

RAID system (Universal RAID Utility)

Discovery Enable © Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable © Disable

BMC(EXPRESSSCOPE Engine)

Discovery Enable © Disable
iLO
Discovery Enable © Disable

BMC (Other)

Discovery Enable © Disable
Intel(R) vPro(TM) Technology

Discovery © Enable Disable

User Name/Password [Required] admin /| eweesessecs ADD

@P Network Device

@P Other Computer Device

RUN DISCOVERY ’

183



NEC ESMPRO Manager Setup Guide

When you click the "RUN DISCOVERY", you may see a message "The search cannot be started.".
If you have enabled "WS-Man Discovery", please check whether a "Self Signed Certificate" is
allowed in section "1.3.1 Environment setting".

When you click the "RUN DISCOVERY", the discovery for components will begin and the "Auto
Registration in Progress" screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard 1§ Register & Component A AlertViewer 3§ Tools ~

Auto Registration Manual Registration
Auto Registration in Progress
Discovery Mode IP Address Range Discovery
Start Address 10.15.228.138
End Address 10.15.228.138

A Even if switch screens or log out, you can check the progress by opening this screen again

(5) If the "Auto Registration" is completed, following message will be displayed. Click “OK”.

localhost:21120 DA

202310417 17:25:38 Obtaining/changing of the component name was
completed, and the automatic registration was successful.
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(6) The components registered will be displayed on “Auto Registration Results”.

Clicking the “name” will open the Classic mode, where you can confirm the registered information.

ESMPRO

Auto Registration Manual Registration

Entry Count:1litem(s)

ManagementContr 10.15.228.124
oller

@ Dashboard J§ Register & Component [ AlertViewer 3§ Tools

About NEC ESMPRO Manager Help Classic Mode & admin~

Auto Registration Results

Name IP Address Management LAN IP Address 1 Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents

ExpressUpdate Disable The component was added

BACK TO COMPONENT LIST 'CONTINUE REGISTERING

Name Description
Name Component name
IP address IP address

Management LAN IP Address 1

IP address of BMC (EXPRESSSCOPE Engine) /iLO/BMC
(Other) /vPro)

Management LAN IP Address 2

It is not displayed.

Install NEC ExpressUpdate Agent

+ ExpressUpdate is enable

When "NEC ExpressUpdate(ExpressUpdate Agent)" is
enabled, and a component that can be installed with
ExpressUpdate Agent is discovered.

+ ExpressUpdate is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is enabled,
but there is not component that can be installed with
ExpressUpdate Agent.

Contents

+ A component has been added.
This message will be displayed if the component is
successfully registered.
* Management Controller management cannot be used.
Hardware monitoring function is unavailable.
This message will be displayed when BMC
(EXPRESSSCOPE engine)/iLO/BMC (other)/vPro
cannot be discovered for a component registered by an
OS IP address. If you want to register the Management
Controller management function, click the "Name". The
connection settings screen in Classic mode will be
displayed, so you can perform the registration here.

If the system management cannot discover the managed component name, the

"Name" of "Component List" will be "ManagementController".
The following components will be named "ManagementController + number".

If you want to change the name, click the "Name" in the "Component List" to launch
Classic mode, and then click "Setting" -> "Connection Setting" ->"Edit" to change
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8.3.1.3 Auto Registration Setting
Before executing auto registration, User Name/Password and Authentication Key can be registered up to
5. For more details, please refer to "1.3.3.3 Auto Registration Setting".
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Chapter9 Setup for NEC Scalable Modular Server
DX2000

9.1 Overview
The NEC ESMPRO Manager can manage following modules of NEC Scalable Modular Server DX2000:

Server Module
NEC ESMPRO Manager manages each server module on the enclosure as same as the server which has
integrates EXPRESSSCOPE Engine 3.

CSC Module
NEC ESMPRO Manager collects the following information of the enclosure by managing the CSC module.

-- STATUS lamp:
You can monitor the status of the whole enclosure.

-- Constitution information:
You can monitor each sensor status (fan, voltage, temperature, etc.) in the enclosure.

-- Power measurement:
You can measure the power consumption of the whole enclosure.

Network Switch Module
NEC ESMPRO Manager collects the following information of the Network Switch by managing the
Network Switch module.
-- Constitution information:
You can monitor each sensor status (voltage, temperature.) in the Network Switch.
-- Power measurement:
You can measure the power consumption of the Network Switch.

When registering CSC Module, Network Switch Module is registered automatically.
Network Switch Module can not be registered individually.

Network Switch Module and CSC Module are deleted together as related component.
When Network Switch Module is registered, it is not possible to delete Network
Switch Module and CSC Module separately.
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9.2 Setup Flow

Setup by the following setup procedures:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed component
on the same network.

(2) Configure BMC on the managed component to enable ESMPRO Management.

(3) Register the managed component on NEC ESMPRO Manager.

Refer to “Chapterl Setup for Managed Component in which EXPRESSSCOPE
Engine 3 is integrated”.

You can configure CSC module only with EXPRESSSCOPE Engine 3 Web Console.
Refer “1.2.1Configuration with EXPRESSSCOPE Engine 3 WebConsole” and the
user’s guide for the NEC Scalable Modular Server DX2000.
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Chapter1l0 Setup for the VMware ESXi server

10.1 Setup Flow

Setup by the following setup procedures:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the VMware ESXi server
as a managed component on the same network.

IMPORTANT:

Regarding making the WBEM service effective.
On a new install of VMware ESXi, WBEM services may be disabled by default. You
can check the status of the WBEM service with the following command:

# esxcli system wbem get

Enable: false Disabled Enable: true Enabled

So you will need to use the following command to enable WBEM services.

# esxcli system wbem set --enable true
(*)If you installed SMI-S provider, WBEM services are enabled. So you don't need
to use this command.
(*)This command is not required on FT server. Regarding the settings for
WBEM(WS-MAN) service on FT server, refer to “7. NEC ESMPRO” of Chapter 3
in Maintenance Guide (VMware) for FT server.

Set-up for sfcbd service restart

sfcbd service starts in the state to which CIM Indication can't be transmitted.

We confirmed that this issue is improved by restarting sfcbd service.

To manage the RAID System by NEC ESMPRO Manager, please insert the following

line just before the line exit 0”in the /etc/rc.local.d/local.sh.
/etc/init.d/sfcbd-watchdog restart

Sfcbd service will restarts automatically.

Notes on Service Location Protocol Service Disabled Service
For the release of VMware ESXi 7.0 Update 2c or later, the SLP service is disabled
by default.
If the SLP service is disabled, new VMware ESXi server cannot be monitored and
connected.
If NEC ESMPRO Manager registers VMware ESXi server and performs connection
checks as a monitored server, the SLP service must be running and firewall settings.
To perform monitoring registration and connection checking of new VMware ESXi
server, follow these steps:
1. Start SLP service on an ESXi host.

Configure firewalls and enable SLP services and start SLP services.

Perform the Solution "To remove the perform the perform the following steps:"

of the following knowledge information.

How to Disable/Enable the SLP Service on VMware ESXi.
https://kb.vmware.com/s/article/76372

2. Register a new ESXi server as a monitored server with NEC ESMPRO Manager
and perform connection checks.

(2) Configure the management controller on VMware ESXi server if you want to manage the management
controller.

(3) Register VMware ESXi server as a managed component on NEC ESMPRO Manager.
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10.2 Configure the management controller on the Managed
Component

Configure the management controller on the VMware ESXi server if you want to manage the management
controller.

In case that VMware ESXi server in which EXPRESSSCOPE ENGINES3 is integrated:
See 1.2Configure BMC on Managed Component.

In case that VMware ESXi server in which a BMC excluding EXPRESSSCOPE ENGINES3 is integrated:
See 2.2Configure BMC on Managed Component (for LAN connection).

In case that VMware ESXi server in which iL.O is integrated:
See 3.2 Configure iLO on Managed Component.
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10.3 Register the managed component on NEC ESMPRO
Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager and

perform in the following order:
If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will

belong.

10.3.1 Set the Environment

When using VMware ESXi in the following environment, set the “Self Signed Certificate” to “ Allowed” on
“Network” tab of “Environment”.
Please refer to "1.3.1 Environment setting" for the detail.

10.3.2 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the VMware ESXi server’s information such as the IP
address.

Auto Registration
This method automatically searches the network for VMware ESXi servers and managed components

that are not registered yet on the NEC ESMPRO Manager and registers them.
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10.3.2.1 Manual Registration

(1) Click “Register”.

ESMPRO About NEC ESMPRO Manager  Help Classic Mode & admin ~
@ Dashboard —Corrponen: A Alentviewer 3 Tools =
& Component Status A Alert Status
The component is not registered No alerts are unread
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(2) Click the “Server / Storage” of “Manual Registration” tab.

ESMPRO About NEC ESMPRO Manager Help Classic Mode

4% Dashboard [I§ Register & Component [\ AlertViewer 3§ Tools ~

Auto Registrati

Server / Storage Network Device Other Computer Device Alert Only Management

Component Name [Required]

Alias

Destination Group root b

Commeon Setting

0S IP Address [Required]

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management © Registration Unregistration

Management Type O SNMP (NEC ESMPRO Agent, iStorage M series)
WS-Man (NEC ESMPRQO ServerAgentService, ESXi7 earlier)
ESXi (ESXi8)

REST API (iStorage V series)

SNMP Community Name(Get) public

SNMP Community Name(Set)

RAID system (Universal RAID Utility)

Management [« ] Registration Unregistration
NEC ExpressUpdate

Updates via NEC ExpressUpdate

©O Registration Unregistration
Agent 9 9

Updates via Management . . . .
P g O Registration Unregistration
Controller

“BMC (EXPRESSSCOPE Engine)'/"iL0"/"BMC(Other)'/"vPro’(Comman)
Management O Registration Unregistration
Management Type O BmMC iLO BMC (Other) vPro

A "BMC(EXPRESSSCOPE Engine)” is target for EXPRESSSCOPE Engine1/2/3/3ft/28P/3SP, EM Card(SIGMABL
ADE), BMC(ECO CENTER), BMC(many core server).
For cases other than the above and "iLO" and "vPro", Please select "BMC (Other)".

Authentication Key [Required]

“BMC (EXPRESSSCOPE Engine)"/"iLO"/*BMC{Other)'/*vPro’(LAN)

Current IP Address © IP Address 1 IP Address 2
Failover © Enable Disable

IP Address 1 [Required]

IP Address 2

admin ~
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(3) Input the following items.

Component Name Specify the name of the managed component on NEC ESMPRO
Manager.

Assign a name different from other managed component names. Do
not enter a name including blank characters. Uppercase characters
are distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter
a name including blank characters. Only blank characters cannot be
entered. Also, please do not enter a name containing blank
characters. The blank characters will be removed if there are half-
width blank characters before or after the string. Uppercase
characters are distinguished from lowercase characters. Optional.
Destination Group Specify the group to which the managed component will belong. See
"1.3.2 Add component to Group" for the information about
creating group.

Common Setting

OS IP Address | Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi / iStorage

Management Select "Registration" to manage the system of the component.
Management Type Select WS-Man *1.

User Name/Password | Enter an administrative user’s account of VMware ESXi server.
Communication This is displayed only when WS-Man is selected as the management
Protocol target.

Select protocol HTTP/HTTPS for connection WS-Man service. *1

- NEC ESMPRO ServerAgentService (Windows) is installed.

If you want to use HTTPS for WS-Man communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3
HTTPS Setting in the ESMPRO/ServerAgentService Installation
Guide (Windows).

- NEC ESMPRO ServerAgentService (Linux) is installed.
Select HTTPS.

- The operating system of the managed component is VMware
ESXi7.
Select HTTPS.

Port Number Enter port number where WS-Man service listens for connection. *2

- NEC ESMPRO ServerAgentService (Windows) is installed.
If you want to use HTTP, enter 5985.
If you want to use HTTPS, enter 5986.

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter 5986.

- The operating system of the managed component is VMware

ESXi7.
Enter 443.
RAID system management
Management Select "Registration" to manage the RAID system of the component.

If the operating system of the managed component is VMware ESXi,
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| WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration" to manage the component using NEC
ExpressUpdate Agent | ExpressUpdate.

Updates via | Select "Registration" to manage the component using Management
Management Controller

Controller

"BMC (EXPRESSSCOPE Engine)" / "iLO'" / "BMC (Other)" / "vPro" (Common)

Management

Select "Registration" otherwise NEC ESMPRO Manager may not
monitor HW status.

Management Type

In the case of VMware ESXi server integrated BMC:

Select "BMC".

In the case of VMware ESXi server integrated iLO:

Select "iLO".

In the case of VMware ESXi server integrated BMC other than
"BMC (EXPRESSSCOPE Engine)":

Select "BMC (Other)".

Authentication Key

If select “BMC (EXPRESSSCOPE Engine)” in “Management
Type”, this item will be displayed.

Enter the "authentication key" that you set in “1.2 Configure BMC
on Managed Component”.

User Name

If select “iLO” or “BMC (Other)” in “Management Type”, this item

Password

will be displayed.

If select “iLO” in “Management Type”, enter the user name and
password for communication with the iLO, *3

If select “BMC (Other)” in “Management Type”, enter the user name
and password for communication with the BMC (Other). *4

Access Mode

Select "Access Mode" used by communication with BMC(Other).
*5

* Auto
If "Auto" is selected as an access method and connection is
established with both (IPMI and Redfish) the access methods i.e.
then refer "Priority access mode at the time of automatic selection"
option in Classic Mode's Environment-Settings Network screen
and selected access method will get the priority for server
registration process.

* Redfish
Specify Redfish as the "Access Mode" for BMC (other).

 IPMI
Specify IPMI as the "Access Mode" for BMC (other).

Port Number

Specify the Connection Port Number used by Redfish.
If you select "Auto" or "Redfish" as the access method, port number
settings are Mandatory..

"BMC (EXPRESSSCOPE Engine)" / "iLO" / "BMC (Other)" / "vPro" (LAN)

Current IP Address If you set both “IP Address1” and “IP Address2”, specify which IP
address you want to use for connection.
Failover This setting is valid only when both “IP Addressl1” and “IP

Address2” are set.
“Failover” feature.

Determine whether to enable/disable the

IP Address 1

Enter the IP address that is specified on LAN1 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter
the IP address of the management LAN port for the CPU/IO module
0 to the form.

If the managed component is a server which has EXPRESSSCOPE
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Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

IP Address 2 No input is required.

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 Regarding a port number for WS-Man communication, refer to “Appendix C. Port
number for WS-Man communication”.

*3 Set a user name and a password of following user account. Please refer to "iLOS5
user’s guide" or "iLO6 user’s guide" for details about a user account of iLO.

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't
use some function for managing iLO.

*4 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account of
BMC (Other).

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

*5 When using "Redfish" as the access method for BMC (other) and using self-signed
certificates, it is necessary to refer to "4.3.1 Environment setting" in
ESMPRO/ServerManager to allow self-signed certificates for communication
between the BMC (other) component and ESMPRO/ServerManager.

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management and iLO management and BMC
(Other) management are disabled, NEC ESMPRO Manager cannot monitor HW
status. Detailed information is shown in the connection check result screen.

IMPORTANT:
When the access method for BMC (other) is Redfish, the remote console function
and console log settings cannot be used. Other than that, there is no difference in
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(4) Click “ADD”.

If there is an error in the input content, correct the input content following the message.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin ~

@& Dashboard -8 Register & Component A AlertViewer 3§ Tools ~

Destination Group root .
Discovery Mode © P Address Range Discovery Network Address Discovery

Start Address [Required]

End Address [Required]

@ @ Server/ Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery © Enable Disable

SNMP Community Name [Required] public

WS-Man (NEC ESMPRO ServerAgentService, ESXI7 earlier)

Discovery © Enable Disable

User Name/Password [Required] ’ ADD

ESXi (ESXi8)

Discovery © Enable Disable
User Name/Password [Required) ’ ADD

REST AP (iStorage V series)

Discovery © Enable Disable

User Name/Password [Required] /

RAID system (Universal RAID Utility)
Discovery © Enable Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery © Enable Disable
BMC(EXPRESSSCOPE Engine)

Discovery © Enable Disable

"BMC(EXPRESSSCOPE Engine)" is target for PE Engine1/2/3/ /3SR EM
ADE), BMC(ECO CENTER), BMC(many core server)
For cases other than the above and "ILO" and "Pro", Please select "BMC (Other)"

If BMC(EXPRESSSCOPE Engine) management Is disabled, NEC ESMPRO Manager cannot monitor HW errors of some s
ervers. Please refer to the result page of auto registration.

NEC ExpressUpdate © Enable Disable
Authentication Key [Required] ADD
iLo

Discovery © Enable Disable

If iLO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the
result page of auto registration

User Name/Password [Required] / En

BMC (Other)

Discovery © Enable Disable

If BMC(Other)management Is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe
£ 10 the result page of auto registration

Access Mode © Auto Redfish PMI

If "Auto” is selected as an access method and connection is established with both (IPMI and Redfish) the access meth

ods i.e. th mode at the time of automatic selection” option in Classic Mode's Environment-Settings

rofer “Priority acces

Network screen and selected access method will get the priority for server registration process

User Name/Password [Required] / ADD

Intel(R) vPro(TM) Technology

Discovery © Enable Disable

User Name/Password [Required] /

@B Network Device

@B Other Computer Device
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(5) "CHECK CONNECTION” is displayed.

Click “CHECK CONNECTION” to start it.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard  J§ Register & Component A AlertViewer 3§ Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

To remotely manage components,
please continue to perform check connection.

CHECK CONNECTION

(6) If the "CHECK CONNECTION" is completed, “Connection check results” screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard B§ Register & Component J\ AlertViewer 3% Tools ~

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management

Connection check results

Management Detected Detail

WS-Man (NEC ESMPRO Detected  WS-Man management can be used.
ServerAgentService, ESXi7

earlier)

BACK TO COMPONENT LIST CONTINUE REGISTERING

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

Click the "Name" of the component that could not be registered in the
"Component List". The connection settings screen in Classic mode will be
displayed. Please check that there are no errors in the entered items. For more
details, please refer to the online help for NEC ESMPRO Manager.
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10.3.2.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
@ Dashboard orr‘ponen: A AertViewer 3§ Tools ~

& Component Status A Alert Status

The component is not registered No alerts are unread.

199



NEC ESMPRO Manager Setup Guide

(2) Click the “Server / Storage”

of "Auto Registration".

ESMPRO

@@ Dashboard - Register & Component A\ AlertViewer

Manual Registration

Destination Group root
Discovery Range

Discovery Mode

Start Address [Required]

End Address [Required]

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery © enable

SNMP Community Name [Required] public

Discovery © Enable

User Name/Password [Required]

ESXi (ESXi8)

Discovery © Enable

User Name/Password [Required)

REST AP (iStorage V series)

Discovery © Enable

User Name/Password [Required)

RAID system (Universal RAID Utility)
Discovery © Enable

NEC ExpressUpdate (ExpressUpdate Agent)

Discovery © Enable
BMC(EXPRESSSCOPE Engine)
Discovery © Enable

ADE), BMC(ECO CENTER), BMC(many core server)

NEC ExpressUpdate © Enable
Authentication Key [Required]

iLo

Discovery © Enable

result page of auto registration

User Name/Password [Requirad)

BMC (Other)

Discovery © Enable

10 the result page of auto registration

Access Mode O Auto

User Name/Password [Required]

Intel(R) vPro(TM) Technology

Discovery © enable

User Name/Password [Required]

@B Network Device

© IP Address Range Discovery

ods i.e. then refer "Priority access mode at the time of automatic s
Network screen and selected access method will get the priority for server registration process.

About NEC ESMPRO Manager Help Classic Mode & admin ~

3% Tools ~

o

Network Address Discovery

Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

Disable

/ ADD
Disable

/ ADD
Disab!

/ ADD

Disable

Disable

Disable

*BMC(EXPRESSSCOPE Engine)" is target for EXPRESSSCOPE Engine1/2/3/3ft/25P/3SP, EM Card(SIGMABL

For cases other than the above and “ILO" and "vPro", Please select "BMC (Other)"
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some s
ervers. Please refer to the result page of auto registration

Disable

Disable

4 If iLO management is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the

:

Disable

1f BMC(Other)management Is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refe

Redfish PMI

A If "Auto” is selected as an access method and connection is established with both (IPMI and Redfish) the access meth

ction” option in Classic Mode's Environment-S

ttings

Disable

/ ADD

RUN DISCOVERY

@B Other Computer Device
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(3) Input the following items to search VMware ESXi servers.

Destination Group Specify the group to which the managed component will belong. When
you add the group to which the managed component will belong, See
"1.3.2 Add component to Group" for the information about creating
group.

Discovery Range

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed  components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search" for "Search Mode", specify

Network Mask the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery

| Select “Disable”

WS-Man(NEC ESMPRO ServerAgentService, ESXi7)

Discovery

Select “Enable”. *1

User Name/Password

Enter an administrative user’s account of VMware ESXi server.
Click “Add” button and you can add a pair of username and password up
to 5. *2

ESXi (ESXi8)

Discovery

Select “Enable”. *1

User Name/Password

Enter username and password for ESXi (ESXi8) communication. The
account must be a system administrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *2

REST API(iStorage V series)

Discovery

| Select "Disable".

RAID system management

Management Select "Enable" to manage the RAID system of the component.
WS-Man management must be enabled in addition to this setting.
Select "Disable" when the operating system of the managed component
is VMware ESXiS8.

NEC ExpressUpdate

Updates via NEC | Select "Disable".

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery If you search for VMware ESXi server in which BMC is integrated, select
"Enable" otherwise NEC ESMPRO Manager cannot monitor HW status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

ExpressUpdate

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *2 *3

iLO

Discovery If you search for VMware ESXi server in which iLO is integrated, select
“Enable” otherwise NEC ESMPRO Manager cannot monitor HW status.

User Name/Password Enter username and password for communication with the iLO,
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Clicking “Add” button, you can enter up to 5 pairs of username and
password. *5

BMC (Other)

Discovery

If you search for VMware ESXi server in which BMC other than "BMC
(EXPRESSSCOPE Engine)" is integrated, select “Enable” otherwise
NEC ESMPRO Manager cannot monitor HW status.

Access Mode

Select "Access Mode" used by communication with BMC(Other). *7
* Auto
If "Auto" is selected as an access method and connection is established
with both (IPMI and Redfish) the access methods i.e. then refer
"Priority access mode at the time of automatic selection" option in
Classic Mode's Environment-Settings Network screen and selected
access method will get the priority for server registration process.
* Redfish
Specify Redfish as the "Access Mode" for BMC (other).
+ [PMI
Specify IPMI as the "Access Mode" for BMC (other).

User Name/Password

Enter username and password for communication with the BMC (Other).
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *6

Intel(R) vPro(TM) Technology

Discovery

| Select “Disable”

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 On "Settings" - “Environment” - “Auto Registration Setting List” screen, you can
manage a list of username/password and authentication key. All entries in the list are

*3 If you register the "Management Controller" management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module 0 and 1.

*4 If you register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BMC model), you should specify the search range

*5 Set a user name and a password of following user account. Please refer to "iLOS
user’s guide" or "iLO6 user’s guide" for details about a user account of iLO.

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't
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"BMC/CMC Management Console User's Guide" for details about a user account of
BMC (Other).

-- Administrator of the default user

-- Additional user with all user privileges.

If a user account of other than the above is used, there is a possibility that you can't
use some function for managing BMC (Other).

*7 When using "Redfish" as the access method for BMC (other) and using self-signed
certificates, it is necessary to refer to "4.3.1 Environment setting" in
ESMPRO/ServerManager to allow self-signed certificates for communication
between the BMC (other) component and ESMPRO/ServerManager.

IMPORTANT:

+ If BMC(EXPRESSSCOPE Engine) management and iLO management and BMC
(Other) management are disabled, NEC ESMPRO Manager may not be able to
monitor HW status. Detailed information is shown in the connection check result
screen.

IMPORTANT:
When the access method for BMC (other) is Redfish, the remote console function
and console log settings cannot be used. Other than that, there is no difference in
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(4) Click "RUN DISCOVERY".

ESMPRO About NEC ESMPRO Manager Help Classic Mode
@& Dashboard § Register & Component 4\ AlertViewer % Tools ~
Auto Registration Manual Registration
Destination Group root *
Discovery Range
Discovery Mode © IP Address Range Discovery Network Address Discovery
Start Address [Required] 192 .| 168 R:] .9
End Address [Required] 192 .| 168 R:] .9

Server / Storage

SNMP (NEC ESMPRO Agent, iStorage M series)

Discovery Enable © Disable

WS-Man (NEC ESMPRO ServerAgentService, ESXi7 earlier)

Discovery © Enable Disable

User Name/Password [Required] root [ rerrenesen ADD
ESXi (ESXi8)

Discovery Enable © Disable

REST API (iStorage V series)

Discovery Enable © Disable

RAID system (Universal RAID Utility)

Discovery Enable © Disable
NEC ExpressUpdate (ExpressUpdate Agent)

Discovery Enable © Disable

BMC(EXPRESSSCOPE Engine)

Discovery Enable © Disable
iLO
Discovery Enable © Disable

BMC (Other)

Discovery Enable © Disable

Intel(R) vPro(TM) Technology

Discovery Enable © Disable

@P Network Device

@P Other Computer Device

RUN DISCOVERY

admin ~
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When you click the "RUN DISCOVERY", you may see a message "The search
cannot be started.". If you have enabled "WS-Man Discovery", please check whether
a "Self Signed Certificate" is allowed in section "1.3.1 Environment setting".

When you click the "RUN DISCOVERY", the discovery for components will begin and the "Auto
Registration in Progress" screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

()

Auto Registration in Progress

@& Dashboard - Register & Component A\ AlertViewer 3§ Tools -

Discovery Mode IP Address Range Discovery
Start Address 192.168.8.9
End Address 192.168.8.9

‘CANCEL

A\ Even if switch screens or log out, you can check the progress by opening this screen again.

(5) When the "Auto Registration" is completed, following message will be displayed. Click “OK”.

localhost:21120 says

2023/10/17 18:06:00 Obtaining/changing of the component name was

completed, and the automatic registration was successful.
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(6) Component registered is displayed on “Auto Registration Results”.

Clicking the “name” will open the Classic mode, where you can confirm the registered information.

ESMPRO About NEC ESMPRO Manager Help ClassicMode = & admin~

@ Dashboard 1§ Register & Component A AlertViewer 3% Tools ~

Auto Registration Manual Registration

Auto Registration Results

Entry Count:litem(s)

Name IP Address Management LAN IP Address 1 Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents

ESXi6_7u2 192.168.8.9 ExpressUpdate Disable

Management Controller management
cannot be used. Hardware monitoring
function is unavailable.

BACK TO COMPONENT LIST CONTINUE REGISTERING

Name Description
Name Component name
IP address IP address

Management LAN IP Address 1 IP address of BMC (EXPRESSSCOPE Engine) /iLO/BMC
(Other) /vPro)

Management LAN IP Address 2 IP address of BMC (EXPRESSSCOP Engine) (LAN port2 is
supported.)

Install NEC ExpressUpdate Agent | « ExpressUpdate is enable

When "NEC ExpressUpdate(ExpressUpdate Agent)" is
enabled, and a component that can be installed with
ExpressUpdate Agent is discovered.

* ExpressUpdate is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is disable
- "NEC ExpressUpdate(ExpressUpdate Agent)" is enabled,
but there is not component that can be installed with
ExpressUpdate Agent.
Contents + A component has been added.
This message will be displayed if the component is
successfully registered.
+ Management Controller management cannot be used.
Hardware monitoring function is unavailable.
This message will be displayed when BMC
(EXPRESSSCOPE engine)/iLO/BMC (other)/vPro
cannot be discovered for a component registered by an
OS IP address. If you want to register the Management
Controller management function, click the "Name". The
connection settings screen in Classic mode will be
displayed, so you can perform the registration here.

206



NEC ESMPRO Manager Setup Guide

10.4 Upgrading to VMware ESXi 8.0
10.4.1 Changing the Managed device
Change to ESXi management from WS-Man management when being upgraded by VMware ESXi8.

(1) Inthe ESXi management, it does not use when setting the following to manage WS-Man in NEC
ESMPRO Manager.

+ Enable the WBEM service.

+ Configure the sfcbd service to restart automatically when VMware ESXi boots.
* Enable the Service Location Protocol service.

Therefore, the following configure when not using except NEC ESMPRO Manager.

+ Disable the WBEM service.

Execute following command to disable the WBEM service.
# esxcli system wbem set --enable false

+ Do not automatically restart the sfcbd service when VMware ESXi boots.
Delete the following line added to /etc/rc.local.d/local.sh.
/etc/init.d/sfcbd-watchdog restart

+ Disable the Service Location Protocol service.
Perform the Solution "To implement the workaround perform the following steps:" of
the following knowledge information.
How to Disable/Enable the SLP Service on VMware ESXi (76372)
https://kb.vmware.com/s/article/76372

(2) Click “Classic Mode”

ESMPRO About NEC ESMPRO Manager Hel< Classic Mode >admm'

@ Dashboard N Register & Component M AlertViewer J§ Tools ~

& Component Status A Alert Status

The component is not registered No alerts are unread.

(3) Click the component of the VMware ESXi 7 or earlier server

Uszer
ESMPRO

ExpEther | Tools |

Page[ 1]

e T— T
ed

Mot P

et

Registered alid> Mot Registered Mot Ret
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(4) Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed. Click "Edit".

User Name : admin [ Authority : Administrator ] SRS
ExpEther | Tools | Environment | About NEG ESMPRO Manager | Hel
roat > ESXi6 > Cogg [ RAD System Management Made : Advanced Mode |

ESMPRO

1tom Narns

Cornponent Name ESXiG

Alias ESXiG

gk Un Setting Group root

Gonnection Typs Lant

Common Setting .

05 P Address 192.16885

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi
aeement

[5 Remot

[P Alert Destination

Registered<ualid>
WS-an (NEC ESMPRO ServerAgentService, before ESXIT)

wwwwwwwwwwwwwwww

Updates via NEG Expressipdate Azent
“BMG (EXPRESSSCOPE Engine)” / “iLO" / “BMG (Othcgiie
M

(5) Change into ESXi management from WS-Man management.

Name \ Value

SNMP (NEC ESMPRO Agent) / WS-Man / ESXi

Management Type Change to ESXi from WS-Man.

User Name/Password Enter an administrative user’s account of VMware ESXi server.
Communication This is displayed only when WS-Man is selected as the management
Protocol target.

Select protocol HTTP/HTTPS for connection WS-Man service. *1

- NEC ESMPRO ServerAgentService (Windows) is installed.

If you want to use HTTPS for WS-Man communication with
ESMPRO/ServerAgentService, refer to Chapter 2, Installation 3.3
HTTPS Setting in the ESMPRO/ServerAgentService Installation Guide
(Windows).

- NEC ESMPRO ServerAgentService (Linux) is installed.
Select HTTPS.

- The operating system of the managed component is VMware ESXi7.
Select HTTPS.

Port Number Enter port number where WS-Man service listens for connection. *2

- NEC ESMPRO ServerAgentService (Windows) is installed.
If you want to use HTTP, enter 5985.
If you want to use HTTPS, enter 5986.

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter 5986.

- The operating system of the managed component is VMware ESXi7.

Enter 443.
RAID system management
Management | In case of Registration, choose Unregistration.

(6) Click "Apply".
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Constitution Setting

v F Esxi6 13 Server setting

| B Gonnection Settine |

F
[ Remate Wake Un Setting

Alert Destination

Alive Monitoring Setting

ExpEther | Tools | Envirorment | About NEC ESMPRO Manager | Help
[RAD System Management Mode : Advanced Mode ]

Remote Control

Item Name Setup Value
Gomponent Name [required] Esxis
Alias ESXig

Group

Cennection Type ®LAN  Dirsct  Modem

~
OF P Address [required] [
SNMP (NEC ESMPRO Agent) / WS-Man / ESXi

Maragerent X ® Registration () Unregistration
) SNMP (MEC ESMPRO Agent, NEG Storags)
) WS-Man (NEG: ESMPRO Server AgentService, befors ESXIT)
® Esxi (Esxis)

d] [administartor |

Management Type

User Name [requit

Password [required]

Maragement n ® Unregistration

NEC
Updates via NEC ExpressUpdate Azent
"BMG (EXPRESSSCOPE Engine)”

ion © Unregistration

7 "ILO" / "BMG (Other)” / “vPro”
Maragement ® Registration () Urregistration
&lﬁ BMC / ILO manazerment is disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers. Please refer to the result page
of connection check.

Management Type Ovec ® Lo O Buc(other) O vPro
[ "EMG(EXPRESSSCOPE Enginel is tareet for EXPRESSSOOPE Encine 1/2/3/3ft/25P/35P EM Gard(SISMABLADE). BMG{EGO CENTER),
BMGimany core serve P . .
For cases other than the above and “iLO" and “wPro”, please select “BMG({Dther)
[administrator |

User Name [required]

Password [required] [
OHTTP ® HTTPS
Port Number [required] 443

“BMC (EXPRESSSCOPE Engine)” / “iLO" / "BMC (Other)” / "wPro” (LAN)
P Address1 [required]

Gomrrunication Protocol
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U]

Click the “Connection Setting” from “Setting” tab of the managed component.
Click “Check Connection” to collect the VMware ESXi server information for the management.

When the “Check Connection” is completed, the NEC ESMPRO Manager starts to control the
VMware ESXi server.
Detected Detail
Detected The feature was detected.

NEC ESMPRO Manager can use the feature to manage the component.

Not Detected

The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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Chapterll Setup for the Alert only Component

NEC ESMPRO Manager ver.6.02 or later can receive SNMP Trap from registered component as “Alert Only
Management”.
This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the Alert only Component

11.1 Setup Flow

Perform the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the managed SNMP Trap
component on the same network.

(2) Configure SNMP Trap on the managed Alert only component by NEC ESMPRO Manager to enable SNMP
Trap.
* Please refer to procedure manual of component to enable SNMP Trap.

(3) Register the managed component on NEC ESMPRO Manager.
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11.2 Register a managed component on NEC ESMPRO Manager
To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager

and perform in the following order:

If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will

belong.

+ Alert Only Management can be registered from “Manual Registration”. Cannot be
registered from “Auto Registration”.

(1) Click "Register".

ESMPROQO About NEC ESMPRO Manager Help Classic Mode & admin~
& Dashboard B Component A\ AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread

(2) Click the “Alert Only Management” of “Manual Registration” tab.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard B Register & Component M AlertViewer X Tools ~

Auto Registratior Manual Registratiof

Server / Storage Network Device Other Computer Device Alert Only Management . BACK TO COMPONENT LIST

S ———

Component Name [Required
Alias
Destination Group root

IP Address [Required]
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(3) Click the managed component's "Group name".

Name \ Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Only blank characters cannot be entered.
Also, please do not enter a name containing blank characters. The blank
characters will be removed if there are half-width blank characters before
or after the string. Uppercase characters are distinguished from lowercase
characters. Optional.

Destination Group Specify the group to which the managed component will belong.
Common Setting
IP Address | Specify the OS IP Address of the managed component.

(4) Click “ADD”.

If there is an error in the input content, correct the input content following the message.
If the registration is successful, "Alert Only Management registration was successful." will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard 1§ Register & Component 4 AlertViewer 3§ Tools ~

Auto Registration Manual Registration

Server / Storage Network Device QOther Computer Device Alert Only Management BACK TO COMPONENT LIST

Component Name [Required] AlertOnly
Alias
Destination Group root :

IP Address [Required] 192, 168 . 8 m

&

(5) Component registered is displayed in“Component List*.
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Chapter1l2 Setup for ExpEther

NEC ESMPRO Manager ver.6.15 or later can manage ExpEther.

12.1 Notes of before setup

NEC ESMPRO Manager cooperates with ExpEther Manager to manage ExpEther.

ExpEther must have its host's serial number in own EEPROM so that NEC ESMPRO Manager can manage
ExpEther. So User should set host's serial number to the EEPROM on ExpEther board by using
ExpEtherConfigTool.

For the ExpEtherConfig Tool, see the user's guide of ExpEther 10 Expansion Unit (40G).

12.2 Setup Flow

Perform the following setup procedure:

(1) Install ExpEther Manager on the server which is connected to the same network as NEC ESMPRO
Manager.

For the installation of ExpEther Manager, see the user's guide of ExpEther 10 Expansion Unit (40G).

(2) Register the ExpEther Manager on NEC ESMPRO Manager by using "Discovery ExpEther Manager
API".

Perform "Discovery ExpEther Manager API" after performing “Login API”.

Refer to “NEC ESMPRO Manager Ver.7 RESTful API Reference” for details of APIL.

When executing "Diascovery ExpEther Manager API", you can use a sample script which is
mentioned in “Appendix E. Means to perform REST API using a sample script”.

214



NEC ESMPRO Manager Setup Guide

Chapterl3 Setup for Managed Component of Network
Device

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the Network Device.

13.1 Setup Flow

Setup by the following setup procedure:

(1) Connect the management PC on which NEC ESMPRO Manager is installed and the Network Device on
the same network.

(2) Perform the necessary setup for registering the Network Device.
Enable SNMP communication for the Network Device that support SNMPv1 MIB2.

(3) Register the Network Device in NEC ESMPRO Manager.

13.2 Register a managed component on NEC ESMPRO Manager
In order to register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO
Manager and perform the following procedure:

If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will
belong.
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13.2.1 Register the Network Device

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of Network Device.

Auto Registration
This method automatically searches the network for managed components and Network Device that are
not registered yet in the NEC ESMPRO Manager and registers them.

13.2.1.1 Manual Registration

(1) Click “Register”.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
& Dashboard mpanem A AlertViewer 3¢ Tools =
& Component Status A Alert Status
The component is not registered No alerts are unread.

(2) Click the “Network Device” of “Manual Registration” tab.

ESMPRO About NEC ESMPRO Manager Help Classic Mode = & admin~

@& Dashboard 3§ Register & Component M AlertViewer 3§ Tools ~

Auto Registration Manual Registration
Server / Stora ‘ Network Device ’ ver Computer Device Alert Only Management BACK TO COMPONENT LIST

Component Name [Reguired]

Alias

Destination Group root

IP Address [Required]

SNMP Community Name [Required] public
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(3) Input the following items.

Name \ Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from Network Device names. Do not enter a name
including blank characters. Uppercase characters are distinguished from
lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Only blank characters cannot be entered.
Also, please do not enter a name containing blank characters. The blank
characters will be removed if there are half-width blank characters before
or after the string. Uppercase characters are distinguished from lowercase
characters. Optional.

Destination Group Specify the group to which the managed component will belong. When you
add the group to which the managed component will belong, See "1.3.2
Add component to Group" for the information about creating group.

IP Address Enter IP Address of the Network Device.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

(4) Click "ADD".

If the registration is successful, "Network device registration was successful." will be displayed.
If the registration fails, "Failed to register network device." will be displayed. Please ensure that the entered
information is correct.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard B Register & Component A AlertViewer 3§ Tools ~

Auto Registration | Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management BACK TO COMPONENT LIST

Component Name [Required] NetWork

Alias

Destination Group root

IP Address [Required] 192 168 8 .07

SNMP Community Name [Required] public

(5) The Network Device registered is displayed in “Component List”
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13.2.1.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
@& Dashboard § Register omponent A AlertViewer 3§ Tools ~
& Component Status A Aert Status
The component is not registered. No alerts are unread.
(2) Click the “Network Device” of "Auto Registration".
About NEC ESMPRO Manager Help Classic Mode & admin~

ESMPRO

Manual Registration

Destination Group root

Discovery Range

Discovery Mode

Start Address [Required]

End Address [Required]

@ Server / Storage

Network Device

SNMP Community Name [Required] public

& Dashboard J§ Register & Component g\ AlertViewer 3% Tools ~

O IP Address Range Discovery Network Address Discovery

RUN DISCOVERY

@D Other Computer Device
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(3) Input the following items to search managed components based on Network Device.

Name \ Value

Destination Group Specify the group to which the managed component will belong. When you
add the group to which the managed component will belong, see “1.3.2 Add
component to Group” for the information.

Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search" for "Search Mode", specify the

Network Mask network address and network mask of the managed component to be

searched for.

SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

(4) Click "RUN DISCOVERY".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

& Dashboard 5 Register & Component /A AlertViewer 3§ Tools ~

Auto Registration Manual Registration

Destination Group root

Discovery Range

|

Discovery Mode © IP Address Range Discovery Network Address Discovery
Start Address [Required] 192 . 168 . 8 .| 107
End Address [Required] 192 . les .. 8 L 107

@B Server / Storage

(@ Network Device

SNMP Community Name [Required] public

@B Other Computer Device

’ |

‘ RUN DISCOVERY ’

Click "RUN DISCOVERY" and then the search for the managed components will start.
The screen “Auto Registration in Progress” is displayed.
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ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

X Dashboard 4§ Register & Component M\ AlertViewer 3§ Tools -

Auto Registration  Manual Registration
Auto Registration in Progress
Discovery Mode IP Address Range Discovery
Start Address 192.168.8.107
End Address 192.168.8.107

i Even if switch screens or log out, you can check the progress by opening this screen again

(5) When the "Auto Registration™ is completed, following message will be displayed. Click “OK”.

localhost:21120 says

2023/10/17 18:32:37 Obtaining/changing of the component name was
completed, and the automatic registration was successful.
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(6) Component registered is displayed on “Auto Registration Results”.

ESMPRO

@& Dashboard 4§ Register & Component

Auto Registration Manual Registration

Entry Count:1item(s)

Name IP Address

Network 192.168.8.107

A AlertViewer 3§ Tools ~

Managernent LAN IP Address 1

BACK TO COMPONENT LIST CONTINUE REGISTERING

About NEC ESMPRO Manager Help Classic Mode & admin~

Auto Registration Results

Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents

ExpressUpdate Disable The compenent was added.

Name Component name
IP address IP address

Management LAN IP Address 1 It is not displayed.
Management LAN IP Address 2 It is not displayed.

Install NEC ExpressUpdate Agent

* ExpressUpdate is disable
This function is not supported.

Contents + The component has been added.
This message is displayed when a component has been
successfully registered.
s

+ If the system management cannot discover the managed component name, the
"Name" of "Component List" will be "ManagementController".
The following components will be named "ManagementController + number".
If you want to change the name, click the "Name" in the "Component List" to launch
Classic mode, and then click "Setting" -> "Connection Setting" ->"Edit" to change
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Chapter1l4 Setup for Managed Component of Other
Computer Device

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the Other Computer
Device component.

14.1 Setup Flow

Setup by the following setup procedure:

(1) Change account of ESMPRO/SM Task Service according to the following procedure for managing
Other Computer Device.

1. Launch “Services” from “Administrative Tools” of “Control Panel”.
2. Stop ESMPRO/SM Web Service.
3. Stop ESMPRO/SM Task Service.
4. Double-click ESMPRO/SM Task Service and the property screen is displayed.
5. Select “This account” instead of “Local System account” on “LogOn” tab.
6. Enter “account” and “Password” with administrator privileges, and click “OK”.
7.  Start ESMPRO/SM Task Service.
8.  Start ESMPRO/SM Web Service.
(2) Connect the management PC on which NEC ESMPRO Manager is installed and the Network Device
on the same network.

(3) Perform the necessary setup to register the Other Computer Device.

The following settings are required according to OS of Other Computer Device.
+ Windows Server 2016 / 2019 / 2022, Windows 10/ 11

- Please Setting category of network to domain or private network.

- If windows firewall is enabled, the communication will be interrupted, so you won’t be able to
manage it correctly. Open following port that is not opened.

_ PG for management protocol/ | Other Computer Device
Function . .
Component Port direction | Port Component
TCP

Detail display,

5985 |WinRM Service
remote control

INEC ESMPRO Manager | Unknown

—
—

- Run PowerShell with ”Run as Administrator”, execute the following command in Windows 2016.
Set-WSManQuickConfig —Force

* Red Hat Enterprise Linux
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- For Red Hat Enterprise Linux 9, it is necessary to enable SSH login for the root account.
- Open the following port if it is not opened.

, PC for management protocol/ | Other Computer Device
Function . .
Component Port direction | Port Component
o g TCP
Detail display, |\(p EoMPRO Manager | Unknown R 2 |ssH
remote control -

(4) Register the Other Computer Device in NEC ESMPRO Manager.
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14.2 Register Other Computer Device on NEC ESMPRO Manager
In order to register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO
Manager and perform the following procedure:

If necessary, see “1.3.2 Add component to Group” and add the group to which the managed component will
belong.

14.2.1 Register the Other Computer Device

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of Other Computer Device.

Auto Registration
This method automatically searches the network for managed components and Other Computer Device
that are not registered yet on the NEC ESMPRO Manager and registers them.

224



NEC ESMPRO Manager Setup Guide

14.2.1.1 Manual Registration

(1) Click “Register”.

ESMPRO About NEC ESMPRO Manager Help ClassicMode & admin~
% Dashboard Component A\ AlertViewer 3% Tools ~
& Component Status A Alert Status
The component is not registered No alerts are unread.

(2) Click the “Other Computer Device” of “Manual Registration” tab.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@& Dashboard 1§ Register & Component £\ AlertViewer }$ Tools ~

Auto Registration Manual Registr:

Server / Storage Network Device, ‘ Other Computer Device .

Component Name [Required]

ert Only Management BACK TO COMPONENT LIST

Alias

Destination Group root :
IP Address [Required]

User Name [Required]

Password [Required]
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(3) Input the following items.

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from Other Computer Device names. Do not enter
a name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Only blank characters cannot be entered.
Also, please do not enter a name containing blank characters. The blank
characters will be removed if there are half-width blank characters before
or after the string. Uppercase characters are distinguished from lowercase
characters. Optional.

Destination Group Specify the group to which the managed component will belong. When you
add the group to which the managed component will belong, See "1.3.2
Add component to Group" for the information about creating group.

IP Address Enter IP Address of the Other Computer Device.
User Name Enter the user name and password for communication with Other Computer
Password Device.

- Windows

Enter Username/Password of Windows system Administrator.

- Linux
Enter root/Password of Linux operating system.

226



NEC ESMPRO Manager Setup Guide

(4) Click "ADD".

If the registration is successful, "Other Computer Device registration was successful." will be displayed.
If the registration fails, "Failed to register Other Computer Device. Please check the input information or
the ESMPRO/SM Task Service logon account" will be displayed. Please ensure that the entered information
is correct. If “Failed to register Other Computer Device” is displayed, please check whether procedure2
in ”14.1 Setup Flow” is executed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@& Dashboard -§ Register & Component 4\ AlertViewer 3% Tools -

Auto Registration Manual Registration

Server / Storage Network Device Other Computer Device Alert Only Management BACK TO COMPONENT LIST

Component Name [Required] OtherComputer

Alias

Destination Group root *

IP Address [Required] 192 . 168 .| 8 . 59
User Name [Required] root

Password [Required]

&

(5) The Other Computer Device registered will be displayed in “Component List”.
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14.2.1.2 Auto Registration

(1) Click "Register".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
@ Dashboard mponam A AlertViewer 3§ Tools ~
& Component Status A Alert Status
The component is not registered. No alerts are unread.

(2) Click the “Other Computer Device” of "Auto Registration".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

% Dashboard - Register & Component £\ AlertViewer ¥ Tools ~

Auto Reg n Manual Registration

Destination Group root s
Discovery Range
Discovery Mode © IP Address Range Discovery Network Address Discovery

Start Address [Required]

End Address [Required]

Server / Storage

@P Network Device

Other Computer Device

User Name/Password [Required] /
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(3) Input the following items to search managed components based on Other Computer Device.

Destination Group Specify the group to which the managed component will belong. When you
add the group to which the managed component will belong, see “1.3.2 Add

comionent to Groui” for the information.

Discovery Mode With "IP Address Range Discovery" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Discovery" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network address.

Start Address When you select "IP Address Range Discovery" for "Discovery Mode",

End Address specify the start IP address and end IP address of the range in which
managed components are to be searched for.

Network Address When you select "Network Address Discovery" for "Discovery Mode",

Network Mask specify the network address and network mask of the managed component

to be searched for.

User Name/ Password | Enter the user name and password for communication with Other Computer
Device.

- Windows
Enter Username/Password of Windows system Administrator.

- Linux
Enter root/Password of Linux operating system.

(4)Click "RUN DISCOVERY".

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

& Dashboard § Register & Component M\ AlertViewer ¥ Tools -

Auto Registration Manual Registration

Destination Group root

Discovery Range

Discovery Mode © IP Address Range Discovery Network Address Discovery
Start Address [Required] 192 .| 168 |8 .59
End Address [Required] 192 .| 168 .. 8 . 59

@ Server / Storage

@B Network Davice

(@ Other Computer Device

User Name/Password [Required] root FARE

¢ rupiscover

Click "RUN DISCOVERY" and then the discovery for the managed components will start.
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“Auto Registration in Progress” screen will be displayed.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

4% Dashboard & Register & Component A\ AlertViewer 3§ Tools -

Auto Registration Manual Registration
Auto Registration in Progress
Discovery Mode IP Address Range Discovery
Start Address 192.168.8.59
End Address 192.168.8.59

A\ Even if switch screens or log out, you can check the pregress by opening this screen again,

(5) When the "Auto Registration™ is completed, following message will be displayed. Click “OK”.

localhost:21120 says

2023/10/17 18:47:02 Obtaining/changing of the component name was

completed, and the automatic registration was successful.
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(6) Component registered is displayed on “Auto Registration Results”

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@& Dashboard 4 Register & Component 4\ AlertViewer 3§ Tools -

Auto Registration Manual Registration

Auto Registration Results

Entry Count:Titem(s)

Name IP Address Managerment LAN IP Address 1 Management LAN IP Address 2 Install NEC ExpressUpdate Agent Contents

OtherComputer 192.168.8.59 ExpressUpdate Disable The component was added.

BACK TO COMPONENT LIST CONTINUE REGISTERING

Name Description

Name Component name
IP address IP address
Management LAN IP Address 1 It is not displayed.
Management LAN IP Address 2 It is not displayed.
Install NEC ExpressUpdate Agent | - ExpressUpdate is disable
This function is not supported.
Contents + The component has been added.
This message is displayed when a component has been
successfully registered.

+ In Auto Registration, If the system management cannot discover the managed
component name, the "Name" of "Component List" will be "OtherComputer”.
The following components will be named "OtherComputer + number".

+  Ifyou want to change the name, click the "Name" in the "Component List" to launch
Classic mode, and then click "Setting" -> "Connection Setting" ->"Edit" to change
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Chapter1l5 Operating groups

This chapter explains the procedure for the NEC ESMPRO Manager to add group or change name or delete
name.
See “1.3.2.1 Creating group” to create group.

15.1 Adding group

(1) Click “Component”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

omponent  AyghlertViewer 3§ Tools ~

& Component Status A Alert Status

% Dashboard 5§ Registel

The component is not registered. No alerts are unread.

(2) Click “checkbox” of component listed on “Component List”, and click “+ ADD GROUP”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode =~ & admin~

@ Dashboard J§ Register & Component A AlertViewer 3§ Tools ~

—

Component List + ADD GROUP ’ root B
S
REFRESH @ Error Warning DC-OFF/POST/OS Panic @® Unknown Normal Status Getting Not Monitored
Management LAN
Status w Name Type Linkage IP Address IP Address Memo
‘ ESXi6_7u2 Server 192.168.8.9
AlertOnly Alert Only 192.168.8.11
Network Network Device 192.168.8.107
OtherComputer Other Computer Device 192.168.8.59
GroupB. Group|Rename]
5 item(s) between 1 and 5 is displayed Pravious Next

DELETE SELECTED DEVICE/GROUP
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(3) Select group from group list, and click “REGISTER".

If you want create a new group for component here, click “+ ADD New Group” and enter group name.

Add devices or groups to the group. X

«»

GroupB

1 device(s) will be added

(] REGISTER

(4) The following message will be displayed, and click “OK”.

localhost:21120 says

GroupB to 1 component(s) have been added.

' oK )

P

(5) If you select a group that contains a component from the group list, the component or group will be
displayed in the “Component List”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
@& Dashboard 1§ Register & Component /A AlertViewer 3§ Tools ~
Component List + ADD GROUP B
® Error Warning DC-OFF/POST/0S Panic ® Unknown ®Normal Status Getting © Not Monitored
Management LAN
Status Type Linkage IP Address IP Address Memo
® Server 192.168.8.9
1 item(s) between 1 and 1 is displayed Previous - Next

15.2 Changing group name
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(1) In ”Component List”, click “Rename” on the right of the group under the “Type” column.

About NEC ESMPRO Manager Help Classic Mode =~ &

+ ADD GROUP

® Unknown ® Normal

admin~

ESMPRO

% Dashboard 5 Register & Component Jfk AlertViewer 3% Tools ~

Component List root 4

REFRESH

Status

@ Error Warning

= Linkage
Group[Rename]

1 item(s) between 1 and 1 is displayed

DC-OFF/POST/0S Panic Status Getting @ Not Monitored
Management LAN
<+ Name IP Address

[ ] GroupB

IP Address Memo

DELETE SELECTED DEVICE/GROUP

(2) Enter a new group name, and click ”APPLY”".

GroupB is renaming

[Please enter within 63 characters]

Registration components 1item(s)

APPLY

(3) Check the group name changed on “Component List”.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~
@& Dashboard -§ Register & Component /A AlertViewer 3§ Tools ~
Component List root N

@ Error Warning DC-OFF/POST/QS Panic @ Unknown @ Normal Status Getting ® Not Monitored

REFRESH

Management LAN

Status » Name
o Comowe D

Type Linkage

Group[Rename]

1 item(s) between 1 and 1 is displayed

IP Address

IP Address Memo

Previous Next
DELETE SELECTED DEVICE/GROUP
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15.3 Removing groups

If you delete a group, all components and sub-groups under this group will also be deleted.

(1) Select a group which target groups belong to.

ESMP RO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard 5§ Register & Component £\ AlertViewer 3% Tools ~

m ® Error Warning DC-OFF/POST/0S Panic ® Unknown ® Normal Status Getting ® Not Monitored
Management LAN
Status & Name Type Linkage IP Address IP Address Memo
L ] GroupC Group[Rename|
1 item(s) between 1 and 1 is displayed Previous Next

DELETE SELECTED DEVICE/GROUP

(2) Check target groups, click “DELETE SELECTED DEVICE/GROUP”.

You can check the components/groups displayed on the screen by clicking the checkbox located to the
left of the status column.

ESMPRO About NEC ESMPRO Manager Help Classic Mode & admin~

@ Dashboard f Register & Component A\ AlertViewer 3§ Tools ~

e — root

o«

m ®Error Warning DC-OFF/POST/OS Panic ® Unknown ® Normal Status Getting ® Not Monitored
Management LAN
B Status & Name Type Linkage IP Address IP Address Memo

GroupC Group[Rename]

1 item(s) between 1 and 1 is displayed Previous

‘ DELETE SELECTED DEVICE/GROUP

(3) Click “DELETE” and you can remove checked groups from NEC ESMPRO Manager.

Deletes the specified device/group. Please note that if a

device or group is registered under a group, it will be deleted
together.

DELETE CANCEL
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If delete start,”Group deletion started.” message is displayed and click “OK”.

localhost:21120 says

Group deletion started,

Deleting a group is executed sequentially, so the deleted group may still be displayed in
the Component List after deletion. Please do not rename the deleted group. If you
attempt to rename a deleted group, a name change screen without group name will be
displayed. In this case, please click 'x' to exit.

When you click “DELETE* on the “DELETE SELECTED DEVICE/GROUP” screen,
if you logout from NEC ESMPRO Manager before the message “Group deletion started”
is displayed, the deletion process may be interrupted and some of groups may not be
deleted. In this case, please execute the operation from step (1) for the groups that were
not deleted.
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Chapterl6 Removing components

This chapter explains the procedure for the NEC ESMPRO Manager to remove components.

16.1 Removing components

(1) Select a group which target components belong to.

ESMPRO About NEC ESMPRO Manager Help Classic Mode =~ & admin+

@ Dashboard 5 Register & Component 4 AlertViewer 3§ Tools ~

Component List + ADD GROUP +

REFRESH ®Error Warning DC-OFF/POST/0S Panic @ Unknown ®Normal Status Getting Not Monitored
Management LAN
Status « Name Type Linkage IP Address IP Address Memo
[ ] Server Server 192.168.8.59
1 item(s) between 1 and 1 is displayed brevious n Next

DELETE SELECTED DEVICE/GROUP

(2) Check target groups, click “DELETE SELECTED DEVICE/GROUP”.

You can check the components/groups displayed on the screen by clicking the checkbox located to the
left of the status column.

ESMPRO About NEC ESMPRO Manager Help Classic Mode = & admin~

& Dashboard 5 Register & Component 4\ AlertViewer 3§ Tools ~

Component List + ADD GROUP GroupB +

m ® Error Warning DC-OFF/POST/0S Panic ® Unknown ®Normal Status Getting Not Monitored

Management LAN

EI™N\Status % Name Type Linkage IP Address 1P Address Memo
[ Server Server 192.168.8.59

1 item(s) between 1 and 1 is displayed

Previous Next

‘ DELETE SELECTED DEVICE/GROUP ’

237



NEC ESMPRO Manager Setup Guide

(3) Click “DELETE” and “Deleting components.Please wait a minutes.” will be displayed. If the deletion finish,
“The deletion process is complete.” will be displayed, and click “OK”.

Deletes the specified device/group. Please note that if a
device or group is registered under a group, it will be deleted
together.

If a remote batch scheduled is set on the server, the message “The remote batch is set
on the specified component. Are you sure you want to delete it?” will be displayed.
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Appendix A. How to setup for the managed component
that does not has local console

Even if a managed component does not have local consoles like a keyboard, you can operate BIOS setup and
DOS tools of the managed component using NEC ESMPRO Manager. Here procedure of the minimum in
order to use the remote control for the managed component is shown.

1. Install NEC ESMPRO Manager and set the Environment.

2. Configure BMC on a managed component.

3. Register a managed component on NEC ESMPRO Manager.

4. Open the remote console.

1. Install NEC ESMPRO Manager and set the Environment.

(1) Install NEC ESMPRO Manager on a management PC.
Refer to NEC ESMPRO Manager Ver.7 Installation Guide.

(2) Confirm that you can login to the NEC ESMPRO Manager.

(3) When you use LAN connection, connect the NEC ESMPRO Manager server and the managed component
on the network.

(4) Install NEC ESMPRO BMC Configuration on any PC.
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2. Configure BMC on a managed component.

(1) Configure BMC of the managed component.
When you use LAN connection, refer to 2.2.2”Configuration with NEC EXPRESSBUILDER DOS based
with remote console feature (for LAN connection)”.

3. Register a managed component on NEC ESMPRO Manager.

(1) After login to NEC ESMPRO Manager, register Add a new group that the managed component will belong.
Refer to 2.3.1”Add Group to which the managed component will belong”.

(2) Register the managed component.
For LAN connection, refer to 2.3.2.2” Auto Registration”.

4. Open the remote console.

(1) Select the managed component on NEC ESMPRO Manager and click remote console tab to open the remote
console.

(2) Select the managed component on NEC ESMPRO Manager and click remote control tab.
Reboot the managed component using some remote control command.
When the managed component is booted using NEC EXPRESSBUILDER CD-ROM, the main menu of
NEC EXPRESSBUILDER will be displayed on the remote console of NEC ESMPRO Manager.

If you use DOS based tool on the managed component, execute a remote control
command with checking the check box of “Utility Boot” on remote control tab.

If the anything is not displayed on the remote console.

For LAN connection input ESC+{ key on the remote console.
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Appendix B. How to setup for using NEC ESMPRO Agent
Extension or NEC DianaScope Agent on the managed
component that is set LAN teaming

Please setup NEC ESMPRO Manager with the procedure below using NEC ESMPRO Agent Extension, or
NEC DianaScope Agent ver.2.00.00 and above.
The operation for NEC ESMPRO Agent Extension is explained.

How to setup is depended on the type of the managed component on which NEC ESMPRO Agent Extension
has been installed.

- On the managed component that BMC uses standard LAN port.

- On the managed component that BMC uses Management LAN port.
Please see the appropriate explanation.

B.1 On the managed component that BMC uses standard LAN port

Refer to “NEC ESMPRO Manager Ver.6 Installation Guide” about the setting of LAN Teaming that is available
for NEC ESMPRO Manager.

If OS on the managed component is Linux, how to setup the NEC ESMPRO Manager is not depended on LAN
teaming.

If OS on the managed component is Windows, please setup the NEC ESMPRO Manager with the procedure
below.

1. Invalidate BMC IP address synchronization function of NEC DianaScope Agent.
2. Set BMC configuration by using the NEC DianaScope Agent.
3 Select IP address for NEC DianaScope Agent.
4. Register the managed component on the NEC DianaScope Agent.
1. Invalidate BMC IP address synchronization function of the NEC DianaScope Agent.
(1) Click “NEC DianaScope Agent” - “NEC DianaScope Agent” from the start menu on Windows.

(2) Click “synchronization” on the dialog box of the NEC DianaScope Agent.

(3) Set the BMC IP address synchronization to disable.
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2. Set BMC configuration by using the NEC DianaScope Agent.

(1) See 2.2.1”Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN connection)” and set
BMC configuration information.

Note the followings:

- Set LAN1 IP address to same value of the teaming-set IP address.

- Even if the configuration of LAN2 for the BMC on the managed component is available, do not set LAN2 in
the BMC configuration information. (If LAN2 IP address for BMC is already set, change it to “0.0.0.0”.)

Even if the BMC configuration has been already set, confirm the LANI1 IP address
and register it again after invalidating BMC IP address synchronization function.

3 Select IP address for NEC DianaScope Agent.
(1) Select “Select IP address for Agent” on NEC DianaScope Agent.

(2) Enter the teaming address for LANT1.

4. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

Confirm the IP address of the managed component even if the “Check Connection”
for the managed component has been completed. If the IP address is different from
the teaming-set IP address that is set in the procedure “2. Set BMC configuration
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B.2 On the managed component that BMC uses Management LAN
port

Please setup the NEC ESMPRO Manager with the procedure below. This procedure does not depend on OS of
the managed component.

1. Set IP address that NEC ESMPRO Agent Extension uses on NEC ESMPRO Agent Extension.
2. Register the managed component on the NEC ESMPRO Manager.

1. Set IP address that NEC ESMRPO Agent Extension uses on NEC ESMPRO Agent Extension.

(1) Click “Set Agent IP address” of NEC ESMPRO Agent Extension and set the IP address that is used for
Teaming on any LAN.

2. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

If the “Check Connection” for the managed component has been completed, perform
“Check Connection” again after performing “Set IP address that NEC ESMPRO
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Appendix C. Port number for WS-Man communication

A port number where WS-Man service listens for connection is as follow.

(1) Windows system
WS-Man service listens for HTTPS connection at port 5986, for HTTP connection at port 5985.

(2) Linux system
WS-Man service listens for HTTPS connection at port 5986. Linux system does not support HTTP
connection.

(3) VMware ESXi system

WS-Man service listens for HTTPS connection at port 443. VMware ESXi system does not support HTTP
connection.

244



NEC ESMPRO Manager Setup Guide

Appendix D. Managed Components Summary

Component which is installed BMC/iLO/BMC(Other)

The NEC ESMPRO Manager has following functions for BMC conforming to management components.
® Remote console
Information collection
Power control
Component monitoring
Remote batch
® Operation through the command line
Some available functions are dependent on the product type of the managed component. See the following
managed component list.
The notes and restrictions of each component product are also explained in the user’s guide provided with the
managed component. See the user’s guide.

<Explanation of the managed components list>

Product Name: Indicates the name of the product that NEC ESMPRO Manager can control.

MC Type: “BMC”: means that the managed component pre-contains BMC other than

EXPRESSSCOPE Engine or EXPRESSSCOPE Engine 2 or
EXPRESSSCOPE Engine 3 or EMS (Embedded Management
Software).

“BMC (EE)”: means that the managed component pre-contains EXPRESSSCOPE
Engine or EXPRESSSCOPE Engine 2.

“BMC (EE3)”: means that the managed component pre-contains EXPRESSSCOPE
Engine 3.

“iLO™ means that the managed component pre-contains iLO.

“BMC(Other)”: means that the managed component pre-contains EMS.

Standard LAN2: “Supported” means that MC and system BIOS on the managed component can
communicate the NEC ESMPRO Manager via standard LAN port 2.

(Advanced Remote Management Card, the function which is equal to Advanced Remote
Management Card or EXPRESSSCOPE Engine series uses a dedicated LAN port, not use

standard LAN port on the managed component.)

Management “Use” means that MC on the managed component uses a Management LAN Port. “-“ means

LAN Port: that BMC on the managed component uses a standard LAN Port.

Remote “Supported” means that the managed component supports the Remote Console function.

Console:

Scheduled “Supported” means that the managed component supports the scheduled running function.

Running:

Power option “Supported” means that the managed component supports the “Power Restore Delay”

setting: function.

SOL: “Supported” means that the managed component supports the SOL (Serial over LAN. Akind
of the system actualizing remote console function.)

force  network- “Supported” means that the managed component supports the “force network-boot”

boot: function, by which NEC ESMPRO Manager can indicate the managed component to force

a network boot regardless of the boot order in Bios Setup menu.
* It can operator the command line interface of NEC ESMPRO Manager.
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Electric Power “Supported” means that the managed component supports the “Electric Power
Management Management” function.

ECO Setting “Supported” means that the managed component supports the “ECO Setting” function.
Redfish “Supported” means that the connection method to the component supports Redfish.

Notes: Refer the note number of the section “Notes for Each Managed Component”.
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Component which is installed BMC

Express5800/100 series (Tower/Rack Server)

Electric
Product Standard Managem Remote | Scheduled Power Power EC(_) force network
name MC Type LAN2 ent LAN Console running OPU_O” SoL Managem Settin boot Notes
Port setting g
ent
110Ek BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
110El BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
110GR-1d BMC(EE) - use supported | supported | supported | supported - - supported
110Rb-1h BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
110Rc-1h BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
110Rh-1 BMC(EE) - use supported | supported | supported | supported - - supported
110Ri-1 BMC(EE) - use supported | supported | supported | supported - - supported
120Eh BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
120Ei BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
120Gc BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
120Gd BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
120Li BMC(EE) - use supported | supported | supported | supported - - supported 2-(a)
120Lj BMC(EE) - use supported | supported | supported | supported | supported - supported 2-(a)
120Rg-1 BMC(EE) - use supported | supported | supported | supported | supported - supported
120Rh-1 BMC(EE) - use supported | supported | supported | supported | supported - supported
120Ri-2 BMC(EE) - use supported | supported | supported | supported | supported - supported
120Rj-2 BMC(EE) - use supported | supported | supported | supported | supported - supported
140Rf-4 BMC(EE) - use supported | supported | supported | supported - - supported
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Electric
Product Standard Managem Remote Scheduled Povyer Power ECO force
name MC Type LAN2 ent LAN Console running optlion SOk Managemen Setting network boot Notes
Port setting :
R110a-1 BMC(EE) - use supported supported | supported | supported - - supported
R110b-1 BMC(EE) - use supported supported | supported | supported - - supported
R110c-1 BMC(EE) - use supported supported | supported | supported - - supported
R110d-1E | BMC(EE3) - use supported supported | supported | supported supported supported supported
R110d-1M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R110e-1E | BMC(EE3) - use supported supported | supported | supported supported supported supported
R110e-1M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R110f-1E BMC(EE3) - use supported supported | supported | supported supported supported supported
R110h-1 BMC(EE3) - use supported supported | supported | supported supported supported supported
R110i-1 BMC(EE3) - use supported supported | supported | supported supported supported supported
R120a-1 BMC(EE) - use supported supported | supported | supported supported supported supported
R120a-2 BMC(EE) - use supported supported | supported | supported supported supported supported
R120b-1 BMC(EE) - use supported supported | supported | supported supported supported supported
R120b-2 BMC(EE) - use supported supported | supported | supported supported supported supported
R120d-1E | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120d-2E | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120d-1M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120d-2M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120e-1E | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120e-2E | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120e-1M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120e-2M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120f-1M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120f-2M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120g-1M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120g-2M | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120f-1E | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120f-2E | BMC(EE3) - use supported supported | supported | supported supported supported supported
R120g-1E | BMC(EE3) - use supported supported | supported | supported supported supported supported
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Schedule Power Electric force
Product Standard | Manageme Remote ) ECO
name MC Type LANZ nt LAN Port | Console d. optlion SOL Power Satiing network Notes

running setting Management boot
R120g-2E | BMC(EE3) - use supported | supported | supported supported supported supported | supported
R140a-4 BMC(EE) - use supported | supported | supported supported - - supported
R140b-4 BMC(EE) - use supported | supported | supported supported - - supported
E120d-1 BMC(EE3) - use supported | supported | supported supported supported supported | supported
E120d-M BMC(EE3) - use supported | supported | supported supported supported supported | supported
E120e-M BMC(EE3) - use supported | supported | supported supported supported supported | supported
E120f-M BMC(EE3) - use supported | supported | supported supported supported supported | supported
E120g-M BMC(EE3) - use supported | supported | supported supported supported supported | supported
T110a BMC(EE) - use supported | supported | supported supported - - supported
T110b BMC(EE) - use supported | supported | supported supported supported supported | supported
T110c BMC(EE) - use supported | supported | supported supported supported supported | supported
T110d BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T110e-M BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T110f-E BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T110f-S BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T110h BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T110h-S BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T120a-E BMC(EE) - use supported | supported | supported supported supported supported | supported
T120a-M BMC(EE) - use supported | supported | supported supported supported supported | supported
T120b-M BMC(EE) - use supported | supported | supported supported supported supported | supported
T120d BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T120e BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T120f BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T120g BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T110i BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
T110i-S BMC(EE3) - use supported | supported | supported supported supported supported | supported |2-(a)
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Express5800/Blade Server

Managem Power Electric force
Product Standard Remote | Scheduled . ECO
name MC Type LAN2 ent LAN Console i optl.on SOL Power Setting network Notes
Port setting Management boot
120Bb-6 BMC(EE) - supported | supported | supported supported supported - - supported | 3-(a)
120Bb-d6 BMC(EE) - supported | supported | supported supported supported - - supported | 3-(a)
120Bb-m6 | BMC(EE) - supported | supported | supported supported supported - - supported | 3-(a)
140Ba-10 BMC(EE) - supported | supported | supported supported supported - - supported | 3-(a)
B110d BMC(EE3) - supported | supported | supported supported supported supported - supported | 3-(b)
B120a BMC(EE) - supported | supported | supported supported supported supported - supported | 3-(a)
B120a-d BMC(EE) - supported | supported | supported supported supported supported - supported | 3-(a)
B120b BMC(EE) - supported | supported | supported supported supported supported - supported | 3-(a)
B120b-d BMC(EE) - supported | supported | supported supported supported supported - supported | 3-(a)
B120b-Lw | BMC(EE) - supported | supported | supported supported supported supported - supported | 3-(a)
B120b-h BMC(EE) - supported | supported | supported supported supported supported - supported | 3-(a)
B120d BMC(EE3) - supported | supported | supported supported supported supported - supported | 3-(b)
B120e BMC(EE3) - supported | supported | supported supported supported supported - supported | 3-(b)
B120f BMC(EE3) - supported | supported | supported supported supported supported - supported | 3-(b)
B120d-h BMC(EE3) - supported | supported | supported supported supported supported - supported | 3-(b)
B120e-h BMC(EE3) - supported | supported | supported supported supported supported - supported | 3-(b)
B120f-h BMC(EE3) - supported | supported | supported supported supported supported - supported | 3-(b)
B140a-T BMC(EE) - supported | supported | supported supported supported - - supported | 3-(a)
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ExpressS800/ECO CENTER (Energy Efficient Server)

NE1200-002Y,
NE1200-003Y]

Stand | Managem Power Electric
Remote | Scheduled . ECO force
Product name | MC Type ard ent LAN . option SOL Power . Notes
Console running . Setting | network boot
LAN2 Port setting Management
E110b-M BMC(EE) - supported | supported | supported supported | supported supported - supported
E110d-1 BMC(EE3) - supported | supported | supported supported | supported supported supported supported
E120a - supported | supported - - supported supported - -
NE1100-001Y,
[ BMC 2-(e), 2-(f)
NE1100-002Y,
NE1100-001PY]
E120b-1 BMC(EE) - supported | supported | supported supported | supported - - supported
E120b-M - supported | supported - - supported supported - -
NE1200-001Y, 2-(e), 2-
[ BMC (e)

®
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Fault tolerant server

Electric
Manage Power ! force

Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console |d running . Managem Setting

LAN Port setting boot
ent

BMC

R320c-E4 - use - supported | supported - - - supported
(EE3)
BMC

R320c-M4 - use - supported | supported - - - supported
(EE3)
BMC

R320d-M4 (EE3) - use - supported | supported - - - supported
BMC

R320e-E4 (EE3) - use - supported | supported - - - supported
BMC

R320e-M4 (EE3) - use - supported | supported - - - supported
BMC

R320f-E4 - use - supported | supported - - - supported
(EE3)
BMC

R320f-M4 (EE3) - use - supported | supported - - - supported
BMC

R320g-M4 (EE3) - use - supported | supported - - - supported
BMC

R320g-E4 (EE3) - use - supported | supported - - - supported
BMC

R310g-E4 - use - supported | supported - - - supported
(EE3)
BMC

R320h-M4 - use - supported | supported - - - supported
(EE3)
BMC

R320h-E4 - use - supported | supported - - - supported
(EE3)

R32Ba-E2 iLO - use - - - - supported - - 2-(h)
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Express5800/iModel (Data Center Server)

Electric
Manage Power ! force
Product Standard Remote | Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console |d running . Managem Setting
LAN Port setting boot
ent
i110Rh-1 BMC(EE) - use supported | supported | supported | supported - - supported
i110Ri-1 BMC(EE) - use supported | supported | supported | supported - - supported
i120Ra-e1 BMC(EE) - use supported | supported | supported | supported - supported | supported
iR110a-1 BMC(EE) - use supported | supported | supported | supported - - supported
iR110a-1H BMC(EE) - use supported | supported | supported | supported - supported | supported
iR120a-1E BMC(EE) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
Express5800/ Low cost entry model (G Model)
Electric
Manage Power force
Product Standard Remote | Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console |d running . Managem Setting
LAN Port setting boot
ent
GT110d BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
GT110e BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
GT110f BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
GT110d-S BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
GT110e-S BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
GT110f-S BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
GT110h BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
GT110i BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported |2-(a)
GT120a BMC(EE) - use supported | supported | supported | supported | supported | supported | supported
GT120b BMC(EE) - use supported | supported | supported | supported | supported | supported | supported
Express5800/office rack server
Electric
Manage Power force
Product Standard Remote | Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console |d running . Managem Setting
LAN Port setting boot
ent
R110a-1H BMC(EE) - use supported | supported | supported | supported - supported | supported
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Express5800/The highl

parallel computing server

Electric
Manage Power ! force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console |d running . Managem Setting
LAN Port setting boot
ent
- 1-(a),1-(b),2-(c),2-(d),
HR120a-1 BMC - use supported - - supported | supported - 2-i)
- 1-(a),1-(b),2-(c),2-(d),
HR120b-1 BMC - use supported - - supported | supported - 2-i)
1-(a),1-(b),2-(c),2-(d),
HR110c-M BMC - use supported - - supported | supported - - 2-()
NEC Scalable Modular Server
Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes
name LAN2 Console |d running . Managem Setting
LAN Port setting boot
ent
DX2000 BMC
(Server (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b)
module)
DX2000
BMC 1-(a),1-(b),2-(b),2-(c),
(CsC - use - - - - supported - - . )
EE3 2-(i),2-
module) ( ) 0.2-0)
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Express5800/Scalable HA Server (Expandable Enterprise Server)

Manage Power Electric force
Product Standard Remote Schedule . Power ECO
name MC Type LAN2 ment Console |d running optlion oL Managem Setting network Notes
LAN Port setting boot
ent
A1020a BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported
A1020b BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported
A1080a-D BMC - use supported | supported - supported | supported | supported - 2-(d),2-(g)
A1080a-E BMC - use supported | supported - supported | supported | supported - 2-(d),2-(g)
A1080a-S BMC - use supported | supported - supported | supported | supported - 2-(d),2-(g)
A1040a BMC - use supported | supported - supported | supported | supported - 2-(d),2-(g)
A1040b BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported
A2010b BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported
A2020b BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported
A2040b BMC(EE3) - use supported | supported | supported | supported | supported supported supported
R140e-4 BMC(EE3) - use supported | supported | supported | supported | supported supported supported
A1040c BMC(EE3) - use supported | supported | supported | supported | supported supported supported
A2010c BMC(EE3) - use supported | supported | supported | supported | supported supported supported
A2020c BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported
A2040c BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported
R140f-4 BMC(EE3) - use supported | supported | supported | supported | supported | supported | supported
A1040d BMC(EE3) use supported | supported | supported | supported | supported | supported | supported
A2010d BMC(EE3) use supported | supported | supported | supported | supported | supported | supported
A2020d BMC(EE3) use supported | supported | supported | supported | supported | supported | supported
A2040d BMC(EE3) use supported | supported | supported | supported | supported | supported | supported
R140g-4 BMC(EE3) use supported | supported | supported | supported | supported | supported | supported
A1040e BMC(EE3) use supported | supported | supported | supported | supported | supported | supported
A2040e BMC(EE3) use supported | supported | supported | supported | supported | supported | supported
R140h-4 BMC(EE3) use supported | supported | supported | supported | supported | supported | supported
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ExpressS800/many core server

Electric
Manage Power
Product Standard £ Remote Schedule W Power ECO force
MC Type ment . option SOL . Notes
name LAN2 Console |d running . Manageme Setting network boot
LAN Port setting
nt
supporte - - supporte - -
HR120a-1 BMC - use pz pz supported 2-(c),2-(d),2-(h)
supporte - - supporte - -
HR120b-1 BMC - use pz pz supported 2-(c),2-(d),2-(h)
supporte - - supporte - -
HR110c-M BMC - use pz pz supported 2-(c),2-(d),2-(h)
Express5800/Appliance server
Electric
Manage Power
Product Standard Remote Schedule . Power ECO force
MC Type ment . option SOL . Notes
name LAN2 Console | drunning . Manageme Setting network boot
LAN Port setting
nt
supporte | supporte | supporte | supporte - -
CS300e BMC(EE) - use PP PP PP PP supported
d d d d
supporte | supporte | supporte | supporte - -
CS300f BMC(EE) - use PP PP PP PP supported
d d d d
supporte | supporte | supporte | supporte - -
CS300g BMC(EE) - use PP PP PP PP supported
d d d d
use supporte | supporte | supporte | supporte
CS400g BMC(EE) - pz pz pz pz supported supported supported
use supporte | supporte | supporte | supporte
CS400h BMC(EE) - pz pz pz pz supported supported supported
use supporte | supporte | supporte | supporte -
CS500e BMC(EE) - pz pz pz pz supported supported
use supporte | supporte | supporte | supporte | supported -
CS500f | BMC(EE) - bP PP bP bP PP supported
d d d d
use supporte | supporte | supporte | supporte -
FW300e BMC(EE) - pz pz pz pz - supported
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FW500e BMC(EE) ) use supzorte supzorte supzorte supzorte supported - supported
LB300e BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
LB300f BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
LB300g BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
LB400g BMC(EE) - use supzorte supzorte supzorte supzorte supported supported supported
LB400h BMC(EE) ) use supzorte supzorte supzorte supzorte supported supported supported
MW300e BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
MW300f BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
MW300g BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
MW400g BMC(EE) ) use supzorte supzorte supzorte supzorte supported supported supported
MW400h BMC(EE) ) use supzorte supzorte supzorte supzorte supported supported supported
MW500e BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
MWS00f BMC(EE) ) use supzorte supzorte supzorte supzorte supported - supported
SG300e BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
\VC300e BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
VC300f BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
VC300g BMC(EE) ) use supzorte supzorte supzorte supzorte - - supported
\VC400g BMC(EE) - use supporte | supporte | supporte | supporte | supported supported supported
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d d d d
\CA00h BMC(EE) ) use supporte | supporte | supporte | supporte | supported supported supported
d d d d
Express5800/Off-continuity asset inheritance(600 series)
Manage Power Electric
Product Standard Remote Schedule . Power ECO force
MC Type ment . option SOL . Notes
name LAN2 Console |d running . Manageme Setting network boot
LAN Port setting
nt
640xi use supporte | supporte | supporte | supporte - - supported
[N8610-746, | BMC(EE) - d d d d 2-(a)
N8610-749]
650xi use supporte | supporte | supporte | supporte - - supported
[N8610-756, | BMC(EE) - d d d d 2-(a)
N8610-759]
670xi use supporte | supporte | supporte | supporte - - supported
[N8610- BMC(EE) - d d d d 2-(a)
778]
680xi use supporte | supporte | supporte | supporte - - supported
[N8610- BMC(EE) - d d d d 2-(a)
788]
690xi use supporte | supporte | supporte | supporte - - supported
[N8610- BMC(EE) - d d d d 2-(a)
798]
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Product name

MC Type

Standard
LAN2

Managem
ent LAN
Port

Remote
Console

Scheduled
running

Power
option
setting

SOL

Electric
Power
Manageme
nt

ECO
Setting

force
network
boot

Notes

V608-H

[N8610-1012,

N8610-1022,
N8610-1032]

BMC(EE3)

use

supported

supported

supported

supported

supported

supported

supported

2-(a)

V608-L

[N8610-1011,

N8610-1021,
N8610-1031]

BMC(EE3)

use

supported

supported

supported

supported

supported

supported

supported

2-(a)

V618-H
[N8610-905,
N8610-906,
N8610-915,
N8610-916,
N8610-1005,
N8610-1006]

BMC(EE)

use

supported

supported

supported

supported

supported

supported

supported

2-(a)

V618-H
[N8610-1025,
N8610-1026,
N8610-1035,
N8610-1036]

BMC(EE3)

use

supported

supported

supported

supported

supported

supported

supported

2-(a)

V618-L
[N8610-903,
N8610-904,
N8610-913,
N8610-914,
N8610-1003,
N8610-1004]

BMC(EE)

use

supported

supported

supported

supported

supported

supported

supported

2-(a)

V618-L
[N8610-1023,
N8610-1024,
N8610-1033,
N8610-1034]

BMC(EE3)

use

supported

supported

supported

supported

supported

supported

2-(a)
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Electric

Managem Power force
Standard Remote Scheduled . Power ECO
Product name MC Type ent LAN ) option SOL . network | Notes
LAN2 Console running . Manageme Setting
Port setting s boot

V628-H use supported | supported | supported | supported | supported supported | supported | 2-(a)
[N8610-908, BMC(EE) )
N8610-918,
N8610-1008]
V628-H use supported | supported | supported | supported | supported supported | supported | 2-(a)
[N8610-1028, BMC(EE3) -
N8610-1038]
V628-L use supported | supported | supported | supported | supported supported | supported | 2-(a)
[N8610-907,

BMC(EE) -
N8610-917,
N8610-1007]
V628-L use supported | supported | supported | supported | supported supported | supported | 2-(a)
[N8610-1027, BMC(EE3) -
N8610-1037]
V640xi BMC(EE) - use supported | supported | supported | supported | supported - supported | 2-(a)
V650xi BMC(EE) - use supported | supported | supported | supported | supported - supported | 2-(a)
V670xi BMC(EE) - use supported | supported | supported | supported | supported - supported | 2-(a)
V680xi BMC(EE) - use supported | supported | supported | supported | supported - supported | 2-(a)
V690xi BMC(EE) - use supported | supported | supported | supported | supported - supported | 2-(a)
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iStorage NS series

Electric
Manage Power
Product Standard £ Remote Schedule W Power ECO force
MC Type ment . option SOL . Notes
name LAN2 Console |d running . Manageme Setting network boot
LAN Port setting P
BMC(EE t t t t - -
NS47P (EE) i use supporte | supporte | supporte | supporte supported 2-)
d d d d
BMC(EE t t t t - -
NS48P (EE) i use supporte | supporte | supporte | supporte supported 2-@)
d d d d
BMC(EE t t t t - -
NS49P (EE) i use supporte | supporte | supporte | supporte supported 2-@)
d d d d
use supporte | supporte | supporte | supporte | supported supported
NS100Tb | BMC(EE3) - pz pz pz pz PP PP supported 2-(a)
BMC(EE3 use supporte | supporte | supporte | supporte | supported supported
NS100Td ( ) - PP PP PP PP PP PP supported 2-(a)
d d d d
BMC(EE3 use supporte | supporte | supporte | supporte | supported supported
NS100Tg (EE3) - PP PP PP PP PP PP supported 2-(a)
d d d d
BMC(EE3 use supporte | supporte | supporte | supporte | supported supported
NS100Th ( ) - PP PP PP PP PP PP supported 2-(a)
d d d d
BMC(EE se s orte | s orte | s orte | s orte - -
NS150h (EE) - . upp tpp upp upp supported 2-(a)
d d d d
NS300Ra BMC(EE) i use supporte | supporte | supporte | supporte | supported supported supported
d d d d
NS300Rb | BMC(EE3) i use supporte | supporte | supporte | supporte | supported supported supported
d d d d
NS300Rd | BMC(EE3) i use supporte | supporte | supporte | supporte | supported supported supported
d d d d
NS300Rg | BMC(EE3) i use supporte | supporte | supporte | supporte | supported supported supported
d d d d
NS300Rh | BMC(EE3) i use supporte | supporte | supporte | supporte | supported supported supported
d d d d
NS300Ta BMC(EE) i use supporte | supporte | supporte | supporte | supported supported supported
d d d d
NS300TC BMC(EE3) i use supzorte supzorte supzorte supzorte supported supported supported 2-(a)
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NS300T# BMC(EE3) i use supzorte supzorte supzorte supzorte supported supported supported 2-@)
NS460 BMC(EE) i use supzorte supzorte supzorte supzorte - - supported
NS470 BMC(EE) i use supzorte supzorte supzorte supzorte supported - supported
NS480 BMC(EE) i use supzorte supzorte supzorte supzorte supported supported supported
NS500Ba | BMC(EE) ) use supzorte supzorte supzorte supzorte supported - supported 3-(a)
NS500Ra | BMC(EE) ) use supzorte supzorte supzorte supzorte supported supported supported
NS500Rb | BMC(EE) ) use supzorte supzorte supzorte supzorte supported supported supported
NS500Rc | BMC(EE3) ) use supzorte supzorte supzorte supzorte supported supported supported
NS500Rd | BMC(EE3) ) use supzorte supzorte supzorte supzorte supported supported supported
NS500Rf | BMC(EE3) ) use supzorte supzorte supzorte supzorte supported supported supported
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NX7700x/Enterprise Server

Electric
Manage Power : force

Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console |d running . Managem Setting

LAN Port setting boot
ent

BMC

A2010M-60 (EE3) - use supported | supported | supported | supported | supported | supported supported
BMC

A2010M-30 (EE3) - use supported | supported | supported | supported | supported supported supported
BMC

A2010M-15 (EE3) - use supported | supported | supported | supported | supported supported supported
BMC

A2010L-60 (EE3) - use supported | supported | supported | supported | supported supported supported
BMC

A3012M-4 (EE3) - use supported | supported | supported | supported | supported | supported supported
BMC

A3012L-2 (EE3) - use supported | supported | supported | supported | supported | supported supported
BMC

A3012L-1 (EE3) - use supported | supported | supported | supported | supported | supported supported
BMC

A3010M-4 (EE3) - use supported | supported | supported | supported | supported | supported supported
BMC

A3010E-2 (EE3) - use supported | supported | supported | supported | supported | supported supported
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Electric
Manage Power ! force

Product Standard Remote Schedule . Power ECO
MC Type ment . option SOL . network Notes

name LAN2 Console |d running . Managem Setting

LAN Port setting boot
ent

BMC

A4010E-2 (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A4012M-4 (EE3) - use supported | supported | supported | supported | supported supported supported
BMC

A4012L-2 (EE3) - use supported | supported | supported | supported | supported supported supported
BMC

A4012L-1 (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A4010M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A4012L-2D (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A4012L-1D (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A5012M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A5012L-2 (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A5010M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A5012L-2D (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC

A5012L-1D (EE3) - use supported | supported | supported | supported | supported | supported | supported
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Electric
Manage Power ! force
Product MC Standard Remote Schedule . Power ECO
ment . option SOL . network Notes
name Type LAN2 Console |d running . Managem Setting
LAN Port setting boot
ent
BMC
A5012M-4 v2 (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC
A5012L-2 v2 (EE3) - use supported | supported | supported | supported | supported supported supported
BMC
A5010M-4 v2 (EE3) - use supported | supported | supported | supported | supported supported supported
BMC
A5012L-2D v2 (EE3) - use supported | supported | supported | supported | supported | supported | supported
BMC
A5012L-1D v2 (EE3) - use supported | supported | supported | supported | supported | supported | supported
NEC Scalable Modular Server
Electric
Manage Power
Product Standard Remote Schedule . Power ECO force
MC Type ment . option SOL . Notes
name LAN2 Console | drunning ) Manageme Setting network boot
LAN Port setting nt
DX2000
(server BMC(EE3) — use supported | supported | supported | supported | supported supported supported
module)
DX2000
2-(b),2-(c),
(CsC BMC(EE3) — use — — — supported — — )
2-(h),2-(i)
module)
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Component in which iLO is integrated

Express5800/100 series (Tower/Rack Server

Electric

Stand | Manage Power force
Product name Me ard ment Remote Schedyle option SOL Power EC,O network Notes
Type Console | drunning . Managem Setting
LAN2 | LAN Port setting i boot
R120h-1M iLO - use - - - - supported - - 2-(h)
R120h-2M iLO - use - - - - supported - - 2-(h)
R120i-1M iLO - use - - - - supported - - 2-(h)
R120i-2M iLO - use - - - - supported - - 2-(h)
R120h-1E iLO - use - - - - supported - - 2-(h)
R120h-2E iLO - use - - - - supported - - 2-(h)
T120h iLO - use - - - - supported - - 2-(h)
R110j-1 iLO - use - - - - supported - - 2-(h)
R120h-1M(2nd-Gen) | iLO - use - - - - supported - - 2-(h)
R120h-2M(2nd-Gen) | iLO - use - - - - supported - - 2-(h)
R120h-1E(2nd-Gen) | iLO - use - - - - supported - - 2-(h)
R120h-2E(2nd-Gen) | iLO - use - - - - supported - - 2-(h)
T120h(2nd-Gen) iLO - use - - - - supported - - 2-(h)
R120h-1M(3rd-Gen) | iLO - use - - - - supported - - 2-(h)
R120h-2M(3rd-Gen) | iLO - use - - - - supported - - 2-(h)
R110j-1(2nd-Gen) iLO - use - - - - supported - - 2-(h)
R110j-1M iLO - use - - - - supported - - 2-(h)
R110k-1 iLO - use - - - - supported - - 2-(h)
R120h-1E(3rd-Gen) | iLO - use - - - - supported - - 2-(h)
R120h-2E(3rd-Gen) | iLO - use - - - - supported - - 2-(h)
T120h(3rd-Gen) iLO - use - - - - supported - - 2-(h)
R120j-1M iLO - use - - - - supported - - 2-(h)
R120j-2M iLO - use - - - - supported - - 2-(h)
R110k-1M iLO - use - - - - supported - - 2-(h)
T110k-M iLO - use - - - - supported - - 2-(h)
R110m-1 iLO - use - - - - supported - - 2-(h)
R120j-1M(2nd-Gen) | iLO - use - - - - supported - - 2-(h)
R120j-2M(2nd-Gen) | iLO - use - - - - supported - - 2-(h)
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R110k-1M(2nd-Gen) | iLO - use - - - - supported - - 2-(h)
T110k-M(2nd-Gen) iLO - use - - - - supported - - 2-(h)
iStorage NS series
Electric
Stand | Manage Power force
MC Remote Schedule . Power ECO
Product name ard ment . option SOL . network Notes
Type Console |d running . Managem Setting
LAN2 | LAN Port setting B boot
NS500Ri iLO - use - - - - supported - - 2-(h)
NS500Rj iLO - use - - - - supported - - 2-(h)
NS300Ri iLO - use - - - - supported - - 2-(h)
NS300Rj iLO - use - - - - supported - - 2-(h)
NX7700x/Enterprise Server
Electric
Stand | Manage Power force
MC Remote Schedule . Power ECO
Product name ard ment . option SOL . network Notes
Type Console | drunning . Managem Setting
LAN2 | LAN Port setting i boot
A5010E-2 iLO - use - - - - supported - - 2-(h)
A5010E-2 v2 iLO use - - - - supported - - 2-(h)
A6010E-2 iLO use - - - - supported - - 2-(h)
A7010E-2c iLO use - - - - supported - - 2-(h)
A7010E-2 iLO use - - - - supported - - 2-(h)
A7012M-2 iLO use - - - - supported - - 2-(h)
CHECK

The component in which iLO is integrated is displayed in the screen of [Server
Control], but you can’t use the following function for the component.
- [Remote Power Control] - [Power Cycle] and [OS Shutdown] *1

*1 When the component is registered with WS-Man management, you can use the

function of [OS Shutdown].
Other company’s iLO devices not made by NEC are not supported.
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Component of BMC(Other)

Express5800/100 series (Tower/Rack Server)

Manage Electric
Schedul | Power force
Standard ment Remote . Power ECO .
Product name MC Type ed option SOL . network Redfish Notes
LAN2 LAN Console . ) Managem Setting
running | setting boot
Port ent
D120h (Server module) BMC(Other) - use supported - supported | supported | supported supported - -
D120h (CMC module) BMC(Other) - use - - - - - - - -
T110j BMC(Other) - use supported - supported | supported | supported supported - -
T110j-S BMC(Other) - use supported - supported | supported | supported supported - -
T110j(2nd-Gen) BMC(Other) - use supported - supported | supported | supported supported - -
T110j-S(2nd-Gen) BMC(Other) - use supported - supported | supported | supported supported - -
T110k BMC(Other) - use supported - supported | supported | supported supported - supported
T110k-S BMC(Other) - use supported - supported | supported | supported supported - supported
GT110j BMC(Other) - use supported - supported | supported | supported supported -
T110m BMC(Other) - use supported - supported | supported | supported | supported - supported
T110m-S BMC(Other) - use supported - supported | supported | supported | supported - supported
iStorage NS series
Manage Electric
: Schedul | Power force
Standard ment Remote . Power ECO .
Product name MC Type ed option SOL . network Redfish Notes
LAN2 LAN Console . . Managem Setting
running | setting boot
Port ent
NS100Ti BMC(Other) - use supported - supported | supported | supported supported - -
NS100Tj BMC(Other) - use supported - supported | supported | supported supported - -
NS100Tk BMC(Other) - use supported - supported | supported | supported supported - supported
NS100Tm BMC(Other) - use supported - supported | supported | supported supported - supported
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<Notes for Each Managed Component>

This section explains the functional difference and notes of each managed component.

If note number for the managed component is displayed on the column "notes" of "Managed Components List",
refer the notes of the note number.

1. About the connection type or the connection port.
2. About function

2-(a) This product has no function to identify the chassis like UID lamp, however "Identify Chassis"
command of the NEC ESMPRO Manager is executer successfully.

2-(b) This product does not support remote console function.

2-(c) NEC ESMPRO Agent Extension or NEC DianaScope Agent cannot be installed on this product. Some
functions of NEC ESMPRO Manager are not supported for the product if the functions need to
communicate with NEC ESMPRO Agent Extension or NEC DianaScope Agent.

2-(d) BMC on this product cannot be configured using either NEC ESMPRO Agent Extension, NEC
DianaScope Agent or NEC ESMPRO Manager PXE Service. Please refer to the user's guide that is
attached in this product for BMC configuration.

2-(e) The power measurement for the server 1 reads a total of the server 1 and the server 2. The power
measurement for the server 2 always reads 0.

2-(f) Please execute "check connection™ for the managed component when BMC FW is updated on the
managed component. If "check connection™ is not executed, the remote console function may not run
normally.

2-(g) If the managed component is Dual Server System, the power measurement for each server reads a total
of the server 1 and the server 2.

2-(h) NEC ExpressUpdate Agent cannot be installed on this product. NEC ExpressUpdate of NEC ESMPRO
Manager is not support for the product.

2-(i) Power consumption value of the whole enclosure is shown when power measurement is executed to CSC
module.

When not wanting to do electric power measurement of the whole enclosure, Please set "Display
Nominal Value" to the Power Measurement.

3. About the operation
3-(a) Please do not change the delay time on the Power Restore Delay function for this product. This
product is turned on after the waiting time ((slot number - 1) * 2sec). If the delay time is changed from
0 sec (the default value), the waiting time is not set correct value.
3-(b) NEC ESMPRO Manager does not change the power restore delay time for this product even if you
order NEC ESMPRO manager to set the delay time. Because the waiting time ((slot number - 1) *
2sec) should be guaranteed before this product is turned on.
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EM Card

NEC ESMPRO Manager can get a blade enclosure information by communication with the following EM
Card in the blade enclosure.

--EM Card [N8405-019A]

--EM Card [N8405-27]

--EM Card [N8405-043]

Power Bay

NEC ESMPRO Manager can manage the following Power Bay remotely.
--EcoPowerGateway [N8142-36F]

Component based on vPro

NEC ESMPRO Manager can manage Express5800/Workstation based on the vPro including the IAMT
firmware version 6.0 and later.
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Storage
+ iStorage(M series)
iStorage(M series) supported by iStorage (M series) NEC ESMPRO Manager relative module is described.

Details, Alive Monitoring and Configuring the iSM Server can be used.

Storage Details : Alive Monitoring Status, NEC Storage state, Disk Array Name, Monitoring,
Resource State, Model Name, Version Information, Serial Number, IP Address,
WebSAM iStorageManager

Storage Alive : Watch Status, Register Alert Upon No Response, Polling Interval, Max
Monitoring Retries on Error (0 — 100 number of times)

Configuring the : Launch tool for Configuring the iSM Server

iSM Server

* Tt is necessary that WebSAM iStorageManager 12.3 or later is installed on the server where NEC ESMPRO
Manager is installed.

* For launching iSM client(Web GUI) from WebSAM iStorageManager link, license of WebSAM
iStorageManager is required. Refer to the "ESMPRO Installation Tool User's Guide" for information about
License management.

Note: After installation of WebSAM iStorageManager, if you execute following steps, Storage monitoring
become disable.
* Re-installation of NEC ESMPRO Manager
+ VersionUp for NEC ESMPRO Manager
+ Uninstall iStorage (M series) NEC ESMPRO Manager relative module
In the case, re-install iStorage (M series) NEC ESMPRO Manager relative module.

-+ iStorage(V series)
iStorage(V series) is described.

Details, Edit, Alive Monitoring and Storage System Management can be used.

Storage Details : Alive Monitoring Status, NEC Storage state, Disk Array Name, Monitoring,
Resource State, Model Name, Version Information, Serial Number, IP Address,
WebSAM iStorageManager

Edit : Component Name, Alias, I[P Address 1, IP Address 2, User Name,
Password

Storage Alive : Watch Status, Register Alert Upon No Response, Polling Interval, Max

Monitoring Retries on Error (0 — 100 number of times)
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Network Device

Network Devices that support SNMPv1 MIB-2, UNIVERGE IX serials, and UNIVERGE QX serials will be
managed.
Detail, Edit, and Alive Monitoring can be used.

Detail : See ”Detail” below about item displayed.

Edit : Component Name, Alias, [P Address, SNMP Community Name

Alive : Watch Status, Register Alert Upon No Response, Polling Interval, Max Retries on
Monitoring Error (0 — 100 number of times)

Following items are displayed in“Detail”.

Item UNIVERGE UNIVERGE Network device
IX series QX series

Machine Name supported supported supported

Model Name supported supported -

FW Version supported supported -

Startup Time supported supported supported

Location supported supported supported

IP Address supported supported supported

Description supported supported supported

Temperature(C) supported - -

Voltage(mV) supported - -

Power Unit 1 supported supported -

Power Unit 2 supported supported -

Fanl supported supported -

Fan2 supported supported -

Alive Monitoring Status | supported supported supported

CPU Usage(%) - supported -

Memory Percent supported supported -

Used(%)

Interface supported supported supported

Connection Status supported supported supported

Type supported supported supported

Network speed(Mbps) supported supported supported

Status Change Time supported supported supported
supported: Display available. —: Display unavailable.

Note: It is different that displayed items according to device type.

Note: About the display for interface of UNIVERGE IX series on NEC ESMPRO Manager, port of SW-HUB is
“interfaceName -x” (x is sequential number from 1).
Refer to examples of UNIVERGE IX series manual about interfaceName.

272



NEC ESMPRO Manager Setup Guide

The information displayed on the "Connection Status" of the “Interface” is determined by the combination of the current
status of the interface (ifOperStatus) and the configuration information of the interface (ifAdminStatus) and please refer
to status below. If the status displayed on NEC ESMPRO Manager is not the intended status, please change the interface
configuration on the Network Device.

The information displayed on the”Connection Status”of the “Interface”.

ifAdminStatus
Up (1) Down (2) Testing (3) Others

Up (D) Normal Not Monitored Normal Not Monitored

Down (2) Not Monitored Normal Not Monitored

Testing (3) Warning Not Monitored Normal Not Monitored
ifOper WhiLioiunt {6)) Warning Unknof"’“ Unknown Not Monitored
Status Dormant (5) Normal Not Monitored Normal Not Monitored

NotPresent (6) Warning Not Monitored Normal Not Monitored

LowerLayerDown Warning Not Monitored Warning Not Monitored

()

Others Not Monitored | Not Monitored | Not Monitored | Not Monitored

Models supported by NEC ESMPRO Manager are following.

TIPS:

A L L L A L A L A L A R A A A A A A A A Y
If you want to register the model that is not supported by UNIVERGE IX series or
UNIVERGE QX series, Model Name will not be displayed. Addition, the general traps sent
by the device cannot be received by default.
Stack connection of QX series is not supported.

UNIVERGE IX series

UNIVERGE QX-S series

1X1010 IX1011 1X1020 1X1035 IX10351
1X1036 IX10361 1X1050 1X2003 1X2004
1X2005 1X2010 1X2015 1X2025 IX2105
1X2106 1X2200 1X2207 1X2215 1X2216
1X2235 1X2310 1X3010 1X3015 IX3110
IX3315

QX-S1008GT-2G

QX-S1008GT-2G-PW

QX-S1016GT-4G

QX-S1016GT-4G-PW

QX-S1024GT-4G

QX-S1024GT-4G-PW

QX-S1048GT-4G

QX-S1108GT-2G

QX-S1108GT-2G-PW

QX-S1116GT-4G

QX-S1116GT-4G-PW

QX-S1124GT-4G

QX-S1124GT-4G-PW QX-S1148GT-4G QX-52008 QX-52017
QX-52026 QX-S2108 QX-S2109T-PW QX-S2110P-1
QX-S3020TP QX-83026 QX-S3026C-BS QX-S3026C-PW
QX-S3026E QX-S3026T QX-S3050 QX-S3109T-BS
QX-S3109TP QX-S3117T-BS QX-S3118TP QX-S3126C-BS
QX-S3126T-BS QX-S3126TP QX-S3209TP QX-S3209TP-PW
QX-S3218TP QX-S3218TP-PW QX-S3226TP QX-S3226TP-PW
QX-S3309TP QX-S3318TP QX-S3318TP-PW QX-S3326TP

QX-S3326TP-PW

QX-S3408FT-2G

QX-S3408FT-2G-PW

QX-S3416FT-2G

QX-S3416FT-4G-PW

QX-S3424FT-4G

QX-S3424FT-4G-PW

QX-S3448FT-4G

QX-83526 QX-S3528P QX-S3552P QX-S3628P
QX-S3628TP-BS QX-S3652P QX-S3652P-BS QX-S3652P-BS-PW
QX-S3710P QX-S3828TP QX-S3828TP-BS QX-S3852TP
QX-S3852TP-BS QX-S4009P QX-S4009P-PW QX-S4020P
QX-S4028P QX-S4028P-PW QX-S4052P QX-S4108GT-2G

QX-S4108GT-2G-1

QX-S4108GT-2G-PW

QX-S4108GT-2G-PW-I

QX-S4116GT-4G

QX-S4116GT-4G-PW

QX-S4124GT-4G

QX-S4124GT-4G-PW

QX-S4148GT-4G

QX-S4148GT-4G-PW

QX-S4308XT-2X

QX-S4308XT-2X-PW

QX-S4312XT-4X-PW
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QX-S4314XT-2X

QX-S4508GT-4G-1

QX-S4808XT-2X

QX-S4814XT-2X

QX-S5012G QX-S5012T QX-55024G QX-S505MT-2X-PW
QX-S510MT-2X-PW QX-S5116P QX-S5124GP-4X QX-S5124GT-4X
QX-S5124GT-4X-PW QX-S5124P QX-S5126P-PW QX-S5148GT-4X
QX-S5148GT-4X-PW QX-S5148P QX-55224GP-4X QX-55224GT-4X
QX-S5224GT-4X-PW QX-S5226P QX-S5248GT-4X QX-S5248GT-4X-PW

QX-S5250P QX-S5324GT-4X1C QX-S5327P QX-S5348GT-4X1C
QX-S5351P QX-S5432XT-8X2Q QX-S5448XP-4Q QX-S5516
QX-S5524GP-4X1C QX-S5524GT-4X1C QX-S5524GT-4X2Q QX-S5526P
QX-85526P(DC) QX-S5526T QX-S5548GT-4X1C QX-S5548GT-4X2Q
QX-S5550P QX-S5624GP-4X1C QX-S5624GT-4X1C QX-S5625P
QX-S85625T QX-S5628GT-4X2Q QX-S5648GT-4X1C QX-S5648GT-4X2Q
QX-S5649P QX-S5732P QX-S5756P QX-S5824XP-2Q2C
QX-S5828T QX-S5948GT-4X2Q QX-S5948XP-4Q QX-S5948XT-4Q
QX-86502-XG QX-86503 QX-S86503-XG QX-S6506
QX-S6506R QX-S6506R-XG QX-S86506-XG QX-S6632QP
QX-S6648XP-6Q QX-S6648XT-6Q QX-S6832-QP QX-S708B
QX-S708E QX-S716BP QX-S716EP QX-S724BP
QX-S724EP QX-S7502R QX-S7503R QX-S7506R
QX-S80SE QX-S810EP-PW QX-S816EP QX-S816EP-PW
QX-S824EP QX-S4824XT-1C QX-S6748XP-6H QX-S6748XT-6H
QX-S7532HP QX-S708GT-2X-PW QX-S716GT-4X-PW

UNIVERGE QX-W series
QX-W1010 QX-W1020 QX-W1030 QX-W1030-ANCHOR
QX-W1120 QX-W1130 QX-W2120AC QX-W2230AC
QX-W1110 QX-W610 QX-W1240 QX-W2330AC

UNIVERGE PF series

| PF5459-48GT-4X2Q

| PF5459-48XP-4Q

| PF5459-48XT-4Q

| PF5468-32QP

UNIVERGE QX-R series

QX-R2809

QX-R2810

QX-R2811

QX-R2830

QX-R2831

QX-R2840

QX-R2880

UNIVERGE IX-R series

| IX-R2530

UNIVERGE IX-V series

[ IX-V100
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Other Computer Device

Servers or PC with following operating system is described.

Windows Server 2022

Windows Server 2019

Windows Server 2016

Windows 11

Windows 10

Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 7

Detail, Remote Control, Edit and Alive Monitoring can be used.

Detail : Alive Monitoring Status

System

OS Name, Version, System Name, System Manufacturer, System Model
BIOS

Manufacturer Name, Version, Release Date
Hardware

CPU Name, Clock Speed, Max Core Counts, Number of Logical CPUs,
Number of Physical CPUs, Total Capacity of Physical Memory, Available
Capacity of Physical Memory, Total Capacity of Disk

Remote : Shutdown, Shutdown Reboot

Control

Alive : Watch Status, Register Alert Upon No Response, Polling Interval, Max Retries
Monitoring on Error (0 — 100 number of times)
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Appendix E. Means to perform REST API using a sample
script

NEC ESMPRO Manager uses REST API to manage ExpEther.
A sample script of a ruby is prepared to perform REST API.

There is a sample script of 3 of REST API.
- Discovery ExpEther Manager API
- Deletion ExpEther Manager API
- Get ExpEther Manager list API

Prepare

Ruby has to be installed in the management PC of NEC ESMPRO Manager.

Edit sample script

A sample script has a parameter and sets the information which accesses NEC ESMPRO Manager and
request data of each API as a parameter.
Therefore edit these parameters according to the environment beforehand.

A parameter with the necessity to edit is indicated in the following.

(1) search_eem.rb
This script perform "Discovery ExpEther Manager API".
Correct the following parameter according to the environment.

- HOST
Write host or IP address of NEC ESMPRO Manager.
Ex) IP Address of NEC ESMPRO Manager is "192.168.1.1"
HOST="192.168.1.1"
The same host as NEC ESMPRO Manager.
HOST="localhost"

- PORT
Write the port number NEC ESMPRO Manager is using.
An initial value of port number of NEC ESMPRO Manager is "21112".
Ex) PORT=21112

- login_account
Write user name and password of NEC ESMPRO Manager Account.
Ex) login_account = {'user'=>'Administrator', 'password'=>'Password'}

- request_data
Write a request of "Discovery ExpEther Manager API".
Refer to "Diascovery ExpEther Manager API" in "NEC ESMPRO Manager Ver.6 RESTful API
Reference" for details of a request.
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(2) delete_cem.rb
This script perform "Deletion ExpEther Manager API".
Correct the following parameter according to the environment.

- HOST
This parameter is same as a "Discovery ExpEther Manager API".

- PORT
This parameter is same as a "Discovery ExpEther Manager API".

- login_account
This parameter is same as a "Discovery ExpEther Manager API".

- name
Write a target ExpEther Manager name.

(3) list_eem.rb
This script perform "Get ExpEther Manager list API".
Correct the following parameter according to the environment.

- HOST
This parameter is same as a "Discovery ExpEther Manager API".

- PORT
This parameter is same as a "Discovery ExpEther Manager API".

- login_account
This parameter is same as a "Discovery ExpEther Manager API".
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Sample code

(1)

search_eem.rb

#
# NEC ESMPRO Manager REST API Sample
#

require 'openssl'
require 'base64'
require 'net/http'
require 'json’

HHHHHHHHHEHHHH A A R

Hitt

### Change below value

Hitt

HHHHHHHHHEHHHH A A R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}
request_data =

{'discoveryMode'=>'0'",

'startAddress'=>'192.168.1.1','endAddress'=>'192.168.1.10",'network Address'=>'192.168.1.0','networkMask'=>'255.255.2
55.0", 'accounts'=>[ {'user'=>'admin’, 'password'=>'eemeem'} |}

R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;
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end

if (method == :get)

timel = Time.now;

response = http.get(url,req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)
req_body = {};

end

puts " "
puts "---- Request Data "

print(" Method ", method, "¥n");

print(" URL 2" url, "¥n");

print(" Request Header :",req header, "¥n");

print("  Session ID ", session_id, "¥n");

print(" Request Time 1", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print("  Status Code ", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body : "', response.body, "¥n");

print(" Response Time 1", time2, "¥n");

print(" Elapsed Time 1", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld'];

# Discover EEM

url = "/esmpro/api/eem"

result = send_restreq(:post ,session_id, url, request_data);
jobstate url = result['url'];
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while true do
# Job status
result = send_restreq(:get ,session_id, jobstate url, nil);
if ( result[jobStatus'] == "Running" || result['jobStatus'] == "Waiting")
sleep(1);
elsif ( result['jobStatus'] == "Completed" )
# Job result
result_url = result['url'];
result = send_restreq(:get ,session_id, result_url, nil);
break;
else
break;
end
end

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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)

delete_eem.rb

#
# NEC ESMPRO Manager REST API Sample
#

require 'openssl'
require 'base64'
require 'net/http'
require 'json’

U R R R R

it

### Change below value

Hitt

HHHHHHHHHEHHHH A A R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator', 'password'=>'Password'}
name="ExpEtherManager001"

R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)
req_body = {};

end

puts " "
puts "---- Request Data "

print(" Method ", method, "¥n");

print(" URL 2" url, "¥n");

print(" Request Header :",req header, "¥n");

print("  Session ID ", session_id, "¥n");

print(" Request Time 1", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print("  Status Code 1", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body : ", response.body, "¥n");

print(" Response Time 1", time2, "¥n");

print(" Elapsed Time ", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld'];

# Delete EEM

url = "/esmpro/api/eem"

resource = url + "?name="+ name

result = send_restreq(:delete ,session_id, resource, nil);

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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)

list eem.rb

#
# NEC ESMPRO Manager REST API Sample
#

require 'openssl'
require 'base64’'
require 'net/http'
require 'json’

U R R R R

it

### Change below value

Hitt

HHHHHHHHHAHHHH A A R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}

R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)
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transaction = Net::HTTP::Delete.new(url,req_header);

timel = Time.now;

response = http.request(transaction)

time2 = Time.now;
time3 = time2 - timel;
end

if (req_body == nil)

req_body = {};
end

puts "

puts "---- Request Data
print(" Method
print(" URL

print(" Request Header
print("  Session ID
print(" Request Time
print(" Request Body
puts "---- Response Data

", method, "¥n");
2" url, "¥n");

1", req_header, "¥n");
", session_id, "¥n");
", timel, "¥n");

", req_body, "¥n");

"

print("  Status Code
#print(" Response Header
print(" Response Body
print(" Response Time
print(" Elapsed Time

", response.code,

nn

", response.header, "¥n");

: ", response.body, "¥n");
1", time2, "¥n");
1", time3, "¥n");

puts "

if (response.body =="")
return nil
else

res_body = JSON.parse(response.body);

end
end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);

session_id = result['sessionld'];

# List EEM
url = "/esmpro/api/eem"

result = send_restreq(:get ,session_id, url, nil);

# Logout

result = send_restreq(:delete ,session_id, login_url, nil);
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Appendix F. View Windows Admin Center screen

Provides step-by-step instructions on how to view the Windows Admin Center from NEC ESMPRO Manager.
Please use Microsoft Edge as your browser to use this function.

Windows Admin Center can be installed from installation media downloaded from the web.

There are two methods available:

1. The procedure to display “Linkage” of server on “Component List”
[Premise]
* The managed server registered by OS IP address with Windows Server 2016 / 2019 / 2022 and “Type”

is “Server”.

* The managed server registered by OS IP address with Windows Server 2016 / 2019 /2022 / Windows

10/ 11 and “Type” is “Other Computer Device”.

+ Windows Admin Center Version2009 or later

The procedure is executed on the PC for management where NEC ESMPRO Manager is installed.

1)

)

©)

Edit the configuration file.

Logout from NEC ESMPRO Manager.

Use the comment line that begins with the following file to specify the Windows Admin Center host
name (or IP address) and port number.

%ESMPRO%¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-
INF¥service¥alertviewer¥WindowsAdminCenter_settings.txt

* %ESMPRO% : where to install NEC ESMPRO Manager
* The default value for installs NEC ESMPRO Manager is < C:/Program Files (x86)/ESMPRO>

Component registration
Login to NEC ESMPRO Manager.
Register the server that can display Windows Admin Center screen.

The link to Windows Admin Center

Click “Windows Admin Center” link of ”Linkage” of server on “Component List”. Please enter the
account for the Windows Admin Center server on the authentication screen.
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2. The procedure to display Windows Admin Center screen from NEC ESMPRO Manager Alert Viewer
[Premise]
* The managed server with Windows Server 2016 /2019 / 2022, integrated NEC iLO.

Verify that NEC ESMPRO Extension for Windows Admin Center(*1) is installed in Windows Admin
Center.

(*1) THE NEC ESMPRO Extension for Windows Admin Center is an extension that displays
information about the hardware of the NEC Express5800 server to the Windows Admin Center.

The procedure is executed on the PC for management where NEC ESMPRO Manager is installed.
(1) Edit the configuration file.
Logout from NEC ESMPRO Manager.
Use the comment line that begins with the following file to specify the Windows Admin Center host
name (or IP address) and port number.

%ESMPRO%¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-
INF¥service¥alertviewer¥WindowsAdminCenter_settings.txt

* %ESMPRO% : where to install NEC ESMPRO Manager
* The default value for installs NEC ESMPRO Manager is < C:¥Program Files (x86)¥ESMPRO¥>

(2) Component registration
Login to NEC ESMPRO Manager.
Register the Component in which iLO is integrated with enabling system management(WS-Man) and
MC management(iLO) on NEC ESMPRO Manager.

*The OS of integrates iLO is a Windows OS for servers such as Windows Server 2019 etc. that support
Windows Admin Center.

(3) The link to EC ESMPRO Extension for Windows Admin Center
Make sure that there are alerts for the device on the alert list screen.
Click the Components section of the alert to display the LINKED NEC ESMPRO Extension for
Windows Admin Center screen.
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Appendix G. configure the NEC ICT Device Visualize
Service Agent

Here are the steps to display or configure the information of the NEC ICT Device Visualize Service Agent
from NEC ESMPRO Manager.

[Premise]

* Managed servers with Windows Server 2016/2019/2022, NEC ESMPRO ServerAgentService Ver2.3 or
above installed, and NEC ICT Device Visualize Service Agent installed.

* NEC ICT Device Visualize Service Agent is running with child mode.

CHECK :

A L L R A A AR R A AR ALY

Independent mode of NEC ICT Device Visualize Service Agent is not supported.

Please perform these steps on the management PC where NEC ESMPRO Manager is installed.
(1) Component registration
Login to NEC ESMPRO Manager.
Enable the System Management (WS-Man) and register managed device in NEC ESMPRO Manager.

(2) Display the settings screen
On the "Component List", click on the "NEC ICT Device Visualize Service Agent" link on the
"Linkage" of the registered server.

(3) Settings of NEC ICT Device Visualize Service Agent
Configure the NEC ICT Device Visualize Service Agent on its settings screen.
For more details, please refer to the online help for NEC ESMPRO Manager.

(3) URL

NEC ESMPRO ServerAgentService
https://www.58support.nec.co.jp/global/download/index.html
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Appendix H. EThe procedure to execute a Test Report by
using the Event log monitoring(Windows) or Syslog
monitoring(Linux) of NEC ESMPRO Agent or NEC
ESMPRO ServerAgentService

B Event log monitoring(Windows)

(1) Start “NEC ESMPRO Agent” from “Control Panel”, and click “Report Setting” in “NEC ESMPRO
Agent”.
If NEC ESMPRO ServerAgentService, click “Report Setting” from “Start”.

(2) Expand the "EventLog" tree on the left of the “Alert Manager” screen.

(3) Right-click on the event ID and select "Test".

Note that you cannot perform a “Test” if no “Report Destination” (Manager, SNMP, TCP/IP In-Band, CIM-

Indication) is specified for that event ID.

(4)When "Are you sure you want to write a test event?" is displayed, click "OK".

The test event will be registered into the event log.

The Event log monitoring will immediately detect and report to reporting destination(s) about the test event.

<Additional Information>
. If the channel is undefined or a channel other than the focused channel is defined, a reporting test
cannot be performed.
In the case, even if a reporting test is performed, one of the followings will happen:
- An error message will be displayed.
- Events from the channel other than the focused channel will be registered into Event log.
- No event will be registered into Event log.

B Syslog monitoring(Linux)
(1) Login with the root user.
(2) Move to the directory where the Control Panel (ESMamsadm) is installed.
# cd /opt/nec/esmpro_sa/bin/
(3) Launch ESMamsadm.
# /ESMamsadm
(4) Launch ESMamsadm and choose "Syslog Events Setting".
(5) Choose any you prefer from “Source”. (Choose by “1”7 or “]”)
(6) Check "OFF" for "Operation on source".
(Set this using the space key.)
(7) Choose any event ID in the "Event ID" field.
(Choose by “T” or “|7)
(8) Press the "Settings..." to open the "Syslog Application Setting" screen.
Confirm that the “Action After Report” is set to "None".
Confirm that the "Report to" is set to "SNMP".
If the "Action After Report" is set to "Shutdown" or "Reboot", the action will be executed.
(9) Press "ok" to return the "Syslog Application Setting" screen.
(10) Press "Test" button.
The test message will be registered into the syslog. If the syslog Monitor Interval (default : 300 seconds)
is exceeded, the test message will be detected and a reporting will be sent.

<Additional Information>

- When adding or deleting syslog events, or changing settings, it is necessary that reload the Syslog Event

information.
Press “Close” button on the “Syslog Event Settings” screen to reload the Event information, and then
perform the Test.

- For detailed operations such as the Control Panel (ESMamsadm), please refer to “NEC ESMPRO Agent

(Linux) User's Guide”.
https://www.58support.nec.co.jp/global/download/index.html
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Revision History

E7.24-01-STD  2024/11/15 Revised the environment setting usage guide in chapters 1.3.1, 1.3.3.3, 3.3.1, and
4.3.1.1 has been changed from classic mode to ESMPRO SM7 UI.
Added IX-R2530 to UNIVERGE IX-R series of network devices in Appendix D.
Added IX-V100 to UNIVERGE IX-V series of network devices in Appendix D.

Added revision history.
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