Chap. 4

Server Management by Web Browser (Web Component)

4.1 About Web Component

4.2 Display a list of Management Server (Operation Window)

4.3 Display of Configuration Information of Server in Table Form
(DataViewer)

4.4 Reference of Server Failure Information (AlertViewer)

4.5 Remote Setup of Server Monitoring (Agent Control Panel)

4.6 Remote Start-up of Server (Remote Wake Up)

4.7 Remote Shutdown of Server (Remote Shutdown)
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4.1 About Web Component

By using Web Component, you can utilize main function of NEC ESMPRO Manager from Web Brower through
Web server.

Operation Window
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Agent Control Panel

4.1-1 Configuration of Web Component

Web Component consists of the following tools:
- Operation Window
Displays a list of Register/Edit/Delete of server for management, tree view of map and
component under map and activates each tool.
- DataViewer

Displays a list of various detailed information of NEC ESMPRO Agent Ver. 3.7 or later.
- AlertViewer

Refers to alert sent from server for management.
- Agent Control Panel

Sets operation of NEC ESMPRO Agent (Windows Ver. 4.0 or later and Linux Ver. 4.2 or later).
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4.1-2 How to access Web Component

1. Procedures

1. To access Web Component, move to URL mentioned below using Web Browser.
http:// Web server narme/esmpro/index.html

2. Title page of Web Component is displayed.
Fle Edit W¥ew Favorites Tools

Help
Back ~ ) - |¥] [& ."_ /‘:‘Search
)

o]
Address [{&] hitp:Locahost/esmprofindex. html

B
==

- Favorltes 47 |

B = ‘L\nks =

) Operation Window
@ AlertViewer

D Help

T T Mcalintranst
Title Page of Web Component

In Web Component, you can do user authorization by using function of IIS. When you use it, set IIS
Comeel with care, taking security into account.
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4.2 Display a list of Management Server
(Operation Window)

Operation Window can display a list of host for management on network in map unit and perform property
information/setting and status monitoring as well as activate various tools.

Autodiscover

Operation Window

nkeract fagires

| St ¥ ok st et

—
Agent Version Update

1. To start up Operation Window

1. Click [Operation Window] in title page of Web Component.
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2} NEC ESMPRO Manager Web Component - Microsoft Internet Explorer =] 3]

Fle Edit Yiew Favorites Tooks Help ‘ -
DBack = ) - ¢ 2] 0| O search Favorkes £ [0 L
Adehess [ E] hitpfLocahostjesmprofindes. bl B ks >

) Operation Window

D Mertviewer

D Help

& T N

Title Page of Web Component

2. Operation Window activates.

a Operation Window{Manager01) - Microsoft Internet Explorer
— HEC ESMPRO M,
AleriViewer / ?
@ My ManagenTlanagerll)
@ Intemet DEdi
L Jiap | Ehaelect ot Rlinvert the Selection iDeselect Al
@ Map2
@ Map3 SNMP  SNMP RWUIP
@ NetWareServer Status Host/  Alias [P Address Conumuonity Commuity Z5o Tt P Bryagost
Name(Get) Name(Sety * = Sorees Address
[T @ Serverl ESMI20RH 192.168.1 76 public 441 00:1d92:e6:ama8 1921681 153
™ @ Server? ESMIZ0RH 192 162.1.76 public 441
[T @ Serverd ESMII0RH 192 168.1 76 public 441
[&] Done [T | [ [S3Lecalinkranet 7

Operation Window

Web Component uses the same Management information as NEC ESMPRO Manager itself. In case map
and host have already registered in NEC ESMPRO Manager itself, they are displayed.

POINT

Web Component does not support Inter-Manager Communication. Even in case you set Inter-Manager
C—==3  Communication by NEC ESMPRO Manager itself, Web Component does not display the information of
Neighbor Manager.
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4.2-1 How to Register Server as Management Item

In order to register server to Operation Window, use Autodiscover function of Operation Window. In case the
various information for management is specified, you can register host name and map name as well as
necessary information manually.

However, in order to activate various tools from Operation Window, it is required to properly set Agent Version
Property for registered managed server.

1. To execute Autodiscover

1. Activate Operation Window and select [Autodiscover] menu of menu bar.
. Select map to register server for Autodiscover by [Map].
3. Select [Address and Mask] by [Address]. Either input the value meeting network in [Network
Address] and [Network Mask] or select [Range] and input range of address.
4. Input proper community name in [SNMP Community].
5. Click [Start Autodiscovery] button.

/2 Autodiscover - Microsoft Internet Explorer i [w] 4

Ivla) )

[ Map | Hetwork Address Network Iask
1o 0000 0000

Interet 0.000 0000

Mapl 192.163.1.0 2552552550
HNetWarsServer 0000 0000
IMap2 0000 0000
Iap3 0ooo oooo

Lddvess and Mask Range

Hetwork Address [192,168,1.0
Hetwork Mask  [256.265,256.0

[SNIVF Commmunity

Commmunity Nawe [puplic
Start Autodiscovery | Close |
’Autod.\scwer Ilessage =]
=
Bl
‘£] Done [T [ [N3Localintranet 4

[Autodiscover] Dialog

In case of opening Autodiscover Dialog, the map selected by left tree frame of Operation Window

=
= becomes the one for default.

While you execute Autodiscover from NEC ESMPRO Manager itself or other Browser, please be noted

C—=-3 that Autodiscover can not be executed.

In case you want to edit map configuration flexibly, it is recommended you to operate by NEC ESMPRO

Manager itself in advance. For the operation method, refer to “2.2 Easy Registration of Server for

Management (Operation Window)".

PLUS 1
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2. How to update Agent version property

1. Check the checkbox of map including target host for Operation Window or target host and select

[Agent Version Update] menu of menu bar.

?HELF
Agent Version Update

Target Host(s) (@lanagerl1)

—

Zelect the host(s) whose wersion you want to
update.

Execute | Cancell

=
@l_l_l_l_l_|‘:§ Local inkranet v

Agent Version Update] Dialog

2. Select the host of a list of target host and click [Execute] button.

3. How to add map manually.

1. Select map to add.

2. Click "Edit" on the upper part of the list of map.
3. Input value in each item of input region to add map.

/3 Operation Window(Manager01) - Microsoft Internet Explorer

@ My ManagenManage:01)

- M @:Update the Selected Cosmp onent(s @Delete the Selected Component(s
@ Mapl Rzelect All Blinvert the Selection DDescleet Al
@ Map?
@ Map3 Sinka Mop il Dlomanleddd
W NetWareServer
Dade | [ [
L [ [
Y et T T g ﬁ'
e |Map2 [ [152.168.1.5 255.
O @ [wap [ [192.188.18 255
Staus Host / Alias IP Adiress SNME
Dt

<
4l | 3

[T Soelntraret

Edit Screen of Operation Window

4. Click "Add" of map list
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4. How to add host manually

1. Select map to add.
2. Click “Edit” on the upper part of host list.
3. Input value for each item of input region to add host.

a Dperation Window(Manager01) - Microsoft Internet Explorer

HEC ESMPRO Manaze

EEEEE AleriViewer / ?

@ Ly ManagerTanage:l)

|»

W Intemst Cnait gUgdate the Selected Component(s @Delete the Selected Component(s
* Rgelect All Bhinvert the Selection iDesclect All
@ Wlap2
W Mlap3 Status Map Tiile Network Address N
4
HetWareServer Pladd I I l_
Status Host/ Alias IP Adiress SN
= = —
(@ac | | | —)
P @ [Serer |Servert |152.168.1.76 Jpubl
F @ [Seren [Server2 [192.168.1.79 publ_|
¥ @ [seres [Servera [152.168.1.80 publ

¥ | o

[&] pene [ [ | [S3rocalintranet Y

Edit Screen of Operation Window

4. Click "Add” of host list.
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5. How to edit property of map and host

1. Click map to which map and host belong to edit.
2. Click “Edit” on the list of map and host.
3. Change Property of map and host to edit.
4. (Click “Update the Selected Component(s)” on the list of map and host.
ager01) - Microsoft Internet Explorer
@ My Manager(Managed0L) =
@ Internst gUgdate the Selected Component(s Delete the Selected Component(s
L a1 BZeler nves eselect All
@ Mapz
W Map3 Status Map Tiile Network Address N
W NetWareServer wl l_
sHowr st solirese B\
Pea | | | -
© @ [Sererl [Servert [152.168.1.76 ubl
¥ @ [Sere2 |Server2 [192.168.1.79 [ui_|
¥ @ [Sered [Server3 [152.168.1.80 [t
S J/
| | » -
[&]pene [T T Rolntaet
Edit Screen of Operation Window

'_“ After change of Property, when you move input focus to other part, relevant checkbox is automatically
B checked.

POINT

‘ 6. How to delete map and host

1. Select map to which map and host to be deleted belong.
2. Click “Edit” on the upper part of list of map and host.
3. Check the leftmost checkbox of map and host to delete.
4. Click “Delete the Selected Component(s)” on the upper part of list of map and host.
/Z} Operation Window(Manager01) - Microsoft Internet Explorer
- MyManagaﬂﬂanagetﬂ;) =1
W@ Internet M EU date the Selected Component(s @Delete the Selected Component(s l
@ Iy Bzelect Al Biinvert the Selection TDesclesT AT
@ Wap2
@ Map3 Status Map Tidle Nebwork Address N
W NetWateServer mI I l_
Status Host/ Alias IP Adiress SN
i | I I l_
7 @ [Senen [Servert [152.168.1.76 [t
@ |e [Sene2 [gemer2 [152.168.1.79 [fubl_|
@ |@ [Seres [Servers [152.168.1.80 [t
—
4 | _’l;l
[&]pone T M
Edit Screen Operation Window
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4.2-2 How to monitor status of server

For the server registered in 4.2-1, the status is automatically monitored and icon of Operation Window
changes according to the status.

“J operation Window(Manager01) - Microsoft Internet Explorer

A hly Managenhanages01)
A Internet BlEdit
£ F1 Rzelect All Blinvert the Selection BDeselect Al
@ Map2
@ Map3
@ NetWareServer

SNMP | SNMP T
Status Hosi/  AMas [P Adiress Commmumity Communiry S¥ent ~RWUMAC

: Broadeast
MName(Gei) Name(Sery Sooniett  Adiress Address
[T @ Serverl ESMLIZRH 192168176 public 441 00:1892:06:a0:06 192,168 1155
[T 4 Server2 ESMLZ0RH 1021621151 public ald
T A Server3 BESLUNRH 182 168 1 152 pibic a1d
[&] [T [T [ Ndviecalintranet 2

The icon of Operation Window is displayed according to status as follows:

Status Icon

Normal -
Warning <4
Abnormal A
Unknown -

The list of management and status color is automatically updated per minute. However, each property
= information must be manually updated by “Refresh” function.

In case the managed server stops or in sleep status and some failure happens on network, the status
CAUTION becomes unknown.
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43 Display of Configuration Information of Server in Table
Form (DataViewer)

DataViewer collects configuration information from the server installed NEC ESMPRO Agent and displays it in
table form.

Monitoring Item Set
e =

o
Detail Information

1. How to display configuration information of server

1. Move mouse cursor to how on Operation Window and click [DataViewer] of displayed menu.

a Operation Window({Manager01) - Microsoft Internet Explore:

@ My Manageshanage01)

@ Internel Bl Edit
L1 Rhgelect Al Rilinvest the Selection DDesslect A1
@ Map2
@ Map3 SHMP SNMP RWUIP
W NetWareServer Status Host/ Alias mmwwé;f“ Rimc Broadcast
MName(Ger) Name(Ser) S Address
441 00:1d9Zef:aca6 192.168.1.155

441
441

T T Mwcalitanet
Menu of Operation Window
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2. DataViewer activates.

<} Data¥iewer(Serverl@Manager01) - Microsoft Internet Explorer
i exsiom - 4.41
Status Monitaring (Default) «| Collect Edit Maonitaring ltem Set |
=
Select Monitoring Item Set and press the Collect button,
[&] Done [T | [ [S3Lecalinkranet 7

DataViewer

3. Select Monitoring Item Set to monitor the list [Monitoring Item Set] of DataViewer and click
[Collect] button.
4. The information of selected Monitoring Item Set is displayed.

7 DataViewer{REGULUSmgr_IS1E) - Microsoft Internet Explorer [S]i=1 (3]

CAUTION

CAUTION

CAUTION

CAUTION

I91E

| Status Monitoring (Default) v |[ Colleat | Eclit Monitaring hern Set.

Status Monitoring (Default) - REGULUS@mgr_191E Last update : Thursday, April 10, 2003 449:17 FM
@ =il ESMPRO
@ ) Hardware
@ & System

@ B CPU
Total

1% Hommal

1 1
Individual
| Fentm(RL o6 FamlyGModel 1y yon; 133MHz 0% 1% 1% Normal
Pracessot 2 Stepping 10
@ I Enclosure
B Local Polling
@ 3 Btorage
W i3 File System

o Interner

I

Display of Server Information

DataViewer of Web Component supports NEC ESMPRO Agent Ver. 3.7 or later. Please be noted that for
other than these versions, of NEC ESMPRO Agent, DataViewer can not display information.

To activate DataViewer, Property “Agent Version” of target host is required to be set correctly. For details,
refer to "4.2-1 2. How to update agent version property”.

It does not update to latest information regularly.
To refer to the latest information, dlick [Collect] button and collect the information.

A part or all the detailed information may not be displayed, depending on server or version of

NEC ESMPRO Agent..

Light-colored displayed item and the blank item in detailed information table, on account of the reason
that they are not supported and for any other reasons, are those NEC ESMPRO Agent did not return
the information.
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2. How to customize monitoring item set

Monitoring Item Set can be customized. By defining Monitoring Item Set for your purpose, you can
manage it flexibly.

1. Click [Edit Monitoring Item Set] button in upper right portion of DataViewer.
2. Edit Screen of Monitoring Item Set is displayed.

3 DataViewer(5erverl @Manager01) - Microsoft Internet Explorer

Fditing Monitoring Tem Set

D MordtoringTemList |
Addl Rename | Cupyl Delete | Category - | ESMPRO 'I

Status Monitaring (
ft Server Status Monitoring (Default) Hardware

ﬂ Switch Blade (Default) System
1 IfO Device
Enclosurs |
ESMPRO -
Hardware
MWermory Bank =
CPU = |
Systermn
CPU Remaove ==
Enclosure
T Temperature
1 Fan
“oltage
Power Supply
Door
Liguid Coaling Unit
Local Palling
Local Palling
Storage =l
Set | Cancel |
|
& 0 T | &3 ocal intranet 7
Edit of Monitoring Ttem Set

3. Click [Add] button of Monitoring Item Set.

4. As Input Dialog of Monitoring Item Set Name to add is displayed, input Monitoring Item Set Name
and click [OK] button.

5. Select the item to monitor from right-hand side of Monitoring Item List and click [<= Add] button.
Then it is added to left-hand Monitoring Item Set.

6. Add all the items you want to monitor to Monitoring Item Set and click [Set] button.

-
POINT

POINT

PLUS 1

Monitoring Item Set can register up to 100 items.

Default defines the following three, [Status Monitoring (Default)] which indudes all the items of status
information, [ft Server Status Monitoring (Default)] and [Switch Blade (Default)].

When you create new monitoring item set, by using [Copy] button, you can edit monitoring item set
based on existing one.
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4 4 Reference of Failure Information of Server (Alertviewer)

You can check alert sent to NEC ESMPRO Manager by AlertViewer on Web Browser.

AlertViewer
EI L1 P Dharat

RESTRCEEELERELELARE
MECEEREREREERRGEA N T

1. How to activate AlertViewer

1. Click AlertViewer of title page of Web Component.
ioix

Elle Edit Wiew Favorites Tools Help ‘ ﬂ'

Qback = )~ [x) @ (0| O search PiFavorkes € | (1 [

Address [] https/fLocahostesmprajindex.ftl =] Eeo [unks >
B

] I O B LT S

Title Page of Web Component

164



2. AlertViewer activates and alert received is displayed.

net Explorer
1.25 of 22 items |25 items |/ page 12 =<Top <Previous | Next> Last>>
Sunmary Type Manager Compenent Address Recaved
¥ WM Server Racovuy Ianagerl Servrl 192.168.1.76 2009-03-03 16:50
@ CPU Wimning Recowered  CPU Blmageminl Serwrl 102.168.1.76 20000302 15:20
V] W Tear Dafined. Mmagal Serwerl 192.168.1.76 2009-03-02 15:22
A CPU Lowd Wirning cou Blmageminl Serwrl 102.168.1.76 2009-03.02 15:21
W CPU Waming Recovered  CPIT Mlamager 1 Server]l 193 168.1.76 2009-03-02 15:16
A CPU Lowd Wiming =11 Mmagal Server] 192.168.1.76 2009-03-02 15:15
@ CPU Wiming Facowred  CPU Bmagail Serwrl 192.168.1.76 2009-03-02 15:13
A CPU Lowd Wirning cou Blmageminl Serwrl 102.168.1.76 2000-03.02 15:12
W CPU Waming Recovered  CPIT Mlamager 1 Server]l 193 168.1.76 2009-03-02 15:11
A CPUEmr Becowned  CRU Mmagal Server] 192.168.1.76 2009-03-02 15:11
A CPU Lowd Bror =311 Bmagail Serwrl 192.168.1.76 2009-03-02 15:10
A CPUBmw Becowsred  CRU Blmageminl Serwrl 102.168.1.76 2009-03.02 15:00
x CPU Load Fror cru Mlamager 1 Server]l 193 168.1.76 2009-03-02 15:08 i
A CPU Lowd Wiming =11 Mmagal Server] 192.168.1.76 2009-03-02 15:08
] % File Systom. Bmagminl Serwrl 192.168.1.76 2009-03-02 15:04
W CPU Wemning Recowsred  CPU Mmagal Server] 192.168.1.76 2009-03-02 15:03
A CPUBm: Bscownd  CRU Bmagail Serwrl 192.168.1.76 2009-03-02 15:03
A CPU Losd Brror cou Blmageminl Serwrl 102.168.1.76 2009-03.02 15:02
V] % File Systam Mmagal Serwerl 192.168.1.76 2009-03-02 15:02 =
[&] Dene [ [ | [S3tocdlintranet J

AlertViewer

There is no function for newly arriving alert. In case you want to refer to the latest alert, dlick [Reload]
button and reload alert information.

CAUTION

2. How to refer to detailed information of alert

1. Click [Summary] of alert you want to refer to details.
2. The Window of details of alert are opened and the detailed information of alert is displayed.
lojx
e e

P HELP

A CPU Load Error

General

From Serverl @Managerl

Address 192168 1 76

Received: Monday, March 02, 2009 1455

Generated(local time) Monday, March 02, 2009 14:59 (-02:00)

Generated(your time) Monday, March 02, 2009 14:59

Detail Alert generation time - hMonday, March 02, 2009 14:59 (-02:00)
CPU 1 load factor has exceeded the upper threshold(Error).

Action:

SNMP

Community public

Enterprise 136141119224423

Description: ESW CFU Trap

Agent Address 192168 1 76

Greneric Trap Cods 6 (Enterprise Specific)

Specific Trap Code 7

Time Stamp Ohours 52minutes 39 9%ceconds

Report Status

Report Status

Close

Details] Dial
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4 5 Remote Setup of Server Monitoring (Agent Control Panel)

By using Agent Control Panel, you can change the setting about NEC ESMPRO Agent.

General

£l

Agent Control Panel

1. How to start up Agent Control Panel

1. Move mouse cursor to component on Operation Window and click “Agent Control Panel” of
displayed menu.

3 Operation Window(Manager01) - Microsoft Internet Explol

@ My ManagerManages01)
@ Intemet DEat
Lz Rzelect All Blinvert the Setection ThDeselect Al
@ Map2
@ Wap3d
@ HetWeeServor Host/ = Aliss [P Adivess &&ﬁﬁ“ HE e Breadcsst
Name(Get) Mame(Sei) = Address
h 441 00:1d:92:e6rac:ah 192.168.1.155
441
441
& [ [ [ N3 tocalintranet 7

Menu of Operation Window
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2. Agent Control Panel activates.

/3 Agent Control Panel(Server1@Manager01) - Microsoft Internet Explorer

Helect an item to setup.

[& [T Mecalintranet
Agent Control Panel

To activate Agent Control Panel, Property of Target Host [Agent Version] is required to be set properly
C—=—F  Fordetails, referto “4.2-1 2. How to update agent version property”
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4.5-1 How to change setting

1. To change setting, dlick the item you want to change by setting item tab at the top of Agent Control
Panel.

) Agent Control Panel(Server 1@ManagerD1) - Microsoft Internet Explorer

General  System
HW Fvent Log ESRAS Watchdog Timer Shuidown SAF-TE Blade Server Local Polling

General
SNMP community Name Setti
SNMP Commusity Name - [public @

Rack Mount Name Setting

Rack Mount Hame

2 HELP

Tdentify

Start ﬂl

&l T e

2. As the setting screen about the setting item you selected is displayed, select setting item or input.
3. Click [Set] button.

It does not update to latest information regularly.
Ced In case you want to refer to latest information, dlick the tab of the item you want to refer to again and collect
information.

Depending on server, a part of information may not be displayed or set
The items display light-color are those that NEC ESMPRO Agent does not return information on account of
the reason that it is not supported and for any other reasons.

CAUTION

bas Depending on server, tem tab may not be displayed or may not be able to be selected. Moreover, on the

— displayed setting screen, a part of or the entire item may not be displayed or may not be able to be set.
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1. General setting of NEC ESMPRO Agent

Sets the general setting such as SNMP necessary for collecting information.
o]

General  Sysiem CPU File System Storage Disk Arvay LAN
HW Event Log ESRAS Waichdog Timer Shuidown SAF-TE Blade Server Local Polling

General 2 HELP

SNMP community Name Setii
SNMP Commusity Name : [public =

Rack Mount Name Setting

Rack Mount Name :
Mentify
Start | Stop
Set
[&] pene [ [ | [S3rocalintranet Y

General Setting Screen

For Identify function, refer to "3.21 Chassis Identify Function”.

CAUTION

2. Dump setting monitoring

Monitors dump setting of memory dump to be collected at the time of failure. Memory By monitoring
the setting of system about dump, you can prevent the problem that you can not collect memory
dump necessary to investigate the cause of failure.

As for dump setting that memory dump can not be collected normally, you can confirm it by alert
report to NEC ESMPRO Manager.

7} Agent Control Panel(Server1@Managerd1) - Microsoft Internet Explorer

LAN =

General CPU File System Storage Disk Array

HW Eveni Log ESRAS Waichdeg Timer Shuidown SAF-TE Blade Server Local Polling

System

System 2 HELP

Monitoring Status
[ Wonitor the memory dump settings

[ pone [T et
System Setting Screen
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3. Setting of CPU monitoring

Monitors rate of CPU load. By monitoring, you can detect high load state of CPU at an early stage.
You can confirm the status of CPU load by status color of DataViewer or alert report to NEC ESMPRO
Manager.

2} Agent Control Panel{Server1@Manager01) - Microsoft Internet Explarer ] 3]

Gemeral  Sysiem CPU File System Storage DiskArray  LAN
HW Event Log ESRAS Waichdog Timer Shuidown SAF-TE Blade Server Local Polling

CPU ? HELP

Sample Irierval Setting

Sample Interval : |10 7] secongs _Default

Utilization Rate Setting

Utilization Rate | Load for Tmin - »|  Default

Threshold Settings

Fatal Report || Fatal Reset | Warning Report Warning Reset |||
™ torar [100 5% [37 % o5 % |52 o  Default
W cpu g [100 5 |58 % o3 % o2 o Default
" ceu g [100 % [97 % o5 % |52 o, | Default
I~ cpu [100 5 [57 % o5 % o2 o Default
" ceu g [100 % [97 % o5 % |52 o, | Default
Set
€] pane T Mocalintranet
CPU Setting Screen

4. Setting of file system monitoring

Monitors free space of file system. By monitoring, you can detect lack of free space at an early stage.
You can confirm the lack of free space by status color of DataViewer or alert report to NEC ESMPRO
Manager.

General  System CPU File System Storage Disk Array = LAN
HW Event Log ESRAS Watchdog Timer Shutdown SAF-TE Blade Server Local Polling

File System o HELP
Sanple Interval Setiing

Sample Interval : |50 seconds | efault
Threshold Settings

FatalReport Warning Report|
Capacity 20470 ME
v 204 2047 Default
P C tee Capacity 96828 = up Dot |
Capacity 20470 ME
204 2047 Default
Free Capacity 9,905 ME = =
N =3

¥ D

ME
Capacity 20,479 ME

2047
Free Capacity 20,320 ME E =

¥ E

@ I - LT S
File System Setting Screen
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5. Setting of storage/disk array monitoring

By preventive maintenance function for hard disk, you can monitor failure of hard disk. As you can
recognize it before hard disk actually fails, “Preventive exchange before hard disk fails” can be used.
You can confirm the failure status of hard disk by status color of DataViewer or alert report to

NEC ESMPRO Manager.

/3 Agent Control Panel(Server1@Manager01) - Microsoft Internet Explorer -0l x|
_——————-—
General  System CPU File System Storage Disk Array LAN =
HW Event Log ESRAS Waichdog Timer Shuidown SAF-TE Blade Server Local Polling
Storage 2 HELP
Monitoring Status
W Enable Pre-faihure Prediction
Sample Interval Setting
Sample Interval : [50 seconss | Default
Resetting Status Data
Hard Disk [[DE]( Mastsr)  Rasat
Hard Disk [[DE](1:51ave) Reset
Hard Disk [[DE]2:Slave) Reset
Hard Disk [SCST]30010) Rasat
Hard Disk [SCSI)E:0:1:0) Reset
Hard Disk [ECR[40.50) Reset
Set
|&] pone [T | [ 83 Lecal intranet y

Storage Setting Screen
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6. Setting of network (LAN) monitoring

Monitors packet which server sends and receives. By monitoring of packet, you can detect network

trouble, high load of network and lack of server resource.
As for failure about LAN, you can confirm alert report to NEC ESMPRO Manager or Event Log of

system.

4} Agent Control Panel(Server 1@Managerd1) - Microsoft Internet Explorer

LAN

File System Storage Disk Array

General CPU
HW Event Log ESRAS Watchdog Timer Shuidown SAF-TE Blade Server Local Polling

System.

LAN ? HELP

Monitoring Status
[ Enable thresholds

Sample Interval Setting
Sample interval - 180 seconds Default
Threshold Settings

Networl hardware error percentage |50 % Default

Transmis sion ety percentage 35 9, Default

Transmission abott percentage : 35 o5 Default

& T e

LAN Setting Screen

7. Setting of hardware Event Log monitoring

Set Event Log detected by hardware Level.

a Agent Control Panel{Serverl@Manager0l) - Microsoft Internet Explarer

Gemeral  Sysiem CPU File Sysiem Siorage Disk Array  LAN
HW Fvent Log ESRAS Watchdoeg Timer Shutdown SAF-TE Blade Server Local Polling

Hardware eventlog 2 HELP

Sample Interval Setting

Sample Interval : [300 seconds _Default

[&] pone LT T MScdinanst

HW Event Log Setting Screen
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8. Setting of ESRAS — Off-line maintenance utility

Set start-up of Off-line Maintenance Utility. You can determine preventive maintenance of hardware
and failure by Off-line Maintenance Utility, referring to various Event detected by hardware.

3 Agent Control Panel{Serverl@Managerdl) - rosoft Internet Explorer
Gemeral  Sysiem CPU File Sysiem Siorage DiskArray  LAN
HW Fvent Log ESRAS Watchdog Timer Shutdown SAF-TE Blade Server Local Polling
E SR A 8- Off-line Maintenance Utility 2 HELP
Off line Maintenance Utility Settings
¥ Stast after fault occurs
[¥ Start after the next system boot
Set
[&] pene [ [ | [S3iocdlintranet 4
ESRAS Setting Screen

O. Setting of Watchdog Timer

This monitors system stall. For the system operating automatically and unmanned by alert monitoring,
you can minimize the effect to shutdown time and operation of server at the time of system alert
occurrence server.

System Alert can be confirmed by alert report to NEC ESMPRO Manager.

7} Agent Control Panel(Serverl@

General  System. CPU File System Storage Disk Array  LAN

HW Frent Log ESRAS Watchdog Timer Shutdown SAF-TE Blade Server Local Polling

‘Watchdog Timer

? HELP

Monitoring Status
¥ Monitor System Hangs

Threshold Settings

Timeout 90 seconds  Default

Interval - 60 seconds  Default

Action at timeout© | Mone Default
Action after timeout | System hd Default

|&] Done [T [ [ [ S3tocalintranet v

Watchdog Timer Setting Screen
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10. Setting of shutdown

This monitors shutdown process of OS.
You can monitor whether alert process of OS is normally finished.
Stall of alert can be checked by alert report to NEC ESMPRO Manager.

3 Agent Control Panel(Serverl@Manager1) - Microsoft Internet Explorer
Shutdown » HELP
Monitoring Status
¥ Monitor Shutdown Hangs
Threshold Settings
Timeout 40 seconds  Default
Action at timeout: | Mone » Default
Action after tmeout || Power cycle ¥ Default
Set
[&7pone [T [ [N3iocalintranet 7

Setting Screen of Shutdown

11. Setting of SAF-TE

Here you set the monitoring concerning power, fan and door to be monitored by SAF-TE.

/2 Agent Control Panel(Serverl@Manager0l) - Microsoft Internet Explorer
? HELP
Sample brterval Setting
Sample Interval : [300 seconds _Default |
Set
[&] Dene [ [ | [S3tocdlintranet J
SAF-TE Setting Screen
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12. Setting of alert suppression of blade server

Sets alert of blade server.

Blade server has sensor (Chassis Sensor) which is common to all the blade chassis as alert of Event for
sensor is reported from each NEC ESMPRO Agent, alert of Event is made in duplicate.
By setting alert, you can restrain these alerts.

General  Sysiem CPU File System Siorage Disk Array  LAN
HW EventLog ESRAS Watchdog Timer Shutdown SAF-TE Blade Server Local Polling

Blade Server

? HELP

Chassis Sensor Notification Seiting
I” Enaiile Natification

| €] pore [T Mscalintranet
Blade Server Setting Screen
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13. Setting of local polling

Monitor items for monitoring set by local polling.

By using Local Polling function, setting threshold, threshold monitoring, and alert report can be made
for even items which do not have threshold setting button.

You can confirm the status of item for monitoring by status color and alert report to NEC ESMPRO

Manager of DataViewer.
JRI=TEY

General  System CPU File System Siorage Disk Array  LAN
HW Frent Log ESRAS Watchdog Timer Shuidown SAF-TE Blade Server Local Polling

Local Polling » HELP

Ohject ID Setting

Ohject ID | Browse...

I” Enable Polling

Duration Setting
2 Contitously
o o o

Sample Interval Setting

Sample Interval 1 sec

Threshold Settings

Nlazimum Vatue : [2147 483647
Wlinimum Value - |-2147 483648

Faial Report Fatal Reset ‘Warning Report Warning Reset
Upper [~ Bnable Sending Trap [3 I [1 o

Lower [~ Bnatils Sending Trap | -4 = 2 [

Set Cancel

| ] pone [T T NSuoclintrane:
Local Polling Setting Screen

Local Polling

Local Polling means function to monitor optional Item (integer value only) not supporting GUI of
DataViewer. This is called “Local Polling” because it monitors by agent (Local) according to the set
information. It can set threshold and have server status color reflected and generate agent, meeting
system environment.

However, special knowledge and MIB information of Polling Target Item is required for this setting.

KEYWORD
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13.1 How to use local polling function

1. Click [Local Polling] of item tab.
Lo

spen 0

Local Polling 2 HELP

o UPS Temperature(1 36141119 2244112250 Configure... | Reset
<2 Ho entry has been registered, »> Configure... Reset
<< Mo entry has heen registered. > Configure Reset
<< Ha entry has heen registered, »> Configure... Reset
<= No entry has been registered. »= Configure... Reset
<= No entry has heen registered. == Configure Reset
<= Ha entry has heen registered. »> Configure Reset
<< Ha entty has heen registered, »> Configure... Reset
<< No entry has been registered. »= Configure Reset
<% Mo entry has heen registered. »> Configure Reset

[T 1T SHwslimant 4

Screen of Polling Target

2. Click [Configure...] button of Polling Target field you want to register or change.

Local Polling 2 HELP

Ohject ID Setting

Object ID '|1 3.6.1.411192.24.4112250 Browse

Cotmment |UPS Ternperature

™ Enable Polling

Duration Setting
W Continmousty

Duration - |0 hour[D nin |0 sec

Sample Interval Setting

Hample Interval ;|1 see

Threshold Settings

Mazinom Value : |2147 483847
Minimum Value - [-2147483648

0 gt FaReset | raing Repors Waing Rese

Upper [ Ensbls Ssnding Trap |3 Iz fh o

Lower I~ Enatle Sending Trap -4 I3 I2 [

Set Cancel

|&] Done [T [ [ [ S3tocalintranet v
Local Polling Setting Screen

3. Input Object ID of MIB in [Object ID] entry field and click [Browse...] button. You can also select
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from the MIB list set beforehand.

/3 Agent Control Panel(Server1@anager01) - Mi

General  System CPU File System Storage Disk Array  LAN
HW Event Log ESRAS Waichdog Timer Shutdown SAF-TE Blade Server Local Polling

Local Polling

Object ID List

2.2.1.14 (Received Error Packets [%index%]) | oK
22,119 (Transmitted Packets Disposed. [%index%]) Back
2.2.1 20 ransmmed Error Packets. [%index%

1 11 5.0{(UPS Temperature) Edit.

1192244112 2.7.0(UPS Charge Remaining)

119.2.2.4.411.22.8.0(UPS Minutes Remaining)

1119224 4 1.2 29.0(UPS Load)

1119224 4162221 0(Windows NT Mumber of Processes)

A1.119.2.2.4 416 2.2 22 00Windows NT Mumber of Threads)

A1.119.2.2.4.442.1.2 O(Actual Physical Memory Size) |

1.
1.
1.
1.
1.
1.

5] T Mcinmanet

4. Set [Duration], [Sample Interval], [Maximum Value] and [Minimum Value].

5. Set threshold value.

6. For Local Polling, value of Upper and Lower respectively for monitoring item can be set. For
instance, as temperature needs right range of value, you need to set values for Upper and Lower.
Meanwhile, for CPU load and others, you need to set Upper value only because it can be regarded
as malfunction when it exceeds any rate of load.

* When monitored item value exceeds (falls below) Upper (Lower) value, it is determined as
malfunction and waming and the status changes. Upper (Lower) Reset value restores the result of
determination of malfunction and warning when it exceeds (falls below) this value.

7. You can set whether you execute polling to this MIB by [Enable Polling]. Only when you checked
here, the value set by [Sample Interval] becomes valid.

In case other SNMP related product (SNMP Agent) is installed in server, you can monitor
PT MIB defined by the product in the same manner mentioned above.
However, in order to designate object ID on Local Polling Setting Screen, special knowledge is required
because it is necessary to investigate what kind of MIB is defined on the product.

Ex. : Monitors database engine having SNMP Agent function by NEC ESMPRO Manager.
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4 © Remote Start-up of Server (Remote Wake Up)

System stops on network can be remotely started up.

M) O B
@ e St Bt/ | Al i Canmmly iy 50 AL iy
L e

Remote Wake Up

NEC ESMPRO Manager

NEC ESMPRO Agent NI:SE;‘JESMF!RO Agent MEC EJSMPRO Agent NEZESKPRO Agent

‘ 1. To start up server by remote wake up function

1. Check the checkbox of Target Host or map including Target Host on Operation Window and select
[Remote Wake Up] menu of menu bar.

|Rem0te ‘Wake Up - Micrasaft Internek Exp

Remote Wake Up

Target Host(s) (@ Mhlanager01)

The zelected host(z) will starta.

Execute | Cancel |

=
@’—l_l_l_l_hj Lacal inkranet A

[Remote Wake Up] Dialog

2. Select host of the list of Target Host and click [Execute] button.

179



To use Remote Wake Up function,[RWU MAC Address]of property of Target Host and [RWU IP
T Broadcast Address] are required to be set adequately. For setting method of property, refer to “4.2-1 5.
How to edit property of map and host".

To use Remote Wake Up function, it is necessary to set so that Target Host accepts Remote Wake Up.
C—=3  For setting method, refer to instructions of each equipment.

Moreover, when you want to start up over router. direct broadcast is required to be set for router. For
details, refer to instructions of the router.
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4 ( Remote Shutdown of Server (Remote Shutdown)

You can shutdown system operating on network remotely.

Remoto Shoutdov

M

NEC ESMPRO M4

v e

NEC ESMPROC Agent i\ ’;SMPRO Agent NEC ESMPRO gent NEZESKPRO Agent

‘ 1. How to shutdown server by remote operation

1. Check the checkbox of target host of Operation Window or target map including host and select

[Remote Shutdown] menu of menu bar.

SI=

-

Remote Shutdown

Target Hosti(s) (@hIanager01)

% Shutdown the selected hosts.
" Rehoot the selected hosts.

Execute | Cancel |

@ ’_ ’_ ’_ ’_ ’_ [%J Local intranet
[Remote Shutdown] Dialog

-
4

2. Select host of the list of Target Host and click [Execute] button.
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2. Preparation of server

NEC ESMPRO Agent of server which is Target Host is required to be set for Remote Shutdown
1. Select NEC ESMPRO Agent of control panel.
2. Check [Permit Remote Shutdown / Reboot] in the setting field of [General] Tab.

x|

General | System | CPU | LAN | WDT | Shutdown | SAF-TE |

SNMP Setting

¥ Permit Remote Shutdown / Reboot

SNMP Community |public |

¥ Enable DM Function

Report Setting... | Storage Setting... |

—Rack mount

MName I

—Chassis Identify
Identify Mow | Stop Identify |

0K | Cancel | Heb

Control Panel of Agent [General]

3. Press [Report Setting...] button of [General] tab and open screen of AlertManager.
4. Select [Base Setting...] from [Setting] menu and open Base Setting Screen. Confirm that
[Shutdown Delay] Item is green icon as below. In case it is red, click icon and change it to green.

Base Setting il

.Reportl Receive Cther I

Configure... |

OK I Help

[Base Setting] Dialog Box

5. Close the screen pressing [OK] button.
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