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m_Trademarks

NEC ESMPRO and EXPRESSSCOPE are trademarks of NEC Corporation.

Microsoft and Windows are registered trademarks or trademarks of Microsoft Corporation in
the United States and other countries.

Linux is a registered trademark or trademark of Linus Torvalds in Japan and other countries.
Axis2 is a registered trademark or trademark of the Apache Software Foundation.

Java and all Java-related trademarks and logos are trademarks or registered trademarks of

Oracle Corporation and/or its affiliates in the United States and other countries.

m Notes

1. No part of this document may be reproduced without permission.
The contents of this document are subject to change without prior notice.
The contents of this document cannot be copied or altered without permission from NEC
Corporation.

4. NEC assumes no liability for any damages resulting from the use of this product.

m About this Document

This document explains the "NEC ExpressUpdate" functions installed on the server
management software "NEC ESMPRO Manager Version 5." Refer to this document when
using NEC ExpressUpdate.

This document is intended for the latest version of NEC ESMPRO Manager. A part of the
functions described in this document is unavailable for previous versions of NEC ESMPRO

Manager. If such is the case, please update it to the latest version.

m Symbols in this Document

The following explains three symbols that are used in this document:

IMPORTANT: Key points or notes you must follow when handling software or devices of
servers.
CHECK: Key points you need to check when handling software or devices of the server.

TIPS: Useful information.
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m Terminology

The following are terms used in this document.

Term

NEC ESMPRO Manager

Table 1 Term
Description

NEC ESMPRO Manager

NEC ESMPRO Agent

NEC ESMPRO Agent

NEC ESMPRO Agent

Extension

NEC ESMPRO Agent Extension

Module

A collective term for firmware and software targeted to be updated,
including the system BIOS, EXPRESSSCOPE Engine firmware,

NEC ESMPRO Agent, etc. on a management target server.

Management server

A server on which NEC ESMPRO Manager is installed and used
to manage servers. A computer or management target server itself

can also be used as a management server.

Management target server

A server managed by NEC ESMPRO Manager. To use NEC

ExpressUpdate, NEC ExpressUpdate Agent needs to be installed.

BMC

Baseboard Management Controller. A management controller that
monitors system hardware and reports alerts without being

affected by the system state or OS.

Update package

Update files for the system BIOS or BMC firmware of a

management target server.

Update package server

A server distributes update packages that NEC Corporation
provides by having repositories access this server to download

them.

Repository

A function of NEC ESMRPO Manager Ver. 5, which downloads
update packages from the "update package server" to store and
manage them in the repository. This is available in NEC ESMPRO

Manager Ver. 5.1 and later.

-10 -
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1. Overview

1.1. NEC ExpressUpdate

NEC ExpressUpdate is a part of functions of NEC ESMPRO Manager Ver. 5.1. It allows
you to manage versions of firmware and software of the management target servers
through an intuitive user interface.

With NEC ExpressUpdate, the firmware and software versions can be managed more

easily and accurately.

In addition, only required update files (update package) for the management target
servers are selected to be downloaded from the update package server, which makes it
possible to minimize network bandwidth and disk capacity required for management.

To use NEC ExpressUpdate, NEC ExpressUpdate Agent or EXPRESSSCOPE Engine 3
needs to be installed on the management target servers. If NEC ExpressUpdate Agent
is not installed on a management target server, it can be installed on the management

target server remotely from NEC ESMPRO Manager.

CHECK:

+ The installation function of NEC ExpressUpdate Agent is supported in NEC
ESMPRO Manager Ver. 5.25 and later.

-1 -
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1.2. Component Configuration

This section briefly shows the correlation of each NEC ExpressUpdate component.

"NEC ExpressUpdate Manager" and "repository" installed on the management server as
part of NEC ESMPRO Manager communicate with either "NEC ExpressUpdate Agent"
or "EXPRESSSCOPE Engine 3" installed on the management target servers through the

network, which enables to update the firmware and software on the management target

servers.

NEC ExpressUpdate saves update packages downloaded from the update package

server or manually added by the user in the repository within NEC ESMPRO Manager.

NEC ExpressUpdate Manager can use a "repository" installed on another management

server, in addition to the "repository"” installed on its own server.

Update package server

Si—— " POsting update packages

Web browser

N

Management server

____________________________

Manager

|
]
NEC ExpressUpdate 4-:L
1
]

. HTTP(S)
?: —>
HTTP
= Checking updates
= Downloading update packages
)

dl/dol1

XML/SOAP

= Sending update data
= Requesting to update

= Obtaining version information
»

SMB/CIFS/SSH

——

= Installing NEC —
ExpressUpdate o
U4
Agent =
3
HTTPS

= Sending update
data

* Requesting to
update

Management target server

{NEC ExpressUpdate Agent I
NEC ESMPRO Agent

[ NEC ESMPRO Agent Extension ]

Upd
Fold

t, ackage media
r,.

= Obtaining version
information

EXPRESSSCOPE Engine 3

Fig. 1 Component correlation diagram

-12 -
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1.2.1. NEC ESMPRO Manager Ver. 5

NEC ESMPRO Manager Ver. 5 is server management software that provides
capability to manage servers visually. It allows you to manage servers remotely such
as controlling power without going to the actual locations where the servers are

installed, enabling reduction in costs for operation and management of the servers.

1.2.2. NEC ExpressUpdate Manager

NEC ExpressUpdate Manager is a core component that controls the NEC Express
Update functions such as sending an update package to the NEC ExpressUpdate
Agent on a management target server and reflecting responses from the NEC
ExpressUpdate Agent in the GUI. It is installed as part of NEC ESMPRO Manager.

CHECK:

NEC ExpressUpdate Manager is available in NEC ESMPRO Manager Ver. 5.1 and
later.

1.2.3. Repository

Repository is a component that stores update packages for management target
servers and performs generation management. It downloads update packages from
the update package server at a specified time, etc. All downloaded update packages
are stored in this repository. It is installed as part of NEC ESMPRO Manager.

CHECK:

The repository is available in NEC ESMPRO Manager Ver. 5.1 and later.

1.2.4. NEC ExpressUpdate Agent

NEC ExpressUpdate Agent is software running on a management target server. It
has functions such as primarily performing an update package installation and
sending the current version information of each module in use, which are requested

by NEC ExpressUpdate Manager.

-13-
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1.2.5. EXPRESSSCOPE Engine 3

EXPRESSSCOPE Engine 3 is a chip installed on the motherboard which provides
remote management functionality including monitoring hardware components such
as CPUs, memory, and cooling fans, controlling the power, and operating the servers,
regardless of the power or operating system status. It supports the function to update
the firmware of EXPRESSSCOPE Engine 3 itself (BMC firmware) and the BIOS.

CHECK:

EXPRESSSCOPE Engine and EXPRESSSCOPE Engine 2 do not support this
function.

IMPORTANT:

If EXPRESSSCOPE Engine 3 is installed on management target servers, NEC
ExpressUpdate can be used without NEC ExpressUpdate Agent installed. In such
a case, however, only BIOS and BMC firmware will be targeted for this
management.
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1.3. Sharing the Repository

NEC ExpressUpdate Manager can share the repository installed on a server other than
its own server among multiple other NEC ExpressUpdate Manager by the settings (refer
to Fig. 4 Sharing the repository). This is useful when the Internet connection of the
management server is limited (refer to Fig. 5 Sharing the repository 2). However, when
using the following port for communication between the repository and NEC
ExpressUpdate Manager, you need to configure the settings in the firewall to allow such

communication.

Table 2 Function to share the repository

Protocol/
Function Component Component

direction

NEC TCP
Sharing the 8080
ExpressUpdate | Indeterminate - Repository
repository (Changeable)
Manager —

* Refer to NEC ESMPRO Manager Installation Guide for how to change the port number
8080.

A repository referred to by NEC ExpressUpdate Manager can be set by going to "Tools"
> "ExpressUpdate Management Information" > "Repository Settings."

By default, the "repository" installed on its own server is set. After changing the
"Repository Settings," NEC ExpressUpdate Manager connects to the specified
repository to check the network connection and password. If there is no problem, the
settings will be completed. If connecting to the specified repository fails, a message

asking whether to set it by force or cancel new settings is displayed.

Message from webpage @

i - , Failed to set the repasitony information.
Y (Communication error: Failed to cannect to the repositony.)

Do ywou set it by force?

| (0]4 | | Cancel

Fig. 2 When failing to connect to the repository

However, if the version of a remote repository is older than that of a repository installed
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on its own server, some functions of NEC ExpressUpdate cannot be used. Update the
remote NEC ESMPRO Manager to the same version as NEC ESMPRO Manager of its
own server, if the following message is displayed when you set to use the remote
repository on the "Repository Settings" screen.

Message from webpage @

i -~ . Failed to set the repository information.
@' (The specified remote repository is older version, Please update it.)

Doyou set it by force?

Ok l | Cancel

Fig. 3 Using an older repository

Update package server

R m— Obtain all the update packages for

= :_ respective management target servers
: ﬁk managed by the management server A
and management server B.

Management server A Management server B
: NEC : TCP/IP NEC :
: ExpressUpdate ExpressUpdate
Manager A Manager B

ar{ Management ar{ Management
target server target server

Fig. 4 Sharing the repository
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Update package posting site

Network | (DMZ, etc.)

Network I

Management server A

NEC
ExpressUpdate
Manager A

\ [/
awa

/N

Management
target server

Management server Z (element)

NEC

: | Repository
i z

ExpressUpdate
Manager Z

Management
target server

Port 8080 | . _TNhe management server Z uses the

repository Z only and does not

Management server B

have a management target server.

NEC
ExpressUpdate
Manager B

|\ +
tMa a

Management
target server

tar

Fig. 5 Sharing the repository 2

-17 -



NEC ExpressUpdate Functions and Features

1.4. Update Packages

An update package is update files for firmware and software of the management target
server and provided by NEC Corporation. The update package contains update files for
modules supporting NEC ExpressUpdate. There are two types of update packages: the
one supporting automatic update and the other not supporting automatic update.

The table below shows the correlation between modules and update packages.

Table 3 Correlation between modules and update packages

Module Type of Description
update
package
Module Package It can be downloaded from the update package server by using NEC
supporting supporting ExpressUpdate. The update package can be installed on the
NEC automatic management target component from the screen of NEC
ExpressUpdate | update ExpressUpdate.

For the installation procedure, refer to 3.5.

Package It can be downloaded from the update package server by using NEC
NOT ExpressUpdate. However, it cannot be installed on the management

supporting target component from the screen of NEC ExpressUpdate. You need

automatic to manually install the downloaded update package.
update For the installation procedure, refer to 3.5.4.
Module NOT - You need to check updates provided in the NEC corporate Web site.
supporting Obtain the update files as necessary for individual installation.
NEC
ExpressUpdate

1.4.1. Configuration and Security of the Update Package

The following shows the configuration of the update package.

To prevent a third party other than NEC Corporation from creating the update
package illegally, a file (ExUpHash.xml) proving the update package is created by
NEC Corporation is contained in the update package. If any of the files in the update
package is tampered with, that update package is no longer available for NEC

ExpressUpdate.
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- -

Update executable file

ExUplInfo.xml

ExUpHash.xml

\ Update package /

Fig. 6 Configuration of the update package

Table 4 Configuration of the update package
File ’ Description
An executable file, ROM image, etc., to update the module. This may

Update executable file
consist of multiple files and folders.

An XML file that contains information on the model and OS targeted for
ExUplInfo.xml this update package. A repository manages the update package based on

this information.

ExUpHash.xml A file proving that this update package is created by NEC Corporation.

1.4.2. OS and Server Supporting NEC ExpressUpdate

As of August 2012, models supporting NEC ExpressUpdate are limited to the ones
having a processor that employs the QPI (QuickPath Interconnect) or DMI (Direct
Media Interface) architecture. All the NEC Express series servers currently available
in the market support NEC ExpressUpdate. In addition, both the Windows OS and
Linux OS which are supported by the management target servers support NEC

ExpressUpdate.

Table 5 Update packages supporting NEC ExpressUpdate

Update packages supporting NEC Supportability of NEC
ExpressUpdate ExpressUpdate
Update package for Windows Supported
Update package for Linux Supported

Update package for EXPRESSSCOPE Engine 3
Supported
(for updating via management controller)

Offline update package (for installation in DOS
Supported (*1)

mode, etc.)
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*1 Only downloading the update package is supported. To install the offline update

package, run the update individually. For details, refer to 3.5.4.

1.4.3. Supported Modules

As of August 2012, only the modules listed in the table below can be managed by
NEC ExpressUpdate. Modules other than below are also scheduled to be supported

in the future. If it becomes necessary to manage modules not listed below, please

check updates provided in the NEC corporate Web site by users themselves.

Table 6 Modules supporting NEC ExpressUpdate

Supportability of NEC

Module
ExpressUpdate

System BIOS Supported
BMC firmware

Supported
(firmware of EXPRESSSCOPE Engine 2/3)
BIOS and firmware of Fiber Channel Controller Supported
BIOS and firmware of RAID Controller Supported
NEC ESMPRO Agent (*1) Supported
NEC ESMPRO Agent Extension Supported
NEC ExpressUpdate Agent Supported
Universal RAID Utility Supported
BMC Configuration Supported
SDR (Sensor Data Record) Supported
Other firmware and software Not supported

*1 Only Windows OSs are supported. Linux OSs are unsupported.
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1.5. NEC ExpressUpdate-Related Screens

This section describes the screens used for NEC ExpressUpdate.

1.5.1. Update Package Installation Screen

Select a management target server displayed in the tree on the left side of the screen,
and select "Remote Control" > "NEC Express Update" in the middle of the screen.
The version of each module and other information are displayed when the selected
management target server supports NEC ExpressUpdate. This screen is used to
install update packages. You can also perform a batch update to a group of servers
by selecting the group in the tree and then selecting "Server Control" > "NEC Express
Update" in the middle of the screen.

In addition, "Download Update Packages" can be performed for the repository in use
from this screen.

root > Group0l > NEG ExpressUpdate [ RAD System Management Mode : Advanced Mode ]
roup -

= O [, Group01 [gServer Control
0 |i;) a @ sl By Mremzoent Update/Install [ VeIl Save

O E - B P ey Lacation of the repository: Lacal / Latest downloaded: 10/23/2012 09:21:41

i) Remote Power Control Download Update Packages
P NEC ExpressUpdate

~

(Mocule selection) - Wi All -

E [7] @ Latest Condition Server0i

Madel Mame:  ExpressSE00/R120a—1  Mext Installation Schedule:  Nothing
05! Microsoft Windows 7 Ultimate x64

Status Module Name _Gurrent Version _Installation Version Estimate{minute) Reboot Severity
1| ©| @ |Latest Candition System BI0S 5.0 50[x 1 - High
[1|©| @ |Latest Candition BVG Firmware 4.0 a0~ 1 = High

MEC

O | @ Mo Packaze ExpressUpdate 3,01 - - - -
A=t

o e ENG Firmwars 4.0 45~ £ £ Hieh

2 [7] [l Mot Latest Server02

Model Mame:  Express5800/R120b-1  Mext Installation Schedule: Nothing
03 Microsoft Windows Server 2008 R2 Enterprise x64

Status Module Name _Gurrent Version _Installation Version Estimate{minute) Reboot  Severity
Q|4 [Mo Packaze Systern BIDS 463018 B B B -
© [l Mot Latest EMC Firmware (3.0 0]~ 1
MEC
O|# Mo Packaze Expressipdate  [3.01 - - - -
Agent
o e EMG Firmware 9.0 50~ E E Hizh

[ Automatic Reboot
[# install only latest version

Extbrted Tiva Toal 1 irutas

<Mote for Status> Installation Failed  Please confirm the module status and reboot the OF.

{Mote for Installation Yersion>  * : Ex-version

@ How to apply the updste package for manual update.

Fig. 7 Update package installation screen
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1.5.2. Remote Batch Settings Screen

With NEC ExpressUpdate, an update package can be installed at a specified time
using the remote batch. You can configure the settings for a single server or for a

group of servers.

Select Remote Batch INEW "I
[ KemMName |  SetupVae |

Remote Batch Item | Install Update Packages |
Remaote Batch Type ISpEEiﬁEd DatEj

Start Date/Time |21n202 pwed) ~| o0 =] |oo ~]

Automatic Reboot  Enable © Dizable

Download Update Packages & Enable © Dizable
Applyl Delete | Cancel |

Fig. 8 Remote Batch settings screen

1.5.3. Repository Settings Screen

To configure the repository settings, go to "Tools" > "ExpressUpdate Management
Information" > "Repository Settings." This screen is also used to use a remote

repository or set the proxy server when accessing the update package server.

AL Information Backup File List || Searching Regiztered Components || Linkaze Service ExpressUpdate Management Infomation

GENTEN G S BRI REN Repository Manazement Information | MEC ExpressUpdate Azent Install Status

[ ftemName | Setup Value

Common Setting

Location of the repository Local
Remote Repository Settings

Address

Port Murmber 4]
Paszword

Repository Password Setting
Pazsword ek koo ok ok

Automatic Downloading Settings

Address of the Update Packaze Server http:d S exifs nec.co jpd
Downloading Schedule Dizable

Schedule Type Daily

Start Time 02 10

Proxy Server Settings

Address

Port Murmber 4]

Uzer Mame

Paszword

Settings of update packages for manual update
Default status icon .

Fig. 9 Repository Settings screen
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If the NEC ESMPRO Manager version of a remote repository is older than the version
of the local NEC ESMPRO Manager, some functions cannot be used. Refer to

section 1.3 for details.
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1.5.4. Repository Management Information Screen

To display a list of update packages managed by the repository, add or remove
update packages, or perform "Download Update Packages,” go to "Tools" >
"ExpressUpdate Management Information" > "Repository Management Information."
On the "Repository Management Information" screen, two types of display methods
are available, and each of them is described below.

The figure below shows the "Repository Management Information" screen displayed

based on each component. The list of update packages available for each

component is displayed.

TP Information Backup File List || Searching Registered Components || Linkaze Service ExpressUpdate Management Infomation

Total gize of update packages: 104.1 MBE

[Package selection) -

-Repositary Settings Repnsitory LEENERCTE S T =TT NEC Expresslpdate Azent hetall Status

Location of the repository: Local Latest downloaded: 1042372072 09:21:41

[ Download Update Packages ]

Add Update Packases

I By Component -

2 [F] Server(2 i
Module Name Additional information Yersion Release Date Size(MB)
[7]| BMIC Firrmware [e] 30 0B/02/2012 84
[[]| BMC Firraware (o] 40 08/02/2012 84
[7]] BMC Firmware [C R 50 08/02/2012 14
[7]| BMC Firmware [ 5.0 08/02/2012 124
2 [[] Server0l
Module Name Additional information Version Release Date Size(MB)
[7]] BMC Firmware [e] 20 10/18/2012 84
[7]| BMC Firmware Q% 20 10/18/2012 94
[[]] BMC Firrnware [e] 2.0 10/18/2012 o4
]| BMIC Firmware (o] 4.0 10/18/2012 104
[[]] System BIOS [w] 3.0 10/18/2012 84
[ System BIOS (o] 4.0 10/18/2012 84
[7]| Swstem BIOS [e] 50 10/18/2012 =
4 3

Q Mote for update packaze

Clean Removal History

Enables vou to download update packages which have been removed manually

Clean Remowal Histary

Remove Update Packazes

Removes specitied update packazes

[T Please check it if you want to remove update packages sven though other NEG ESMPRO Marager is in use [REmD\IE Update PaCRﬁgES]

Save Update Packages

Saves specified update packazes.

Save Update Packages

Fig. 10 Repository Management Information screen displayed by component
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The figure below shows the "Repository Management Information" screen displayed
based on each model targeted for management. The list of update packages
available for each model is displayed.

PMI Intormation Backup File List || Searching Registered Components || Linkaze Service ExpressUpdate Managzement Infomation

Repositary Settings |([(REde e e 8L ELEECTL R I falg (TGN MEC Expresslpdate Azent Install Status

Location of the repository:  Local Latest downloaded: 1042342012 09:21:41 [Dowm\oad Update Packages]

Total size of update packages: 1155 MB Add Update Packages

(Package selection) - I By hodel -

=[] Express5800/120Rd-1 L
=[] BMGC Firmware

B[] Windows
Module Name Additional information Version Release Date Size(MB)
[C]| BMC Firrmware [e] an 0B/02/2012 84
|C1] BMG Firrnware o] \ | | a0 08/02/2012 | 84 |

mn

& [[] Express5800/R1205-1
=[] BMG Firmware
B[] Windows

Module Name Additional information Version Release Date Size(MB)

1| BMG Firmware [e) 20 10/18/2012 B4
]| EMC Firmware [o] 30 10/18/2012 04 bl
]| EMGC Firmware RS 30 10/18/2012 94
]| EMG Firmware [e) 40 10/18/2012 104

&[] System BIOS

B[] Windows
Module Name Additional information Version Release Date Size(MB)
[C]| System BIOS [e] 3.0 10/18/2012 84 -
4 »

@ Mote for update packase

Clean Removal History

Enables you to download update packazes which have been removed manually

Clean Remowval History

Remove Update Packazes

Removes specified update packages.

[ Please check it if you want to remave update packazes sven though other NEG ESMPRO Manager is in use Femove Update Packages

Save Update Packazes

Saves specified update packazes.

Save Update Packages

Fig. 11 Repository Management information screen displayed by model targeted for management
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2. Details of NEC ExpressUpdate

This chapter describes the details of NEC ExpressUpdate.

2.1. Installing Update Packages

This section describes the details of when you install an update package.

2.1.1. "Install only latest version" Check Box

This paragraph describes the difference in the behavior of NEC ExpressUpdate
between when the "Install only latest version" check box is selected and when
cleared.

Update/Install [EUeHe=]]

Location of the repository: Local / Latest downloaded: 1052372012 09:21:41
[menlnﬁd Update Packages ]

(Module selection) - Wiew All -

=[] @ Latest Gondition Server0l

Model MNarme:  Exprezs5800/R120a-1  Mext Installation Schedule:  Mothing
02 Microsoft Windows 7 Ultimate xG4

Status Module Mame  Gurrent Version Installation Version Estimate{minute) Reboot Severity

71| ©| @ |Latest Condition System BIOS 50 IS_D : 1 - High
[/ ©| @ |Latest Condition BMC Firmware |40 I 4.0 E' 1 = High
MNEC
O | & Mo Package Expresslpdate 201 - - - -
Agent
o® EMO Firrnware |40 30 - - High

= MNot Latest Server(2

Model Narme:  Express5800/R1206-1  Mext Installation Schedule: Mothing
0= Microzoft Windows Server 2008 RZ Enterprizge x64

Status Module Mame Gurrent ¥ersion Installation ¥ersion Estimate(minute) Reboot Severity
O | & Mo Package System BIOS 453019 - - -
(o] Mot Latest BMC Firmware  |3.0 I 4.0 |z| MNecessary |Hizh
MNEC
O | ¥ Mo Packaze Expresslpdate 301 - - -
Agent
o® BMC Firmware 3.0 |50 E - Hizh

[ ] Autormatic Reboot

Install only latest version
Estimated Tirme Total 1 Minutes

<MNote for hetallation Version>  * : Ex—version

<{Mots for Status? Installation Failed : Please confirm the module status and reboot the OF

0 How to apply the update package for manual updste.
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2.1.1.1.  When the Check Box is Selected

When the "Install only latest version" check box is selected, only a newer version of
an update package than the version currently displayed in the "Current Version"
column can be installed. At that time, when the repository has multiple update
packages whose versions are newer than the "Current Version," only the latest
update package of them can be installed.

With this check box selected, even if you select an update package other than
described above and click "Execute," the package cannot be installed.

2.1.1.2. When the Check Box is Cleared

When the "Install only latest version" check box is cleared, the following versions of
update packages can be installed in addition to those described in "When the
Check Box is Selected."

* An update package whose version is newer than the "Current Version," but
not the latest among other packages in the repository.

* An update package whose version is older than or the same as the "Current
Version," and that supports downgrade.

CHECK:

Support information on downgrade can be checked from "Additional information"
on the "Repository Management Information" screen shown below (a module with

the * icon does not support downgrade.). Refer to 3.4.2 Table 20 for icons
displayed in "Additional information."

The below shows the example of update packages which support downgrade.

Downgrade is supported by the upgrade packages for which the ¥ icon is not

displayed in the second row from the left in "Additional information."
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PhI Information Backup File List || Searching Registered Components ||Linkaze Service |S{dgesza Uil SEN L ET LT M Y el T T

e e

Location of the repository Local

Total size of update packazes: 104.1 MB

Latest downloaded: 10/23/2012 02:21:41

Repositary Settings |(EE Qa8 L ELETETG I I Ll (BTN MEC Expresslpdate Azent Install Status

[Download Update Packages]

Add Update Packazes

(Package selection) - By Component -
B [[]Server02 It
Module Mame Additional information Version Release Date Size(MB)
]| BMG Firrware [e) 20 08/02/2012 g4
[T| BMC Firmware (o] 40 08/02/2m2 84
[[| BMC Firmware ® | % 50 0gfo2/2mse 14
]| BMG Firrnware Q| % 6.0 0B/02/2012 124
B [[]Server0l
Module Name Additional information Version Release Date Size(MB)
]| EMC Firmware (o] 20 10182012 84
]| BMC Firrware Q| % a0 10/16/2012 54
[[| BMC Firmware o] 30 10/18/2012 G4
[T| BMC Firmware (o] 40 10/18/2012 104
]| Systern BIOS [e] a0 10/18/2012 6.4
[ System BIOS (o] 40 10/18/2012 84
[ System BIOS o] 50 10/18/2012 84
4 r

Fig. 13 Displaying downgrade support

2.1.2. "Automatic Reboot" Check Box

A management target server that meets all of the following conditions is rebooted

when you click "Execute" with the "Automatic Reboot" check box selected.

1.  Atleast one update package requiring a reboot after it is installed is selected.

2. All of the selected update packages have been installed successfully.
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2.1.3. Description of Each Status

This paragraph describes each status displayed on the update package installation
screen.

Server status Module status

=]

Update/Install

Location of the repository: Local / Latest downloaded: 1072372012 09:21:41
Download Update Packages

(Module selection) - *

l =l Mot Latest ServerDl ]
Model Mame:  ExpressS800/R190a-1 Mext Installation Schedule: MNothing

=54
71| © | @ |Latest Condition Eystem BIOE 5.0 I 50 : 1 - High
O | [l Mot Latest EMGC Firrware 20 IEINEY 1 = High
EC
O |4 |Mo Package ExpressUpdate |3.01 - - - -
teent
O ®| ) BMG Firmware 2.0 i E - - High

[7] utomatic Reboot
Inztall only latest wversion

Estimated Time Total 1 Minutes

<Mote for Status® hetallation Failed : Pleaze confirm the module status and reboot the O3,

0 How to apply the update packaze for rmanusl update

<Mote for Installation Wersion> * : Ex—version

Fig. 14 Displaying each status
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2.1.3.1.  Automatic Update Supportability Status

Whether an update package supports automatic update for NEC ExpressUpdate is
displayed by icons as shown below.

Table 7 Icons showing the automatic update supportability

Icon ‘ Description
(o] Automatic update supported
(O] Automatic update NOT supported

CHECK:

The update can be executed for the module from the update package installation
screen only when its update package supports automatic update.

For a module with the update package not supporting automatic update, save the
update package and then install it manually. For details, refer to 3.5.4.
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2.1.3.2.  Module Status

For modules with the update package supporting automatic update, the description

of each status displayed on the left of each module name is as follows.

Table 8 Module status

Icon ‘ Status | Description
Not Latest An updatel package updated t? a néwer vv-erspn than that Yersmn
displayed in the "Current Version" field exists in the repository.
Under Installation The update package is being installed.
Under Uninstallation The module is being uninstalled.

The management target server is being rebooted after an update
Rebooting package requiring a reboot is installed, with the "Automatic
Reboot" check box selected.

Another update package cannot be installed in this status.

Wait Installation The update package is not yet installed.

Wait Uninstallation The module is not yet uninstalled.

Cancelled The update package installation or the module uninstallation is

cancelled.

A management target server is not yet rebooted after an update
Reboot required package requiring a reboot is installed.
This status will be cleared when the server is rebooted.

Another update package cannot be installed in this status.

" The "Current Version" is newer than or the same as the latest
[ ] Latest Condition

version of an update package in the repository.

The previous installation of an update package failed.
This status will be cleared when the server is rebooted.
Installation Failed The cause of this failure can be checked from the "Application

Log.
Another update package cannot be installed in this status.

Access Failed Unable to communicate with NEC ExpressUpdate Agent.

L 4 No package No update package of the relevant module exists in the repository.

The following shows the status icons for the modules with the update package not

supporting automatic update. The "Status" row shows "-.
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Table 9 Status icons for the module with update package not supporting automatic update
Icon Status Description

- Indicates the status equivalent to "Latest Condition."

Indicates the status equivalent to "Not Latest."

¢ He®

- Indicates the status equivalent to "No package."

In addition, the status icon of the module with the update package not supporting automatic
update can be changed manually. Follow the steps below to change the icon.

1. From the tree view, click a component or a group to which the update package will be
installed.

From the "Remote Control" tab, open "Remote Control" > "NEC ExpressUpdate."
Click the "Save" tab.

4. Click the 0 icon of the module of which to change the status icon.

Update/Tnstall Save

Location of the repository: Local / Latest downloaded: 1072372012 09:21:41

lDownIoad Update Packages]

(Module selection) -

2 [7] @ Latest Condition Serueril

Wodel Mame:  ExpressS800/R120a-1 Mext Installation Schedule: Mothing
0= Microsoft Windows 7 Ultimate x64

Status Module Name Current Version Installation Version Release Date Severity
o® Latest Condition System BIOZ 5.0 I 5.0 10/18/2012 High
o® Latest Condition BMC Firmware 4.0 I 4.0 B 10/18/2012 High

MNEZ Expreszsllpdate _ B B
O ¢ o Package Agent am
(] E] BMC Firmware 40 I 30 |Z| 10/18/2012 High

Fig. 15 Before changing the status icon

5. The box for changing the status icon is displayed. Click the icon you want to change.

= [] @ Latest Gondition Server0l

Model Marne:  Express5S800/R120a-1  Mext Installation Schedule:  Mothing
032 Microsoft Windows 7 Ultimate x64

Status Module Name Current Version Installation Version Release Date Severity
O|@ |Lstest Condition System BIOS 50 [507=] 10/18/2012  |High
o® Latest Condition BMC Firmware 40 I 4.0 10/18/2012 Hizh
O|® |noPackaze Eggnfxpressu"date 301 - - -
e e E] EMC Firmware a0 |30[x] 10/18/2012  |High

Fig. 16 Selecting the status icon to change
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6.

B [[] [ Not Latest Server01

Model Marme:  Express5800/R120a-1  Mext hstallation Schedule:  Mothing
0= Microsoft Windows 7 Ultimate xG64

The status icon of the module is changed to the one selected.

Module Name Current Version Installation Version Release Date Severity
o® Latest Condition System BIDZ 50 I 5.0 10/18/2012 High
o® Latest Condition BMC Firmware 40 I 4.0 10/18/2012 High

MEC Expresslpdate _ B B
(o]0 3 Mo Packaze - 3.0

D vl BMG Firraware 40 |30[-] 10/18/2012  |High
Fig. 17 After changing the status icon
2.1.3.3. Server Status

The highest-priority status of the above module statuses is displayed on the left of

the server name. The following shows the order of priority according to which the

status is displayed.

Table 10 Server Status

Icon ‘ Status ‘ Description
» Access Failed Unable to communicate with NEC ExpressUpdate Agent.
Unable to obtain the correct information of the module
? Unknown because an incompatible update package exists in the
repository.
Under Installation An update package is being installed.
Under Uninstallation A module is being uninstalled.
None of the above status is applicable, and the "Note Latest"
Not Latest status applies to one or some of the modules managed by
NEC ExpressUpdate.
None of the above status is applicable, and the "Installation
4 Installation Failed Failed" status applies to one or some of the modules
managed by NEC ExpressUpdate.
None of the above status is applicable, and the "Reboot
i’y Reboot required required" status applies to one or some of the modules
managed by NEC ExpressUpdate.
. Latest Condition None of the above status is applicable.
2.1.4. When Server Status Is Unknown

After an incompatible update package is added to the repository, the server status

shows "Unknown." In this status, the correct information of the module cannot be
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obtained. The update package can be installed even in this status, however, whether
the module is latest cannot be determined. To clear this status, NEC ESMPRO
Manager Ver. 5 needs to be updated to the latest version. Please download the latest
NEC ESMPRO Manager Ver. 5 from the Web site below to update.
http://www.58support.nec.co.jp/global/download/index.html

2.1.5.  When an Update Package Requiring a Reboot is Installed

After an update package requiring a reboot is installed, the module status shows
"Reboot required" until the management target server is rebooted. In this status, the
installation is not completed and the module before the installation is running. To
complete the installation, rebooting the management target server is required. The
management target server can be rebooted by using the "Remote Power Control"
function.

In addition, the subsequent update package cannot be installed in this status.

2.1.6. When the Installation Failed

When the installation of an update package fails, the module status will show
"Installation Failed." The subsequent package cannot be installed in this status. To
clear this status, rebooting the management target server is required.

In addition, the cause of this installation failure can be checked in the "Application

Log" tab view.

Wersion Infor mation I TLITL NS

[Regictration count : 1447count] Downlosd Page [ 123456780810 . 78 »]
Type Component Hame |IP_Address [Management LAN 1P Address |pate/Time User Name |Gontents

D Error Server02 172.16.30.20 172.16.30.21 1/23/2012 17:4762 Failed 10 installation of update packsge.(Timeout accurred while installing the update package

[ mformation 1/23/2012 17:4861 Administrator Getting of repasitary information was executed.

[E Jformation Server02 172.16.30.20 172.16.30.21 1/23/2012 17:46:60 Applyine the update package has been started (BMG Firmware: 2.0 -> 4.0)

[# hformation Serverl2 172.16.90.20 172.16.30.21 1/23/2012 17:4660 Administrator Getting of version infarmation was executed

[E Jformation Server02 17216.90.20 172.16.30.21 1/23/2012 17:46:50 Administrator hstallation of update packaee was executed

Fig. 18 Application Log

2.1.7. Installation Order of Update Packages

When multiple update packages are requested to be installed to the same server,
they are sorted based on the following criteria before installed.

1. Install update packages starting from the ones not requiring a reboot of the
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management target server after the installations.
2. Install update packages starting from the ones with an older release date.

3. When ExpressUpdate Agent is requested to be uninstalled, install the update
packages before the uninstallation.

4,
For example, to install the following update packages,
Table 11 Example of update packages to be installed

Package name ‘ Release date ’ Reboot
PKG 1 01/01/2009 Not required
PKG 2 01/02/2009 Required
PKG 3 01/03/2009 Not required
PKG 4 01/04/2009 Required

They will be installed in the following order.

Table 12 Order of installation
Package name ‘ Release date ‘ Reboot
PKG 1 01/01/2009 Not required
PKG 3 01/03/2009 Not required
PKG 2 01/02/2009 Required
PKG 4 01/04/2009 Required
CHECK:

+ The release dates of update packages can be checked from the "Repository
Management Information" screen shown below.

Module Mame Additional information Version Releasze Date SizelMB)
| BMG Firmware Q% 6.0 08/02/2012 124
[[]| BMGC Firrnware ® | % 0] 08/02/2012 11.4
| BMG Firmware 0O 40 08/02/ 2012 8.4
[C]| BMZ Firrmwars (o) 3.0 \ 08/02/2012 y 8.4

Fig. 19 Release dates for the update packages
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2.1.8. Correlation Between Executing and Installing the Remote Batch

A module can be updated at a specified time by using the remote batch. However, an
update package to be installed at a specified time is the latest one posted on the
update package server at the time of installation or the latest one in the repository in
use.

You can check whether the latest update is published from the Web distribution
server before updating the module in a specified server group at a specified time. In
such a case, set "Download Update Packages" to "Enable."

Gelect Remote Batch INEW "'l
[ ItemMame |  SetwpValue |

Remote Batch lem |In5ta|l Update Packages j
Remote Batch Type ISpECiﬂEd Date j

Start Date/Time |2/29/72012 (wed) =] |00 =] . |00 =]

futomatic Feboot % Enable © Disable

Download Update Packaees = Enable * Dizable

Applyl Delete | Cancel |

Fig. 20 Remote Batch setup settings screen

CHECK:

One of the following three methods can be used to get the repository up-to-date.
1. Set "Download Update Packages" to "Enable" when setting the remote
batch.

2. Click "Download Update Packages" on the update package installation
screen.

3. Go to "Tools" > "ExpressUpdate Management Information" > "Repository
Management Information" and click "Download Update Packages."

When "Automatic Reboot" is set to "Enable" and there is an update package requiring
a reboot for update, reboot the management target server after the update.

Go to "About NEC ESMPRO Manager" > "Application Log" to check the results of
installing update packages using the remote batch.
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START

A

No

Is it the specified time?

Is "Download
Update Packages" set
to "Enable"?

Yes

No Download the latest
update package from
the "update package
server."

A

Run the update.

Register the
execution
results in the

log.

@

Is "Automatic
Reboot" set to "Enable?".

Yes

Is an update
package requiring
estart after installatio
applied?

Restart the
management
target server.

END

Fig. 21 Flow of applying the remote batch
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2.2. Repository

Arepository is a component that stores update packages for management target servers

and performs generation management. It downloads an update package from the update

package server at a specified time.

2.21.

Downloading Update Packages

The following describes the flow of downloading update packages.

Use any one of the three methods described in Check of 2.1.8 to request the

repository to download update packages.

The repository connects to the update package server and passes the date of
last time it accessed the update package server (the first access was on
01/01/1970).

The update package server sends the list of update packages published after
the date passed back to the repository. (The list includes information on the

model, OS, etc., targeted for each update package.)

The repository selects from the list only a necessary update package for the
management target server managed by NEC ESMPRO Manager, and

downloads the update package.

The repository can be connected to the update package server through the proxy

server. Refer to paragraph 2.2.7 for details.
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222

Generation Management for Update Packages

Repeated downloads of update packages require much larger hard disk drive

capacity. Therefore, the repository performs generation management for update

packages to automatically remove older packages. The generation management is

performed according to the following rules.

* Retain up to three generations of each module for each "model name and OS"

of a management target server.

+ Retain update packages applied to the previous generation module of the

management target server (only when they are in the repository).

The repository manages generations of update packages for each combination of

"model names and OSs." Therefore, three or more of update packages may be

displayed on the "Repository Management Information" screen for a single model

when there are servers that are the same model using a different OS, for example.

Management
Target Server

OSWindows 2003
Model @ A,

Management
Target Server

OS5 indows 2008
[Modsl @ A

=

U

EMCFW

05 Windows 2003
Modsl - A

_

BMCEW

05 Windows 2005
Modsl @ A

Three
y generations

Three
¢ generations

Fig. 22 Generation management for update packages

Six generations
of BMCFW
exists for
Model A.

* Update packages added in "Add all selected update packages" mode by performing

"Add Update Packages" as described in the next paragraph will be exempt from

generation management by the repository.
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2.2.3. Adding Update Packages

NEC ExpressUpdate can be used by downloading update packages from the NEC
corporate Web site directly by users and adding them to the repository manually,

when the server on which NEC ESMPRO Manager is installed fails to access the
Internet.

The following two options can be used to add update packages.

® Add update packages which are necessary for managed servers Add to the Repository
Add all selected update packages

Fig. 23 Options for adding update packages

Table 13 Options for adding update packages
Option | Description
A mode for adding only necessary update packages for generation
Add update packages which | management from the list of update packages to add by targeting a
are necessary for managed management target server currently managed by NEC ESMPRO
server Manager. Update packages added in this mode will be targeted for

three-generation management by the repository.

A mode for adding all the update packages selected from the list of

update packages to add. Update packages added in this mode will be
Add all selected update

exempt from three-generation management, and will remain in the
packages

repository until the user removes them manually. Refer to the next

paragraph for how to remove update packages.
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The following four icons show the results of adding update packages.

Table 14 Results of adding update packages

Result ’ Details of error ’ Description
. The update package was added to the repository
E Normal | ———————
successfully.
The hash value of the update
& Error Incorrect update package.
package is incorrect.
Failed to add the update package to the repository
A No applicable server is registered | as there was no applicable server for the update
Warning or an older update package. package, or the update package was removed
automatically after three-generation management.
iy The same update package is The update package you tried to add is already in
Warning already in the repository. the repository.
2.2.4. Removing Update Packages

Update packages managed by the repository can be removed from the "Repository

Management Information" screen.

An update package removed will not be downloaded again even if you click

"Download Update Packages." Refer to the following paragraph for how to obtain it

again.

When the repository is used remotely, it may not be recommended to remove update

packages in some cases. Therefore, two options shown below are prepared for

removing update packages.

Remove Update Packages (clear

"Remove By Force")

Table 15 Options

Option ‘

for removing update packages

Description

Removes update packages. However, update packages with

S cannot be removed.

Remove By Force (select "Remove By

Force")

Update packages with = can be removed.
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0 Mote for update packaze

Clean Removal History

Enables you to download update packages which have been removed manually.

Clean Remowval History

Remove Update Fackages

Removes specified update packazes.

Pleaze check it if you want to remove update packages even though other NEC ESMPRO Manazer is in use. I Femove Update Packages |

Save Lpdate Packazes

Saves specified update packagzes.

| Sawve Update Packages |

Fig. 24 "Remove By Force" check box
The following three icons show the results of removing update packages.
Table 16 Results of removing update packages

Result ’ Details of error | Description

|1L] Normal | ——————— The update package was removed.

Failed to remove this update package as NEC
Failed to remove the update
ESMPRO Manager remotely using this repository
& Error package as it is used by other

NEC ESMPRO Manager.

needs it. Select the "Remove By Force" check box

to remove it.
o The specified update package The specified update package did not exist in the
Error
does not exist. location where it was saved.

2.2.5. "Clean Removal History" for Update Packages

As briefly mentioned in the previous paragraph, the update package that has been
removed will not be downloaded again even when you click "Download Update
Packages," because the repository retains the information that "the xxx package was
removed by the user manually." However, with this function, the accidentally removed
update package can be downloaded again.

By clicking "Clean Removal History," the information that "the xxx update package
was removed by the user" contained in the repository can be erased collectively (you
cannot erase the information one by one for each update package.) Thus, the update
package removed manually in the past can be downloaded next time you click
"Download Update Packages."

However, if the update package removed is three or more generations older than the
latest version of the download target update package, it cannot be downloaded

again.
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Saves only selected packages Only the currently-displayed version of the update package

@ Mote for update packaee

Clean Removal History

Enables you to download update packages which have been remaoved manually.

[ |Clean Remaowval History| ]

Remove Update Packazes

Removes specified update packazes

Pleaze check it if vou want to remaove update packazes even though other NEC ESMPRO Manazer iz inuse. | Rermove Update Packages |

Save Update Packazes

Saves specified update packages

‘ Save Update Packages |

Fig. 25 "Clean Removal History" for update packages

2.2.6. Saving Update Packages

The function to save update packages has become available to enable manual
updates by using the update package management by NEC ExpressUpdate. Update
packages managed by the repository can be saved from the NEC ExpressUpdate
screen and the "Repository Management Information" screen.

From the NEC ExpressUpdate screen, only the update packages not supporting
automatic update can be saved. From the "Repository Management Information”
screen, both update packages supporting and not supporting automatic update can
be saved. For the saving procedure for each screen, refer to 3.7.

The saved update packages are bundled into one file as an update package archive
to be downloaded in bulk. The download destination is specified during the saving

operation. For details on the update package archive, refer to 2.2.6.2.

2.2.6.1. Options for Saving Operation
There are two options for the saving operation from the NEC ExpressUpdate screen.

The table below shows the details on the saving options.

Table 17 Update packages saving options

Option ‘ Description

for the selected module is saved.
Clear this option to save all versions of the update package

for the selected module.

Changes status icon to . after After saving the update package for the selected module, the

saving status icon of the module is changed to .
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The following shows where you can select these options.

{Module selection) ~

=] Mot Latest Serverli

Model Marne:  ExpressB200/R1202-1  Mext hetallation Schedule:  Mothing
03 Microsoft Windows 7 Ultimate =54

Btatus Module Mame Current Version Installation Version Release Date Severity
[e]] ] Latest Condition System BIOS =] I 5.0 10/18/2012 High
(o] Mot Latest BMC Firrmware 20 I 2.0 E 1041842012 High
MEC: ExpressUpdate _ B B
Ol¢ Mo Packaze gont 301
Q@ E] = BMC Firmware 20 I 3.0 |z| 10/18/2012 High

[ Saves only selected packages

[C] Ghanges status icon ta L after saving

Save

<Mote for Status> Ihetallation Failed : Please confirm the module status and reboot the O3,
0 How to apply the update packaze for manual update.

<Mote for hstallation Yersiony  * : Ex—version

Fig. 26 Saving options check boxes

2.2.6.2. Update Package Archive
In the update package archive, the update package specified at the update package
saving operation and the index file are stored. The update package is stored in the

"packages" folder. The following shows the structure of the update package archive.

Update package archive

— packages Folder
L Update package

—— index File

—— ¢ss Folder

Fig. 27 Update package archive

In the index file, the update package information and the component name targeted
for the update are described.
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MEC ESMPREO Manager Yer. b

Update packages index

* ServerOl

410050-401 5348625684893109025 . zip System BIOS .0
410024-401 634862567899359025.7in System BIOS 4.0

Fig. 28 index file

2.2.7. Proxy Server Settings

The proxy server can be used when you connect to the update package server. It can

be set from "Repository Settings."

Proxy Server Settings

Address 192.168.1.1
Port Murnber (0 — 65535) 8080

Uzer Marne testuser
Pazsword [TTTITTT]

Fig. 29 Proxy Server Settings
When the proxy server supports the "basic authentication” and "digest
authentication," the proxy authentication can be used for the connection. However,
the NTLM authentication is not supported.

2.2.8.  Alive Monitoring of NEC ExpressUpdate Manager

When the repository is used from the remote NEC ExpressUpdate Manager, it also
downloads and manages update packages that are necessary for the remote NEC
ExpressUpdate Manager. However, in order to avoid continuing to manage them
even after they are not used remotely, the repository periodically receives a presence
notification from NEC ExpressUpdate Manager, and performs alive monitoring of
NEC ExpressUpdate Manager based on the notification.

The repository determines NEC ExpressUpdate Manager is no longer available if the
NEC ExpressUpdate Manager does not send a presence notification for two months
or more after the last access. In such a case, update packages only necessary for a
management target server managed by the NEC ExpressUpdate Manager are
removed.

However, when a presence notification is sent within two months, the time limit is

reset to two months after the receipt.
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2.3. NEC ExpressUpdate Agent

NEC ExpressUpdate Agent is software running on a management target server. It has
functions such as installing an update package requested by NEC ExpressUpdate
Manager and sending the current version of each module.

2.3.1. NEC ExpressUpdate Agent

NEC ExpressUpdate Agent is software that executes requests from NEC
ExpressUpdate Manager. It executes various types of processing in response to each

request from NEC ExpressUpdate Manager. Its functions include the following:
+ Obtaining the server information (model name, OS, etc.) and sending them to
NEC ExpressUpdate Manager.
» Sending the current version of each module to NEC ExpressUpdate Manager.
+ Saving update packages sent by NEC ExpressUpdate Manager.
+ Installing update packages.

+ Sending the progress status of update package installation to NEC

ExpressUpdate Manager.
»  Shutting down or rebooting the OS.

+ Sending a set of NEC ExpressUpdate Agent log files collected on the Agent side
to NEC ExpressUpdate Manager.

2.3.2. Installation Conditions

The following conditions need to be satisfied to install NEC ExpressUpdate Agent.

» Supported hardware: NEC Express5800 series and NEC Storage NS series
Supported OSs:
- Windows Server 2003 SP1 and later (x86/x64)
- Windows Server 2003 R2 (x86/x64)
- Windows Server 2008 (x86/x64)
- Windows Server 2008 R2 (x64)
- Windows XP SP2 and later (x86/x64)

-46 -



NEC ExpressUpdate Functions and Features

- Windows Vista (x86/x64)

- Windows 7 (x86/x64)

- Red Hat Enterprise Linux 4 (x86/x64)

- Red Hat Enterprise Linux 5 (x86/x64)

- Red Hat Enterprise Linux 6 (x86/x64)

- Miracle Linux 4.0 (x86/x64)

- Asianux Server 3 == MIRACLE LINUX V5 (x86/x64)

- SUSE Linux Enterprise Server 10 (SP2, SP3) (x86/x64)
- VMware ESX 4.1

* Apache Axis2c is not installed on a management target server (except in the
case mentioned below).

- When Universal RAID Utility (ver. 2.10 or later) is installed for Windows.

* OpenSLP (Service Location Protocol) is not installed on a management target
server (except in the case mentioned below).

- When Universal RAID Utility (ver. 2.10 or later) is installed for Windows.
- When OpenSLP is installed on SUSE Linux Enterprise Server as the standard
0s.

* In Windows 2008 R2 ServerCore, "Wow6432Node" is not uninstalled.

+ To use NEC ExpressUpdate Agent with Red Hat Enterprise Linux 6 (x64), the
following packages are required (which are not installed in the standard
configuration.) If these are not installed, please install them additionally from the
installation disk of the OS.

m glibc(i686)

m  nss-softokn-freebl(i686)
m libxml(i686)

m  ZzIib(i686)

m  libstdc++(i686)
m  libgcc(i686)

2.3.3. Notes for Installation

NEC ExpressUpdate Agent cannot be installed on the guest OS of the virtual

machine.
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2.4. Application Log

Go to "About NEC ESMPRO Manager" > "Application Log" to check all the logs of the
entire NEC ESMPRO or the logs of NEC ExpressUpdate. The following describes the logs
related to NEC ExpressUpdate.
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2.4.1. Normal Logs

Table 18 Normal logs

Log

Installation of update package was executed.

Description
Collected when the update is executed for the

management target server.

Installing the software has been started.

Collected when starting the new installation of software
on the management target server. The specific module

name and version to install are displayed, respectively.

Installing the software has been completed

successfully.

Collected when the new installation of software on the
management server is completed. The specific module

name and version to install are displayed, respectively.

Uninstalling the software has been started.

Collected when starting the uninstallation of software
from the management server. The specific module
name and version to uninstall are displayed,

respectively.

Uninstalling the software has been completed

successfully.

Collected when the uninstallation of software from the
management server is completed. The specific module
name and version to uninstall are displayed,

respectively.

Applying the update package has been
started.

Collected when starting to install the update package to
the management target server. The specific module
name, the version of the update package in use before
the installation, and the version to be installed are

displayed, respectively.

Applying the update package has been

completed successfully.

Collected when installing the update package to the
management target server is completed. The specific
module name, the version of the update package in use
before the installation, and the version to be installed

are displayed, respectively.

Cleaning of the removal history was executed.

Collected when "Clean Removal History" for update
packages is performed on the "Repository
Management Information" screen from "Tools" >

"ExpressUpdate Management Information."

Downloading of Agent log was executed.

Collected when collecting the NEC ExpressUpdate
Agent logs.
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Getting of update package information was

executed.

Collected when selecting an update package and

displaying the information in a separate window.

Getting of list of update packages was

executed.

Collected when opening the "Repository Management
Information" screen from "Tools" > "ExpressUpdate

Management Information."

Getting of repository information was

executed.

Collected when the "Repository Settings" screen is
opened from "Tools" > "ExpressUpdate Management

Information."

Getting of version information was executed.

Collected when the "ExpressUpdate" screen is opened.

Removing of update packages was executed.

Collected when update packages are removed
manually on the "Repository Management Information”
screen from "Tools" > "ExpressUpdate Management

Information."

Cancel of update process was executed.

Collected when the update process for the

management target server is cancelled.

Setting of repository information was

executed.

Collected when the repository information is set on the
"Repository Management Information" screen from

"Tools" > "ExpressUpdate Management Information."

Updating the repository was executed.

Collected when "Download Update Packages" is

performed.

Adding of update package was executed.

Collected when the update package is added manually
on the "Repository Management Information" screen
from "Tools" > "ExpressUpdate Management

Information."

Update package server address was modified.

Log collected when the address of the update package

server is modified by redirection.

Started update repository.

Log collected when starting "Download Update
Packages." This log is collected only for the server with
a different repository from that of NEC ESMPRO

Manager that has downloaded the update package.

Update package server address was modified.

Log collected when "Download Update Packages" is
completed. This log is collected only for the server with
a different repository from that of NEC ESMPRO

Manager that has downloaded the update package.

Downloading update package was canceled.

Log collected when "Download Update Packages" is

cancelled.
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Getting of update package archive was

executed.

Log collected when "saving the update package" is

completed.

Getting update package archive was canceled.

Log collected when "saving the update package" is

cancelled.

Changing of ExpressUpdate status was

executed.

Log collected when the status of the module not
supporting automatic update is changed on NEC

ExpressUpdate.
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2.4.2. Error Logs

The specific cause of an error is provided in parentheses.

Example) Failed to set the repository information. (Failed to connect to the proxy

server.)

Log
Failed to obtain the version

information.

Table 19 Error logs
Description
Collected when the information is not collected from the NEC

ExpressUpdate Agent or repository for any cause.

Failed to obtain the version
information. (Communication error:
Cannot connect to the NEC
ExpressUpdate Agent ant the

Management Controller.)

Collected when communication with both the NEC
ExpressUpdate Agent and the management controller fails for

any cause.

Failed to obtain the version
information.(Communication error:
Cannot connect to the NEC

ExpressUpdate Agent.)

Collected when communication with the NEC ExpressUpdate

Agent fails for any cause.

Failed to obtain the version
information.
(Communication error: Cannot connect

to the Management Controller.)

Collected when communication with the management controller

fails for any cause.

Failed to get the update package

information.

Collected when the update package is selected and displaying

the details in a separate window fails for any cause.

Failed to installation of update

package.

Collected when the update process for the management target

server fails.

Failed to install the software.

Collected when the new installation of software on the

management target server fails.

Failed to uninstall the software.

Collected when uninstalling the software from the management

target server fails.

Failed to reboot the OS.

Collected when "Automatic Reboot" is selected for update and

rebooting the OS after the installation is completed fails.

Failed to get the progress information

of the applying.

Collected when getting the progress information of the update

fails.

Failed to cancel of installation process.

Collected when cancelling the update fails.
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Failed to get the repository

information.

Collected when getting the repository information fails from
"Tools" > "ExpressUpdate Management Information” >

"Repository Settings."

Failed to set the repository information.

Collected when setting the repository information from "Tools" >
"ExpressUpdate Management Information" > "Repository

Settings" fails.

Failed to update the repository.

Collected when "Download Update Packages" fails.

Failed to add update packages to the

repository.

Collected when adding update packages fails on the "Repository
Management Information" screen from "Tools" >

"ExpressUpdate Management Information."

Failed to get the list of update

packages.

Collected when getting the list of update packages fails when
opening the "Repository Management Information" screen from

"Tools" > "ExpressUpdate Management Information."

Failed to remove update packages.

Collected when removing update packages fails on the
"Repository Management Information" screen from "Tools" >

"ExpressUpdate Management Information."

Failed to clean removal history.

Collected when "Clean Removal History" of update packages
fails on the "Repository Management Information" screen from

"Tools" > "ExpressUpdate Management Information."

Failed to get the log file of the NEC

ExpressUpdate Agent.

Collected when collecting the logs of NEC ExpressUpdate Agent

fails.

Failed to reboot the OS.

Collected when "Automatic Reboot" is selected for update and

rebooting the OS after the installation is completed fails.

Unknown error occurred during

repository processing.

Collected when an unknown error occurs during repository
processing. This log is collected only when the repository is

used remotely.

Failed to cancel downloading of

update package.

Collected when cancelling "Download Update Packages" fails.

Failed to get update package archive.

Collected when "saving the update package" fails.

Failed to cancel getting update

package archive.

Collected when cancelling "saving the update package" fails.

Failed to change ExpressUpdate

status.

Collected when changing the status of the module not

supporting automatic update fails on NEC ExpressUpdate.
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3.

Using NEC ExpressUpdate

This chapter describes the procedure for installing update packages to the management

target server using NEC ExpressUpdate, according to the flow shown below.

1.

Installing NEC ExpressUpdate Agent

Registering the Management Target Server to NEC ESMPRO Manager
Setting the Repository

Updating the Repository

Installing Update Packages

Removing Update Packages

3.1. Installing NEC ExpressUpdate Agent

NEC ExpressUpdate Agent needs to be running on the management target server to use

NEC ExpressUpdate. Install NEC ExpressUpdate Agent on the management target

server by following the steps below.

1.  Insert NEC EXPRESSBUILDER into the DVD drive of the management target

server.
2. The menu is displayed by the Autorun function.

3. Click "NEC ESMPRO Setup" > "Additional Application" > "NEC ExpressUpdate
Agent."

4. Startinstalling NEC ExpressUpdate Agent.

5. Install NEC ExpressUpdate Agent by following the instructions by the installer.

TIPS:

*  When only BIOS and BMC firmware are managed with a server in which
EXPRESSSCOPE Engine 3 is installed, no installation of NEC ExpressUpdate
Agent is required.
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3.2. Registering a Server as a Management Target Server to
NEC ESMPRO Manager

NEC ExpressUpdate can be enabled for a management target server in either of the two
cases: when enabling it for a server at the time of registering the server as a management
target server, and when enabling it for a server which is already registered as a

management target server, to the NEC ESMPRO Manager.

3.2.1.  When Enabling NEC ExpressUpdate for a Server at the Time of Registering
the Server as a Management Target Server to NEC ESMPRO Manager
To register a server, either of the following auto registration or manual registration can

be used.
3.2.1.1.  Auto Registration

1. From the tree view, click a group to register the server.

2. From the "Group Information" tab, select "Group Information" > "Add

Component" > "Auto Registration."

3. When NEC ExpressUpdate Agent is installed in the management target
server, set "Search" in the setting for "NEC ExpressUpdate" to "Enable."

MECG ExpreszszlUpdate
Search % Enable © Dizable

Fig. 30 Setting for NEC ExpressUpdate
4. When EXPRESSSCOPE Engine 3 is installed in the management target

server, set both "Search" and "Features NEC ExpressUpdate" in

""Management Controller" management" to "Enable."

“Management CGontroller” management

Search % Enable © Disable
Features NEC Expresslpdate * Enable © Dizable

Fig. 31 "Management Controller’” management
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5. Click "Search."

6. The searched server is displayed.

If "The server was added" is displayed in the "Contents" column, the registration is

completed. This allows the server to be managed using NEC ExpressUpdate.

CHECK:

»+ Touse NEC ExpressUpdate, at least one of either Setting for NEC ExpressUpdate
management or "Management Controller" management needs to be "Enable."

3.2.1.2. Manual Registration
1. From the tree view, click a group to register the server.

2. From the "Group Information" tab, select "Group Information" > "Add

Component" > "Manual Registration."

3. Seteach item.
When NEC ExpressUpdate Agent is installed in the management target
server, set the item in "Updates via NEC ExpressUpdate Agent" in "NEC
ExpressUpdate" indicating NEC ExpressUpdate management settings to
"Registration."
When EXPRESSSCOPE Engine 3 is installed in the management target
server, set the item in "Updates via Management Controller" to

"Registration."

MECG ExpressUpdate
Updates wia MEC ExpressUpdate feent ' Registration ¢ Unreeiztration

Updates via Manage ment Gontraller % Regiztration [ Unreeistration

Fig. 32 NEC ExpressUpdate management settings

4. Click "Add."
5. The server is added to the list of servers under the group.

6. To display the setting information, click the server name.
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7. Click "Check Connection."

8. When the connection check is completed successfully, the server can be

managed using NEC ExpressUpdate.

CHECK:

+ To use NEC ExpressUpdate, at least one of either "Updates via NEC
ExpressUpdate Agent" or "Updates via Management Controller" needs to be
registered.

3.2.2. When the Server is Already Registered as a Management Target Server to
NEC ESMPRO Manager

1. From the tree view, click the target server.
2. From the "Setting" tab, select "Server setting" > "Connection Setting."

3. When NEC ExpressUpdate Agent is installed in the management target server,
set the item in "NEC ExpressUpdate" indicating NEC ExpressUpdate
management setting to "Registration."

When EXPRESSSCOPE Engine 3 is installed in the management target

server, set the item in "Updates via Management Controller" to "Registration."

MEG ExpressUpdate
Updates via NECG ExpressUpdate feent % Regiztration ¢ Unregistration

Updates via Management Cantroller % Registration ¢ Unregistration

Fig. 33 NEC ExpressUpdate management settings

4. To display the setting information, click "Update."

5. Click "Check Connection."

6. When the connection check is completed successfully, the server can be

managed using NEC ExpressUpdate.

CHECK:

» To use NEC ExpressUpdate, one of either "Updates via NEC ExpressUpdate
Agent" or "Updates via Management Controller" needs to be registered.
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3.3. Setting the Repository

Set the repository by following the steps below before managing update packages.

1. From the header menu, click "Tools" > "Repository Settings."

2. Click "Edit." The "Repository Settings" screen is displayed.

P Infarmation Backup File List || Searching Registered Cormponents ||Linkage Service |30l Gl G R oG = oy Nl el 4 ey |

e G B el Repozitary Manazement Information ||MEC ExpressUpdate Azent Inztall Status

e AR e worscocrt wionsen §
e e

Gommon Setting

Location of the repository @ Local 0 Rermote
Repository Password Setting
Pazsword [required] ssssssse

Pazsword (for confirmation) [required] [YTTITTL]

Automatic Downloading Settings
Addreszz of the Update Packaze Server http:/ Swww exifz nec cojpd

Downloading Schedule ) Enable @ Disable
Proxy Server Settings

Address

Part Nurmber {0 - 65535) 0

User Marme

Password

Settings of update packages for manual update

Default status icon o® O ISK 2

Fig. 34 Repository Settings

3. Set "Location of the repository" to either "Local" or "Remote."

(1)

When it is set to "Local," use the repository of the management server to save
and manage update packages. Specify a folder in which to save update
packages when instaling NEC ESMPRO Manager. By default, the folder is
located in: <System Drive>\Program Files\ESMPRO\ESMWEB\pkgpool.

When it is set to "Remote," access the repository of another management
server to install update packages. This is useful when only the limited number
of servers can be connected to the Internet.

4. Set each item.

(1)

When "Location of the repository" is set to "Local:"
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(i) In"Repository Settings," specify "Schedule Type" and "Start Time" for
automatically downloading update packages from the update package

server. The values of the update package server address cannot be edited.

(i) In"Proxy Server Settings," set the proxy server address, port number, user
name, and password. These settings are required for connecting to the

update package server through the proxy server.

(iii) In "Repository Password Setting," set the password for accessing the
repository. This enables another management server to access the

repository. The default is "password."
(2) When "Location of the repository" is set to "Remote:"

(i) In "Repository Settings," set the OSIP address of another management
server on which the repository is located, port number for connecting to
NEC ESMPRO Manager, and password. For the password, enter the values
of "Repository Password Setting" set for another management server on

which the repository is located.

5. Set the "initial status icon."

Select the status icon of the update target module which is displayed when the
update package not supporting automatic update is added to the repository. At the
time the update package not supporting automatic update is added to the
repository, the selected icon will be displayed in the status icon row of the update

target module in the NEC ExpressUpdate screen. The icon set by default is L ]

For example, when the icon ® is set and the update package not supporting
automatic update is added, the initial status icon of the target module is ®. The
following shows the example when there is an update package not supporting

automatic update for BMC firmware.
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Update/Install --

Location of the repository: Local / Latest downloaded: 102372012 05:21:4
[Download Update Packages]

(Module selection) -

= [l Mot Latest Server(1

Model Marne:  ExpressS200/R120a-1  Mext Installation Schedule:  Nothing
03 Microsoft Windows 7 Ultimate =64

Status Module Name Reboot  Severity
]| © | @ Latest Condition System BIDS 5.0 1 - High
O | Mot Latest ERG Firmware 2.0 1 = High
O|# Mo Packass NEC Bxpressipdate |54 - - - -
Q9 - ﬁ)‘ﬂrmware 2.0 IT E = = Hizh

7] atarnatic Rebaat
Inetall only latest version

Estimated Time Total 1 Minutes
<Mote for Installation Versior> ¥ @ Ex-version

<Mote for Statusd> Installation Falled : Please confirm the module status and reboot the OF

e How to apply the update package for manusl| update

Fig. 35 Update target module with update package not supporting automatic update
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3.4. Downloading Update Packages

The following three methods are available to register update packages to the repository.

3.4.1. Automatic Downloading

NEC ESMPRO Manager downloads the latest update package from the update
package server at the specified time for automatic downloading. The downloaded
update package is stored in the management server repository.

Follow the steps below to configure the automatic update settings.
1. From the header menu, click "Tools" > "ExpressUpdate Management
Information" > "Repository Setting."
2. Click "Edit."
3. Set "Location of the repository" to "Local."

4. In "Automatic Downloading Settings," specify "Schedule Type" and "Start
Time" for downloading the update package from the update package server

automatically.

5. In "Proxy Server Setting," set the proxy server address, port number, user
name, and password. These settings are required for connecting to the update

package server through the proxy server.

6. NEC ESMPRO Manager downloads the update package at the specified time

and stores it in the repository.

7. The versions of three generations of the update package stored in the
repository are managed. Update packages no longer necessary are
automatically removed from the repository.

3.4.2. Downloading Update Packages Explicitly on Demand
This function is useful when you want to download update packages immediately.

Follow the steps below to download update packages on demand.

1.  From the header menu, open "Tools" > "Repository Management

Information."
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The information on update packages stored in the management server

repository is displayed.
Click "Download Update Packages."

NEC ESMPRO Manager downloads the latest update package from the

update package server and stores it in the repository.

(1) When "Location of the repository" is set to "Local," the update package is

stored in the management server repository.

(2) When it is set to "Remote," another management server managing the

5.

repository downloads the update package from the update package server

and stores it in the repository.

The versions of three generations of the update package stored in the
repository are managed. Update packages no longer necessary are

automatically removed from the repository.

FPII Ihformation Backup File List | Zearching Registered Components || Linkage Service ExpressUpdate Management Infomation

-epnsitnry Settinzs Repositury LEELEEETATE B OV TRl MEG Expresslpdate Azent Install Status

Location of the repository:  Local Latest downloaded: 10/23/2012 09:21:41 [Downloﬁd Update Packages]

Total size of update packages: 104.1 MB

Add Update Packazes

(Package selection) - By Component «
B [ Serverd2 it
Module Name Additional information Version Release Date Size(MB)
[C1| BMC Firmware o] 3.0 08/02/2012 84
[C]| BMG Firmware (o] 4.0 08/02/2012 84
[C]| BMGC Firmware Q% 5.0 ogfo2/2012 114
]| BMIC Firmware ® | % 6.0 08/02/2012 124
B []Serverdl
Module Name Additional information Version Release Date Size(MB)
[C]| BMC Firrmware o] 20 10/18/2012 84
]| BMG Firmware Q| % 30 1041872012 9.4
[C]| BMG Firmware (o] 3.0 10/18/2012 94
[C]| BMC Firmware (o] 40 10/18/2012 104
[C]| Svetem BIOS o] 30 10/18/2012 84
[C]| System BIOZ (o] 4.0 10/18/2012 84
[C]| System BIOS (o] 50 10/18/2012 84
< 3

9 Mote for update package
Glean Remowval History

Enables you to download update packages which have been removed manually.

Remove Update Packazes

Removes specified update packazes

Save Update Packages

Saves specified update packazes.

Clean Removal History

[l Please check it i you want to remove update packages even though other MEC ESMPRO Manager is in uze. | Remove Update Packages

Save Update Packages

Fig. 36 Update package list display
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Additional information on update packages is displayed with the following icons.

Table 20 Icons for update package additional information

Icon | Information
O The update package supports automatic update of NEC
ExpressUpdate.
() The update package does not support automatic update of
NEC ExpressUpdate.
H;. The update package does not support downgrade.
JJ The update package supports multiple models of server.

The update package is in use by other NEC ESMPRO

Manager.

3.4.3. Adding Update Packages Manually

Add update packages obtained from the NEC corporate Web site to the repository
manually.

Although it is possible to add an update package not supporting NEC ExpressUpdate,
the package is not displayed in the pull-down of "Installation Version" on the update
package installation screen, and it cannot be installed by using NEC ExpressUpdate.
To check whether the update package supports NEC ExpressUpdate or not, refer to
"Additional information" on update packages displayed on the "Repository
Management Information" screen. Refer to the previous page for "Additional

Information."
Follow the steps below to manually add update packages to the repository.
1. From the header menu, click "Tools" > "ExpressUpdate Management
Information" to open "Repository Management Information."
2. The list of update packages stored in the repository is displayed.
3. Select "Add Update Packages."

4. Move to the screen for adding update packages.

5. Click "Browse..." and select update packages from the file viewer. Download

update packages manually from the NEC corporate Web site beforehand.
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6.

IPMI Information Backun File List || Searching Registered Comporents || Linkage Servioe [EGIEEEN GETEN =TT 2= 0 (T = 1 (o]

Repnsitory Settings Remsitory LT T g = G PG ExpresslUpdate Agent Install Status

Return to Repositony Maragermert Inforration

The list of the selected update packages is displayed.

D41 0001-AC1_A348626R014395 2548 zip

File Mame

D41 0002-A01_B34862561 256523781 2ip

D41 1002-A01_A34 862661 836351831 zip

® Add update
) Add all selected update packages

which are yfor Servers Add to the Repository

0% |

7.

(1)

Fig. 37 Screen for adding update packages

Click "Add to the Repository."

By selecting "Add update packages which are necessary for managed
servers," only an update package required for the server managed by NEC
ESMPRO Manager is added. The update package added in this mode
becomes the target for generation management by the repository, and the
versions of three generations are managed. An unnecessary update

package is automatically removed from the repository.

By selecting "Add all selected update packages," all the selected update
packages are added to the repository. Update packages added in this mode
will be exempt from generation management by the repository, and will
remain in the repository until removed manually. Refer to section 3.6 for how

to remove update packages.

The selected update packages are added to the repository according to the

options selected in the previous step.
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3.4.4. Notification for Update Package Download

When a new update package is downloaded, notification is issued in either of the

following two methods.

3.4.4.1. Event Logged in AlertViewer

An event is logged in AlertViewer.

M Baliwd | Cobasew | Aot Log huto Sav | Kl Bceiin Setting | Ppeions | Bl

Mdlzen B v i

| Dwtote || Unreac-2Rund | | Fued-Unmad Son -
Sy Toad Twarad T Mg Crisponad Al Tiacienad Sowie
 HEG Bowm e emin Tal I B Upds = D] ) s A T HEC ESMIRD Munge

Fig. 38 Update package download event

In the "Action" field of the "Details" screen of the event, the list of components

relevant to the downloaded update package is displayed.
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@. MEC ExpressUpdate Information

General
From: Bervetl]l(@mer SERVER0L
Address: 172.16.30.20
Received: Monday, October 22, 2012 17:11:.05
Generated (your time): Monday, October 22, 2012 17:11:05
Generated (local time): -
Detail: Alert generation time : Monday, October 22, 2012 17:11
Update packages were downloaded.
Artion: Confitm the details of update packages, and update as necessary.
Servell
Servetld
SNMP
Cotnmanity: puhblic
Enterprise: 1igalA1922441003
Description: CIM indication encapsulated in trap
Agent Address: 172.16.30.20
Generic Trap Code: 6 (Enterprise Specific)
Specific Trap Code: 1
Titne Statngp: Ohowes Omitnates 0.00zeconds
Report Status
Report Status:

Close

Fig. 39 Details of the download event of the update package

CHECK:

+ The event is logged only when using NEC ESMPRO Manager installed in the
Windows environment.
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3.4.4.2. Popup Notification

A popup is displayed when you log in to NEC ESMPRO Manager. If an update

package is downloaded while you are logged in, no popup is displayed.

fessage from webpage @

! Mewr update package was downloaded,

Fig. 40 Popup notification for update package download

CHECK:

» A popup is displayed only when you log in to NEC ESMPRO Manager as a user for
whom execution privilege for “Install Update Packages” is enabled.

* A popup is displayed only once when you log in to NEC ESMPRO Manager after a
new update package is downloaded.
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3.5. Installing Update Packages
Two methods are available to install update packages to the management target
server: installing to a single server and installing to a group of servers at once.
3.5.1. Installing an Update Package to a Single Server

Follow the steps below to install an update package to the management target
server.

1. From the tree view, click the server to which the update package will be

installed.

2.  From the "Remote Control" tab, open "Remote Control" > "NEC

ExpressUpdate."

3. The server information ("Module Name," "Current Version," "Installation

Version," "Status," etc., of the update package) is displayed.

4. Click "Download Update Packages."
The latest update package is downloaded from the update package server and

stored in the repository.

5. Select the module whose status shows "Not Latest."

(Module selection) +

= Not Latest ServerOl

Mode| Name:  ExpressBE00/R120a-1  Mext Installation Schedule:  Maothing
03: Microsoft Windows 7 Ultimate x64

Status Module Name Current Version  Installation Version Estimate(minute) Reboot Severity
O [ |Not Latest System BIOS 30 [an =] 1 Necsssary |High
O [ |Not Latest BMGC Frmware: 30 |40 |~ 1 = High
0 & (Mo Packaze MEC ExpressUpdate Agent |3.01 - - -
e ENIC Firmiare 30 [30 - High

Fig. 41 "Not Latest" display

6. From the pull-down menu, select the update package version to install.
Applicable package versions are displayed in the pull-down menu. If the
previous generation version is included in the applicable versions, it is
indicated by [*].

The "previous generation version" indicates the version which was running
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on the management target server right before the previous installation.

{Module selection) -

= Mot Latest Server(1

Wodel Marme: ExpressS800/R120a—1 Mext Ihetallation Schedule: Mothing
O Microsoft Windows 7 Ultirmate x64

Status Module Name GCurrent Version  Installation Version Estimate(minute) Reboot Severity
(o] Mot Latest Swstem BIOS 30 |4TE 1 Mecessary |High
(o] Mot Latest BMC Firmware 30 ‘" 40 1 - High
O |4 |No Packaee NEG ExpressUpdate dgent [3.01 | ﬁ - - -
O®| B Firmware 2.0 II 0% wg = - Hizh

Fig. 42 Selecting a version to install

7. Click "Execute" to install the update package.
The update package is installed to the selected module. The "Execute"
button is not displayed for a user with no execution privileges. Execution
privileges for this operation (NEC ExpressUpdate) can be obtained by setting
"Install Update Packages" to "Enable" when adding a user from "User
Information." The account created at the time of NEC ESMPRO Manager

installation has execution privileges for NEC ExpressUpdate by default.

Location of the repository: Local / Latest downloaded: 10/28/2012 09:21:41
[Duwnluad Update Packages]

(Module selection) -

=] Mot Latest Serverl]

Modzl Marne:  Express5800/R120a-1  Mext stallation Schedule:  Mothing
03 Microsoft Windows 7 Ultimate x64

Status Module Name Current Version  Installation Version Estimate(minute) Reboot Severity
o] ot Latest System BIOZ 2.0 WE 1 MNeceszary [High
O [l |Not Latest MG Firrware a0 [40 [-] 1 = High
0 & Mo Packase MEC ExpressUpdate Azent |3.01 - - - -
o e BMC Firrmware 30 [30 - = High

7] &wstomatic Reboot
Install anly latest version

Estimated Time Total 2 Minutes

{Mote for Status> Installation Failed : Please confirm the module status and reboot the O

{Mote for hstallation Version>  * © Ex—version

Q How to apply the update package for manual update.

Fig. 43 Execute button

(1) When selecting "Automatic Reboot"
If installing the update packages requires a reboot of the server, the server

will be rebooted after all the update packages are installed.

(2) When selecting "Install only latest version”

-69 -



NEC ExpressUpdate Functions and Features

Only the latest update package will be installed. Disable this option to
downgrade the server by installing an update package older than the current

version or to install an update package which is not the latest version.

While the update package is being installed, the progress status is displayed
in the progress bar.

E [l Under Installation Server0l

Model Marne:  ExpressS200/R120a-1  Mext Installation Schedule:  Nothing
0Z Microzoft Windows 7 Ultimate »G64

Status Module Name Current Version  Installation Version Estimate{minute) Reboot Severity
(o] Wiait Installation Systern BIOS 3o IT 1 Mecessary |High
(o] El:l 17%  |BMC Firrnware a0 I 4.0 1 = High
o & |No Packaze MEC Expresslpdate Azent |301 - - - -
oe®| EMG Firrware 30 |30 = - High

Total Progress [ 0/ 2 ] { Remaining Time : 01:49 )
[ %

Fig. 44 Progress status

(3) When cancelling the installation in progress
By clicking "Cancel," you can cancel the unexecuted installation. However,
the installation of an update package for which the installation process is
already started or completed cannot be cancelled. Only the installation of an
update package for which the installation has not started yet can be
cancelled.

8. Check the installation results.
When the installation is completed, check the installation results in the
"Status" column of the server information. Refer to section 2.1.3 for the

description of the icons.

B [] [\ Reboot Required Server01

Model Marme:  ExpressSB00/R120a-1  Mext Ihstallation Schedule:  Mothing
05 Microsoft Windows 7 Ultirmate =64

Status Module Name Current Version  Installation Version Estimate(minute) Reboot Sewverity
o __\‘ Reboot Required System BIOS 4.0 m 1 Mecesszary |High
[ © | @ |Latest Condition EMG Firrnware 4.0 I 4.0 |z| 1 = High
O | ¥ Mo Packaze MEC ExpresslUpdate Agent |3.01 - - - -
oe®|- BM Firrrware 40 [3.0 - = Hish

Fig. 45 Installation results
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3.5.2. Installing an Update Package to a Group of Servers at Once

Follow the steps below to install an update package to servers managed as a group

at once:

1. From the tree view, click the group to which the update package will be
installed.

2. From the "Server Control" tab, open "Server Control" > "NEC

ExpressUpdate."

3. In the group, update packages installation statuses of modules of the servers
whose NEC ExpressUpdate Agent can be started and managed with NEC
ExpressUpdate is displayed.

[RAD 5, Mods ©
==
Location of the reposhory: Local / Latest downloaded 10/20/2012 082141
Downinad Update Packages
(Module selecion) ~ igw Al -

& 4 [l Mot Latest  Serveri]
Madel Name

ExpressSE00/R1209=1 et Ingtaliation Schedule:  Mothing
OF Microsolt Wirdows 7 Ultimate 64

“Latest Condaan®
“Not Latest”
“Under Installsion”

“Reboot Reguired"

Lol “Installatan Failad®
41| Q |l Mot Latest |Syttam BIDS |40 [50[= B ' “Undar Uningtallation’
[71/0| @ Latest Cornition 85 Fromare 40 a0 |z O 1 - ish

==
O | Mo Paclagn Exprosulidate 301 - - - -
|acert
| oe |W:‘-I'imvﬂ m [0 B [ Hich

© ¥ [l Mot Latest Server(l

Model Mame. ExpressSEB00/R1200=1  Mext Instalistion Schedule  Mothing
OF  Microsoit Windows Server 2008 R2 Enterprise w84

Module Name

Gurrent Version _Installation Version Extimatelminute) Reboot

Severlty

O | Mo Pachage 463018 - - - -

|'_-d D|I hlat Latest IPAD Fermarn (30 a0 -] @ 1 [W[Hw
"ED
O # Mo Packase |Eqresspdate (201 - - L L
" Im '

| 8o IMHM 30 [50[-] B [ [llhh
7] ustormatic Rcboot
9] kstall oty Inbest versions

Exacute |Estinated Tarm Total | Mindes

AMate for Fatallstion Version:  # | Ex-version
“Mote for Status’ Instalition Falled : Please condir the module status and reboot the OF,
G How 20 agply the update pacioace for rarssl update

Fig. 46 Installing to a group
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The servers to display can be selected according to their status. The selection items

are as follows.

Table 21 Filtering of servers to display

Selection item Display contents

View All Displays all the servers.

Latest Condition Displays servers in the latest server status.

Displays servers using a module requiring the
Not Latest
update.

Displays servers to which the update package is
Under Installation
being installed.

Displays servers using a module requiring a
Reboot Required
reboot.

Displays servers whose server statuses are
Installation Failed
shown as "Installation Failed."

Displays servers from which a module is being
Under Uninstallation

uninstalled.

4. Click "Download Update Packages."
The latest update packages applicable for the servers will be downloaded

from the update package server and stored in the repository.
5. Select the servers whose statuses shown as "Not Latest."

6. Select the update package version you want to install from the pull-down
menu.
Applicable package versions are displayed in the pull-down menu. If the
previous generation version is included in the applicable versions, it is
indicated by [*].
The "previous generation version" indicates the version which was running

on the management target server right before the previous installation.
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= Mot Latest Serveri]

Maodel Mame:  ExpressS800/R120a—1  Mext Installation Schedule: Mothing
0= Microsoft Windows 7 Ultimate 54

Status Module Name Current Version Installation Version Estimate{minute) Reboot Sewerity
O [l Mot Latest System BIDS |40 [e0 = 1 - High
[/ Q| @ |Latest Condition BMC Firmware (4.0 F 1 - High
NEG 30*
O & Mo Packaze Expresslpdate (301 \— - - -
Agent
o®- BMG Firrnware 4.0 [30 - = High

Fig. 47 Selecting the version to install

7. Click "Execute" to install the update package.
The update package will be installed to the selected servers. The "Execute"
button is not displayed for a user with no execution privileges. Execution
privileges for this operation (NEC ExpressUpdate) can be obtained by setting
"Install Update Packages" to "Enable" when adding a user from "User
Information." The account created at the time of NEC ESMPRO Manager

installation has execution privileges for NEC ExpressUpdate by default.

(1) When selecting "Automatic Reboot"
If installing the update package requires a reboot of management target
servers, the management target servers will be rebooted after all the update
packages are installed.

(2) When selecting "Install only latest version"
Only the latest update package will be installed. To downgrade the servers
by installing an update package older than the current version or install an

update package which is not the latest version, disable this option.
While the update package is being installed, the progress status is displayed

in the progress bar. In addition to the progress status of each module, the

entire progress status is also displayed at the top of the screen.
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= [M Under Installation Server0l

Model Mame:  ExpressS800/R120a-1  Mext Installation Schedule:

0= Microsoft Windows 7 Ultimate x64
Status

Module Name:

Mothing

Gurrent Version

Installation Version

Estimate{minute)

Rebo

ot Severity

O|E | | 1 |systemBOS 40 [saT~] 1 Mecessary High

O | @ |Latest Condition BEMG Firrnware 40 |4 i} 1 = High

O | @ |Latest Condition MEC ExpressUpdate Azent [3.01 - - - -

o®|- EMC Firrrware 40 [30 - - High
= [B Mot Latest Servert2

Madel Mame:  ExpressSB00/R120b-1 Next Installation Schedule: Nothing

0= Microsoft Windows Server 2008 R2 Enterprise x64

Installation Version

Estimate{minute)

ot

Status

Module Mame:

Current VYersion

Rebo

Sewverity

Q| ¥ |Mo Packaee System BIOZ 46.3C15 - - - -
O|M|[ | '0% |BMG Firmware 30 IA 1} 1 Necessary High
0 . Latest Condition MEC Expresslpdate fzent |3.01 - - - -
o®| EMC Firmware 20 [s0 - - High

Total Progress [ 1/ 2 1{ Remaining Time : 00:50 )

Cancel

Fig. 48 Progress status display

(3) When cancelling the installation in progress

By clicking "Cancel," you can cancel the unexecuted installation. However,

the installation of an update package for which the installation process is

already started or completed cannot be cancelled. Only the installation of an

update package for which the installation has not started yet can be

cancelled.

Check the installation results.

When the installation is completed, check the installation results in the

"Status" column of the server information. Refer to section 2.1.3 for the

description of the icons.

= [[] /4 Reboot Required Server(l

Mods| Name:  Express5B00/R120a-1  Mext Ihstallation Schedule:  Nathing

0Z: Microsoft Windows 7 Ultimate x64
Status

Module Name

Current Version

Installation Version Estimate{minute) Reboot Sewverity

O\ [Reboot Required Systemn BIOS 5.0 IE.U : 1 hecessary High
10| @ |Latest Condition BM Firrmware 40 |40 [+] 1 = Hich
Latest Condition MEC Expresslpdate _ _ _ _
oe Azent 301
o e BMC Firruare 10 [3.0 - = Hish

= A Reboot Required Server(s

Model MNarne:  Express5200/R120b—1  Mext hetallation Schedule:  Mothing
2 Enterprise x64

05 Microsoft Windows Server 2008 R

Status Module Name Current Version Installation Version Estimate{minute) Reboot Severity
O & Mo Packaze System BIOZ 463015 - - - -
O .\ [Reboot Required B Firmware 1.0 |4_D |z| 1 Mecessary High
Latest Condition MNEC ExpressUpdate _ _ _ B
Oe Azent 301
Q@ BIMG Firrmuare 10 [ea - = High

Fig. 49 Installation results display
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3.5.3. Installing Update Packages by Using the Remote Batch

By using the remote batch, update packages can be installed at the specified date
and time. Follow the steps below.

1.  From the tree view, click the server for which the update package is applicable.
To install to all the management target servers of a group, click the target
group.

2. From the "Schedule" tab, open "Schedule" > "Remote Batch." To install to the
group, open "Server Control."

3. Select a date and time at which to update the package from the calendar.

4. Set the detailed information.

(1) For "Remote Batch Item," select "Install Update Packages."
(2) For "Remote Batch Type" and "Start Date/Time," select the date and time at
which to install the update package.

(3) Set "Automatic Reboot."

When "Enable" is set, the management target server will be rebooted after
the update package is installed if it requires a reboot of the server.

(4) Set "Download Update Packages."

When "Enable" is set, the update package is downloaded from the Update
Package Server and stored in the repository before it is installed.

Select Remote Batch NEWE

Remote Batch Ikem Power OM El
Rermote Batch Type Specified Date E
Start Date/Time 10/23/2012 (Tug) [=] 04 =] : 00[~]

Fig. 50 Remote batch settings

5. Click "Update."
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6. Theicon “# is displayed for the specified date and time.

[ E5chedule

Remote Batch 2012 Previous Manth / Mext Manth

| Date/Time [0 111213 1 4]5]6]7[8/0110/11]12/13/14]1516]17]18]19]20 21122123

10/1 (Mon)
1042 (Tue)
103 (Wed)
1044 (Thu)
1045 (Frif
10/6 (Zat)
1047 (Sur)
10/8 (Mon)
1049 (Tue)
10410 {Wed)
1011 (Thu)
10412 (Fri)
10413 (at)
10414 (Sun)
10415 (Mon)
10716 (Tue)
10417 (Wed)
1018 (Thu)
10419 (Fri)
10,/20 (Zat)
10421 (Sun)
10422 (Maon)
10723 (Tue)
10424 (Wed)
10425 (Thu)
10426 (Fri)
10727 (Zat)
10428 (Sun)
10429 (Mon)
10/30 (Tue)
10731 (ied)

[ Date/Time [0 111213 14[5]6]7[8 0 10/11]12/13]14]1516]17]18]19]20 2122 23|

Fig. 51 Remote batch calendar

7. The latest update package is automatically installed at the specified date and

time.

3.5.4. Installing Update Packages Not Supporting Automatic Update Manually
The update packages not supporting automatic update can be installed manually
after saving them once to the machine on which NES ESMPRO Manager is operated.

Follow the steps below.

1. Save the update packages to install. For the saving procedure, refer to 3.7.

2. Extract the saved update package archive to any location. The update packages
are stored in the "packages" folder within the extracted folder.

3. Refer to the readme file of the update packages, and install the update packages

to the update target servers.
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3.6. Removing Update Packages

Old update packages are automatically removed by the generation management function
of the repository. It is also possible to remove them manually from the "Repository
Management Information" screen.

When update packages are manually added to the repository by selecting "Add all
selected update packages," the "generation management for update packages" function
of the repository does not work for the update packages. Therefore, a user needs to
remove them manually by using this function. Refer to section 2.2.2 for "Generation
Management for Update Packages."

In addition, when a remote repository is used, update packages managed by the remote
repository cannot be removed.

1. From the header menu, open "Tools" > "ExpressUpdate Management Information"
> "Repository Management Information."

2. Select the update package to remove.

3.  Select the option to remove the update package.

4. Referto 2.2.4 for details on the options.

(1) When you click "Remove Update Packages" without selecting the "Remove By
Force" check box, the update package selected with the check box is removed.
However, an update package used by another NEC ESMPRO Manager

(indicated by the 4 icon) cannot be removed.

(2) When you click "Remove Update Package" with the "Remove By Force" check
box selected, even the update package used by another NEC ESMPRO

Manager is removed forcibly.
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PRI Infarmation Backup File List | Searching Rezistered Components || Linkaze Service ExpressUpdatE Management Infomation

Repozitory Settings | D @ M EELERE N G E OGN NEC Expresslpdate Azent Install Status

(Fackage selsction)

Location of the repository: Lacal

Total zize of update packages: 104.1 ME

Latest downloaded: 10/23/2012 09:21:41

[Down\oad Update Packages]

Add Update Packszes

By Component -

B [[]Servertz m
Module Name Additional information Version Release Date Size{MB)
]| BMC Firrware Q 30 08/02/2012 24
]| BMC Firmware Q a0 08/02/2012 24
]| BMC Firrware Q% [=e] 08/02/2012 114
]| BMC Firmware Q% g0 08/02/2012 124
2 [ Serverid
Module Name Additional information Version Release Date Size(MB)
[7]| BMC Firmware (o] 20 10/18/2012 24
[7]| BMC Firmware Q| % 30 10/18/2012 G4
[7]| BMC Firmware (o] 30 10/18/2012 G4
[7]| BMC Firmware (o] A0 10/18/2012 104
[C]| System BIOS (o] 30 10/18/2012 84
[C]| System BIOS (o] A0 10/18/2012 84
[C]| System BIOS o] 50 10/18/2012 84
4 »

9 Mote for update packaze

Clean Removal Higtory

Erables you to download update packages which have been remaoved manually

Clean Removal Histary

N\

Remove Update Packazes

Remaoves specified update packazes.

[ Pleate check it i you want to remove update packazes even though other NEC ESMPRO Manager is in use. [Remove Update Packages

)

ST

Saves specified update packages.

Save Update Packages

Fig. 52 Removing the update package
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3.7. Saving Update Packages

Save the update packages managed by the repository. Two methods available for saving
update packages are:

- Saving from the NEC ExpressUpdate screen.

- Saving from the "Repository Management Information" screen.

3.7.1. Saving Update Packages from the NEC ExpressUpdate Screen

Follow the steps below to save update packages not supporting automatic update.

From the tree view, click a component or a group.
From the "Remote Control" tab, open "Remote Control" > "NEC ExpressUpdate."
Click the "Save" tab.

Select the update package to save.

o b~ w0 Dd =

Select the option(s) as necessary, and click "Save." For details on the options,
refer to0 2.2.6.1.

-Updateflnsta\l _ |‘ Save |

Location of the repository: Local / Latest downloaded: 10/23/2012 02:21:41
[Duwnluad Update Packages]

(Module selection) «

=] Mot Latest Server(l

Model Mame:  ExpressSE00/R120a-1 Mext Ihstallation Schedule:  Mothing
030 Microsoft Windows 7 Ultimate 54

Status Module Name Current Version Installation Version Release Date Severity
fe) Mot Latest System BIOS 40 [50 [=] 10/18/2012  |High
(o]l ] Latest Condition BMC Firmware 40 I 40 10182012 High
Ole Mo Packaze MNEC ExpressUpdate Azent [2.01 - - -
(V)o@ () BMG Firmware 40 [20[+] 10/18/2012  |High

[ saves only selected packages

[l Ghanges status icon to L after saving
-

<Mote for Statusz> hetallation Failed : Pleaze confirm the module status and reboot the OF.

Mote for Installation Wersion®  * : Ex—version

Q How to apply the update packsze for manual update.

Fig. 53 Update packages saving operation on the NEC ExpressUpdate screen
6. The update package archive into which update packages for the selected

module are bundled is automatically created. To cancel the creation of the

update package archive, click "Cancel."
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&  Creating Update Package archive -- Webpage Dialog @

€| http:/flocalhost: 3080/ esmproffornardfrchiveProgress.do |

Creating Update Packaze archive...
Total: 24 MB

Total Progress: 0 /1 (0% finished)

& Internet | Protected Mode: OFF

Fig. 54 Creating Update Package archive screen

7. When creating the update package archive is completed, a dialog for saving a
file is displayed. Save the update package archive to any location.

File Download @

Do you want to open or save this file?

4 Mame: UpdatePackagefrchive_20121023.5ip
Type: Compressed [Zipped) Folder
From: localhost

Open | | Save | [ Cancel

I | WWhile files from the Intermet can be useful, some files can potentially
g harm wour computer, [ pou do not trust the source, do not open o
- zawe thiz file. 'what's the risk?

Fig. 55 Saving the update package archive

3.7.2. Saving Update Packages from the Repository Management Information
Screen

Follow the steps below to save update packages.

1. From the header menu, click "Tools" > "ExpressUpdate Management
Information" > "Repository Management Information."
Select the update package(s) to save.

Click "Save Update Package."
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IPMI Information Backup File List || Searching Registered Comporerts|| Linkage Service B(ﬂrEESUD‘]EtE Marmagement Infomation
-Repusitury Settings Repnsitnrv UETET S TG | MWEC ExpresslUpdate Agent Install Status

Location of the repository: Local Latest downloaded: 10/23/2012 09:21.41 Download Update Packages

Total size of update packeges: 1041 ME Add Update Packages

(Package selection) - By Component ~
2 ] Serverdt T
Module Name Additional information Version Release Date Size(MB)
1| BMC Firmvare o] 20 101872012 84
] BMD Firnmware RS 30 10/18/2012 94
BMG Firmmware o] 40 1041872012 104
BMWC Firrmsare (o] 30 101872012 94
System EICE o] 40 10/18/2012 84
= System EIOS (o] 50 1018/201 2 84
71 System EIOS o] 30 1041872012 g4

1

‘ b

9 Mate for update package

Clean Removal Hstory

Enables you to download update packages which have been removed manually,

Clean Remaval History

Remove Undate Packages
Reroves specified update packages.

[ Plesss checkit If youwant to remous Upciste psckagss sven though other NEG ESMPRO Warsgsr i In Lss

Save Undate Packages

Saves specified update packages

Save Update Packages

Fig. 56 Update package saving operation on the Repository Management Information screen

4. The update package archive into which selected update packages are bundled is
automatically created.
5. When creating the update package archive is completed, a dialog for saving a

file is displayed. Save the update package archive to any location.
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3.8. Installing NEC ExpressUpdate Agent Remotely

It is the function to install NEC ExpressUpdate Agent remotely by configuring the settings
necessary to install NEC ExpressUpdate Agent in a wizard format. When the NEC
ExpressUpdate Agent is not installed on the management target server and the following
conditions are met, it can be installed from NEC ESMPRO Manager.

1. The target system satisfies the conditions defined in "1.4.2 OS and Server
Supporting NEC ExpressUpdate."

2. The settings of the firewall, user account control and port of the management

target server OS are configured properly.

CHECK:

*  For details on the setting procedure, refer to "About installation of NEC
ExpressUpdate Agent" described in the "Notes" of "NEC ESMPRO Manager Ver. 5
Installation Guide."

To use the remote installation function of NEC ExpressUpdate Agent, three methods are
available depending on the case, when "Check Connection" of the registered server is
performed or "Auto Registration” is performed, or installation from the NEC

ExpressUpdate screen is performed. The following describes each method.

3.8.1.  When Performing "Check Connection" of the Registered Server

When all of the following conditions are met, click "Check Connection" of the
registered server. After the connection check is completed, a notification indicating

that the remote installation is possible is displayed.

1. "Updates via NEC ExpressUpdate Agent” in "NEC Express Update"

indicating NEC Express Update management settings is set to "Registered."

2. "NEC ExpressUpdate Agent cannot be detected on the management target
server."
3. "The OS is running on the management target server."
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C hembame | Sotup Value

Component Mame Server(l]
Aliaz Serveri]
Group GroupQ
Connection Type LAM

Common Setting

05 P Address 172156.019
Syztem management

hanazement Reziztered<valid>
SHMP Community MName{Get) public

SHMP Community Mamel Set)

RAID zystem manazement

Manazement ot Registered
MEC ExpressUpdate

Updates via NEC ExpresslUpdate Azent Regiztered<invalid>
“Manazement Controller” management (Gommon])

Management Mot Registered
Manazement Type EhiAC
Authentication Key EEEE R RS TR R T
Uszer Mame

Pazzword R TR TR I T T ]

“Manazement Controller” management (LAN)

Current IP &ddress Q000
Failover Dizable
F Addressz1 0000
Subnet hazki PERZERZRERE D
F Address2 0000
Subnet hMagk? PER GERZRR O

“Management Controller” management (Modem)
Fhore Murnber

YMware Auth Information

Uger MNarme

Pazzword

Check Connection

Fig. 57 "Check Connection" of the registered server

The pop-up "NEC ExpressUpdate Agent Installation is possible." is displayed. Click
"OK," and then click the "Install NEC ExpressUpdate Agent" link.

Note) If the "Install NEC ExpressUpdate Agent" link is not displayed, the remote
installation function cannot be used. Check whether the conditions for using this

function are satisfied.
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Ihetall MEG Expreszlpdate Azent
BEeturn to Connection Setting

Mot Detected.
NEC Expresslpdate Mot Detected Uszing the NEC Expresslipdate Azent MEC ExpresslUpdate function cannot be used.

Check Connection Execution Result

flessage from webpage @

l-.\' MEC ExpressUpdate Agent installation is possible,

Fig. 58 Remote installation notification for NEC ExpressUpdate Agent

3.8.1.1. Installation Wizard for Single Management Target Server

Configure the settings necessary to install NEC ExpressUpdate Agent in a wizard
format. Follow the steps below.

* By clicking the "Install NEC Express Update Agent" link, a new window only for
the remote installation function of NEC ExpressUpdate Agent opens. To cancel
the remote installation, click "Cancel" or "X" and close the window.

1. License agreement
The license agreement for NEC ExpressUpdate Agent installation is displayed.
If you agree to the terms of the license agreement, select "l accept the terms of
the license agreement" and click "Next."
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End User License Agreement [Stepl / 7]

1. License -
NEC Corporation [hereinafter referred to as "NEC") grants you a personal
and non-exclusive license to use the provided software (the "Software™)
only on one machine at any one tiwe, and only in the country where you
acguired the Software. The Software is in "use™ on & wachine when it is E
loaded into temporary memory (i.e. BAM) or installed into permanent memory
[i.e. hard disk or other storage device) of that machine. You obtain no
license other than those expressly granted you under this Agreement. —

2. Period

{1} Tou may terminate the license granted hereunder by notifying us in
writing at least one month prior to the desired termination date.

{2) NEC may terminate the license granted you hereunder at any time if
vou fail to comply with any terms and conditions of this Agreement.

{3) Upon termination of the license, you must destroy or dispose of the
Software, any copies of the Software and wanual and other materials
provided with the Software.

3. Copyright
No title to the Software shall he transferred to you.

4. Copying, modification
(1} Tou may make only one copy of the Software solely for a backup purpose,
provided that you shall reproduce the copyright notices on each copy
of the Software. -
(2} Tou may not copy, modify, combine, alter or otherwise change or

laccapt the terrrs of the licerse agreement I

' Tdo not accept the terms of the license agreement

Fig. 59 License agreement

rfirrration

End User License Agreement [Stepl / 7]

1. PEG License
NEC cCorporation (hereinafter referred to as "NEC") grants you & personal
and non-exclusive license to use the provided software (the "Software™)
only on one machine at any one time, and only in the country where you
acquired the Software. The Software is in "use”™ on a machine when it is E
loaded into temporary memory (i.e. RAM] or installed into permwanent wemory
(i.e. hard disk or other storage device] of that machine. ¥You obtain no
license other than those expressly granted you under this Agreement.

| »

2. Period

(1} ¥ou may terminate the license granted hereunder by notifying us in
writing at least one wonth prior to the desired termination date.

(2} NWEC may terminate the license granted you hereunder at any time if
you fail to comply with any terms and conditions of this Agreement.

(3} Upon termination of the license, wou must destroy or dispose of the
Software, any copies of the Software and wanual and other materials
provided with the Software.

3. Copyright
No title to the Software shall be transferred to you.

4., Copying, modification
(1} ¥ou may make only one copy of the Software solely for a backup purpose,
provided that you shall reproduce the copyright notices on each copy
of the Software. -

(2) ¥ou way not copy, modify, combine, alter or otherwise change or

[ @ [ accept the terms of the licerse ageemert l

2 Tdo rot accept the terrs of the liceres agreerrert

Fig. 60 License agreement for update module
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2. OStype
Set the OS type of the management target server on which NEC ExpressUpdate
Agent is installed. Select the OS type (Windows System or Linux System) for the

management target server with the radio button in the "OS Type" column, and click
"Next."

m Ihstallation falder Manager account Repozitory setting ‘ackaze selec Inztallation Confirmation

Please select OS type. [Step2/ 7]

/A The setting of firewall and User Account Control on the server to install are necessary. o
As for details. notice"of the ESMPRO/ServerManager Ver.5 installation guide please refer to “About installation of NEC
ExpressUpdate Azent .

02 Type -

Pazte OS Type to the selected comporent. @) Windows System  Linux System  |Faste
Al Clear
([ Comooeottame | Pawes
] Serverol 17216.01% @ Windows Systern O Linux System

hext »| |Cancel

Fig. 61 OS Type
3. Installation folder

Set the folder in which to install NEC ExpressUpdate Agent. Enter an
installation path in the "Installation Folder" column and click "Next."
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Installation falder Manazer account lepositary setting ‘ackag 2| Inztallation Confirmation

Please set the installation folder. [Step3/ 71

/A The setting of firewall and User Account Control on the server to install are necessary. o
As for details, notice of the ESMPRO/ServerManager Ver 5 installation guide please refer to “About installation of NEG

ExpressUpdate Agent”.

/A K Universal RAID Utility Ver. 2.10 and above has already been installed, you cannot select the installation folder.
In the case of x64, NEG ExpressUpdate Azent is installed to following folder <system drive>Program Files (xB6)

Inztallation Folder

Pazte Installation Folder to the selected component. Paste
Al Clear
Component Name 08 Type Installation Folder
] Serverol 17216015 Windows System CAProgram Files [required]
< Back] [Next 2] [Cancel
Fig. 62 Installation folder
Note)
* The installation folder cannot be specified if the OS type is "Linux System."
The NEC ExpressUpdate Agent will be installed in "/opt/nec."
+ The installation folder cannot be specified if Universal RAID Utility Ver. 2.10 or
later is already installed on the management target server.
Installation Faolder :
Faste Installation Folder to the selected component. Paste
Al Clear
Server(] 172.16.0.19 Linux System Foptinec

Fig. 63 Installation Folder (Linux System)

4. Manager account
Set the manager account information of the management target server on
which NEC ExpressUpdate Agent is installed. Enter "User Name" and
"Password," and click "Next."
* As the default value, "Administrator" is entered when "Windows System" is
selected for the OS type, and "root" is entered when "Linux System" is

selected for the OS type.
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Uszer Mame : Password :
Fazte Uszer Mame or Pazaword to the selected component. Paste Paste
Al Clear Windows Sveterm  Linwx Syatern
| Gomponent tame | [P Adicose | T B R
[T Serverol 17216018 Windows Syatem Administratar [required] LLLLLLLLLL L [required]

Fig. 64 Manager account

5. Repository setting
The repository setting information is displayed. When there is no change in the
current repository setting, click "Next." To change the setting, click "Edit" and
edit the setup values. Refer to section 3.3 "Setting the Repository" for details

on the setting procedure.

Ihstallation folder Manzger account ‘epozitory setting "3l =c:tion Ihstallation Confirmation

Specify the repository to add the package or retained the package. [Steps/ 7]

Ay The setting of firewall and User Account Gontrol on the server to install are necessary. o
As for details, notice of the ESMPRO/ServerManager Ver 5 installation guide please refer to “ About installation of NEG
ExpressUpdate Azent .

Btem Name

Location of the repozitory Local

Common Setting

Remote Repository Settings

Address

Fort Mumber o]
Paszword

Froxy Server Settings

Address

Paort Murmber 0
User Mame

Paszword

Fig. 65 Repository setting

6. Package selection
Specify how to obtain the NEC ExpressUpdate Agent package to install. Select
the "Location of the update package" from the list box and click "Next." You can

select from the following four types to obtain it.
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Inztallation folder Manazer account Repository setting ac :|lection Installation Confirmation

Please specify NEC ExpressUpdate Agent (Windows edition). [Step6/ 7]

/A The setting of firewall and User Account Control on the server to install are necessary. .
As for details, noticeﬂof the ESMPRO/ServerManager ¥er 5 installation guide please refer to “About installation of NEC
ExpressUpdate Agent .

Laocation of the update packaze Using the latest of Repository | =

(1)

Download
EXPRESSEUILDER
File Designation

< Back| [Mext >| [Cancel

Fig. 66 Package selection

Using the latest of Repository
Use the latest NEC ExpressUpdate Agent package in the repository.

Note) When there is no available NEC ExpressUpdate Agent package for
the repository, "Using the latest of Repository" is not displayed.

Download
Access the update package server, and obtain and use the latest NEC

ExpressUpdate Agent package.

EXPRESSBUILDER

Obtain and use the NEC ExpressUpdate Agent package by automatic
search from NEC EXPRESSBUILDER. Insert NEC EXPRESSBUILDER,
bundled with the server which supports NEC ExpressUpdate, into the disk
drive of the server on which the web browser of NEC ESMPRO Manager is

open.
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(4) File Designation
Use the specified NEC ExpressUpdate Agent package. Click "Browse..."
and select the NEC ExpressUpdate Agent package to use.
* The specified NEC ExpressUpdate Agent package is added to the

repository.

- Setup Value

File Designation |E|

Fig. 67 File Designation

Note) If the specified NEC ExpressUpdate Agent package is older than the

one in the repository, the following message is displayed.

Message from webpage @

There is an update package which is newer than the specified one in the
i l\ repository,

Fig. 68 Notification displayed when there is a newer package in the repository

To use the NEC ExpressUpdate Agent package that already exists in the
repository, click "OK." To use the one specified in "File Designation," click

"Cancel."

fessage from webpage @

:l Do you use a package in the repositon?

| (0]4 | ’ Cancel

Fig. 69 Selecting a package to use

* When "OK" is selected, the specified NEC ExpressUpdate Agent package

is not added to the repository.
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7. Installation Confirmation
The installation setting information of NEC ExpressUpdate Agent is displayed
in a list. After checking the setting, click "Installation."

* The installation does not start at this stage yet.

Installation folder Manazer account 2epo: zetting ack; ection Ihstallation Confirmation

NEC ExpressUpdate Agzent is installed to the component below. [Step7/ 7]

A The setting of firewall and User Account Control on the server to install are necessary. .
As for details, notice of the ESMPRO/ServerManager Ver 5 installation guide please refer to “About installation of NEC
ExpressUpdate Agent .

Serverdl 17216.01% Windows System C¥Program Files Administrator

< Back Cancel

Fig. 70 Installation Confirmation
When "Installation" is clicked, a pop-up message confirming the start of the

installation appears. Click "OK."

* When "Cancel" is clicked, the installation does not start.
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Installation folder hanager account

Installation Confirmation
MEG ExpressUpdate Agent iz installed to the component below. [Step7/ 7]

A\ The setting of firewall and User Account Control on the server to install are necessar

As for details, notice of the ESMPRO/ServerManager ¥er.5 installation guide please refer to “About installation of NEG
ExpressUpdate Azent”™ .

Server(] 17216015 Windows System C¥Program Files Administrator

Message from webpage @

A
@ Installation will be started.
b = 4

Cancel

[< Elack] Installation| |Cancel

Fig. 71 Confirmation for starting the installation

When the installation of NEC ExpressUpdate Agent is started, the installation

status is displayed and the progress status of the installation can be checked.

[hetalling : 1 count] (Remaining Time © 23 seconds)
GComponent Name IP Address Remaining Time {seconds)
Server(l 17216015 - 20

Fig. 72 Installation status

When the installation is completed, the "Status" column indicates the
completion. The status of the management target server is changed to one in

which NEC ExpressUpdate is enabled, and NEC ExpressUpdate becomes
available.

root > Groupdl > Server0l » Gonnection Setting

Constitution

[[13 Server setting

Companent e maining Time
E Connection SE“IHE Addrass [ceconds)
Tnstalling the softwars has beer complsted
Pawer Restore Delay Setting
[ Bawer Restore Delay Setting | o o 17216019 successfu\\y)(NEO ExpressUpdate Aigent 3.00 in G:¥Program
& W BMG Setting Files¥axia?s

Fig. 73 Installation results

[ RAID System Management Mods : Advanced Mode ]

Settine Remote CnntrnIT Schedule
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3.8.2. When Searching by Auto Registration

When all the following conditions are met, go to "Add Component" > "Auto
Registration" and click "Search." After search is completed, a notification indicating

that the remote installation is possible is displayed.

1. "Perform search by setting the "Setting for NEC ExpressUpdate" to "Enable.

2. "NEC ExpressUpdate Agent cannot be detected on the management target

server."

3. "The OS is running on the management target server."

Search Mode ) Metwork Address Search @ [P Address Range Search
IF Address Range Search
Start Address [required] 172 16 .o 1
Erd &ddress [required] 172 16 | .20
Gommon
Rezistration Group Group01 IZ|
System managzement
Search @ Erable ) Disable
SHMP Community fame [required] public
RAID system management
Search @ Erable O Disable
MNEC ExpressUpdate
Search @ Erable © Disable
“Management Controller” management
Search @ Erable © Disable
Features NEG ExpreszUpdate @ Enable ©) Disable
Authentication Key [TITT)
Search

Fig. 74 Searching by auto registration
A pop-up "There is the server which can install NEC ExpressUpdate Agent" appears.
Click "OK" and then click the "Install NEC ExpressUpdate Agent" link.

Note) When the "Install NEC ExpressUpdate Agent" link is not displayed, the remote
installation function cannot be used. Check whether the conditions for using this

function are met.
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[Registration count : Zoount]f hetall NEC ExpressUpdate Azent

P Address Management LAN IF Address1 [Management LAN IP Address? |Install NEG ExpressUpdate Agent

Server0] 17216018 Possible
Server(? 17216018 172.16.0.20 Fossible
essage from webpage \EI

I-_\ There is the component which can install NEC ExpressUpdate Agent.

Fig. 75 Notification for NEC ExpressUpdate Agent remote installation

3.8.2.1. Installation Wizard for Multiple Management Target Servers

Configure the settings necessary to install NEC ExpressUpdate Agent in a wizard
format by following the steps below.

1. License agreement
The license agreement for NEC ExpressUpdate Agent installation is displayed.

If you agree to the terms of the license agreement, select "l accept the terms of
the license agreement" and click "Next."

1 folder

End User License Agreement [Stepl/ 8]

1. License
NEC Corporation (hereinafter referred to as "NEC™) grants you & personal
and non-exclusive license to use the provided software (the "Software™)
only on one machine at any one time, and only in the country where you
acgquired the Joftware. The Software iz in "use" on =& machine when it i=s =
loaded into tewporary memory (i.e. RAM) or installed into permanent memory
(i.e. hard disk or other storage device) of that machine. You obtain no
license other than those expressly granted you under this Agreement.

2. Period

(1) ¥You may terminate the license granted hereunder by notifying us in
writing at least one month prior to the desired terwination date.

(2) MEC may terminate the license granted you heresunder at any time if
you fail to comply with any terms and conditions of this hgreement.

(3) Upon termination of the license, you must destroyvy or dispose of the
Software, any copies of the Software and manual and other waterials
provided wich the Software.

3. Copyright
No title to the Software shall be transferred to you.

4, Copying, modification

(1) You may make only one copy of the Software solely for a hackup purpose,
provided that you shall reproduce the copyright notices on each copy
of th-e Softuare.

Taccept the terms of the license asresment

e license agreement

Fig. 76 License agreement
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tirrmation

End User License Azreement [Step1/ 8]

1. PEG License
NEC Corporation (hereinafrer referred to as "NEC") grants wou & personal B
and non-exclusive license to use the provided software (che "Software')
only on one machine at any one time, and only in the country where you
accuired the Software. The Zoftware is in "use” on a wachine when it is
loaded into temporary mwemory (i.e. RAM) or installed into permanent WENOCY
ii.e. hard disk or other storage device) of that machine. You obtain no
license other than those expressly granted you under this Agreement.

[

Z. Period

i1) ¥ou may terminate the license granted hereunder by notifying us in
writing at least one month prior to the desired termination date.

2] NEC mway terminate the license granted you hereunder at any time if
wou fail to comply with any terms and conditions of this Agreement.

i3) Upon termination of the license, you wust destroy or dispose of the
Zoftware, any copies of the Joftware and manual and other materials
provided with the ZSoftware.

3. Copyright
Mo title to the Joftware shall be transferred to you.

4, Copving, modification
(1) You may make only one copy of the Software solely for a backup purpose,
provided that you shall reproduce the copyright notices on each copy

S he Softvars -

l Ci84 accept the terms of the license agreement l

' Tdo not accept the terms of the license agreement

Fig. 77 License agreement for Update Module

2. Server selection
Select the management target server on which NEC ExpressUpdate Agent is
installed. Select the management target server and click "Next."

* Click the "All" or "Clear" link to select or clear all the check boxes at once.

ation Confirmation

Please select the component which NEG ExpressUpdate Agent is to be installed to. [Step2/ 8]

/M The settinz of firewall and User Account Gontrol on the server to install are necessary. " =
As for details, notice of the ESMPRO/ServerManager Ver 5 installation guide please refer to “About installation of NEG ExpressUpdate Azent™ .

Gomponent Name

17216016
17216019

Fig. 78 Server selection
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3. OStype
For each OS type, configure the settings of the management target servers on
which to install the NEC ExpressUpdate Agent. On and after this screen, the
management target servers selected in step 2 "Server selection" are displayed.

Select the OS type for each management target server and click "Next."

* You can paste an OS type to the selected servers in a batch operation.

GCotnponent selection m Installation folder LET T Eposi tinz 2 ection Inztallation Caonfirmation

Please select O3 type. [Step3/s 8]

/M The setting of firewall and User Account Gontrol on the server to install are necessary. = .
As for details, notice of the ESMPRO/ServerManager Ver 5 installation guide please refer to “ About installation of NEG ExpressUpdate Agent’ .

OF Type
Paste O Type to the selected component. @ Windows System  Linux System
Al Clear
[[] Serverol 172.16.0.16 O Windows Systemn @ Linux System
[T Servero2 172.18.01% @ Windows System ' Linux System

Fig. 79 OS Type

4. Installation folder
Set the folder in which to install NEC ExpressUpdate Agent. Enter an

installation path in the "Installation Folder" column and click "Next."

* You can paste an installation folder to the selected servers in a batch
operation.

Note)

+ The installation folder cannot be specified if the OS type is "Linux System."
The NEC ExpressUpdate Agent will be installed in "/opt/nec."

+ The installation folder cannot be specified if Universal RAID Utility Ver. 2.10 or
later is already installed on the management target servers.
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€ NEC ESMPRO Manager Wersion3 -- YWebpage Dialog

E Installation folder Manager account = =tting Fackaze selection Installation Confirmation

Please set the installation folder. [Step4/ 8]

| €] http:/flocalhost:8080/esrmpro/set0sType.do

Component selection

/M The setting of firewall and User Account Gontrol on the server to install are necessary. " "
Az for details, notice of the ESMPRO/ServerManager Ver.5 installation guide please refer to " About installation of NEG ExpressUpdate Agent’ .

/Ay If Universal RAID Utility Ver. 2.10 and above has already been installed, you cannot select the installation folder.
In the case of x64, NEG ExpressUpdate Azent is installed to following folder.<{system drive>Program Files (x86

Installation Folder :

Paste Ihstallation Folder to the selected component. Paste
A} Clear
Server0l 17216.0.16 Linux System foptinec
7] Server0z 17216019 Windows System C:\Program Files [required]

Cancel

€D Internet | Pratected Made: OFf

http:/flocalhostB080fesmpro/setOsType do

Fig. 80 Installation Folder

5. Manager account
Set the administrator account information of the management target server on

which NEC ExpressUpdate Agent is installed. Enter "User Name" and

"Password," and click "Next."

* You can paste the user name and password to the selected servers in a batch

operation.
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tirmation

Please set the manager account. [Step5/ 8]

/A The setting of firewall and User Account Gontrol on the server to install are necessary. " "
As for details, notice of the ESMPRO/ServerManager Ver 5 installation guide please refer to “ About installation of NEC ExpressUpdate Agent™ _

User Marne Pagsword
Paste User Name or Password to the selected component. Paste Faste
Al Clear Windows Systern  Linux System
[[] Servernl 172.160.16 Linux System roat [required] ssssensne [required]
7] Bervero? 17216019 Windows Systern Administrator [required] [required]

Fig. 81 Manager account

6. Repository setting
The repository setting information is displayed. When there is no change in the
current setting, click "Next." To change the setting, click "Edit" and edit the
setup values. Refer to section 3.3 "Setting the Repository" for details on the

setting procedure.

tion folder t 2 : e ach stallati firmmation

Specify the repository to add the packaze or retained the packaze. [Step6/ 8]

/i The setting of firewall and User Account Control on the server to install are necessary. " .
As for details, notice of the ESMPRO/ServerManager Ver 5 installation zuide please refer to “About installation of NEG ExpressUpdate Agent” .

Setup Value

Location of the repository Lacal

Gommon Setting

Remote Repository Settings

Address

Part Murmber o
Password

Proxy Server Settings

Address

Port Mumber u]
User Mame

Password

Fig. 82 Repository Setting
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7. Package selection
For each OS type, specify how to obtain the NEC ExpressUpdate Agent
package to install. Select the "Location of the update package" from the list box

and click "Next."

Note)

*  When the both OS types are selected in step 3, the "Package selection"
screen for Windows is displayed first. Then the "Package selection" screen
for Linux is displayed. Select the "Location of the update package" from the
list box for each OS.

*  When only one of the OS types is selected in step 3, only the "Package
selection" screen for the selected OS type is displayed.

Refer to 3.8.1 "When Performing "Check Connection" of the Registered Server”

for details on how to obtain the NEC ExpressUpdate Agent package.

Component selection m Installation folder Ivanager account “epository setting Fackaze selection Installation Gonfirmation

Please specify NEG ExpressUpdate Azent (Windows edition). [Step7/ 8]

A\ The setting of firewall and User Account Gontrol on the server to install are necessary. o o
As for details, notice of the ESMPRO/ ServerManager Ver 5 installation guide please refer to “About installation of NEG ExpressUpdate Azent” .

Item Name Setup Value

Using the latest of Repository [ =|
Using the latest of Repository
Dawmload
EXPRESSBUILDER

File Designation

Location of the update packaze

Gl

Fig. 83 Package selection (for Windows OS)
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Installation folder h E t ! 3 i Installation Confirmation

Please specify NEG ExpressUpdate Agent (Linux edition). [Step7/ 8]
A\ The setting of firewall and User Account Gontrol on the server to install are necessary. " "
As for details, notice of the ESMPRO/ServerManager Ver 5 installation guide please refer to “About installation of NEC ExpressUpdate Agent” _
Location of the update packaze Using the latest of Repository
Download

EXPRESSBUILDER
\ File Designation

Fig. 84 Package selection (for Linux OS)

8. Installation Confirmation
The installation setting information of NEC ExpressUpdate Agent is displayed
in a list. After checking the setting, click "Installation."

* The installation does not start at this stage yet.

nfirmation

NEG ExpressUpdate Agent is installed to the component below. [Step8/ 8]

/M The setting of firewall and User Account Control on the server to install are necessary. . .
As for details, notice of the ESMPRO/ServerManager Ver.5 installation guide please refer to “About installation of NEC ExpressUpdate Agent” _

Serverll 17216016 Linux Systerm Soptinec root
Server(? 172160159 Windows System C¥Prozram Files Administratar

KB {nstalieion] Cancel

Fig. 85 Installation Confirmation
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When "Installation" is clicked, a confirmation pop-up is displayed. Click "OK" to
install. The installation starts.

* When "Cancel" is clicked, the installation does not start.

Installation Confirmation

NEG ExpressUpdate Agent is installed to the component below. [Step8/ 8]

/M The setting of firewall and User Account Control on the server to install are necessary. . .
As for details, notice of the ESMPRO/ServerManager Ver.5 installation guide please refer to “About installation of NEC ExpressUpdate Agent” _

Serverll 17216016 Linux Systerm Soptinec root
Server(? 172160159 Windows System C¥Prozram Files Administratar
Message from webpage

/'_-\_
.0. Installation will be started.
@

Caneel

Gancs

Fig. 86 Confirmation for starting the installation

When the installation of NEC ExpressUpdate Agent is started, the installation

status is displayed and the progress status of the installation can be checked.

[Ihetalling © 2 count] (Remaining Time @ 0 seconds)

Server0l 172.16.0.16 -:| 17% 45
Server0? 172.16.0.19 | R ¥ 48

Fig. 87 Installation status
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When the installation is completed, the management target servers are
registered in NEC ESMPRO Manager and NEC ExpressUpdate becomes
available.

root > GroupOl > Add Gomponent > Auto Registration [ RAID System Management Made : Advanced Mad

Gomponent 1P Remaining Time
Name — (seconds)

Serverll 17216016 Ihstalling the_suﬂware has been completed successfully. (NEG ExpressUpdate Aeent 3.00 in
Foptinec/axis2e

@ [
= (l? ['i'i._o Group01

&IE,

@. |—i<_} Serverd? 17216.019 Installing the software has been completed successfully. (NEC ExpressUpdate Agent 3.00 in

G:¥Program Files¥axis2c!

Fig. 88 Installation results

3.8.3. When Installing from the NEC ExpressUpdate Screen

When a management target server that satisfies all of the following conditions exists
on the "NEC ExpressUpdate" screen, the "Install NEC ExpressUpdate Agent" link will
be displayed for the management target server.

1. "Updates via management controller" is enabled.

2. "Updates via NEC ExpressUpdate Agent" is disabled.

3. The OS IP Address of the management target server is set.

4. NEC ExpressUpdate Agent is not installed in the management target server.

5. The OS of the management target server is running.
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| ____ltem Name | Setup Value

Product Information
Madel Mame

Serial Humber

GUID

Server information
Infarmation

Server status
STATUS Lamp

Power Status

LGD

System Power—on Hours
System Manitoring
Manitaring Interval
Version Information
05 Wersion

BIOS Version

LAM Driver Version

HWEC ESMPRO Aeent
Wersion

MWEC ESMPRO fgent
Extension Werzion

Expres=8800/GT110d-5 [N8100-1772Y]
1800160
A0d64680-c0a5-1120-8001-50e549824bbd

Green On

DG On

2089 hours 0 minutes
Monitoring O35
180zeconds

Windows Server 2003 R2 Service Pack 2
4.6.0031
14606

4.53

2.00

Manage ment Controller Information

BMC FW Revigion
IPMI Verzion

Femate KWM and Media
License

00.48
20

Ihztalled

MEC ExpreszsUpdate Information

Updates via MEG
Expresslpdate feent

Updates wia Manage ment
Cantroller

Status

Mext hstallation Schedule

@ Latest Gondition
020772012 07:.00

Fig. 89 Management target server’s state screen

CHECK:

*  For servers in which EXPRESSSCOPE Engine 3 is not installed, the remote
installation function cannot be used from the NEC ExpressUpdate screen.

Click the "Install NEC ExpressUpdate Agent" link, and the installation wizard will run.
Set necessary information to install.

For the details of the installation wizard, refer to 3.8.1.1.
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Location of the repository: Local / Latest downloaded: 10/23/2012 09:21:41
[Download Update Packages]

(Module selection)

=] @ Latest Condition Server(l

Madel Name ExpressSSOO;"GT‘I‘IOd S Mext Ihetallation Schedule:  Nothing
ELZ008 B2 Enterprize Service Pack 1 x54

Install NEO ExEraSSUEdata Agent

Status

Module Name Gurrent Version Installation Version Estimate{minute) Reboot
Q| @ [No Packaee Systerm BIOS 45.0028 - -
O | @ [No Packaze BMC Firmware  |00.52 = =

Severity

Fig. 90 Remote installation from the NEC ExpressUpdate screen

3.8.4. Installation Status and Results

3.8.4.1. Installation Status

From "Tools" > "ExpressUpdate Management Information" > "ExpressUpdate
Agent Install Status" > "Install Status," the progress status of all the management

target servers on which ExpressUpdate Agent is being installed can be checked.

* Only the progress status of the on-going installation is displayed. When the
installation is completed, the result is displayed in "Install Result."

IPMIInformation Backup File List || Searching Reegistered CGamponents ||Linkage Service ExpressUpdate Management Infomation

Repository Settings | Repository Management Infor mation QIR SGTEEA L B CRC LA B LB E (RS EVTTES

Install Status [INEAETNEETTN

[hstalline : 1 count]

Server(1 17216.019 El:l 18% 49

Fig. 91 Installation status of NEC ExpressUpdate Agent

3.8.4.2. Installation Results

From "Tools" > "ExpressUpdate Management Information" > "ExpressUpdate
Agent Install Status" > "Install Result," the installation results of the management
target servers on which NEC ExpressUpdate Agent was installed remotely can be

checked. The installation results can be checked also from the "Application Log."
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IPMI Infor mation Backup File List | Searchine Registered Gomponents || Linkage Service [ELLEEETLOERLELEL LU CIAS UL EILL]

Repository Settings | Repository Managsment Information [QLASM=IEES I ETERLEETAR U EE] (R ST

Thstall Status RUEEIRIEETT

[&1 Information Serverdl 17216019 1/24/2012 19:45:10 hstalling the software has been completed succssstully. (NEG ExpressUpdate Agsnt 3.00 in G¥Program Filas¥axis2c)
B Errar Server0 17216019 1/24/2012 19:43:16 Failed to install the software.(Failed ta login. Pleass confirm your user name and password )

Fig. 92 Installation results of NEC ExpressUpdate Agent

1) When the installation is successful
A message indicating the completion of the installation, the version of the
NEC ExpressUpdate Agent installed, and the installation location are

displayed in the "Status" column.

3 bformation Setverl 142442012 18:45:10 Thstalling the software has been completed successfully (NEG Expresslpdate Seent 3.00 in G:¥Program Files¥axis2e)

Fig. 93 Example of succeeded installation

2) When the installation fails
A message indicating the installation failure and the cause are displayed in
the "Status" column. Check the installation settings and environment again,
and install NEC ExpressUpdate Agent remotely again.

& Error Server0l 17216.019 1/24/2012 19:43:16 Failed to install the software.(Failed to login. Please confirm your user name and password.)

Fig. 94 Example of failed installation
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Note) If the installation fails, the following messages may be displayed in the
"Status" column. When these messages are displayed, NEC
ExpressUpdate cannot be used since the management target server does

not support NEC ExpressUpdate.

Failed to install the snftwareﬁ'l’he repository does not have any update package which supports the specified component.ﬂ

Fig. 95 Messages displayed when the NEC ExpressUpdate functions are not supported
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3.9. Uninstalling Software

It is possible to uninstall software remotely from NEC ESMPRO Manager when the
update package supports uninstallation of the software. Two methods are available:
selecting a single server to uninstall software and selecting a group of servers to uninstall

software at once.

3.9.1. Selecting a Single Server to Uninstall Software

Follow the steps below to uninstall software from the management target server.

1. From the tree view, click the target server from which to uninstall software.

2. From the "Remote Control" tab, open "Remote Control" > "NEC Express
Update."
3. Select the "Uninstall" tab.

e e |

Location of the repository: Local / Latest downloaded: 10/23/2012 09:21:41
[Download Update F'ackages]

{(Module selection) |Z|

=] @ Latest Gondition Server]

Model Mame:  ExpressS200/R120b-1  Mext hstallation Schedule:  Mothing
02 Microsoft Windows Server 2008 R2 Enterprize x64

Btatus Module Mame Current Version Installation Version Estimate{minute) Reboot Severity
||o @ |Lstest Condition EESHEXPVESSUW“B 200 - 1 - -

[[] Automatic Reboot
rztall only latest version
IUnirBtaII stimated Time Total 1 Minutes
<Mote for Ihstallation Yersion> * @ Ex—version

{Mote for Status? Installation Failed @ Please confirm the module status and reboot the OF.

0 How to apply the update packsge for manual update

Fig. 96 Selecting a single server to uninstall software
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4. The check boxes for uninstallable software are selectable. Select the software
to uninstall and click "Uninstall" to start the uninstallation.

When the following dialog appears, click "OK."

& =

Message from webpage @

Ik | ’ Cancel

Fig. 97 Uninstallation confirmation

When "Automatic Reboot" is selected

The server will be rebooted if required after all the software is uninstalled.

During the uninstallation, the progress status is shown in the progress bar.

=] Under Uninstalling Zerver0l

hodel Mame:  Express5E00/R120b-1  Mext Installation Schedule:  Mothing
0= Microsoft Windows Server 2008 R2 Enterprize xfd

Status Module Name Gurrent Yersion Installation Version Estimate{minute) Rehoot Severity

% MEC ExpreszsUpdate
Agent

Fig. 98 Uninstallation progress status

When cancelling during the uninstallation

By clicking "Cancel," the unexecuted uninstallation can be cancelled. However,
the uninstallation of software for which the uninstallation is already started or
completed cannot be cancelled. Only software for which the uninstallation is
not started yet can be cancelled.

5. Check the uninstallation results.

When the software was uninstalled successfully, the following screen appears.
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|
Location of the repository: Local / Latest downloaded: 10/23/2012 09:21:41
[Duwnlnad Update F‘ackages]

(Module selectinn)E

E 4 The component is not monitored. Zerverl]

Fig. 99 Uninstallation results

Note) After NEC ExpressUpdate Agent is uninstalled, NEC ExpressUpdate
cannot be used for the management target server. If the management
target server is monitored only by NEC ExpressUpdate, the server is
deleted from the management target of NEC ESMPRO Manager after the
uninstallation.

|
Location of the repository: Local / Latest downloaded: 10/22,/2012 02:21:41
Download Update Packages

(WModule Selectiun)E

E Server01 The component was deleted. Zesrverdl

Fig. 100 Notification for excluded management target

CHECK:

*+  When you uninstall NEC ExpressUpdate Agent, the following message may be
displayed. In such a case, upgrade the NEC ExpressUpdate Agent version to 2.03
or later once and then uninstall NEC ExpressUpdate Agent. The version of NEC
ExpressUpdate Agent can be upgraded remotely by using NEC ExpressUpdate.
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Update/Tnstall RO TLL

Location of the repository: Local / Latest downloaded: 1023720712 09:21:41
[Duwnlnad Update Packages]

(WModule selection) El

E____[M Mot Latest Seruor(]
It iz necessary to update MEC Exprezslpdate Azent to uninstall module.
MEC Expresslpdate A=ent must be updated.
hadel Marme:  ExprezsS200/R120a-1  Mext hetallation Schedule:  Mothing
05 Microzoft Windows 7 Ultimate x54

Fig. 101 Update notification for NEC ExpressUpdate Agent

3.9.2. Selecting a Group of Servers to Uninstall Software at Once
Follow the steps below to uninstall software for all the servers managed as a group at

once.

1. From the tree view, click the group from which to uninstall software.
2. From the "Server Control" tab, open "Server Control" > "NEC ExpressUpdate."
3. Select the "Uninstall" tab.

4. NEC ExpressUpdate Agent runs in the group and the list of servers that can be

managed by NEC ExpressUpdate is displayed.

[ [ |

Location of the repository: Local & Latest downloaded: 1072372012 09:21:41
[Down\oad Update Packages]

{Module selection) [=] Wiew Al [=]

2 [V] @ Latest Condition Server(l

Model Name:  Express5800/R120a-1  Mext Ihstallation Schedule:  Mothing
0= Microsoft Windows 7 Ultimate x64

Status Module Name Current Version Installation Version Estimate{minute) Reboot Severity
0| @ |Latest Condition e resstpdate 301 - 1 - -

B [V] @ Latest Gondition Server02

Model Name:  Express5800/R1200-1  Mext Installation Schedule:  Mothing
0= Microsoft Windows Server 2008 R2 Enterprize x64

Status Module Name Current Version Installation Version Estimate{minute) Reboot Severity
0 | @ |Latest Condition Eggnf"mss“ﬂdate 201 - 1 - -

[7] Automatic Reboat

Inetall only latest version
' Execute lEStimated Time Total 1 Minutes

Fig. 102 Selecting a group of servers to uninstall software
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5. The check boxes for uninstallable software are selectable. Select the software
to uninstall and click "Uninstall" to start the uninstallation.

When the following dialog appears, select "OK."

fessage frorm webpage @

0] 4 | ’ Cancel

Fig. 103 Uninstallation confirmation

When "Automatic Reboot" is selected

The server will be rebooted if required after all the software is uninstalled.

During the uninstallation, the progress status is shown in the progress bar.

2 [l YUnder Uninstalling Server0l

Maodel Mame:  ExpressbB00/R120a-1 Mext Ihstallation Schedule: Mothing
05 Microsoft Windows 7 Ultimate x54

Status Module Name Current Version Installation Version Estimate{minute) Reboot Severity

MEC ExpressUpdate _ _ _
I —r 201 1

2 [l Under Uninstalling Serverd?

Model Mame:  ExpressS800/R120b-1  Mext Installation Schedule:  Mothing
OF dicrozoft Windows Server 2008 R2 Enterprize x64

Status Module Name Current Version Installation Version Estimate{minute) Reboot Severity

MEC ExpressUpdate _ _ _
OM I ] 26K |hcn 801 !

Fig. 104 Uninstallation progress status

When cancelling the uninstallation in progress

By clicking "Cancel," the unexecuted uninstallation can be cancelled. However,
the uninstallation of software for which the uninstallation is already started or
completed cannot be cancelled. Only software for which uninstallation is not
started yet can be cancelled.

6. Check the uninstallation results.
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Lacation of the repository: Local / Latest downloaded: 1072352012 092141
[annlnad Lpdate F'an::kages]

(Module selection) Yiew Al =

[E| 4 The component is not monitored. Seruerm]

E 4 The component is not monitored. Zerver?

Fig. 105 Uninstallation results

CHECK:

+ After NEC ExpressUpdate Agent is uninstalled, the function of Updates via NEC
ExpressUpdate Agent cannot be used for the management target. If the
management target server is managed only by NEC ExpressUpdate, the server
will be deleted from the management target of NEC ESMPRO Manager.

Location of the repository: Local / Latest downloaded: 1042372012 09:21:44
[Duwnlnad Update F'au::kages]

(Module selection) Yiew All (=]

B Server01 The component was deleted. Zerveri]

E 4 The component iz not monitored. ZerverD?

Fig. 106 Notification for excluded management target

CHECK:

*+  When you uninstall NEC ExpressUpdate Agent, the following message may be
displayed. In such a case, upgrade the NEC ExpressUpdate Agent version to 2.03
or later once and then uninstall NEC ExpressUpdate Agent. The version of NEC

ExpressUpdate Agent can be upgraded remotely by using the NEC
ExpressUpdate.
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-U Uninstall -

Location of the repository: Local / Latest downloaded: 10/23/2012 09:21:41

Download Update Packages

(Module selection) |Z| Wiew All |Z|

It iz necessary to update NEC ExpressUpdate Azent to uninstall module.
MEC Expresslpdate Azent must be updated

odelMame: ™ Express: -
05 Microsoft Windows 7 Ultirmate =64

=2 [ . Latest Condition Zerver(2

Model Mame:  Express52300/R120b-1 Mext Ihetallation Schedule: Nothing
05 Microsoft Windows Server 2008 R2 Enterprize xG64

Installation Version Estimate{minute) R Severity

Latest Condition MNEC ExpressUpdate Agent [3.01 - 1 - -

Fig. 107 Update notification for NEC ExpressUpdate Agent
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4. FAQ

4.1.  What will Happen to the Installation of an Update Package if
the Communication with the Agent is Lost During the Installation?

If the communication with the NEC ExpressUpdate Agent has been lost while an update
package is being installed, the installation in process at that time continues till the end of
the installation without being interrupted. However, because the installation results are not
sent to the NEC ESMPRO Manager, they cannot be checked on the NEC ExpressUpdate
screen or in the "Application Log."

If multiple update packages are being installed when the communication has been lost,
only the update packages whose installations are not yet executed at that time will be
cancelled. In addition, the server will not be rebooted even if the "Automatic Reboot"

check box is selected.
For example, when installing the following two update packages,
Table 22 Update Package Installation and Reboot

Package name Reboot

PKG 1 Required

PKG 2 Required

The packages will be installed in the following order:

1. Installation of PKG 1
2. Installation of PKG 2
3. Reboot

If the communication has been lost when the PKG 1 is being installed, the installation

results will be as follows:
1. Installation of the PKG 1 — Completed

2. Installation of the PKG 2 — Not executed

3. Reboot — Not executed
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4.2. What Should | Do If the Communication with NEC
ExpressUpdate Agent Is Lost?

If the NEC ExpressUpdate Agent services seem to be not running properly due to some
causes such as being unable to communicate with NEC ESMPRO Manager, restarting
the services may resolve the problem. Execute the following batch file on the

management target server and restart the NEC ExpressUpdate Agent services.

- For Windows -
<NEC ExpressUpdate Agent installation folder>\axis2c\bin\eciServiceReStart.bat
- For Linux -

/opt/nec/axis2c/bin/eciServiceReStart.sh

4.3. How Can the Repository Be Transferred?

When you replace the server on which NEC ESMPRO Manager is installed, the update
package information managed by the repository can be transferred by following the steps
below.

However, the version of NEC ESMPRO Manager on the destination server needs to be
later than that on the source server.

1. Stop the NEC ESMPRO Manager services on the source and destination servers.
From "Run,” enter "services.msc" and click "OK." Right-click each of "NEC
ESMPRO Manager Common Component" and "NEC ESMPRO Manager Web

Container" and select "Stop."

2. Copy update packages.
Copy all the files in the folder "location where update packages are saved (the
default is NEC ESMPRO Manager installation directory\ESMWEB\package pool)"
specified when installing NEC ESMPRO Manager to the "location where update
packages are saved" specified when instaling NEC ESMPRO Manager on the

destination server.

* There is no problem if the "location where update packages are saved" differs

between the source and destination servers.

3. Overwrite the repository data
Save the "db" folder (the default is <System Drive>\Program
Files\ESMPRO\ESMWEB\wbserver\webapps\esmpro\WEB-INF\db) under the
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4.4.

installation folder of NEC ESMPRO Manager to the destination server.

* Ensure that the directory allocation is the same for both the source and

destination servers.

Start the NEC ESMPRO Manager services of the destination server.
From "Run," enter "services.msc" and click "OK." Right-click each of "NEC
ESMPRO Manager Common Component" and "NEC ESMPRO Manager Web

Container" and select "Start."

Add the management target server.

What Should | Do If the Log File Grows?

When the version of NEC ESMPRO Manager is 5.1 or later and earlier than 5.24, the

following log files may grow due to initialization failure.

If the version of your NEC ESMPRO Manager falls into the range described above, please
refer to the Web site below to update the NEC ESMPRO Manager because such failure

does not occur in 5.24 and later versions.

http://www.58support.nec.co.jp/global/download/index.html

If you continue to use a version in such range, perform the recovery operation by following

the steps below.

File

- For Windows OS -

<NEC ESMPRO Manager installation folder>\ESMWEB\wbserver\webapps
\esmpro\WEB-INF\service\derby.log

- For Linux OS -

/opt/nec/es_manager/wbserver/webapps/esmpro/WEB-INF/service/derby.log

Countermeasures
- For Windows OS -

1. Stop the NEC ESMPRO Manager services.

Stop the following two services from the Windows service window.

*+ NEC ESMPRO Manager CommonComponent
«  NEC ESMPRO Manager Web Container
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2. Delete the entire folder below.
<NEC ESMPRO Manager installation folder>
\ESMWEB\wbserver\webapps\esmpro\WEB- INF\db

3. Start the NEC ESMPRO Manager services.

Start the following two services from the Windows service window.
+  NEC ESMPRO Manager CommonComponent

«  NEC ESMPRO Manager Web Container

4. The Initialization is executed again. Check that the log file growth has stopped.
5. Restore the update packages.

1) Copy all the update packages (zip file) in the folder where update
packages are saved and that was specified when installing NEC ESMPRO
Manager to another location.

* The default folder where update packages are saved is as follows.
<NEC ESMPRO Manager installation folder>\ESMWEB\pkgpool

2) Loginto NEC ESMRO Manager and go to "Tools" > "ExpressUpdate
Management Information" > "Repository Management Information" > "Add
Update Packages." Add all the update packages copied in step 1 to the
repository.

- For Linux OS -
1. Stop the NEC ESMPRO Manager services.

Enter the following commands in the console.

+ /etc/rc.d/init.d/esmsm stop

» /etc/rc.d/init.d/esmweb stop

2. Delete the entire folder below.

/opt/nec/es_manager/wbserver/webapps/esmpro/WEB-INF/db

3. Start the NEC ESMPRO Manager services.

Enter the following commands in the console.

e /etc/rc.d/init.d/esmsm start

e Jetc/rc.d/init.d/esmweb start

4. The Initialization is executed again. Check that the log file growth has stopped.
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5. Restore the update packages.
1) Copy all the update packages (zip file) in the folder where update
packages are saved and that was specified when installing NEC

ESMPRO Manager to another location.

* The default folder where update packages are saved is as follows.

/opt/nec/es_manager/pkgpool

2) Loginto NEC ESMPRO Manager and go to "Tools" > "ExpressUpdate
Management Information" > "Repository Management Information" >
"Add Update Packages." Add all the update packages copied in step 1 to

the repository.
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