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About This Guide

The NEC ESMPRO monitors the configuration, failures, and performance of systems across a

network.

This user's guide is intended for the system administrator and describes ESMPRO

capabilities, installation, features, and use.
This manual is comprised of the following chapters.

Chapter 1, Introducing NEC ESMPRO, describes ESMPRO features, configuration and
system requirements.

Chapter 2, Installing the ESMPRO Manager, provides instructions for getting the
appropriate network protocols running, creating a user group called the NEC ESMPRO
User Group, and installing the Manager software on the system to be used for monitoring
Agents across the network.

Chapter 3, Using the ESMPRO Manager, explains how to start the ESMPRO Manager, set
up a network maps, use toolbars and buttons, and get most out of the ESMPRO Manager.

Chapter 4, Alert Viewer, describes how to access and read the Alert Log, sort the Alert list,
and interpret Alert data.

Chapter 5, Data Viewer, provides details about checking hardware and software features
on Agents being monitored, printing reports and statistical data, setting thresholds, and
creating graphs.

Chapter 6, Web Component, describes how to use the Web Component.
Chapter 7, HP OpenView Integration, explains how to use the HP OpenView Integration.

Appendix A, Inter-Manager Communication, describes the communication capabilities
between network type and community levels.

Appendix B, Note




Chapter 1

Introducing the NEC ESMPRO

The NEC ESMPRO (referred to as ESMPRO hereafter) lets a system administrator manage remote
servers across a network. ESMPRO monitors server hardware and software configurations, failures,
and performance. With log data collected by ESMPRO, a system administrator can track long-term
and short-term performance, monitor server usage, create graphs to record trends, and check server
failure rates. The administrator can use the information collected to create more efficient data
routing procedures and optimize server usage.

FUNCTIONS AND FEATURES

The ESMPRO offers many functions and features for managing remote servers across a network.
These features help the system administrator perform daily system operation, system extension, and
transfer tasks. Some features of ESMPRO Manager include:

m Hardware and software server configuration

— Hardware resources mounted in servers, such as the CPU, memory, disks, disk arrays,
and LAN boards.

— Software resources, such as operating system information and drivers running on each
server.

m Server failures

— On-screen real-time displays provide the system administrator with the failure type,
location, cause, and suggested corrective action.

— Failure data includes hardware failure information such as system board temperature,
memory failure, crashes, and software failure information.

m Performance

— ESMPRO monitors server performance and displays server usage on the screen and
displays information, such as the rate of CPU load, memory usage, disk usage, and
LAN traffic. Usage threshold values can help the system administrator monitor and
prevent server overloads.
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CONFIGURATION

The ESMPRO consists of a Manager program that runs on a management computer and an Agent
program that runs on servers to be managed.

m The Manager collects hardware, software, and firmware information from Agents
connected to the network. The Manager displays Agent information, failures, and error
logs on the screen.

m The Agent monitors server hardware, software, and firmware and transmits the
information over the network to the Manager using SNMP. The Agent lets you view
system settings and reset some ESMPRO thresholds locally.

Each managed server must have the Agent installed and running. Using SNMP, the Agent sends data
across the network to the Manager, which collects the server information.

In addition, when you install both IIS and the Web Component on the Manager computer, you can
manage servers through the web browser.

The following figure shows a sample Manager/Agent Configuration.

Browser

Agent Agent

Manager + IIS + Web Component Browser

Figure 1-1 Manager/Agent Configuration
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SYSTEM REQUIREMENTS

NEC ESMPRO Manager requires the following hardware and software:

m Hardware

1
2)

3)

Memory: 20MB of free memory for 32-bit and x64 systems or 230MB for 64-bit
Itanium-based systems.

Hard Disk space : 130MB (150MB with Web Component)

100MB (120MB with Web Component) is required for installing program.

In addition to the above, capacity of 30MB is required at installation as the area for
creating work files in a temporary directory the operating system manages.

Additional storage space

When operating ESMPRO, the files below are created.

Please confirm there is the capacity as well as the 100MB (120MB with Web
Component) required for installing the program.

Automatic Data Collection
Approx. 40KB per information collection.

Alert information
Approx. 500 bytes per alert.

Others
Approx. 10MB as the management area of server registered in
Operation Window.

Network Interface Card

Display : a high-resolution monitor (Some dialog boxes do not fit on a display set to
640 x 480 pixels.)

m Software

Operating System :

Windows 2000 Server/Professional

Windows XP Professional/Home Edition

Windows XP Professional x64 Edition

Windows XP 64-bit Edition (Service Pack 1)

Windows Server 2003, Standard Edition/Enterprise Edition
Windows Server 2003, Standard x64 Edition/Enterprise x64 Edition
Windows Server 2003, Enterprise Edition for Itanium-based Systems

Communications Protocol : TCP/IP (comes standard with respective OS)

Web Server (required for the Web Component) : IIS 5.0 - 6.0
* Web Component doesn't run on Windows XP Home Edition.

Web Browser (required for the Web Component) : IE 6.0 (JavaScript must be
enabled.)




Chapter 2

Installing the ESMPRO Manager

BEFORE INSTALLING

About a Virtual Directory the Web Component Creates

A virtual directory "esmpro" is created at the first web site (it is usually "Default Web Site") on the
Web Server by installing the Web Component. If a virtual directory "esmpro" already exists, the
setting will be overwritten. Therefore, please change the name to another name before installing the
Web Component.

Setting of Network Services

The NEC ESMPRO Manager uses TCP/IP as its communication protocol. Please set up network
services so that TCP/IP works properly.

Setting Up the NEC ESMPRO User Group

To use the NEC ESMPRO Manager, you must belong to a user group called the NEC ESMPRO
User Group for security purpose.

NOTE: As for Windows XP Home Edition, which doesn't support
creating optional user groups, Computer Administrator meets the
requirement.

The NEC ESMPRO User Group should be determined during the installation, and the Manager
setup shows "Administrators" for it by default.

If you want to specify other user group, you must create it before installing the NEC ESMPRO
Manager and specify the group during installation. The NEC ESMPRO User Group is case sensitive.

Also, to make this security function effective, please install the NEC ESMPRO Manager on a hard
drive formatted with NTFS.

NOTE: When you create the NEC ESMPRO User Group as a global
group, make sure that there is no local group having the same name.
Also, when you install the NEC ESMPRO Manager on a backup
domain Controller, you must create it as a global group.
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Installing IIS

If you use the Web Component, install IIS before installing the NEC ESMPRO Manager.

Installing HP OpenView Network Node Manager

If you use the HP OpenView Integration, install HP OpenView Network Node Manager before
installing the NEC ESMPRO Manager..
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INSTALLATION

Installing the Manager Software
1. Log on as a user with administrative privilege. As for Windows XP Home Edition, log on
as Computer Administrator.

2. Run SMx64.exe which you downloaded from the Web Site.
Setup files are extracted automatically and the NEC ESMPRO Manager Setup starts.

3. After verifying system conditions, setup prompts you to enter your name and your
company name.

NEC ESMPRO Manager x|
Customer Information “
Please enter your infarmation I \M

Please enter your name and the name of the company for which you wark.

Usger Manne:

IUser Hame

Company Name:

IEomDany Marne

InstallShield

< Back Nexst = I Cancel |

4. Depending on environment, a dialog box for selecting components may appear when you
install NEC ESMPRO Manager. Select the item(s) you want to install to proceed.

NEC ESMPRO Manager x|
Select Features ‘
Select the oplions you want to inztall I i

.. ‘“web Component
| ] HP Operiiew Integration

Selectdl | Cleadll |

Iristall&hield

< Back Mest > I Cancel |

NOTE: The optional components can be added any time you want
after this installation.
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5. Enter the destination directory for the NEC ESMPRO Manager.

NEC ESMPRO Manager

Choose Destination Location

Select folder where Setup will install files.

Setup will install MEC ESMPRO Manager in the following folder.

To install to this folder, click Nest. To install to a difterent folder, click Browse and select
another falder.

C:\Pragram Files\ESMPRO Browse... |

InstallShield

" Destination Folder

< Back | Mest > I Cancel |

6. Specify the NEC ESMPRO User Group you determined.

Enter Information x|

Specify MHEC ESMPRO uszer group.

< Back I Mext I Cancel |

NOTE: When you install the NEC ESMPRO Manager on Windows
XP Home Edition, accept the default user group "Administrators" as the
NEC ESMPRO User Group and proceed with installing.
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7. When the installation is complete, restart the system.

x

i Installation completed,
Please restart the computer,

IMPORTANT: Depending on environments, a setup window may
remain on the screen after you click on the [OK] button. In such a case,
follow the instructions below.

1. Click on the close button on the title bar of the
setup window.

2. An End Program dialog appears. Click on the
[End Now] button.

3. A confirmation dialog for sending an error report
is displayed. Click on the [Don't Send] button.

4. A dialog which says "1628: Failed to complete
installation." appears. Click on the [OK] button.

Installation of the NEC ESMPRO Manager has been successfully
completed and there is no problem in later operations.

NOTE: Except for Windows XP Home Edition

When installing the NEC ESMPRO Manager in an already existing
directory, the NEC ESMPRO Manager will not operate unless the
access right required for the NEC ESMPRO Manager operation has
been set.

When installing the NEC ESMPRO Manager in a non-existing directory,
the following access rights are set by an installer.

Administrators  Full Control (All)(All)
Everyone Read (RX)(RX)
SYSTEM Full Control (All)(All)

If you specified a user group other than the default (Administrators) as
the NEC ESMPRO User Group at the installation, Full Control access
right will be set for it.
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Adding/Removing the optional Component

To add/remove the optional components, set up the NEC ESMPRO Manager again by following the
"Installing the Manager Software."

NEC ESMPRO Manager

Select Features W

Select the options you want to install I - -

Select the features you want to install, clear the features you do not want to install

[ 'web Component
[ HF OpenView Integration

Selctal | Cleamal |

IretallShield

< Back | Nest > I Cancel |

Select the check box of the item you want to add, deselect the check box of the item you want to
delete, and then click the Next button..

IMPORTANT: You cannot go to the next step with all checks cleared.
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Using the ESMPRO Manager

STARTING THE ESMPRO MANAGER

Start the ESMPRO Manager as follows:

m During ESMPRO Manager installation, an NEC ESMPRO Manager folder is created in
the Start Menu. To start the ESMPRO Manager, click on the ESMPRO Manager icon.

When you start the ESMPRO Manager, an Operation Window similar to the following appears.

The left side of the Operation Window is the Tree View and contains a list of icons that represent
Agents in the network or maps. The Tree View also displays Neighbor Managers if any are
registered.

On the right side of the Operation Window is the Map or Information View, which shows additional
details for the icon selected in the Tree View. Agents within your network are shown as icons on the
network map. An example is shown in the previous figure. When the icons are displayed here, this
side is called the Map View. On the other hand when the system information of a server is displayed,
it is called the Information View.

i%) Dperation Window - [(192.162.1.0@manager1]]

File Edit “iew Tools Options Help

& PEE R TR

EIEE by M anagerimanager|
EIE Internet
=B 192.168.1.0

I

& [E Top

-[F NetwareServer

Tree View Map or Information View
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When the Operation Window first appears, ESMPRO servers on the same network can be
discovered and recorded on the Map View. (See Detecting Agents Automatically, page 12)

The ESMPRO Manager automatically monitors Agents at specific intervals. The background color
of the icon indicates the Agent status. Normally, the icon background is green. If the status is red or
yellow, use the Data Viewer and Alert Viewer to determine the problem.

Tool Bar and Menus

The tool and menu bars at the top of the Operation Window give you access to many ESMPRO
functions. The tool bar gives you quick access to many frequently used menu items. Simply press
the button and access the function. These buttons include the following:

Upper Map

Cut (short cut to Edit Menu/Cut)

Copy (short cut to Edit Menu/Copy)

Paste (short cut to Edit Menu/Paste)

Paste with a New Name (short cut to Edit Menu/Paste with New Name)
Delete (short cut to Edit Menu/Delete)

Properties (short cut to File Menu/Properties)
Shrink to Fit (short cut to View Menu/Shrink to Fit)
Alias (short cut to View Menu/Alias)

Data Viewer (short cut to Tools Menu/Data Viewer)
Alert Viewer (short cut to Tools Menu/Alert Viewer)
SMS (short cut to Tools Menu/SMS)

MIB Browser

MIF Browser

125 I | e o[ [ e | X | | |2 | = |2

Help

To obtain more detail about a menu item, tool bar icon, or field, select the Help icon from the tool
bar and click on the screen.
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Detecting Agents Automatically

ESMPRO Manager can detect Agents automatically and register an icon on the Map View when it
finds them. If you prefer, you can add Agents manually. (See Adding an Icon Manually, page 13.)

Initiate automatic Agent detection as follows.

1.

o b

Ensure that the SNMP service is running on the Agents.

Open the map where you want Agents registered automatically.
From the Tools Menu, select Autodiscover/Foreground.

Select TCP/IP Hosts.

Proceed as follows.

Enter the network address and network mask for the network you want to find. Also enter
the value set for the Agent to be detected in the SNMP Community field. The default is
public.

If you are entering more than one SNMP community name, separate the names with
commas, as in public,xxx.

If Class A (255.0.0.0) or Class B (255.255.0.0) is specified, the number of addresses
becomes enormous and the automatic detection takes a very long time. If the network in
use is Class B, we recommend that you modify the network address and network mask
appropriately and carry out a partial detection

If you want to access the details of auto discovery, press Details button and check the
following items.

— Update properties
To update server's properties already been set, check this item.
— Discover DMI Agent
To detect DMI agent, check this item.
— Restrict the objects
To specify ESMPRO Agent, check this item.
Please refer to on-line help for more details.
Press the Start button.

When automatic detection is finished, press Close. Any Agents detected appear on the
map as icons.

It is also possible to detect Agents periodically in the background by specifying the SNMP
community name and the interval in Autodiscover/Background on Tools Menu.
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Changing Agent Properties

After icons are added during Autodiscover, you may want to view and edit their properties.
1. Click on the icon with the right mouse button.
2. Select Properties from the pop up menu.
3. Make changes in the Properties window. Use the on-line help for details on field entries.

To delete an icon, select it and select Delete from the Edit Menu. If your attempt is denied, make
sure that Enable Edit is selected in the Options Menu.

You can move an icon by dragging it.

Adding an Icon Manually

Follow this procedure to add an icon manually.

1. From the View Menu, select the Icon Palette. If it is already running, press Alt-Tab to
access it.

b |
[}
B

i% Icon Palette

& Onee

" Corlinuance

w
| | &

map city factary building

m

iy | [E

floor map ozt
L]

minitawer desklop rackmount | middletower

e |

besirfull beirmiddle other rauter

=

(A
£

fullbower

&

1

2. Click on the icon in the palette that best represents the Agent. If none of the icons is
suitable, you can modify the standard ones or create your own. (See Changing an Icon in
the next page or Creating an Icon Type, page 15 for details.)

3. Move your cursor to the Map View side of the screen and press the mouse button to
deposit the icon where you want it.

4. When the Properties window appears, enter the appropriate information for the Agent or
map being created. Use the on-line help for a description of the fields.

5. When you finish, press OK. The icon is automatically added to the Tree View.
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Changing an Icon

Follow this procedure to change an icon's image.

You can only change a map icon to another map icon or change a server icon to another server icon.
You can determine which is a map icon and which is a server icon in the Icon Type window. (Select
Customize and Icon Type from the Options Menu.) In the following figure, city, factory, building
and floor are map icons. Fulltower and minitower are server icons. A floor icon can change to a
building icon but cannot be changed to a full tower icon.

lcon Type

lcon Type: ad

Edit...

HEmove..

il

Help

Highlight the icon that you want to change in the Map View.
Ensure that Icon Palette is selected in the View Menu.

Select Change Icon Type from the Edit Menu.

Db

Ensure that the Icon Palette is visible. You may have to press [ALT][TAB] to display it
again.

5. Click on an icon in the Icon Palette. The old icon changes to the new one selected.
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Creating an Icon Type

You can create your own icon types and add them to the Icon Palette.

1.
2.

L S

7.

From the Options Menu, select Customize and Icon Type.
Highlight an icon.

Icons are listed hierarchically and by type. The new icon type will be placed under the one
you highlight here.

There are several factors to consider when deciding where to add icons:
a. The Properties window for the new icon will be based on the parent icon.

b. The icon's image can be changed later one they have been added to the map, but
they can only be changed to another icon in the same group (that is, map or server).

Click on Add.

Enter a name for the new icon.

Click on Edit, select the Bitmap tab, and press Add.
Enter the drive, path and filename to specify the bitmap.

Press Open and the new bitmap file appears in the window with the existing bitmaps.

The icon appears in the Icon Palette when the Operation Window is restarted.
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Changing the Popup Menu

These procedures will show you how to edit the popup menu for an icon type. Once these changes
are made to the icon type, new icons created with the icon type have the new popup menu. Popup
menus for icons created previously remain unchanged.

1.

2. Highlight the icon type you want to change.

From the Options Menu, select Customize and Icon Type.

3. Click on Edit. The Icon Type Properties window displays. The Menu Item list on the

Icon Type Properties
Command | Bilmapl F‘mpertiasl

lcon Type Mame: map

Menu ltem:

B e Operation Window
B Properties
o

B Cut

S Copy

- =
Text: IDpen
LCommand: Imap

Argument; I

Description: IDisp\ays the map or the infomation

Conditian: I

Femnye

i)

|
Sl

Command tabs displays the items that appear in the popup menu.

I Inwisible ¥ Action for Double Click
QK I Cancel | Help

» To add an item to the popup menu:

Db

6.

Click on Add.

Enter the new text to appear in the popup menu in the Text field.

Enter the command that starts the program in the Command field.

Enter any arguments needed to run the program in the Argument field. (This field is

optional.)

If you want to activate the item with a double click instead of a single click, check Action

for Double Click.

You can change the order that the items will appear by using the up and down arrow keys.

» To delete an item from the popup menu:

1.
2.

Items that you have added can be deleted with the Remove button.

Standard items like Open and Properties can be eliminated by checking the Invisible

check box.
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Setting Up Inter-Manager Communication

These settings define the exchange of information between Managers on maps and agents registered
in the remote manager.

To establish the inter-Manager communication, you must specify the following.

® My Manager

Neighbor Managers

Routing

Access rights

Notification options

My Manager

Inter-Manager communication requires that each Manager have a unique name. Define My Manager
as follows.

1. From the Options Menu, select Customize and then My Manager.
My Manager |

M anager Mame:

Adrninistratar: I

Location: I

Part Murnber: IE‘E“:IE il

M ethod of receiving SMMP Trap:

& lse own method
" Use SMMP Trap Service

k. Canicel Help
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2.

Set parameters for each field. Details are available in the on-line help.

NOTE: About Method of receiving SNMP Trap When there are other
software's apart from ESMPRO Manager that receive SNMP Trap, for
example, SMS Ver.1.2, ESMPRO Manager may not be able to receive
SNMP Trap correctly due to the clash for SNMP Trap receive board.

In such case, select "Use SNMP Trap Service".

But when you select "Use SNMP Trap Service", there are the next
restrictions.

1) When a trap by IPX protocol from NetWare server has been
received, the name of the server that transmitted the trap cannot
be identified.

2) The receive restriction function of Trap packet by SNMP
community name set by [Options] - [Customize] -
[Environment] of Operation Window cannot be used.

Also, when you select "Use SNMP Trap Service", "SNMP Trap
Service" must be operating. "SNMP Trap Service" will be installed by
incorporating SNMP Service, but the service is not started at initial
condition. Activate Services in control panel and start "SNMP Trap
Service". It is recommended that Startup Type of Startup is set to
Automatic.

When you have selected "Use own method", be sure not to start up
"SNMP Trap Service".
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Neighbor Manager

The Neighbor Manager communicates directly with My Manager. The setting for the Neighbor
Manager allows managers not registered as Neighbor Managers to communicate via the Neighbor
Manager. Define the Neighbor Manager as follows.

1. From the Options Menu, select Customize/Remote Manager.

Remote Manager B
Neighbor Manager | Routing Managerl Access F’Ermissiunl Motification Eventl
Status | ldanager Mame | |P &ddress | Feconnect Time
[Eornest | Add | Fioperties, | Bk |
Dizconnest | Hemewe | [Cam | HHewt |
ak I Cancel | Help |

2. Select Neighbor Manager tab.
3. Click on the Add or Properties button.

Meighbor Manager |

Manager Mame: I

P Address: I

Pasaword: I

Confirm Pazsword: I

Fort Humber: IBBEIB i’

v Automatic Connection

Eieconnect Time: I-ID i’ Imin. ﬂ
ak. I Cancel | Help |

4. Enter the appropriate information in each field. Field details are available from the on-line
help.
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Routing

Inter-Manager communication to managers not directly connected (not neighboring) requires
routing tables. Set up routing paths as follows.

1. From the Options Menu, select Customize/Remote Manager.

2. Select the Routing Manager tab and press the Add or Properties button.

R outing M anager |

Deszstination Manager: I

Fommarding Address: I j

k. Cancel | Help |

3. Set the parameters for each field. Help is available from on-line help.

Access Rights

Defines read-only access or read/write access for inter-Manager communication from a specific
Manager.

1. From the Options Menu, select Customize/Remote Manager.

2. Select the Access Permission tab and press the Add or Properties button.

Access Permission [ x| |

Manager Mame: Il

Access Permizzions: [ read [ write

] 4 Cancel | Help |

3. Enter the appropriate information in each field. Details about field entries is available in
the on-line help.
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Notification Options

Define notification options as follows.
1. From the Options Menu, select Customize/Remote Manager.

2. Select the Notification Event tab and press the Add or Properties button.

Motification Event |

Manager Mame: Il

— Matification Lewvel
% Levell [warning] or a higher level

' Level2[unknown] or a higher level

" Level3[abnomal) or a higher level

¥ Maotification SHMP-trap

k. Cancel | Help |

3. Fill in the appropriate information for each field. Details on field entries is available in the
on-line help.
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Monitoring Agents
After creating the network map, recording Agent icons, and establishing communications, the
ESMPRO Manager automatically monitors the Agent status at specific intervals.

When the Manager detects a faulty Agent, the icon changes color according to the type of fault.
Default colors are:

Table 3-1 Agent Status

Color State Description

Green Normal All Agent components are operating normally.

Red Abnormal A major error occurred in an Agent component.

Yellow Warning A minor error occurred in an Agent component.

Gray Unknown The Agent cannot be monitored or identified because the Agent is not

started, the Agent software is not set up, or the server is down.

If the Agent status is red or yellow, use the Data Viewer and Alert Viewer to determine the problem.

You can change the fault indicators by selecting Fault Indicators from the Customize selections
under the Options Menu. A screen similar to the following appears.

Fault Indicators |

Fault Indic:ators:
\ﬂ \ﬂ Default |

Jormal W arning Error Unkrown

k. | Cancel | Help |

When a fault occurs in the agent which is managed by the remote manager, the background color of
the rmap icon changes into the color indicating the condition, but it will turn back to the color
showing normal condition after a certain time (30 seconds in the default).
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BROWSING MIF

Screen

MIF Browser consists of the following views.

Fie View Heb

[_[o[x]

el =1 el

= SESMPRO2

Menu
Tool Bar
Title View
Tree View
Detail View
List View
1. Menu

Connection successfuly esablished

UNKHOWN

Ve
T2/03/1999 18 7

| 2
WM

Displays the following menu on MIF Browser.

File View Help

— File menu

Displays the following menu on the File Menu.

File

Add Server... Ctrl+A
Delete Server

Exit
Add Server . Add the server to be monitored.
Delete Server  : Delete the server to be monitored.

Exit : Close the MIF Browser
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— View menu

Displays the following menu on the View Menu.

View

Tool Bar

Status Bar
Refresh

Status Bar : When Status Bar is checked in the View menu, the Status Bar displays at
the bottom of the screen.

Tool Bar  : When Tool Bar is checked in the View Menu, the Tool Bar displays at the
bottom of the screen

Refresh : Refresh the selected server information.
— Help menu

Displays the following menu on the Help Menu.

Help

Help Topics
About MIF Browser...

Help Topics : Accesses on-line help.
About MIF Browser : Provides revision information for the MIF Browser.

2. Tree View
The names of component, Group, Row, and Attribute are available from the Tree View.
3. Title View

The selected names (Component, Class, Row, Attribute) in the Tree View are available
from the Title View.

4. Detail View
The details of the selected names in the Tree View are available from the Detail View.
5. List View

List is available if the selected group in Tree View has multiple rows. Not available
otherwise.
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BROWSING MIB

1. Select MIB Browser from the Tools Menu or press MIB Browser icon on the Toolbar.

I MIB Browser
File Operation ‘iew Help

= E3

P

Manager Mame: Imgr_BANDD
Component: Inode:bando J
~ MIB
Iiso. org.dod.internet. mgrat. mib-2
- izo £ udp
El- oig spstem egp
B- de interfaces 2 transmission
(=8 in_ternet at tl shmp
directony ip £ host
- mant iemp
i [ mib-2 tep
i+ experimental
[ private
Tap MIEI Help |
Time Clutput
’7|nterval: 0 leeconds j ’7 Style: ITe:-:t VI
Feady

Select the destination Agent from the Manager Name and Component drop-down lists.

Specify the MIBs to be retrieved. You can specify several OIDs at one time. When the
OID is not the last one in the directory, all entries under the OID are also selected.

Set the interval of retrieval. When interval is 0, the MIB Browser retrieves just once.

5. Select the output style for the information: Text, Line Chart, Bar Chart or Pie Chart.

6. Press il to start collection.

NOTE: When the version of the MSVCRT40.DLL file which is in the
Windows\System directory is different between Managers engaged in
inter-Manager communication, the retrieved time is sometimes not
correct. If this occurs, please replace one so that all versions of the file

are the same.
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INSTALLING VENDOR EXTENSION MIB

The Operation Window allows you to install a vendor extension MIB. To install it you have to
prepare a definition file that might be distributed by the agent vendor.




Chapter 4

Alert Viewer

The Alert Viewer displays failures and warnings issued from servers running ESMPRO Agent
software. The log provides the date and time of the alert, the server name, and a brief description of
the problem. The icon in the Summary column is displayed in alert colors that indicate the severity

of the problem.

ACCESSING THE ALERT VIEWER

To access the Alert Viewer from the Operation Window, select Alert Viewer from the Tools menu or

the Alert Viewer icon in the tool bar. A screen similar to the following appears.

By clicking on any column title, alert messages are sorted by that column. You can also adjust the

column widths by dragging the edge of a column title box to the left or right.

b Alert¥iewer
File Edit “iew Tool:

Help

[ (O] ]

=|J|X| S| w8

Severity: | [0

* | Component: | (41

-

= Metwoark,

manager]

{unknowin server}

: Address

19216816

Received

05/14/38 1110 AM

m Metwork Recovery
B Network Load H...
B Network Load H...
[Pl N etwark Recavery
el Metwork Pecovery
B Network Load H...
B Network Load H...

[Pl N etwark Recavery
Lo I Pa—
23 Items, 22 Unread

T Metwork
T Metwork
T Metwark
T Metwark
= Metwoark,
= Metwoark,
CiaCPU

T=1CPU

T Metwark

manager
manager
manager
manager
manager]
manager]
manager
manager
manager

MRS
{unknown server}
{unknown servert
MARS
{unknowin server}
MaRS
MRS
MRS
{unknown servert

13216814
19216816
19216816
192168.1.4
19216816
19216814
13216814
13216814
19216816

’L .Ir;f-or.rn:alion l-__ MIn-or-i .hl-'llaior o

05/14/38 11:10 &AM
05/14/38 11:09 &AM
05/14,/38 10:10 AM
05/14,/38 10:10 AM
05/14/38 10:09 AM
05/14/38 10:09 AM
05/14/38 10:05 AM
05/14/38 10:04 AM
05/14,/38 09:54 AM
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The central part of the Alert Viewer is the Alert Log which alert messages are displayed. New alert
messages are added to the top of the list as they arrive.

Summary — gives a brief description of the alert message.

Icon (Summary column) — displays the icon of the component in trouble. The icon color
indicates the level of the alert. These colors include:

— Green is informational and indicates a slight error or a warning recovery.

— Yellow is a caution and indicates that the server has a problem that should be
investigated.

— Red is a warning and indicates a major problem with the server.

You can also use standard Windows icons without background color by checking "Use
standard icons for alert list" in the Options dialog box.

Check — lets you define and mark the status of an alert. Two marks are available, a cloud
and lightning.

Read/Unread — indicates if the details of the alert message have been reviewed on the
Alert Detail screen. The Read icon looks like an opened envelope. The Unread icon looks
like a sealed envelope. (See Getting More Details, 30, for more information.)

Type —identifies the type of alert, such as FT Disk, System Reboot, or System Error.
Manager — identifies the remote manager where the alert originated.
Component —identifies the server that sent the alert.

Address — gives the TCP/IP address of the server that sent the alert. For a NetWare server,
this address is the IPX address.

Received — shows the date and time when the alert was received by the Alert Viewer.
Source — identifies the service that sent the alert.

Event ID — the Event ID of the alert. (This column is not displayed in the default
configuration. To display this column, select Columns in the View Menu.)

Severity — severity of the alert: major, minor, or information. (This column is not
displayed in the default configuration. To display this column, select Columns in the View
Menu.)
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MESSAGE NOTIFICATION

When a new alert message arrives, you may hear a beep and see a notification message similar to
the one shown next. (These options are set in the View Menu. See Setting Notification Options,

page 33.) If your system has audio capability, you can also specify different sounds to signify
different alert levels. Otherwise, the system sounds a beep through the internal speaker.

Alert

° ‘ CPU Load Error Hert Log
Invake

Fram:  MARSEmanager]

i,

Help
™ Do not display a further notification message.

Close 411 |

Click on the Alert Log button to open the Alert Log Detail screen or select the Invoke button to start
the Data Viewer. If you do not wish to view alert messages or details, select Close.
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Getting More Details

For details on an alert message, double click on the message line in the Alert Viewer. You can also
select the Alert Log button on the notification message. A window similar to the following displays
the details of the alert message, including corrective action to take.

Once the Details window appears, the message is marked as Read in the Alert Log. (The symbol in
the Read/Unread column changes to an opened envelope.) You can also mark messages as Read or
Unread from the Edit Menu. Simply highlight the message and select Mark as Read or Mark as
Unread.

Details

General |SNMP| HeportStatusl

‘ CPU “Warning Recovered

From: BETELGEUSE Emar_ALDEBARAN
Address: 192.168.2.1
Received:  Thursday, December 02, 1933 07:19 PM

Generated: -
I your time - I
Detail
CPU tatal load factor has recovered from its warning state. ;I
I-]
Action:
=l
I-]

{il]5] Diowin | Help |




Alert Viewer 31

Finding and Sorting Alert Messages

You can search for alert messages by specifying severity, component, or type. Do so as follows:

1. From the Tools menu, select Find.

2. In the dialog box that appears, enter the search criteria you want to use.

Find
. Direction
Severty (T - |
C Up
LCompanett: I [l -
' Dawn
Type: [iem =

Eind Mext I Cancel | Help |

3. Click on the Find Next button. The next alert that matches the criteria is highlighted in the
Alert Log. (Double click on the line to see the Details screen.)

Sorting Alert Messages

ESMPRO lets you sort alert messages in the Alert Log. This allows you to list a specific class of
messages first, like all warning messages or those related to fan errors.

1. From the View menu, select Sort.

Sort

S
I eIl " Descending Closs |
Help |

Sort jtems by
’7 J s Ascending
-

2. From the drop down "Sort items by" list, select the sort criteria to use. You can use any of
the Alert Viewer columns as your sort criteria.

3. Select the circle next to Ascending or Descending to specify the order in which the
messages should appear.

4. Select OK to sort the alert messages or Cancel to abort.

Another way to sort messages is to click on a column title in the Alert Log. Clicking once will sort
all messages in ascending order using the selected column as the sorting criteria. Clicking again will

sort in descending order.
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Filtering Alert Messages

You can filter alert messages by specifying severity or component.

1. Specify severity or component by selecting drop-down list on Toolbar.

Severity. [(a1] | Companent: |1 =l |

2. Check on Filter in the View menu. (Your selections here only affect what is displayed. All
data is stored)

Configuring the Alert Viewer

You can configure the appearance of the Alert Viewer in a number of ways. You can select the
information you want to appear in the Alert Log. You can also hide the tool and status bars from the
screen if they are not needed.

m To view or remove Tool Bar and Status Bar

You can display the Toolbar and Status Bar on the screen or remove them from the screen
by checking or removing the check from the appropriate line under the View menu.

— A check next to the item indicates that is displayed on the screen.
— No check next to the line, indicates that the toolbar or status bar will not appear.
m To add or delete columns from the Alert Log

You can choose the information to include in the Alert Viewer Log. From the View menu,
select Columns. A window similar to the following appears:

Show the following columng

Check.
Read/Unread
Type
Manager

Add > |
<- Hemeve I

Component
Address

ak. I Cancel | Rezet | Help I

— Information that appears in the Alert Log is listed in the box "Show the following
columns."

— Information under "Available Columns" can be added to the Alert Log.

To add a new column to your screen, highlight an item from the "Available Columns" box
and select the Add button. To remove a column from the Alert Log, highlight an item in
"Show the following columns" and select Remove.
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Setting Notification Options

You can configure how you are notified of new alert messages. You can filter alert messages by
severity and define the maximum size of the Alert Log.

From the Tools menu, select Options. A screen similar to the following appears.

Options |

General IAIert T_I,Ipe&l SHMP Tra|:||

—When new alert arrives

" Don't display a notifization message

¢ Dizplay a notification messags

W Information o
v Minor |
¥ tdajor |
W Unknown |

¥ Play a sound
W Always center notification message dialog
[ Display received time an titl

I axinun notification dislogs: |1 ﬂ

[ Use standard icons for aler list

¥ Show "Generated" of alert izt in pour time
v wiam befare permanently deleting items
[ Alert driven status contral

M aginunn log count: 500 =

oK I Cancel | LEnli Help

Set up notification options as follows:

m If you don't want to receive any notification messages when alert messages arrive at the
Alert Viewer, select "Don't display a notification message."

m If you choose to display notification messages (like the one on page 29), you can also
select the type. For example, you may not want to be notified when informational
messages arrive. To see a notification message when a new alert is received, select
"Display a notification message." and check a severity level. If no boxes are checked,
messages of all severity levels are not displayed.

m To hear a warning tone or .wav file when new messages arrive, check "Play a Sound.”
Wave files have already been assigned to error messages types. If you want to review or
change these assignments, select the Alert Types tab.

m Check "Always center notification message dialog" if you want notification messages to
be centered to desktop.
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Check "Display received time on title" if you want alert received time to be shown on title
bar of notification message.

"Maximum notification dialogs" allows you to define the maximum number of
notification message displayed at one time.

Check "Use standard icons for alert list" if you want to see the standard Windows icon in
the Summary column. Leave this unchecked to use ESMPRO icons.

Check "Show Generated of alert list in your time" to display "Generated" columns.

Check "Warn before permanently deleting items" if you want to receive a confirmation
message when deleting alert messages.

Alert driven status control

When Alert Driven Status Control is not checked, the alert level is determined by the
latest message from the Agent. For example, when a minor alert message is received, the
icon changes to yellow. When a return to normal message is received from the Agent, the
icon turns back to green.

When Alert Driven Status Control is checked, you have manual control over the
appearance of the Agent icon. By marking a message as Read or Unread, you control the
alert level. When an alert message is Unread, the icon takes on the status of that message.
When all alert messages for a component are read, the status is normal.

For example, if you change a major alert message to unread, the alert status becomes
Abnormal and the icon turns red. (If a component has several unread messages, the status
is the most severe condition.) If all the messages for a component are marked read, its
status returns to normal and the icon turns green.

"Maximum log count" allows you to define the size of the Alert Log.

Select the Apply button to refresh the Alert Log with the settings you entered.
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Receiving SNMP Traps

By default, AlertViewer only receives and shows Enterprise Specific traps originating from
ESMPRO Agent. You can configure AlertViewer to receive all other SNMP traps.

From the Tools menu, select Options and click "SNMP Trap" tab. A screen similar to the following
appears.

Options
General | Alett Types  SNMP Trap |

Feceive the following SMMF traps

I iCoid Start I™ Link Up
" Authentication Failure
™ Link Down " EGP Neighbor Lass

-~ ¥ Enterprise Specific ——

Registered Enterprize:

| Desciption | Enterprise [=
ESM sgent Confi.. 1.361.41.119.2244223
ESH EIOS Trap 1361.41.113224433

ESH Bus Trap 1361.41.119224483 —
ESH CPU Trap 1361.41119224423

ESM Driver Trap 1.361.41.119.2244173
ESM Environment.. 1.361.41119.2244103
ESM Emor Log Trap 1.36141.1132244143
ESM ExpansionC.. 1.361.411192244233 |5
] 1»

™ Aleo receive all Enterprise 5pecific raps
other than above

aK I Cancel Lpali Help

Set up SNMP Trap options as follows:
m Check "Cold Start" if you want AlertViewer to receive cold start trap.
m Check "Warm Start" if you want AlertViewer to receive warm start trap.
m Check "Link Down" if you want AlertViewer to receive link down trap.
m Check "Link Up" if you want AlertViewer to receive link up trap.

m Check "Authentication Failure" if you want AlertViewer to receive authentication failure
trap.

m Check "EGP Neighbor Loss" if you want AlertViewer to receive EGP neighbor loss trap.

m Check "Enterprise Specific" if you want AlertViewer to receive enterprise specific trap
(like ESMPRO). This is checked by default. It is highly recommended you leave this
option checked. Otherwise you cannot receive important alert message from ESMPRO
agent.

m "Registered Enterprise" shows the list of trap enterprise for which AlertViewer can show
detail and meaningful information.

m Check "Also receive all Enterprise Specific traps other than above" if you want
AlertViewer to receive all enterprise specific traps.

After setting up, you must restart the computer for the changes to take effect.
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Forwarding Alert Messages

You can forward alert messages to various destinations by using Alert Manager. Click on Report
Setting of Tools menu to invoke Alert Manager. As for the details of Alert Manager, please refer to
NEC ESMPRO AlertManager User's Guide.

Alert Log Auto Save Settings

The Alert Log Auto Save function automatically saves received alert data in files. The received
alerts can be saved as long as disk capacity allows. You can set this function on this dialog box.
After you have set it here, new alerts will be logged.

AlertLogAutoS ave Settings [ x|

v Enable AletloghLtoSave

= Do pot switch files
& Switch files

% Daily
 weekly
€ Maonthly

 when file size reaches:

I 1 MBuyte

Loq file directomy

IE:\ngram Files“E SMPROE ShWORE Alert Browsze. . |
Save as lype
* T
I CSY

Ok, I Cancel | Help |

NOTE: This function consumes a few kilobytes of disk space per alert.
Make sure to regularly create back up of or delete alert log files. You
can not specify a network drive as the log file directory.
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Data Viewer

This section describes the Data Viewer and its many options. The Data Viewer lets you check
hardware and software features on Agents that are monitored by ESMPRO Manager.

Access the Data Viewer as follows.

1. From the ESMPRO Manager Operation Window, click on an Agent icon to select it.

2. Once the Agent icon is selected, you can open the Data Viewer using any of the following

methods.

— Selecting Data Viewer from the Tools menu

— Selecting the Data Viewer icon in the toolbar

— Selecting Data Viewer from the Command menu (popup menu accessed with the right

mouse button)

A screen similar to the following appears.

REGULUS2 - DataViewer
File Edit “iew Toolz Help

IS[=] E3

B

REGULUS2 [ESMPRO]

#5170 Device
¥ Enclosure
& Saftware
B8 Metwork
B Ewpansion Bus Device
= BIOS

4 Local Polling

&l Storage

2 File System

For Help, press F1

Boio)

Product : Express5800/120Rb-1 [M8100-764]
Manufacturer : NEC

05 : 'windows 2000 Server

05 Yersion : 5.0.2195

Mame : REGULUS2

Aliaz : REGULUS2

IP &ddress : 192.168.1.79

1P Address :

SHMP Community Namelget] : public
SHMP Community Mamelset] :

05 Type:

Riw/ MAC Address :

Rw/U P Broadcast Address :
Eilll\ldPHD MIE : On

“Wwatch Server Status : On

Server Statuz Polling Interval [min] : 1
‘watch D] Event : On

Hardware Type :

Manager :

Location :

Sound :

Background : RACK.BMP

Detect Server Down

Server Down Detection Retry Count : 0

Agent Wersion : 4.0
7
[}

i B |

Hardware System 1/0 Device Enclosure Software Metwork

=] — =

o e -
[ [Momal [ [waming [l [4bnomal
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— The Tree View on the left side of the screen lists the folders.

— The Information View on the right side of the screen displays the status or statistical
information about the Agent

— The status bar at the bottom of the window describes the current function and shows
the alert color legend.

Double click on a folder entry in the tree view. A series of icons are displayed in the
Information View and devices and device categories are listed under the entry.
Click on a device or an icon. Data screens appear and provide detailed information about
the device selected. The following screen is an example.
E_E;: REGULUS2 - DataYiewer M= E3
File Edit “iew Toolz Help
[ Swom = &l | ala] sle
=18 REGULUS2 [ESMPRO] =8 Total CPU Information
B Hardware
El-g Swstem %
Mumber of logical CPUs: 1
Mumber of physical CPUs: 1
[ Threshald: Disabled
E [E] Total CPU Ioad rate of latest 1min:
[ I
E
[ Status: I
[ CPLU lnad is in normal condition
----- 4 Local Polling
- Storage
{2 File Spstem
For Help, presz F1 [ [Nomal | [wiaming M [&bnommal

NOTE: Sometimes buttons or item names disappear when you start up
graph or change screen size, but Data Viewer is operating correctly. In
such case, you can change it to correct display by changing the screen
size again.
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SETTING THRESHOLD LIMITS

F Thresholds can be set and viewed wherever you see the threshold button.
y
You can set threshold limits for:

m Server temperature (Enclosure folder)

Voltage (Enclosure folder)

Fan Speed (Enclosure folder)
Rate of CPU load (System folder, CPU Total)

Free Capacity (File System folder)

When an operation or device reaches the threshold setting, the Agent sends an alert message to the
ESMPRO Manager. These messages are displayed in the Alert Viewer.

After you press the threshold button, a screen similar to the following appears. Set the limits and
reset values in either the text fields or on the sliding bar.

Set Threshold EE|
Itermn: CPU Load

major limit
tonitaring Interval: 1002
major reset WLI lbad Tmin =] e E I
minor limit Stajor é
:4

major limit

minor limit

major reset

minor reset

O\

a2

NN

minor reset . L1
= 50 AT

i

2

OF. I Eancell Help |

When the limits are defined in terms of the number of errors counted, the Set Threshold window
look similar to the following figure. Set the number of errors that trigger fatal and warning messages
in the Fatal and Warning fields in the lower part of the screen.

NOTE: While the server is shutting down, an incorrect value can be
shown if the threshold dialog box for temperature opened on Data
Viewer.

In this case, close the threshold dialog box first and then reopen the
threshold dialog box for server temperature on Data Viewer after restart
the server.
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HOW THRESHOLD LIMITS AND RESET VALUES WORK

When a parameter exceeds the threshold limit an alert message appears in the Alert Viewer. The
corresponding icons in the Data Viewer and Operation Window turn red or yellow to show the
warning or abnormal alert status. (The default colors red, yellow, and green are assumed here.)

The alert status returns to normal when the parameter falls below the reset value. A recover message
appears in the Alert Viewer and the icons in the Data Viewer and Operation Window return to green.

Fatal and Warning Limits

Most parameters have two limits (Fatal and Warning or Major and Minor) and a reset value for each
limit. When the parameter exceeds the Warning limit, a warning alert message (such as, CPU Load
Warning) appears in the Alert Viewer. The Agent's icon in the Operation Window and the
appropriate folder icon in the Data Viewer turn yellow to indicate the warning status.

The status continues to be warning until it falls below the Warning Reset value when the status
returns to normal. A warning recover message (such as CPU Warning Recover) appears in the Alert
Viewer and the icons in the Data Viewer and Operation Window return to green.

The Fatal limit is similar. As the parameter increases and reaches the fatal limit, an error message
displays in the Alert Viewer (such as, CPU Load Error). Icons in the Data Viewer and Operation
Window change to red to indicate the abnormal status.

When the parameter falls below the Fatal reset, the status is reset from Abnormal to Warning and an
Error Recover message displays in the Alert Viewer. Icons change to yellow since the parameter still
exceeds the Warning limit. Status is normal when the value falls below the Warning reset value.
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LOCAL POLLING

Polling Targets:

Status | Mode | Item
&at windows MT Mumber of Processes [1.36.1.4.1.
&qt Ethemet Transmitted Additional Erors.[1][1.3.6.

< Mo entry has been req s
< Mo entry has been registered.
< Ma entry has been registered,
< Mo entry has been registered.
< Mo entry has been registered.
< Ma entry has been registered,
< Mo entry has been registered.
< Mo entry has been registered,

J il
LConfi I Reset |

The Local Polling window allows you to monitor data that has an Integer attribute. You can set or
change the monitoring data and threshold levels.

AT 70

-

)
[=1
=
(f=]
=
m

m "Configure..." button configures local polling settings for the selected item.
m "Reset" button resets local polling settings for the selected item.

Select an item and click on the "Configure..." button. A dialog box similar to the one below appears.

Local Polling Settings EHE
ttem: [1.36121.107.21.10 Browss.. | ™ Enable Poling
Quration:|3500 3 = M agirnurn % alue: I‘]UUUUU 3: ﬂl
Interval: |3 3‘ FEC Minirnum % alue: |-1 00000 3‘ Hel |

= = - = P
— Upper
™ Enable Sending Trap 100000
Majgr——— | .
Upper: |83043 3:
] £3043 S0
Upper Reset: IEDDDD 33 28260 - 9695
~Mingp——————————————
Upper: 28260 ~
Upper Reset: |3595 3: 100000
— Lower
™ Enable Sending Trap 100000
L —
Lower Feset: |1 3: |
Lower: a —
OWET ; I 0
Majogr——— il 2
Lower Reset: |-1 3:
Lawer: |-2 = -100000
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1. Specify the OID in Item field. Some OIDs are selectable from the Browse button. And
check the Enable Polling check box.

NOTE: In Item field, enter OID including Index.

When entering using Browse button, where Index needs to be specified
is shown by "Transmitted Error Packets. [%index%]" in the comment
column.

nn

When these OIDs are selected, character strings ending with "." such as
"1.3.6.1.2.1.10." are set in the item field. Enter the index value after".".

Set duration and interval. When duration is 0, polling is continuous.

Set threshold limits and reset values for the OID. In addition to the text entry boxes, you
can set the threshold using the sliding bars to the right.

4. Check Enable Sending Trap. This issues a trap corresponding to the current threshold
settings.
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MYLEX GAM LAUNCHER VIEW

"MYLEX GAM launcher view" launches a utility of disk array management "GAM client".

ok, Express Server - Data Viewer
File Edit “iew Toolz Help

I {2 Mylex Disk Amrray j 1| Dl @l@l éll

[E-i=al Express Server [ESMPRO MIB] - Global Array Manager
*-1& Spstem
-5 1/0 Device
- Software

-3 Metwark,
[
£

Global Array Manager Launcher

| Expansion Bus Device To start Global Aray Manager, click Launch.

0B BI0S
----- | Local Poling

-l S.torage To zet Global Arrap Manager environment, click Setting |
{2 File System Settting. 2=
=-B2 Mylex Disk Anray

For Help, press F1 [ [Nomal | [waming Il |sbromal 2

NOTES:

m "MYLEX GAM launcher view" launches GAM Client with
following installation pass by default. If installation pass is different
from real it of GAM Client, please change it using Setting Button.
C:\Program Files\Mylex\GAM CLIENT\gam2cl.exe.

m If "GAM Server" doesn't exist in monitor server, this view isn't
shown.

m In case of using NEC ESMPRO Ver.3.8 agent or older version, this
launcher view is to be displayed. With NEC ESMPRO Ver.4.0
agent or later version, this viewer is not to be displayed.

To start GAM client, launch from [Start Menu].
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CREATING GRAPHS

The Data Viewer lets you create real-time graphs using the dynamic information collected from the
Agent. The Graph window displays the change of values using the time increments specified.

A graph button appears next to parameters that can be graphed. Selecting the
graph button displays a window similar to the following.

o, MARS - GraphViewer |_ (O] x|
Fie Edit “iew Options Help

Li| 8| e fwiml 2]

100

—._/\/\\__,4-\_/’\\__
T e e e T~
——— e

05{14198 05414198 05f14/98 05f14/98 05f14f98 05{14f98 05{14/98
11:00 11:05 11:10 11:15 11:20 11:25 11:30

line style | scale | graph data |
1 CPU load(%]): T otal CPU

I 1 Uszer Mode[%):[2]CPU

I 1 Privileged Made(%]:[2]CPU

L]l

For Help, press F1 [Storing term: 0 Day 02:00 [MIN : 2 M&x : 18 3 [05/14/98 [11:30:10

The Graph Viewer lets you define the appearance of the graph, including the type of graph (step or
line), grid, line color, weight, and style. Additional information on creating graphs is provided in the
on-line help.
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AUTOMATIC DATA COLLECTION

The NEC ESMPRO Manager has a function to collect statistical data automatically within a specific
cycle.

Setting Up Automatic Data Collection

Set up data for automatic collection as follows:

1. On the Operation Window, right-click on the server icon and select "Automatic Data
Collection Setting" from the pop-up menu.

2.  Verify that your Agent is in the Collecting Servers list.

; Automatic Data Collection Setting EHE

Lollecting Servers All Servers
ARCTURUS

KEvAKIET

e [
i~ Collection Cycle
Frequency : Im
[ay of ek i Im
Day of Manth : |1_
Time . hour IU_ ITIiFT IU_
Dvenarite Data Older than IT Days

Databasze. |

ak. | Cancel | Help |

3. Set the Collection Cycle frequency to every month, week, day, hour, or every 30 minutes.

— When the frequency is every month, you can set the day of the month and hour.

When the frequency is every week, you can set the day of the week and hour.

When the frequency is every day, you set the hour.
— When the frequency is every hour, you can set minutes.
— When the frequency is every 30 minutes, you can set minutes.

4. Enter a value of up to 9999 in the "Overwrite Data Older than" field to specify how many
days the data is saved before being overwritten with new data.

5. Press OK to accept the data collection settings.

When you start Automatic Data Collection, the server icon on your network map changes to show a
graph within the icon. This indicates that the Manger is collecting statistical data on the server.
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Saving Data with the ODBC Interface

When you select ODBC as the data saving mode, a table for the Server Name is created in the
specified database. The following information is recorded:

DataName — saves the data name collected, for example, ABC Network Board.
— DataKind — stores the data type collected, for example, Total Send Packets.

— GetTime — stores the date and time (TIMESTAMP) of data collection in a DateTime
field.

— GetValue — saves integer data collected.

— DataType — saves the data type that was collected as an integer.
0: Indicates an item that has an unsigned value (e.g. Transmitted Total Packets).
1: Indicates an item that has a value with a percent sign (e.g. CPU load).
2: Indicates an item that has a signed value (e.g. Voltage Level).

NOTE: The server name is used as the table name, therefore, if the
server name includes characters that cannot be used in ODBC, no data
is stored. Check your database specifications for acceptable characters.
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ODBC data collection must be specified in ESMPRO and matching information must be entered in
your selected database. Initiate ODBC data collection in ESMPRO as follows:

1. Press the "Database ..." button on the Automatic Data Collection Setting window.

2. Select ODBC and enter an ODBC Data Source Name.

NOTE: Enter what you have set as System Data Source, in ODBC
Data Source Name.

3. Click OK to save the setting and close the window.
Add servers to the Collecting Servers list as follows:
— Highlight the servers in the All Servers list.
— Click the Add button.

5. Specify collection cycles by selecting a Frequency, Day, Month, and Time for each server
and press OK.

NOTE: If automatic statistical data collection is not executed, no data
is stored in ODBC.

Set up your data base for ODBC collection as follows:
1. Install and configure the ODBC drive for your particular database.

2. Set the environment in ODBC using the same Data Source Name used in the Statistical
Data Saving Mode screen in ESMPRO. (Step 2 in the preceding procedure.)

3. In your database manager software, create a database template or table with the following
fields.

DataName

DataKind

— GetTime
GetValue

DataType
Save the database.

5. Enter the name of this database into your ODBC driver's settings where appropriate.
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PRINTING STATISTICAL DATA

This section explains how to print the data collected through Automatic Data Collection.

1.

On the Operation Window, right-click on the server icon and select "Print Statistical Data"
from the pop-up menu.

NOTE: Data values and graphs are printed on separate sheets.

From the drop down list, select the form name to print. The NEC ESMPRO Manager
comes with a number of forms already set up for you to use. A number of forms are
available including options to print the forms with or without graphs.

; Print Statistical Data |

Server Mame  :© MARS

FomNare [ -

Hew. .. | Copy... | Delete... |
Options Statistical [kems - Options
e CPU load%] ¥ Test
%E; Rate of CPU load 1min(3) ™ Eraph

e b Fiate of CPU load Sminl%)
ﬁ; Rate aof CPU load 30min(%]
e Fiate of CPU load Thour(%)
Febe Pate of CPU load 1dap(
il Rateof CPU foad Tdyl) [

araph Tupe
i |ine
" Step

2k, I Errint... Cancel | Help |
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Web Component

ABOUT THE WEB COMPONENT

The Web Component allows you to use the main functions of the NEC ESMPRO Manager from
your Web browser via Web server.

The Web Component consists of the following tools.
Operation Window

Adds, edits or deletes the managed servers, displays maps in a tree structure, and
launches tools for managing servers.

AlertViewer
Displays alert messages issued by managed servers.
DataViewer

Displays a list of the detailed information on the NEC ESMPRO Agent (Version 3.7 or
later for Windows).

Agent Control Panel

Allows you to set operational settings for the NEC ESMPRO Agent (Version 4.0 or
later for Windows).
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GETTING STARTED

When you use the Web Component, please follow the instructions below.

NOTE: When the Web Component has been installed on Windows XP
64-bit Edition, the installer may not create the virtual directory
(esmpro). In such a case, refer to the later section "Re-creating the
virtual directory for the Web Component" and create the virtual
directory before proceed.

Setting a User Authority

To use the Web Component, you must set the appropriate user authority. Follow the instructions
shown below to set the user authority.

The following procedure explains how to set the Web Component using IIS 5.0 on Windows 2000
Server. For other environments, see help of each Web server.

1.

Start the Internet Services Manager on the Web server and display the virtual directory
"esmpro" properties of the Default Web Site.

Click the Edit button of the Anonymous access and authentication control group on the
Directory Security tab. Then set up the authentication methods.

Join the user with the authenticated access to the NEC ESMPRO User Group you
specified during installation.

Restart the Web server computer.

NOTE:

Considering your security, we do not recommend to allow an
anonymous access. It is recommended to disable an anonymous access
and use the authenticated access.
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Checking the Operation of the Web Component

The initial URL for accessing the Web Component is:
http://a web server name/esmpro/index.html

Go to the above URL via your web browser to check that the following title page appears:

21 NEC ESMPRO Manager Web Component - Microsoft Internet Explorer,

File Edit View Favortes Tooks Help
Qe - () (%] (B (D PO search JiFovories @Predo €2 (- L 5
address | hetpyfjwebjesmprof v B ks >

) Operation Window

© Nertviewer

€] pone @ Incemet

If the above title page does not appear, the authentication methods for the virtual directory may not
have been correctly set up. Check that the setting has been correctly set again.

If starting the Operation Window from the above title page displays the following message:
'Failed to collect information. (No authorization was obtained. (5))'

the user that you accessed may not belong to the NEC ESMPRO User Group. Check that the setting
is correct.

NOTE:

When you access the Web Component from a browser of a Web
machine with the Integrated Windows authentication, the CGI window
(command prompt), which is normally executed in the background,
may be displayed. This is an issue of displaying, however, there are no
problems in its operation.

If you access the Web Component from a browser of a remote machine,
the CGI window will not be displayed.
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Before You Manage Server(s) via Web Browser

1.

Adding the server you want to manage

There is no server registered in the NEC ESMPRO Manager right after the installation.
Before you manage the server via your web browser, register the server you want to
manage using the Manager (not web-based).

Updating Agent Version
In order to run DataViewer or Agent Control Panel for the managed servers registered, the
Agent Version property must be set properly.

To set the value, run Operation Window in Web Component and execute 'Agent Version
Update' with the target servers.

Setting the number of the alerts to be stored
To extend the number of the alert to be stored, specify the number of the alerts in the
Manager (AlertViewer) beforehand. The default is 500 alerts.

Re-creating the Virtual Directory for the Web Component

Even if you perform overwrite installation, a virtual directory is not created.

If you have deleted the virtual directory for the Web Component, follow the instructions shown
below to re-create it.

1.

Logon to the Web server as a user with administrative privilege, and open Command
Prompt.

Type 'cd "C:\Program Files\ESMPRO\ESMBASE\ESMSMWEB"' to change the current
directory.

* NEC ESMPRO Manager is assumed to be installed on "C:\Program Files\ESMPRO".
Type 'cscript sitelist.vbs'.

A list of Web sites that exist on the Web server will appear. The numbers displayed on the
left are the Web site numbers. Confirm the web site number for which you want to create
the virtual directory.

Type 'cscript websetup.vbs -s the site number -a the virtual directory name'.

*'-s 1 -a esmpro' is set up in initial setting.
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OPERATION WINDOW

The Operation Window displays a list of the managed servers connected to the network on a map.
Server monitor status and server properties can be accessed on the Operation Window. Additionally,
tools for managing components can be launched from the Operation Window.

Starting the Operation Window

1. Click on "Operation Window" displayed on the Web Component title page.

2 NEC ESMPRO Manager Web Component - Micrasoft Internet Explorer | (=163
T

Fle Edt View Favortes Toos Help a
Qs - () 6] [2] (D s oemons @vess € (- L
address | hetpigfwebfesmpro) v Be ks >

|e Dons © inernet

2. The Operation Window starts.

2 Operation Window(mer_CAPELLA) - Microsoft Internet Explorer

)Y

. Lot 411 Piflnrest the Selection (i Deselect AL
@ 19216810
@ et WanServer Sintus | Map Tidle Network Address Peiwozk Mask

[ @ mnterner
[ @ NetWareSemves

Done B Internet

|—
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NOTE:

The Web Component uses the same management information as the
NEC ESMPRO Manager. Therefore, the maps and servers already
registered in the Manager are displayed on the Web Component.

The Web Component does not support Inter-Manager communication.
Thus, it does not display the Neighbor Manager information even if the
Inter-Manager communication has been set in the NEC ESMPRO
Manager.
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Registering a Server to be Managed

In order to register a server into an operation window, the Autodiscovery function of the Operation
Window is used. If you already have managed server information in hand, you can manually input a
host name, a map name, and required information, and register them.

In addition, in order to start various tools from the Operation Window, it is necessary to set up the
Agent Version property for the registered managed server appropriately.

Executing the Autodiscovery Function

Start the Operation Window, and select the Autodiscover menu from the Menu Bar.
Select the map for registering the discovered servers from the Map list.

Select Address and Mask from Address... to enter an appropriate value in the Network
Address box and the Network Mask box, or select Range to enter the range of the address.

Type an appropriate community name in the SNMP Community Name box.

5. Click on the Start Autodiscovery button.

2 Autodiscover - Microsoft Internet Explorer

eSS
top 0000 0000
Internet 0000 00oo
19216210 192.162.1.0 2552552550
HetWareServer 0000 00oo
Conshay 0000 0000

210.162.98.144 210.162.98.144 255.255.255.240

Address..
Address and Mask Range
Hetwork Address | 192.168.1.0

Hetwork Mask 255.255.2550

[SHIVF Commmunity

Comrmunity Nams | nublic

StarlAutUd\scuveryH Close ]

utodiscover Message

&] Done # Internet
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6. After the Autodiscovery completes, execute Agent Version Update if the version of the
registered host has not been set.

3 Operation Window(mgr_CAPFLLA) - Microsoft Internet Explorer

HEC ESMFEO

4 My Manager{mez CAPELLA) X

4 Intemet a
Edit
Py 102.165.1.0] o
@ COOSBAY Select 41 Piflnvert the Selection ThDeselect A1l
@ MetWareServer
Status| Map Title  Netwosk Address Network Mask
[1 @ coosBAY
SNMP swp EWU P
st Hot/ | Alis | Dalrs | Community Comflniyy ASnf BFUMAC 5oy
Name(Cet) DNamelet) Address
O @ Sexverl  Serverl 192.168.1.74 public 38
[] @ Sever2 Serve 192168173 public 33
[] @ Seres3 Serverd 192166171 public 32
[] @ [Serverd Servent 192188175  publie a0
[ @ Sewvers Serves 192.168.1.76 pblic 32
[0 @ Semvers Servers 192168172 public 37
[] @ Sever?  Server? 192188152 piblic 34
[] 4 Servest Servess 192168177 public 38

Dons © Internet

I —

NOTE:
The map selected from the Tree Flame on the left of the Operation
Window will be the default target map.

Keep in mind that the Web Component cannot perform Autodiscovery
while the NEC ESMPRO Manager is performing Autodiscovery, or
while performing automatic discovery from other browsers.

Autodiscovery does not obtain the Agent version of the discovered
server. Some tools for a target host require the Agent version property
to be set. Thus, run Agent Version Update to obtain the latest Agent
version information after Autodiscovery completes.

It is recommended to edit the map configuration in the NEC ESMPRO
Manager before editing the map configuration in the Web Component.
Doing so helps you flexibly operate the map configuration.
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Setting the Agent Version

1. Tumn on the check box of hosts or a maps containing hosts you want to update on the
Operation Window, and select the Agent Version Update menu from Menu Bar.

2l Agent Version Update - Microso... |:||E|g|

?HELP

Agent Version Update

Target Host(s) (@mgr CAFELLA)

Select the host(s) whose wersion yon want to
update.

[ Execute ” Cancel ]

I@ Done & Internet

2. Select hosts in the Target Host(s) List, and click on the Execute button.
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Manually Adding a Map

1. Select the map to which you want to add a new map.
2. Click on Edit above the Map List.

3. Enter an appropriate value in the each item box on the Area for adding a new map.

A Operation Windowimgr_CAPELLA) - Microsoft Internet Explorer,

W My Manager(mgz CAPELLA)

W MetWareServer

Bhelot AT Pllluvert the Selection RDeseloct AT

i ] :
‘ma v it B Update the Selerted Component(s) {1 Delste the Selected Component(s)

Status Map Title Network Address Neiwork Mask
=N | | | T
O @ 18216810 l 19216810 || 255 255 255.0 |

e Host / Alias IP Address Wﬁﬂm

Paut | | | | |

|~

@ Done

) Internet

4. Click on Add on the Map List.
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Manually Adding a Host

1. Select the map to which you want to add a new host.
2. Click on Edit above the Host List.

3. Enter an appropriate value in the each item box on the Area for adding a new host.

23 Operation Window(mgr_CAPELLA) - Microsoft Internet Explorer

EEEEE AlertViewexr [ 7

W My Manager(mzx CAPELLA) A
B S st mnts Gosh sttt
W HetWareServer
Siatus Map Tiile Neiwork Address Neiwork Mask
s | || H ||
O @ [coosBay | I |
L Status Host/ Alias IP Address W
Fada
O @ Sercer Server] 192.168.1.74 public
O @ [server ||serer [182188.1.73 [[public
O @ |Servend ||serers [182188.1.71 [[public
O @ [Sered ||serser [182188.1.75 [[public
O @ [senes ||servers [192 168175 [[public
O @ [serers ||serers [192 188172 [[public
0O @ [serer? |[serer [192 188132 [[public 1
v
LJ =

&] cone ® Internet

4. Click on Add on the Host List.
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Editing Properties of Maps or Hosts

Select the map containing the map or host you want to edit.
Click on Edit above the Map or Host List.

Change the value on the properties of the map or host you want to edit.

Db

Click on Update the Selected Component(s) above the Map or Host List.

A Operation Windowimgr_CAPELLA) - Microsoft Internet Explorer,

EEEEE AleriViewer / 7

@ My Mansge(me:_CAPELLA) ~

Int t ]
- & TIERT il U pdate the Selected Component(s) ) Delste the Selected Compornent(s
S oo, Eheled] AT Eiinvert the Seleotion Deselecfal
@ HetWareServer
Status Map Title Network Address HNetwork Mask

Bau | | | I
O @ [coosBay | | I

e Host / Alias IP Address Wﬁm‘ﬂ
[ﬁﬁ \ | | | —
[0 @ |[Serven Serverl 192.168.1.74 public
[0 @ Server? Server? 192168.1.73 public
O @ [Serven ||serers 192188171 [ public
O @ [Server ||senera [[192.186.1.75 | public
O @ [Serers ||serves [[192 168176 [ public
O @ [seres ||serers |[192 1681 72 [ public
O @ [serer |[serer? |[192 1681 32 [public 1

|l
v

&] Done ) Internet

NOTE:

When you move to other entry item after changing a property of a map
or host, the check box of the map or host is automatically turned on.
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Deleting the Map or Host

. Select the map containing the map or host you want to delete.

Click on Edit above the Map or Host List.

Turn on the check box of the map or host you want to delete.

Click on Delete the Selected Component(s) above the Map or Host List.

peration Windowi{mgr_CAPELLA) - Microsoft Internet Explorer

.‘ M);' Ma;aéar(‘rréﬁCAP.ELT..‘AJ ~
W Interet
. it B Update the Selected c.:mgmiis) 8 Delete the Selected Component(s)
‘Y Bhselect Al Pifivert the Selection ThDalasidll
W HetWareServer
Siatur Map Title Neiwork Address Neitwork Mask
 Da | H || ||
O o [coosear I | |
Stafus Host/ Alias IP Address SMColnée[&unigNm
3uy I | |
O o [serven [serven [[192.188.1.74 [[pubtic
O o [server |server2 [[192.188.1.73 [[pubtic
O o [servers [servers [[192.1881.71 [[pubtic
O o [server [servers [[192.188.1.75 [[pubtic
O o [servers [servers [192.168.1.76 [[pubtic
O o [servert [senvers [[192.168.1.72 [[pubatic U
O o [server? [serer? [192.168.1 32 [[pubtic
s
4 3

&) Done B mternet
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Monitoring the Server Status

The status of the registered server is automatically monitored, and icons on the Operation Window
are changed according to the server status.

2 Operation Window(mar_CAPELLA) - Microsoft Internet Explorer

A My Manager{mer CAPELLA)

& Internet ﬂj -,
Edit
PFY102.162. 1.0]
& COOSBAT Rgelect AN Eflinvert the Selection ThDeselect A1
@ HetWarsServer
Status Map Title Neiwork Address Network Mask

[0 @ coosBay

Status  Host/ Sin  DPAlinn  Commumie Commuin o | Dresdasst

MName(Cef) MName(Sef] Address  © s ddvess
D W Serverl Serverl 192.168.1.74 public 38
D W Server? Serverd 192.168.1.73 public 33
D W Serverd Serverd 192.168.1.71 public 32
D W Serverd Serverd 192.168.1.75 public 40
D W ServerS ServerS 192.188.1.78 public 32
D W Serverd Servers 192.168.1.72 public 37
|:| W Server? Server? 132.168.1.32 public 34
D 4 Serverf Server 192.168.1.77 public 38

€] Done B Internet

The following status icon is displayed to show the server status:

Status Icon
Normal o
Warning <
Abnormal A
Unknown -
NOTE:

A list of the managed servers, and the status color are updated at one
minute intervals. However, each property information needs to be
updated by pressing the Refresh function.

The status icon is displayed in gray (Unknown) when a target server is
stopped or in sleep mode, or when any problems occur on the network.
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ALERTVIEWER

The AlertViewer displays the alert messages sent to the NEC ESMPRO Manager.

Starting the AlertViewer

1. Click on "AlertViewer" displayed on the Web Component title page.
,,'

File Edt Yiew Favortes Tools Help
Qe - () 5 [ (D POseanh Frraonies @ reda € (2 Lk 2
rciress | ulfwebtesmral B i »

€] Cone. ® Internet

2. The AlertViewer starts, and a list of the received alert messages appears.

2 Alert¥iewer(mgr_CAPELLA) - Microsoft Internet Explorer

BEEEE Operation Window

e e g e raaces R
@ bt e P —— Fr— [r—
L - seresomse [——"
[ —— - - [——
A Disk space Logial Drtve g CADELLA FOMALHAUT 192,168,175 06762002 02:30 720
N —— . P—— [o——

&loere @ rerer

NOTE: A newly received message is not added to the current list.
Click on the Reload button to obtain the latest alert information.
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Viewing a Detailed Alert Information

1. Click on Summary of the alert you want to see the details.

2. The detailed alert information is displayed on the Details window.

CAPELLA) - Microsoft Internet Explorer

o Temp Lower Warning
General
From: {unknown server}(@mgr CAFELLA
Address: 192.168.1.71
Received: Wednesday, June 26, 2002 02:21 PM
Generated(local time) -
Generated(rour tite) -
Detail: The temperature is helow the lower threshold setting W arning).

Locationiiystem Board
Temperature:31

Artion: Flease check the air temperature.
SNMP
Comunity: puhlic
Enterprise: 1361411192244103
Desctiption: ESM Environment Trap
Agent Address: 102168171
Genetic Trap Code: i (Enterprise Specific)
Specific Trap Code: [
Titne Stamp: Ahouts 3 minutes 22 2 seconds
Report Status
Report Status:
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DATAVIEWER

The DataViewer obtains the configuration information on the server in which the NEC ESMPRO
Agent is installed and displays it in a tabular form.

Displaying a Server Configuration Information

1. Position the cursor to a host on the Operation Window. Click on DataViewer when the
pop-up menu appears.

A Operation Windove(mer_CAPELLA) - Microsoft Internet Explorer

| Rafrech Autodiscover |As
@ My Mansger{mgr_CAPELLA)
@ Internet a
Edit
Y10z, 168. 0] o
@ COOSBAY @select A1 Ballwvert the Selection Daselect a1

@ HetWansServer
Siarus Map Tifle  Network Address Network Mask

O @ coossay

SNMP SNMP RWU P

Sovs He/  Alis | DAl | Commanin Comiy St Ewumsc SO

Name(Cet)  Name(Ses Sddm=se pddress
[ @ Semverl Sererl 192168174 public EE
[ @ Server2 Server2 192.168.1.73 public 33
[ @ Seme3 Serverd 192168171 public 32
O e piblic 40
O « public 32
O e piblic 33
O @ public 34

|£J & Internet

2. The DataViewer starts.

3 DataViewer(REGULUS Gmgr_CAPELLA) - Microsoft Internet Explorer

Status Monitaring (Defaul) vl[ Collect ]

Select Moritoring Ttem Set and press the Collzct button.

&] Done: B Internet
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3. Select the monitoring item set to be managed from the Monitoring Item list, and click on
the Collect button.

4. The information on the selected monitoring item set is displayed.

2 DataViewer(REGULUS @mgr_IS1E) - Micrasoft Internet Explorer

| Status Monitoring (Dafaul) | Collect | Edlit Monitoring ltem Set
Status Monitoring (Defauli) - REGULUS @mgr DIE Last update - Thursday, April 10, 2003 4:49:17 FM
@ = ESMPRO
@ G Hardware
@ & System
@ &crU
Total
1% Hotmal
PentiunuFII - 238 Patully & Model 1,y 1GHz 133MHz 0% 1% Normal
Pracessor 3 Stepping 10
@ ¥ Enclosure
§ Local Polling
@ & 5torage
@ @ File System
|@] & Internet
NOTE:

The DataViewer of the Web Component supports the NEC ESMPRO
Agent version 3.7 or later for Windows. Therefore, it does not display
the information on the prior version.

The Agent Version of a target host must be properly set to start the
DataViewer.

The information is not periodically updated. Click on the Collect button
to obtain the latest information.

All or a part of the detailed information on some servers or some Agent
versions may not be displayed.

An Item displayed in pale color and an item for which no values are
displayed in the detailed information chart show that the NEC
ESMPRO Agent did not return the information on that item due to some
reasons, for example, the Agent does not support the item.
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Customizing the Monitoring Item Set

The Monitoring Item Set can be customized. Defining it enables you to flexibly manage the servers.

1. Click on the Edit the Monitoring Item Set ...button on the upper right of the DataViewer
window.

2. The Edit Monitoring Item Set window appears.

] Data¥iewer(REGULU! I191E) - Microsoft Internet Explorer

>

Editing Monitoring Ttem Set
Syetem

| i
ft Server Status Monitoring (Detaulf) /0 Device
Enclosure hd

Hardhware

[ESMPRO ~
Hardware

Memory Bank

cPU

<= Add

System
CFPU

Enclosure Femove =>

Temperature
Fan
Woltage
Power Supphy
Door
Lacal Palling
Local Polling
Storage
Contraller Errars Information

ElE]

<

Set ][ Cancel

IE3

&] Dore B Internet

3. Click on the Add button of the Monitoring Item Set.

The Enter Motoring Item Set name to add dialog box appears.
Type a monitoring item set name, and click on the OK button.

5. Select an item from the Monitoring Item List, and click on the <= Add button to add the
item to the Monitoring Item Set List.

6. Add all items to be monitored, and click on the Set button.

NOTE:

Up to 100 monitoring item sets can be registered.

Pressing the Copy button enables you to create a new monitoring item
set based on the existing monitoring item set.
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AGENT CONTROL PANEL

The Agent Control Panel allows you to change the operational settings of the NEC ESMPRO Agent.

Starting the Agent Control Panel

1.

Position the cursor to a component on the Operation Window. Click on Agent Control

Panel when the pop-up menu appears.

2 Operation Window(mer_CAPELLA) - Microsoft Internet Explorer

@ My Mansges(mgs_CA
@ Dnternst a
Edit
L J192.158.L0] o
2
@ COOSEAY hSelect Al Rilnvert the Selection Deselect AL
@ etWarsServer
Status Map Title Network Address Network Mask
[] @ COoOsSBAY
SNMP SNMP RWUIP
Status Host/ Miss  [Pddiress  Community Community yont BRGNAC gy
Name(Cat) Nama(Set] Address
[0 @ Serverl Server] 132.168.1.74 public 38
[] @ Semext  Sewe 192168173 publie EE
O @ Se 132.168.1. 71 32
O e 40
O e 32
O e 37
O e

I —

® rtemet

2. The Agent Control Panel starts.

A hgent Control Panel(REGULUS @mgr. CAPELLR) -

rosoft Internet Explarer

General System cPU File System  Storage

LAN ESRAS Waichdog Timer Shuidown Local Polling

Select anitem to setup

I

 internet

NOTE: The Agent Version of a target host must be properly set to start
the Agent Control Panel.
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Changing the Operational Settings

1. In order to change settings, click on the tab of the item which you want to change in the
upper part of the Agent Control Panel.

LAN ESRAS Waichdog Timer Shuidown Local Polling

General

SNMP comnrunity Nanwe Setting
SHMF Community Hame : | public %

DMI function
Enzble DMI function

Rack Mount Name Setting
Fack Mot Hame ;| COOSBAY

Chassis lentify

[ Iclentify MNow: H Stop identify ]

Set

&) ® Intermet

Enter or select the setting item on each tab.

Click on the Set button.

NOTE:
The information is not periodically updated. Click on the tab of the item
again to obtain the latest information.

Depending on servers, some tabs may not be displayed or cannot be
selected, or all or a part of the information may not be displayed or
cannot be selected.

An item displayed in pale color shows that the NEC ESMPRO Agent
did not return the information on that item due to some reasons that, for
example, the server does not support the item.
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The General Settings for the NEC ESMPRO Agent

The General tab allows you to set the general settings for the Agent such as SNMP settings.

Ceneral Sysiem cru File Sysiem  Storage
LAN ESEAS WaichdogTimer S$hutdown Lecal Polling

General \
SNMP communiiy Name Sotting
SIMP Comamity Nams
DMI funetion
Enable DMI finction

Rack Mount Name Setting

Rack Mount Hame ;| CODSEBAY

Chassis Hentify

Identity Naw Stop identify

Set

& Internet

I

Monitor the Memory Dump Settings

Enabling "Monitor the memory dump settings" monitors the setting of the memory dump which is
collected at the failure occurrence. Monitoring the memory dump setting helps avoid problems such
that the necessary memory dump for investigating a failure cannot be collected.

The dump setting which the memory dump can not be properly obtained is notified to the NEC
ESMPRO Manager.

2 Agent Control Panel(REGULUS@mgr_CAPELLA) - Microsoft Internet Explorer

Ceneral System CPU File Systern  Storage

LAN FESRAS Watchdog Timer Shwidown Local Polling

System 2 HELP

Monitoring Status
[ Moniter the memery dump settings

Set

&) Done B Internet
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CPU

The CPU tab allows you to set the settings for monitoring CPU load. Monitoring CPU load can
early detect high CPU load rate.

The CPU load status is displayed as the status color on the DataViewer and it is notified to the NEC
ESMPRO Manager.

Ceneral Sysiem cru File Sysiem  Siorage

LAN  ESRAS Watchdog Timer Shuidoun Local Polling

(1 7 HELP

Sample Interval Setting

Saple Interval :[ 10 98] seconds

Utilization Rate Setting

Utilization Rats : | Load for Twin | | Defoult

Threshold Settings

| CPU  FaialReport Fatal Reset Warning Report WarningReset|
O romar CIEI

O cey 100

Set

|—

Done & 1nternet

File System
The File System tab allows you to set settings for monitoring free capacity of the File System.
Monitoring free capacity of the File System helps early detect the lack of free capacity.

Lack of free capacity is shown as the status color on the DataViewer and it is notified to the NEC
ESMPRO Manager.

A Agent Control Panel(REGULUS @mgr_CAPELLA) - Microsoft Internet Exploren

General Sysiem CFU File System | Siorage

LAN ESRAS Waichdog Timer Shutdown Local Polling

File System e

Sample Interval Setting

Samuple Intarval seconds | DBHALIE

Threshold Settings

T R vy v
Capacity 4,094 MB
B e im0 e (409 s [Defaut ]

&] Done @ Internet
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Storage

The Storage tab allows you to set the settings for monitoring storage devices. The hard disk pre-
failure prediction function monitors any failures in the hard disk. When monitoring storage devices
is enabled, a failure can be detected before the hard disk breaks down. Therefore, you can take
actions for it, for example, "replacing the hard disk with a new one before it breaks down. "

The failure status of the hard disk is notified to the NEC ESMPRO Manager.

General Sysiem cPU

LAN  ESRAS Waichdog Timer Shuidown Local Polling

Siorage

Monitoring Status
Enshle Pre-failure Prediction

Sample Interval Setting

Sampl: Interval ; (B0 seconds Default

Resetting Status Data
Hard Disk

Hard Disk [SCSIJC4 0:0:0)

et

|—

Do ® Irternet
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LAN

The LAN tab allows you to set the settings for monitoring packets received and sent from/to servers.
When monitoring the packets is enabled, a failure on a line, the high load placed on a line, and lack
of server resources can be detected.

A failure of LAN is notified to the NEC ESMPRO Manager or registered in the event log of the
system.

3 Agent Control Panel(REGULUS@mgr_CAPELLA) - Micrasoft Internet Explorer

General System CPU File System  Storage
LAN ESRAS Watchiog Timer Shutown Local Polling

LBLSLT ? HELP

Monitoring Siatus
[ Erabie thresholds

Sample Interval Setting

Sanpls terval seconds

Threshold Settings

Network hardware error percentage o [ Default

I

Transmission short percentoge - |95 |94 [ Defeult

Set

|—

&] Done & Internet

HW Event Log

The HW Event Log tab allows you to set the settings for the hardware event log.

Gemeral  System CPU File Sysiem Siorage  LAN
HW Event Log ESRAS Waichdog Timer Shutlown SAF-TE Local Polling

Hardware eventlog TELE

Sample Interval Setiing

Sample Interval seconds

Set

Done. & Internet

I
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ESRAS

The ESRAS tab allows you to set the settings for activating the Off-line Maintenance Utility.

You can execute the preventive maintenance of hardware, isolate a failure, and restore the system
according to the events detected from the hardware with the off-line utility.

2 hgent Control Panel(REGULUS @mgr_CAPELLA) - Microsoft Internet Explorer

General System CPU File System  Storage
LAN ESRAS Waichdog Timer Shutlown Local Polling

E SR AS - Off-line Maintenance Utility » HELP
Off-line Maintenance Utility Seitings

[ Stast after fault oceuzs

[ Stat after the next system boot

Set

&) Done B Intermnet
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Watchdog Timer

The Watchdog Timer tab allows you to set the settings for monitoring system hangs. Monitoring
system hangs helps minimize the server stop time and negative effect on the business at the system
hangs in automated/unmanned systems.

The monitored system hangs is notified to the NEC ESMPRO Manager.

A Agent Control Panel{REGULUS @mgr_CAPELLA) - Microsoft Internet Explorer

General System CPU Tile System  Storage
LAN ESRAS Watchdog Timer Shutdown Local Polling
‘Watchdog Timer
? HELP

Monitoring Status
Mondtor System Hangs

Threshold Settings

P
JRTI—

&] Done ® Internet
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Shutdown

The Shutdown tab allows you to set the settings for monitoring the status of shutting-down the OS.

When monitoring the status of shutting-down is enabled, whether or not the OS is correctly
shutdown can be monitored. The monitored system hangs at shutdown is notified to the NEC
ESMPRO Manager.

A Agent Control Panel(REGULUS @mgr._CAPELLA) - Microsoft Internet Explorer

General System CPU File System  Storage
LAN ESRAS Waichdog Timer Shuidown Leeal Polling

Shutdown 2 HELP

Moniloring Status
Monitor Shostdovn Hangs

Threshold Settings

Action at timeout
Action after timeout

Dane & Internet

|—

SAF-TE

The SAF-TE tab allows you to specify the monitoring interval for power units, fan and door covered
on the SAF-TE instrumented system.

2l Agent Control Panel(Server@mgr, CAPELLA) - Microsoft Internet Explorer

Gemeral  Sysiem CPU File System Storage  LAN
HW Event Log ESRAS Waichdog Timer Shuidown SAF-TE Local Polling

SAF-TE
? HELP

Sample Intezval Setting

Sample Interval seconds

Set

&] Done ® Internet
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Blade Server

The Blade Server tab allows you to set whether or not to report chassis events on a Blade server.

The Blade Server has a sensor which is shared by all blades. Therefore, the same chassis event is
reported by the agent on each blade, resulting in multiple alerts from a single event. You can control
the notifications from the all blades to avoid this when you set the notification settings here.

2 Agent Control Panel(REGULUS @mgr_CAPELLA) - Microsoft Internet Explorer EHE|E|

General System. CPU  File System  Siorage LAN
' | Waichdeg Timer Shuidown ' Blade Server Local Polling

Blade Server 2 HELP

Chassis Sensor Notification Setting
[7)Enaule Notification

Set

Done & Internet

|—
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Local Polling

The Local Polling tab allows you to set the settings for monitoring local polling.

Using this function, you can monitor the items for which threshold setting function is not supported
(e.g. network traffic information and used physical memory). Thus, an alert for the items will be
sent when the monitored values are outside of the threshold range.

The monitoring status of managed servers is displayed as the status color on the DataViewer and it
can be seen with the alert notification function of the NEC ESMPRO Manager.

3 Agent Control Panel(REGULUS@mgr_CAPELLA) - Microsoft Internet Explorer

General System cPU File System  Storage
LAN ESRAS Watchdog Timer Slhutlows Local Polling

Lacal Polling J—

Object ID Setting
Ohjeat 1D {1.36.1.41113.2244162.2220 [ Browse.,

Comment |

[ Enable Palling

Duration Setting
Indefinitely

[EH N

Sample Interval Setting

T I

Threshold Settings

Msinam Vaboe | 2147483647
Minizar Vaue | 2147483648

| TFaslRem Tatal Reser Warning Report Warning Reset

Upper [7] Eruble Sending Trap |3 [z I |o |

Lower [] Endble Sending Trap |-4 |E] B |E] ]

Set ) Cancel

|—

Done & Internet
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To use the Local Polling function, follow the instructions below.

1. Click on the Local Polling tab.

-3 Agent Control Panel(REGULUS @mgr_CAPELLA) - Microsaft Internet Explorer

Ethommet Transmitted Additioral Errors.(13(1 361 2.1.109.21.10.1) [ Configure

&0 Windows NT Wushes of Thueadi(1.36.1.4.1.112.22.4.41622220) | Configure..

<= Mo entry has been registered = Configure:

<< Mo entry has been registered == Configure:

B —
S ——
-
.
o A
B —

@ ® rtermet

2. Click on the Configure... button of the target to be registered or changed from the Polling
Targets list.

3 Agent Control Panel(REGULUS @mgr_CAPELLR) - Microsoft Internet Explarer

Object ID Setting

bt 0 1.36.1.41119.22.44.16.2.2.2.2.0 [ Browse

Commart | |

[ Enable Polling

Duration Setting
Indefinitely

patn [ Doal a1

Sample Interval Setting

e N

Threshold Settings

Mo Tabus :| 2147483647
Mininoam Vatas :|-21 47483648

PO Rl Repen Fallesei | WomningReport | Waming Keset

Upper [] Erbl Sentine Trap |3 |[2 I |[o |

[N = P 1= F2 & J

Set ][ Cancel

& Internet
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3. Enter the object ID in the Object ID box. The object ID can be selected from the Object
ID List by clicking the Browse... button if needed.

r_CAPELLA) - Microsoft Internet Explorer

General System CPU Storage
LAN ESRAS Waichdog Timer Shutdown Local Polling

File System

Local Polling

7HELP
Ohject ID List
136.121.107.21.10 Ethemet Transmiled Addtional Erors, Cander] a oK
TIR121 1072111 (Ethemet Transmitted Carier Serice Enors [Zindes2]
1361211072113 [Ethemet Flaceived Excassive Frames [Zindes2])
136.1.2.1.107.2.1.16.[Ethemet Received Addtional Enars [index])
136121107212 [Ethemet Received Alignment Errors [Zindes)
136.121.107.21.3 Ethemnet Received FCS Evrors [¥inder]
136,121,107.2 1.4 Ethemet Transmitted Single-Collsion Frames [%index®]
136121107215 [Ethemet Transmitted Mulliple-Colision Frames [Zindex])
136.1.21.107.21.7.Ethemet Transmitted Delayed Frames, [%index])
131211072 18 [Ethemet Transmitted Late Colisions [%ndes2]) v

&) #® Internet

Set Duration, Interval, Maximum Value and Minimum Value.
Set appropriate threshold values.

Enable Polling allows you to set whether or not to monitor MIB. The value set in Interval
is enabled only when this is checked.

NOTE:

Local Polling is a function for monitoring any items (only integers).
This function is called "Local Polling" because the server status is
monitored in the agent side (local) according to the values set. With this
function, you can monitor the managed servers according to your
system by setting a threshold, for example, the server status color will
change and/or an alert will be sent when the monitored values are out of
the threshold range.

If other SNMP products (SNMP Agent) is installed on the server to be
managed, the MIB defined in that product can be monitored in the same
way as the above.

Note that an understanding of the managed server MIB information is
required to determine appropriate local polling settings.
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REMOTE WAKE UP

The Remote Wake Up function allows you to power on systems on the network.
To use the Remote Wake Up function, follow the instructions below.

1. Turn on the check box of the host or a map containing the host you want to start on the
Operation Window, and select the Remote Wake Up menu.

N Remote Wake Up - Microsoft I... E_|E|E|

Remote Wake Up

Target Hostis) (@mgr CAPELLA)

The selected host(s) will starts.

[ Execute “ Cancel ]

@ Dione 0 Internet

2. Select hosts you want to start from the Target Host(s) List, and click on the Execute button.

NOTE:
To use the Remote Wake Up function, the "RWU MAC Address" and

"RWU IP Broadcast Address" must be set.

The Remote Wake Up function needs to be enabled on the target host to
use this function. See manual of each component for how to set it up.

Additionally, the direct broadcast needs to be enabled in a router to use
this function over the network via the router. See the router manual for
details.
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REMOTE SHUTDOWN

The Remote Shutdown function allows you to remotely shut down the system running on the
network.

Remotely Shutting Down a Managed Server

1. Turn on the check box of a target host or a map containing the target host to be shut down
on the Operation Window, and select the Remote Shutdown menu from the Menu Bar.

22 Remote Shutdown - Microsoft I... E'E'rE'

? HELP

Remote Shutdown

Target Host{s) (@mgr CALPELLA)

@ Shutdowmn the selected hosts.
O Reboat the selected hosts.

’ Execute ” Cancel ]

#&] Done= & Internet

2. Select hosts to be shutdown from the Target Host(s) List, and click on the Execute button.

NOTE:

To use the Remote Shutdown function, the NEC ESMPRO Agent
version 3.0 or later needs to be installed on the target host and its
version also needs to be properly set on the properties on the target host.
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Setting the Agent Settings

The NEC ESMPRO Agent settings must be set on the target server to run the Remote Shutdown
function.

1.  Select NEC ESMPRO Agent from the Control Panel.

2. Select "Permit Remote Shutdown /Reboot " on the General tab.

x
WOT | Shutdown | SAF-TE |
General | Syztem | CPU | LAN | Hw eventlog
— SMMP Setting

¥ Enable the Manager to modify SHMP S etting
¥ Pemiit Remote Shutdown / Reboot

SMHMP Commurity Ipubl\c 'l

¥ Enable DI function

Bepart Setting... | Storage Setting... |

— Rack mount
Name IEDDSBAY

r— Chassis Identify
Identify Naw | Stop [dentify |

ak I Cancel | Help |

3. Click on the Report Setting button on the General tab to open the Alert Manager window.

Select Base Setting from the Setting menu to open the Base Setting window. Select Other
tab and check whether the green icon displayed on the left of the "Shutdown Delay" item
as shown below or not. If not, click the icon to change to green.

Base Setting ﬂ

Report  Other |

BB & Shutdown Delay

ok | Help |

5. Press the OK button to exit the menu.




Chapter 7

HP OpenView Integration

ABOUT THE HP OPENVIEW INTEGRATION

NEC ESMPRO Manager-HP OpenView Integration (HP OpenView Integration) is an application
for using the server management functions provided in NEC ESMPRO Manager on HP OpenView
Network Node Manager.

HP OpenView Integration includes the following functions:
— Auto-discovering and deleting NEC ESMPRO Agent
— Monitoring the NEC ESMPRO Agent status
— Launching DataViewer
— Launching Operation Window
— Launching AlertViewer
— Displaying NEC ESMPRO Agent traps

GETTING STARTED

Before you use the HP OpenView Integration, follow the instructions below.

Setting a method of receiving SNMP traps

To receive SNMP traps in the environment where NEC ESMPRO Manager and HP OpenView
Network Node Manager coexist, select [Options] - [Customize] - [My Manager] on Operation
Window and set Method of receiving SNMP Trap to "Use SNMP Trap Service" on the My Manager
dialog.

Before auto-discovering of NEC ESMPRO Agent

Before you execute auto-discovery of NEC ESMPRO Agent to be managed, the sub map of the
managed host needs to be registered on HP Open View Network Node Manager. If not, auto-
discovery cannot be executed for the host. Therefore, be sure that the host is registered before
executing auto-discovery.
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USING HP OPENVIEW INTEGRATION

Auto-discovering NEC ESMPRO Agent

To register NEC ESMPRO Agent to be managed, select [Tools] - [NEC ESMPRO Manager] -
[Agent Discovery] to display the NEC ESMPRO Agent Discovery wizard.

This function finds nodes which support SNMP from those registered on HP OpenView Network
Node Manager, and then discovers NEC ESMPRO Agent from those nodes. When NEC ESMPRO
Agent is discovered, an NEC ESMPRO Agent symbol is registered on a node sub map
corresponding to it.

Monitoring the NEC ESMPRO Agent status

The HP OpenView Integration function collects the status information obtained by NEC ESMPRO
Manager and sets it as the status of the NEC ESMPRO Agent symbol. Thus, the status color of the
managed NEC ESMPRO Agent is reflected to the NEC ESMPRO Agent symbol.

Deleting NEC ESMPRO Agent

To delete a registered NEC ESMPRO Agent symbol, select [Tools]-[NEC ESMPRO Manager] -
[Delete Agent] to display the Delete NEC ESMPRO Agent dialog.

At first, the process finding NEC ESMPRO Agent symbols from the selected network symbol is
performed, and then component names set in the NEC ESMPRO Agent Component Name field and
sub map names on which symbols are registered are listed.

Select NEC ESMPRO Agent you want to delete from the list, and press the [Delete] button to delete
it. When you select the [Select All] button, all symbols of the list can be selected.

Launching DataViewer

To launch DataViewer, double-click an NEC ESMPRO Agent symbol or select DataViewer from
the pop-up menu displayed by right-clicking the symbol.

Launching Operation Window

To launch Operation Window, select [Tools] - [NEC ESMPRO Manager] - [Operation Window].
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Launching AlertViewer

To launch AlertViewer, select [Tools] - [NEC ESMPRO Manager] - [AlertViewer].

Displaying NEC ESMPRO Agent traps

The HP OpenView Integration enables SNMP traps sent by NEC ESMPRO Agent to be displayed
on Alarm Browser of HP OpenView.

The ESMPRO/SM Trap Redirection service receives an SNMP trap sent by NEC ESMPRO Agent,
and sends it to HP OpenView Network Node Manager (local host).
Then, the SNMP trap is displayed on Alarm Browser.

This forwarding setting is always automatically made at installation, however, you may have to
manually set it after the installation if:

— 'public' is not registered as the SNMP community name that HP OpenView accepts.

— Some kind of settings have been already set for the ESMPRO/SM Trap Redirection
service.

In such cases, select [NEC ESMPRO Manager]-[SNMP Trap Redirection Setting] from the Start
menu to launch SNMP Trap Redirection Setting and change or add the items of Destination Setting
as follows:

Host name or IP address:  127.0.0.1

Community name: A name of an SNMP community that HP OpenView accepts




Appendix A

Inter-Manager Communication

ESMPRO software in a Manager can monitor approximately 100 units, although this number varies
according to what is monitored. You can register more than 100 units in the configuration
information on the screen. The number of units that can be managed depends on the performance of
managers and routers. Limitations occur when availability management is carried out on all
managed units within a short interval.

The ESMPRO system exchanges packets with the SNMP Agent. To monitor many Agents over a
thin line, such as a private line, you should divide them into communities for the best results.

Figure A-1 shows two different routing configurations.

ESMPRO ESMPRO

Heavy
Traffic

Reduced \
Traffic

ESMPRO

Managing with a single Manager Managing with multiple Managers
Figure A-1 Routing Configurations

Each Manager is recognized by a Manager name that consists of up to 63 characters including the
hyphen (-), underscore (), and period (.). The Manager name can be changed in the My Manager
Dialog screen by selecting My Manager from Customize menu in the Option menu.
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You can group communities by network, level, or a combination of the two for the inter-Manager
communication. Figures A-2 and A-3 show the two types of configurations. In Figure A-2, foo, bar,
and the shina are Manager names. If you group communities by level, you may want to name the
communities using the Domain Name System (DNS).

Figure A-2 Network Manager Group

| ksaws thonvs

kobe.ks.nys obp.ks.nvs kawa.tk.nvs foo.tk.nys

Figure A-3 Ladder Manager Group

In Figure A-3, the three communities, nvs, kawa.tk.nvs, and foo.tk.nvs, are directly connected to
each other. Both ks.nvs and tk.nvs are adjacent communities. The TCP/IP connection is always
established to adjacent communities. However, establishing a connection between two adjacent
communities requires making some settings in the Remote Manager dialog.

Indirect communication to a non-adjacent Manager can be made available with the Manager routing
function. For details about these procedures, see Setting Up Inter-Manager Communication, in
Chapter 3, Using the ESMPRO Manager.
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Note

MANAGER

About versions of NEC ESMPRO Manager and NEC ESMPRO Agent

If a version of NEC ESMPRO Manager is older than that of NEC ESMPRO Agent, a
problem may occur such as the configuration information cannot be displayed, or received
alerts are not correctly displayed, and so forth. Update NEC ESMPRO Manager to the
version equal to or later than that of NEC ESMPRO Agent.

About coexistence of ESMPRO Manager with Non-NEC Made SNMP Management
Application

In case when other vendor's SNMP management application which receives SNMP trap is
used as well as NEC ESMPRO Manager at the same time, one of them may fail to receive
SNMP trap due to conflict between the two applications. Through the following
procedures, such situation can be avoided.

<Work Around 1>

If the other vendor's SNMP management application supports the trap reception of
standard SNMP Trap Service, you can change the setting of NEC ESMPRO Manager
according to the instruction below.

By selecting [Option] - [Customize] - [My Manager]| of the Operation Window, change
[Method of receiving SNMP Trap] to [Use SNMP Trap Service].

NOTE: SNMP Trap service can be installed by installing the SNMP
service, however, the service will not start in the default state. Start
SNMP Trap Service by starting Service of the Control Panel. (More
convenient if startup type is set "Automatic".)

However, the following restrictions exist.

— If the trap by IPX protocol from NetWare server is received, host name of the sender
(server name) cannot be identified.

— Restriction for receiving trap packet by SNMP Community name specified by selecting
[Option] - [Customize] — [Environment] on the Operation Window will be disabled.
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< Work Around 2 >

By utilizing "TCP/IP report to Manager" of NEC ESMPRO Agent, alert reception
function of NEC ESMPRO Manager operates normally.

TCP/IP report to Manager: By transferring alert from server to NEC ESMPRO
Manager using original protocol, alert can be transferred without fail.

However, the following restrictions exist.

— The operability of SNMP Trap reception function of other vendor's SNMP management
application cannot be guaranteed.

3. About the operation of machine with Suspend/Resume function

With the use of Suspend/Resume function, the performance of manager might become
unstable. In such case, do not use this function.

4. About transfer of DMI events on Inter-Manager Communication
DMI events are not transferred between the Inter-Manager Communication.

5. [Installing other DMI management application and manager on the same machine
In case when other DMI management application (such as Intel LANDesk Client Manager,
etc.) is installed to the same machine, receiving DMI events with AlertViewer may not
work properly.

Be sure not to install Manager and DMI management application on the same machine.
6. Receiving DMI events from the machine belonging to multiple networks

Receiving DMI events from the machine (with multiple IP addresses) belonging to
multiple networks may not be available. In such cases, use SNMP trap or TCP/IP In-Band
for notification from Agent to Manager.

7. About using NEC ESMPRO Manager on a machine with high load
— When a machine on which the NEC ESMPRO Manager is installed is under high load

If you use the machine with extremely high load such as when 100% of the CPU has
been used for a long time period, the following message may appear:

Communication with NVBASE System Service became invalid.

Manager applications communicate with a service (NVBase System Service) by design.
The above message appears when the communication is timed-out due to high load.

In such a case, decrease the load on the machine and restart the application.
— When a machine on which the NEC ESMPRO Agent is installed is under high load

If a machine on which the NEC ESMPRO Agent is installed is under high load, NEC
ESMPRO Agent does not respond to the query from the NEC ESMPRO Manager.
Therefore, the following problems may occur:

— The icon for the machine is grayed out on the Operation Window.
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The following error messages are displayed when the DataViewer is started.

Could not collect information on the server.
Please refer to Recovery Action for errors in DataViewer Help.

The machine information becomes "Unknown" on the DataViewer.
The following message is registered in the AlertViewer when the "Detect Server
Down" property is "On".
Summary: No response from the server.
Detail: Alert generation time ...
The server doesn't respond to SNMP access from Manager. There is

the possibility that the server is down, the load on the server has been
excessively increased or the network is not functioning properly.

About usage of DHCP

As NEC ESMPRO Manager manages system according to IP Address, DHCP which
assign IP address dynamically cannot be used.

About transmitting and receiving of packet between NEC ESMPRO Manager and NEC
ESMPRO Agent
Packets will be transmitted/received between NEC ESMPRO Manager and Agent in the
following timing.

We recommend reasonable care in operating in the system which charges you such as
connection on WAN.

At autodiscovery of servers on Operation Window.
At specified interval after specifying regular autodiscovery on Operation Window.

When deleted server where DMI agent is checked for its properties on Operation
Window.

When DMI Agent is registered on Operation Window.

When the DMI Agent is turned OFF on Operation Window.

When the DMI Agent is turned ON on Operation Window.

When Remote Wake UP is executed on Operation Window.

Irregularly, after specifying inter-manager communication on Operation Window.
At receiving SNMP Trap.

At receiving DMI event.

At startup of Operation Window, for all the DMI agents registered at Operation
Window.

About every one minute after DataViewer is started.
About every one minute after GraphViewer is started.
At specified interval for specified server, after setting Automatic Data Collection.

Regular polling at about every one minute to monitor server status.*
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10.

1.

12

* Can be avoided by turning "Watch Server Status" off at Properties of Operation
Window's server icon, however, the server status will not be reflected to the color of
icon on the Operation Window.

Setting a SNMP trap destination

When you install NEC ESMPRO Manager and NEC ESMPRO Agent on the same
computer, specify the IP address assigned to the network card or the host name as the
SNMP trap destination for the computer, instead of the loop back address 127.0.0.1.

If you specify 127.0.0.1, "unknown server" may be displayed on the AlertViewer.

On the other hand, you may need to specify 127.0.0.1 for a computer not to be connected
to the network. For more information, "Settings on standalone environments without
network connections" below.

If the following is displayed on the AlertViewer even when you have specified as above,
Component: {unknown server}
Address: 127.0.0.1

change the IP address to 127.0.0.1 on the properties of the server icon on the Operation
Window.

Settings on standalone environments without network connections

When you install the NEC ESMPRO Manager and the NEC ESMPRO Agent on a
machine together and if the machine is not connected to the network, take the following
steps to monitor the machine itself:

— Select to specify addresses on the AutoDiscover dialog of the Operation Window, and
specify 127.0.0.1 for Start Address and End Address.

— Specify 127.0.0.1 for the SNMP trap destination.
If you have already registered server icons, execute AutoDiscover after deleting the icons.

About the NEC ESMPRO User Group
Since security for the NEC ESMPRO Manager is managed by the NEC ESMPRO User
Group, the NEC ESMPRO Manager never starts without accessing to this group.

Note on the followings:

1) Do not delete/change the NEC ESMPRO User Group after installing the NEC
ESMPRO Manager.

2) When the NEC ESMPRO User Group is registered as global group member, it is
necessary to start Domain Controller before Manager machine boots.
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13.

14.

15.

16.

17.

18.

About the threshold dialog for temperature sensor

For some servers, only the Fatal status may be displayed on the dialog for setting
threshold vales of temperature sensor. In this case, the sliders show yellow as normal
status, but green is displayed as the actual status color when temperature of a target
machine is lower than the specified Fatal limit.

About versions when using Inter-Manager Communication
If you use Inter-Manager Communication between different versions of the NEC
ESMPRO Manager, the following problems may occur.

— The alerts will not be sent to the neighbor manager.
— Part of the information will not be displayed in the DataViewer.

When you use Inter-Manager Communication, in advance, be sure to use same version of
the NEC ESMPRO Manager by performing update installation if needed.

About versions of NEC ESMPRO Agent and NEC ESMPRO Manager when ft servers are
monitored

Policies for deciding the status colors of ft servers vary depending on versions of NEC
ESMPRO Agent and NEC ESMPRO Manager. Therefore, use NEC ESMPRO Agent Ver.
3.8a (or later) or NEC ESMPRO Agent Ver. 4.07 (or later) when this version of NEC
ESMPRO Manager monitors ft servers, otherwise inappropriate status colors will be
displayed.

To upgrade your operating system
Please uninstall NEC ESMPRO Manager before upgrading Operating System.

For Windows Server 2003, however, upgrade the NEC ESMPRO Manager to Ver. 4.1 first,
and then upgrade the operating system. Doing so allows you to go on using the NEC
ESMPRO Manager.

If the Web component has been installed in this case, you may not use it because the
World Wide Web Publishing Service is disabled. In such a case, start up IIS (Internet
Information Service) Manager on a Web server, and then start Default Web Site (Stopped).

About Specifying option of AlertViewer

After changing the option setting of AlertViewer and pressing OK button, if Operation
System is shut down while AlertViewer remains running, the changed setting will not be
stored.

Please exit from AlertViewer prior to shutting down the Operation System after changing
the setting.

About the operation of the NEC ESMPRO Manager on Terminal Client

The NEC ESMPRO Manager does not support operations on a terminal client / a remote
desktop.
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19.

20.

21.

22,

About the alert message in AlertViewer

In the AlertViewer, the alert message containing characters other than English (e.g.
Chinese) cannot be displayed correctly. Therefore, keep in mind that even if the alert
message which contains those characters is watched and notified by the event log
monitoring function of NEC ESMPRO Agent, it cannot be checked in the AlertViewer.

About monitoring DMI Agents

The DMI monitoring function has been removed from the NEC ESMPRO Manager Ver.
4.1 or later. As a result, the Manager behaves as follows.

— DMI Agents are discovered by the auto-discovery function, and displayed as icons on
the Operation Window.

— DMI events are received, and displayed on the AlertViewer.

— Status of DMI Agents are not monitored through DMI even if the "Watch Server
Status" properties are "On".

— The information of the DMI Agents is not viewed on the DataViewer or the
GraphViewer, and not collected by the Automatic Data Collection function.

Maps to be specified at autodiscovery

After you execute Autodiscover on Operation Window, maps may be displayed as if they
were registered infinitely as shown below:

Ex.) My Manager
+ Internet
+192.168.1.0
+ mapA
+ mapA ... *)
+ mapA

This problem occurs when you execute Autodiscover on maps which were created at
autodiscovery, such as rackmount maps, cluster maps and blade maps. In such a case,
delete the second mapA marked with (*) in this example to resolve the situation.

If you re-execute Autodiscover with icons already registered, do not specify maps which
were automatically created at the previous autodiscovery, such as rackmount maps, cluster
maps and blade maps.

Note on using NEC ESMPRO Manager on Windows XP Service Pack 2

NOTE:

NEC ESMPRO Manager on Windows XP Service Pack 2 does not
support receiving DMI events. You need not use DMI for managing
Express servers because DMI is a protocol for managing other
companies’ servers.

On Windows XP Service Pack 2, communication between NEC ESMPRO Manager and
NEC ESMPRO Agent will be interrupted due to Windows Firewall. Do the following to
avoid this issue:
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m Setting Windows Firewall Port
[Problem]

By default, Windows Firewall is enabled in Windows XP Service Pack 2.

When you use NEC ESMPRO Manager and NEC ESMPRO Agent on Windows XP
Service Pack 2, they cannot communicate with each other due to Windows Firewall.
Thus, servers cannot be managed.

[Steps to open Windows Firewall Port]
1) Open [Control Panel], and click [Security Center].
2) On the [Windows Security Center] dialog box, click [Windows Firewall].

3) On the [Windows Firewall] dialog box, click [Exceptions] tab and click [Add
Port...].

4) On the [Add a Port] dialog box, enter values in the [Name] and [Port number] fields,
select [TCP] or [UDP], and click [OK].

[Target Ports]

The following table shows the ports for Windows Firewall to be set on the [Add a Port]
dialog box on a machine on which NEC ESMPRO is installed.

Name Port Protocol | Environment

(can be changed) number

Inter-Manager 8806 TCP When Inter-Manager communication is

communication used.

SNMP Trap 162 UDP When Manager Notification (SNMP) is
used (default).

High Reliable 31134 TCP When Manager Notification (TCP/IP in

Notification Band) is used.

Express Notification | 31136 TCP When Express Notification Service is

via Manager used via Manager.

Web Component 80 TCP When Web Component is used.

®m Monitoring a server where multiple IP addresses are set for its single network card.
[Problem]

If a monitored server has multiple IP addresses for its single network card, the IP
address of the SNMP Response packet from NEC ESMPRO Agent may differ from the
source address in the IP header of the SNMP Request packet from NEC ESMPRO
Manager.

In such a case, if NEC ESMPRO Manager receives the Response packet from NEC
ESMPRO Agent before Windows Firewall Service starts, the server cannot be
monitored thereafter.

[Steps to avoid this issue]

On Operation Window, open [Properties] on the server icon, change the IP address to
other one that is set on the monitored server, and reboot the Manager computer.
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23.

24,

Autodiscovery of Blade Servers

When you execute Autodiscover and register blade servers, the number of slots for storing
blades may be displayed differently from the actual one, and icons may be placed outside
of the frame.

In such a case, follow the steps below to change map properties on Operation Window of
the main NEC ESMPRO Manager:

1) Right-click the target blade map icon, and select [Properties] from the pop-up menu.
2) Double-click [Background], and select an appropriate background image.

3) Double-click [Maximum Number of Blade Slot in Chassis], and set an appropriate
maximum number of slots.

4) Click [OK] to complete the settings.

About a value that displayed in "Rebuild Status" when LSI Logic's disk array controller is
used

When a physical device is rebuilt, an incorrect value may appear in "Rebuild Status" of
the [Physical Device] window from [Disk Array] of DataViewer. In such a case, use
"Power Console Plus" (Management Utility of a disk array RAID system) to check the
actual rebuild status. You can check the rebuild completion with the [Physical Device]
window. When the rebuild successfully completes, "Status" is turned from "Rebuild" to
"Online".
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WEB COMPONENT

1. About the virtual directory for the Web Component after uninstalling

If you have changed the default virtual directory name (esmpro) of IIS used by the Web
Component, or if you have installed the Web Component on Windows XP 64-bit Edition,
the virtual directory is not deleted even when you uninstall the Web Component. In such a
case, uninstall the Web component, and then manually delete the virtual directory.

2. About display of SCSI Slot General on the Web Component

If you are trying to see the ft server information "SCSI Slot General" of the NEC ESMPRO
Agent Ver. 3.8 series on DataViewer of the Web Component installed on NEC ESMPRO
Manager Ver. 4.07 or later, the following items may not be correctly displayed:

— Vendor

— Model

— Revision

— Serial Number

3. Security levels of Internet Explorer when the Web Component is used
The Web Component uses the JavaScript function of Internet Explorer.

Therefore, set the security level of Internet Explorer for the Web Component to "Medium"
or lower.

Note that the Security level for the Internet zone of Internet Explorer is set to "High" on
Windows Server 2003 by default. In such a case, set the security level to "Medium" or
lower, or add the Web Component site in the Trusted Sites list.

4. When you use the Web Component through Internet Explorer on Windows Server 2003

If you use the Web Component through Internet Explorer on Windows Server 2003, titles
(e.g. tool name, host name and manager name) may not be correctly displayed on the title
bar. In such a case, see information displayed within the window.

5. About the Disk Array information
The Web Component does not support the Disk Array information.
6. Autodiscovery of Blade Servers

When you execute Autodiscover and register blade servers, the number of slots for storing
blades may be displayed differently from the actual one, and some blade images may not
be displayed.

In such a case, follow the steps below to change amp properties on Operation Window of
the main NEC ESMPRO Manager:

1) Right-click the target blade map icon, and select [Properties] from the pop-up menu.
2) Double-click [Background], and select an appropriate background image.

3) Double-click [Maximum Number of Blade Slot in Chassis], and set an appropriate
maximum number of slots.

4) Click [OK] to complete the settings.
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