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Terminology

Term Description

BMC Baseboard Management Controller
An Embedded controller which is able to monitor the system status or error
regardless of DC off/on.

SOL Serial Over LAN
A function which BMC converts the serialized data to UDP Packet and sends to
LAN.

vPro Intel platform brand for business users (Intel® vPro™ Technology).

IAMT Intel® Active Management Technology
Remote control technology and one of main functions of vPro.

WS-Man Web Service Management

Open standard protocol for remotely accessing management data with any computer
device.
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Trademarks

EXPRESSBUILDER, NEC ESMPRO and EXPRESSSCOPE are registered trademarks of NEC Corporation.

Microsoft, Windows, Windows Vista, Windows Server are registered trademarks or trade marks of Microsoft
Corporation in the United States and othercountries.

Intel and Intel vPro are registered trademarks or trademarks of Intel Corporation in the United State and other
countries.

All other product, brand, or trade names used in this publication are registered trademarks or trademarks of
their respective trademark owners.

All names used in sample applications are fictitious. They are unrelated to existing product, organization, or
individual names.

Windows Server 2012 R2 stands for Windows Server® 2012 R2 Standard, and Windows Server® 2012 R2
Datacenter.

Windows Server 2012 stands for Windows Server® 2012 Standard, and Windows Server® 2012 Datacenter.
Windows Server 2008 R2 stands for Windows Server® 2008 R2 Standard, Windows Server® 2008 R2
Enterprise, and Windows Server® 2008 R2 Datacenter.

Windows Server 2008 stands for Windows Server® 2008 Standard operating system, Windows Server®
2008 Enterprise operating system, Windows Server® 2008 Datacenter operating system, and Windows
Server® 2008 Foundation.

Windows 8.1 stands for Windows® 8.1 Pro 64-bit Edition, Windows® 8.1 Pro 32-bit Edition, Windows®
8.1 Enterprise 64-bit Edition, and Windows® 8.1 Enterprise 32-bit Edition.

Windows 7 stands for Windows® 7 Professional operating system, Windows® 7 Ultimate operating system.
Windows Vista stands for Windows Vista® Business operating system, Windows Vista® Enterprise
operating system,and Windows Vista® Ultimate operating system.

Windows XP stands for Windows® XP Professional operating system, and Windows® XP Professional x64
Edition operating system.

vPro stands for Intel® vPro™.

VMware, VMware ESXi are registered trademarks or trademarks of VMware, Inc. in the United States and
other countries.

Notes

(1) No part of this document may be reproduced in any form without the prior written permission of NEC
Corporation.

(2) The contents ofthis document may be revised without prior notice.

(3) The contents of this document shall not be copied or altered without the prior written permission of NEC
Corporation.

(4) Allefforts have been made to ensure the accuracy of all information in this document. If you notice any
partunclear, incorrect, or omitted in the document, contact yourauthorized NEC sales representative.

(5) NEC assumes no liability for damages arising from the use of this product, nor any liability for
incidental or consequential damages arising from the use of this document regardless of (4).
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About This Document

This document introduces remote management using the server management utility "NEC ESMPRO
Manager" and explains the complete procedures from installation to managed component's setup.

Before attempting to operate the component management utility NEC ESMPRO Manager, read this
document so as to gain an adequate understanding ofthe contents.

Notes

This document is intended for persons who are familiar with the operating system's functions and operations
and the network’s functions and setup. For operations and inquiries about the operating system, see its online
help information.

This document covers universal information about generally managed components. The notes and restrictions
on use of each product as a managed component are exp lained in the user's guide provided with the managed
component and "Appendix D. Managed Components Summary".

If the NEC EXPRESSBUILDER(SE) CD-ROM or Maintenance Management Tool CD-ROM s attached to
the managed component, read the word in place of "NEC EXPRESSBUILDER" in this document.

Names used with screen images in this document are fictitious. They are unrelated to existing product names,
names of organizations, or individual names. The setting values on the screen images are shown as examp les,
so setting values such as IP addresses on screen images are notguaranteed for operation.

In this document, "¥" expresses back slash.

About Symbols in This Document
The following explains three symbols thatare used in this document:

IMPORTANT: Points or particular notes you mustfollow when handling software of components.
CHECK: Points or notes you need to checkwhen handling software orcomponents.
TIPS: Useful information.

Other Documents for NEC ESMPRO Manager
For other information aboutthe NEC ESMPRO Manager, see the documents below.

I Which components can NEC ESMPRO Manager control?
See the "Appendix D. Managed Components Summary".

I How to operate after setup.
See the NEC ESMPRO Manager online help information.

I How to operate the command line Interface.
See the "NEC ESMPRO Manager Command Line Interface".
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About the advanced software and the user support

See the following URL for NEC ESMPRO Manager information. You can download the latest version of
NEC ESMPRO Managerfrom the URL.
http://www.58support.nec.co.jp/global/download/indexhtml
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Chapterl Setup for Managed Component in which
EXPRESSSCOPE Engine 3is integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension ver.2.xx on a managed component remotely via LAN connection.

1.1 Setup Flow

Setup by the following setup procedure:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

Configure BMC on the managed component to enable ESMPRO Management.

Register the managed component on NEC ESMPRO Manager.
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1.2 ConfigureBMCon Managed Component

Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary to connect NEC
ESMPRO Manager with the managed component. For details of BMC
configuration, see document of each tool.

There are three ways for configuring a BMC ona managed component for LAN connection.

Configuration with NEC EXPRESSSCOPE Engine 3 WebConsole
You can access EXPRESSSCOPE Engine 3 from a Web browser, and set BMC Configuration.

You can use EXPRESSSCOPE Engine 3 only when the HTTP/HTTPS is enabled.
You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3
Web Console. Please choose other method.

Configuration with online BMC Configuration.
Online configuration tool installed on Windows/Linux OS configures BMC.

The name of the tool is “BMC Configuration” or “Server Configuration Utility”. It
is depends ona model of server.

Configuration with off-line BMC Configuration.
Off-line tool started from POST screen by F4 key configures BMC.
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1.2.1 Configuration with EXPRESSSCOPE Engine 3WebConsole

Bxplain the operation of Web Console of EXPRESSSCOPE Engine 3.

You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3
Web Console. Please choose othermethod.

After starting a web browser on the management PC, inputfollowing URL.

In the case that the IP address of BMC is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

"Main Menu" screen will be displayed.
Select "Configuration” tab.
The following screen shows example.
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"Configuration" screen will bedisplayed.
Select "Miscellaneous™.
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"Miscellaneous™ screen will be displayed.
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"
Enter the authentication key.

The following screen shows example.
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If a managed component supports SOL and "Redirection™ is selected to "Enable",
you must change the following items for the remote console via the LAN.
"Configuration™ page - "System BIOS" page - "Flow Control": Hardware

Select "Apply".
The configuration information is setin the BMC.

Select "Property" page in “Network™ screen.
Set the following items. The other items can be used with the default values.

-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BM C set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

--"IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway

The following screen shows example.
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If you set "Default Gateway", confirm that the gateway is connected to network.

Select "Apply".
The configuration information is setin the BMC.

1
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous

- Platform Event Filtering : Enable

- Alert
- Alert - SNMP Alert :
- Alert : Enable

- Computer Name : Any
- Alert Receiver 1 IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable..

12



NEC ESMPRO Manager Setup Guide

1.2.2 Online Configuration
1.2.2.1 Configuration with Configuration tool for Windows
Bxplain the operation of Configuration tool for Windows.

After booting Windows on the managed component, start “BMC Configuration” or “Server
Configuration Utility” from start menu on Windows.

The main dialog box is displayed.

b

In the case of BMC Configuration: “Set BMC Configuration” & “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” & “Miscellaneous”

Be sure to set the following items. The other items can be used with the default values.

-- "ESMPRO Management"
Click "Enable".

-- "Authentication Key"
Enter the authentication key.

The following screen shows example.

~5SEL

Fe?:réas?;ioor;vivshﬁ:l] “EL " Stoplogging SEL ¢ Clear all SEL ' Overwrite oldest SEL
— Power Restore Delay

AC-LIME € Stay Off ¢ Last State % Power On

Delay Time [Fequired] ISD— zeconds [30 - BO0]
~FEF

Platfrom Exvent Fileer (¢ Enable " Disable
*If PEF Configuration iz st to dizable, SHMP alert will not worl:.

— Management Saftware
ESMPRO Management

xxxxx

Authentication Kep [Regul

Redirection

If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items for the remote console via the LAN.
Main dialog box - "Set BIOS Configuration" page - "Flow Control": Hardware

13
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Select Network configuration screen.
In the case of BMC Configuration: “Set BMC Configuration” & “Network”

In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” & “Network” & “Property”

If you configure a fault tolerant server, there are the tab "Network 0” (for CPU/10
module 0) and the tab “Network 1” (for CPU/IO module 1). Please configure both
CPU/I0 modules.

Set the following items. The other items can be used with the default values.

-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BM C set the value obtained from DHCP server on "IP Address",

"Subnet Mask" and "Default Gateway".

--"IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

"t odufying the setting in this screen will turn the connection with the BMC off.

— Management LaM

I anagement LaM
Connection Type

BMC MAL Address

|F &ddress [FRequired]

[efault Gateway
Dynamic DNS
DMS Server
Host Mame

Damain Mame

If you set "Default Gateway", confirm that the gateway is connected to network.

Click "Apply".

[Management LAN

Auta Megatiation

BC:FO:43:56:94:53

R Ende  Diatie

|1 321631477

Subnet Mask [Fequired] |255.255. 2540

ID.D.D.D

" Enable % Disable

—

|B MCECFO43563453

The configuration information is setin the BMC.

14
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous
- Platform Event Filter : Enable
- SNMP Alert
- Alert : Enable
- Computer Name : Any
- Alert Receiver Primary IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable.

15
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1.2.2.2 Configuration with Configuration tool for Linux
Bxplains the operation of Configuration tool for Linux

After booting Linux on the managed component, start BMC Configuration or Server Configuration
Utility by the following commands

In the case of BMC Configuration:.

| /opt/nec/BMC_Configuration/bmcconf

In the case of Server Configuration Utility:

| /opt/nec/ServerConfiguration/svconf

The main dialog box is displayed.

In the case of BMC Configuration: “Set BMC Configuration” & “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” & “Configuration” a
“Miscellaneous™

"Miscellaneous" screen is displayed.
Be sure to set the following items. The other items can be used with the default values.

-- "ESMPRO Management"
Click "Enable".

-- "Authentication Key"
Enter the authentication key.

#3EL
Behavior when SEL repomitory iz full
#Power Reztore Delay
AC-Link
Delay Time [Required]
#PEF -
Platform Event Filter () el ) Dizable
%11 PEF Confizuration is set to disable, SHWP alert will not work.
#Manazement Software
ESMPED Management
huthentication Key [Required]
Redirection

Clefault

If a managed component supports SOL and "Redirection"” is selected to "Enable",
you must change the following items for the remote console via the LAN.

Main dialog box - "Set BIOS Configuration" page - "Console Redirection
Configuration" page - "Flow Control": Hardware RTS/CTS.

Select "Apply".
The configuration information is setin the BMC.

16
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Select network configuration screen.

In the case of BMC Configuration: “Set BMC Configuration” & “BMC Configuration” &
“Network” & “Property”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” & “Configuration” &

“Network” & “IPv4 Property”

Set the following items. The other items can be used with the default values.

- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BM C set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

--"IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

#Manazement LAN
Manazement LA&N
Connection Type

EMC MAC iddress
DHCP

IP iddress
Subnet Mask
Default Gateway
Dynamic DH3

DN Berver

Hozt Name
Domain Name

#hccess Limitation - -
Type 3 L) fllowed Addres=li ) Denied ddd
IP iddress

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "Apply".
The configuration information is setin the BMC.

17
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous

- Platform Event Filter : Enable
- SNMP Alert:

- Alert : Enable

- Computer Name : Any

- Primary Alert Receiver : Enable

- IP Address :

IP address of the management PC on which NEC ESMPRO Manager is

installed..

18
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1.2.3 Configuration with Off-line BMC Configuration

The following message is displayed on the bottom of POST screen.

| Press<F2> SETUP, <F3> Internal flash memory, <F4> ROM Utility, <F12> Network

Press F4 key on this screen. If F4 key is entered, Keyboard type selection screen is displayed after POST
screen. Select keyboard type.

"Main Menu" screen is displayed.
Select "BMC Configuration" or “Server Configuration Utility”.

Select Miscellaneous screen.

In the case of BMC Configuration: “BMC Configuration” & “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” & “Configuration”

“Miscellaneous”

QJ)

Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"
Enter the authentication key.

The following screen shows example.

Select: [Enter] Cancel:[ESC] Help: [Home or 7]

Mote : If PEF Configuration is set to disable, SNMP alert will not work.

19
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If a managed component supports SOL and "Redirection™ is selected to "Enable",
you must change the following items necessary for the remote console via the LAN.
Input <F2> key on the POST screen of the managed component.
"SETUP" page - "Advanced" page - "Serial Port Configuration" page - "Flow
....... Control”: Hardware RTSICTS. o eeeeeeeeeeeeeeee e e e c—e———————
Select "OK".
The configuration information is setin the BMC.

Select network configuration screen.

= ~

In the case of BMC Configuration: “BMC Configuration” & “Network” & “Property”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” & “Configuration” a

=

“Network” & “IPv4 Property”

If you configure a fault tolerant server, there are the menu ”Network: CPU/IO
module 0” and the menu “Network 1: CPU/IO module 1”. Please configure both
CPU/IO modules.

Set the following items. The other items can be used with the default values.
-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BM C set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

--"IP Address™
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway™
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

20
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tion]
:aF : 50

el

< Load Default Value »

Select: [Enter] Cancel: [ESC] Help: [Home or 7]

Hote:To change "Mar ment LAN" setting, "BHC Reset' 1s reguired.

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "OK".
The configuration information is setin the BMC.

IMPORTANT:
When “Shared BMC LAN” of BMC Network setting is enabled via "BMC
Configuration™ or “Server Configuration Utility”, the system LAN port that is
shared and the BMC are notable to communicate directly.
Therefore, when BMC is managed by NEC ESMPRO Manager of own component,
“Management LAN” is enabled instead of enabling “Shared BMC LAN”. Detail of
this, please refer to EXPRESSSCOPE Engine 3 User’s Guide.

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous

- Platform Event Filter : Enable
- SNMP Alert:

- SNMP Alert : Enable

- Computer Name : Any

- Allert Receiver 1. Enable

- IP Address 1:

IP address of the management PC on which NEC ESMPRO Manager is

installed.

21
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1.3 Register amanaged componenton NEC ESMPRO Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:

(1) Configure environment setting
(2) Addthe group to which the managed component will belong.
(3) Register a managed component.

1.3.1 Environment setting

If it has never been set, NEC ESMPRO Manager cannot register following components.

In following cases, "Self-Signed Certification” should be accepted by NEC ESMPRO Manager. Otherwise
NEC ESMPRO Manager cannot manage components via WS-Management protocol.

- Managed componentis VMwareESXi5 Server.

- NEC ESMPRO ServerAgentService is installed to managed component, and HTTPS with ”Self-Signed

Certificate” is used for communication between ServerAgentService and NEC ESMPRO Manager.

[Step] : On “Environment” - “Network” screen, set “Self-Signed Certificate” to “Allow”.

Altifioner | Teok | Ervianmesit Ao BEC ESRFRC Maracer | Heb
it ' T [ #AD Svatem bisnareeert Mods - Advarred

Mode |

W dcoounts | dooss Control wlﬂuﬂm Siatn Feghrataon Sething

| MwmMe= | ZepVae ]

Packet Facerd Court [3%] ewitoer of i

Horespone Theout 1 (1= 85505 pecordis) [meuired] 1 | seconds

Moresporse Timeour 2 (1 = 65535 seccendn) neguired] E_|m

Herrosporize Thaow 3 {1 - G555 ) Lo | | weconds
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1.3.2 Add Group to which the managed componentwill belong
If you want to register the managed component in the specific group, click "Add Group" on the " Group
Information" tab.

Lozout

AlertViewer | Took | Erwirorment | About NEG ESMPRO Mareeer | Hebp

[ RAID System Manag ement
Mode : Advanced Mode

Group Information

@rmp Infarmation
. [Registration count : Ocourt] Paze [ 1]

G
= : ELiRE nm “Management Controller” |Manazement LAN
Grown Ihforrmation management IP Address 1

iy @Y Alert Status

-3 Add Group

H E Add Comporent
‘- [B Remote KVMand Med

Enter the group name, and click "Add".

The following screen shows an example.

Lozout

AlertViewer | Took | Erwrorment | About NEC ESMPRO Marezer | Heb

Group Information

[ RAID System Manazement
Mode : Advanced hMode ]

Item Mame Setup Value

[[3Group Information
i Component List

Group Marme [required] SampleGroup] x|

B Growp Inforrmation
Corments |

@ E@ Alert Status Ty 1Y

@ § Add Comporent
Remote KWt and hed
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The added group will be displayed on the "Group" tree.

Group Information

[[3Group Inforrmation

omponent List

B Growp Information
@ ’3 Alert Status

o [[3 Add Group
@ & Add Component

AlertWiswer | Took | Erwirorment | About NEG ESMPRO Marazer | Hep

Logout

[ RAID Systerm Manag ement
Mode : Advanced hode ]

i [E] Remote Ky ard Med

E [Registration count © 1cournt]

[0 @[3 SarmpleGroup

Management Gontroller™

Page [ 1]

Manage
P A

management
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1.3.3 Register the Managed Component
Use either of the two methods to register the managed component.

Manual Registration

This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection”.

Auto Registration

This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only

when LAN connection is used.

1.3.3.1 Manual Registration

Click the managed component's "Group name".

ESMERO6G

Group Information

[[3Group Information

ponent List

Growp Information
iy E’B Alert Status

i [ Add Group
5 Add Comporent

Uszer Mame © Administrator [ Autharity @ Adrinistrator ]

Lozout

AlertWiewsr | Took | Erwirorment | About NEC ESMPRO Marazer | Hebp

[ RAID System Managzement
hode : Advanced Mode ]

Remate KW and hed

E [Regiztration count © 1count]

[0 &EE sampleGroup

Management Controlier™

Page [ 1]

Manage
P A

management
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Click the "Manual Registration"-"Full Management" from "Add Component" of "Group Information"
tab.

Lozout

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Manazement
Mode © Advanced hMode ]

Group Information

EEGD InfD - [ [Registration count : Toount] ) Page [ 1] '
: ) nm Management Controller
Grown Information managerment
@ ’3 Alert Status [0 @FE SampleGroun
i [ Add Group

B 5 Add Corponent

5 Auto Registration
B 4 Marual Rezistration

4 Full bManazement

FY AP Managernent

< > < >
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Inputthe following items:

| Name
Component Name

NEC ESMPRO Manager Setup Guide

Value

Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type

Select “LAN”.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO

Agent)/ WS-Man

Management

Select "Registration" to manage the systemof the component.

Management Type

Select a management type of the managed component.

- SNMP *1

NEC ESMPRO Agentis installed onthe managed component.
- WS-Man *1, *2

NEC ESMPRO ServerAgentService
component.

The operating systemof the managed componentis VMware ESXi5.

is installed on the managed

SNMP
Name(Get)

Community

SNMP Community Name which is specified at SNMP Agent running on
the managed component.
It is necessary to get the information, configure, monitor via SNMP

SNMP
Name(Set)

Community

When you want to set SNMP Community names for Get and Set
separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name

Enter the Username/Password for communication with WS-Man service.

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

Password

(does not use a user object in Active Directory Domain Services)

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating system of the managed component is VMware ESXi5.
Enter Username/Password of VMware ESXi5 Administrator

Communication
Protocol

Select protocol HTTP/HTTPS for connection WS-Man service. *2

Port Number

Enter port number where WS-Man service listens for connection. *3

RAID system management

Management

Select "Registration™ to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXib5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
BxpressUpdate Agent ExpressUpdate.
Updates via | Select "Registration"” to manage the component using Management

Management Controller

Controller
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BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management Select " Registration™ otherwise NEC ESM PRO Manager may not monitor
HW status.
Management Type Select "BMC".

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”.

BMC (EXPRESSSCOPE Engine)/ WPro (LAN)

Current IP Address

If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover

This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1

Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Maskl *4

Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

Enter the IP address that is specified on LAN2 of the BM C configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 1 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Standby BMC to the form.

Subnet Mask2 *4

Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 1 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Standby BMC to the form.
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*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment
setting” for detailed information.

*3 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

*4 In NEC ESMPRO Manager \er.6.06 or later, "Subnet Maskl" and "Subnet
Mask2" are notdisplayed.

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager may not be able to monitor HW status. Detailed information is shown in
the connection check result screen.
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The following screen shows an example.

Slertvigwer | Toch | Envroreent | About MEC EDVPRD Mamper | Hol
: [ RAD Sruterm biy Modexier | Al
l
G Inforrmantion
[geroun Hiomation
; | MemMame | SehpVake |
J -k L Ccrvpommt bais Lrempuknd] [SampleServer 1]
! T Giows Idormation i SampieServar
- (4 &l Aan Carnection Tron =1 LN Bimet ) Mesdem
5 A Crmmdonct CommenSetes
| |- & A Feeliimtion 0% P Addreet [repare] e 18 (@]
| ol Vel Rekiton | S O ESUPRO Aewt)/ WS —
| R E—— Msriac amact ) Rmglstration  Urregistristion
| L EhabeiOny wsgeny| Marscemat Tpe Cleane # ws-tn
L@ e Marre |rwaquireal] [Administratos 1
Bamote KM grg bl Lo
Passwerd [required] [esusnns ]
Ceraruriicntion Protedol WHTTR O HITES
Pt Hurber [required | [fEEE ]
I} iy st manecomes D |
Maragament ) Ragistration U Unragistraton
Updstas vis NEG Expresslpdste Apent (8 Ragistmtion U Unregistration
LUgintes vis Marscemant Controlisr % Fegletrntion | Urirsgiztration
. e
bw g mrere. ® Reglstration | Unreglstration
iy ¥ B8 (ENPRESSSTOPE Encine! rsracerant it dlisbisd, KEC ESMPRO Macager canvot
rrcwritenr HW prvors of sone serers memwwmauﬁwhﬁm
Maragamant Tyee 19 s e
Butlwtvation: Koy [ aenen
Chrerd &l ean P Address 1 (P Address 2
F nikoner (#) Eriahle () Diisable
1P Address | [required] prE e R e
Subnet Mask! [vaquired] LS LN T —
F Addreat? [ I H }H |
* Subret Masid FLTSIN §LC I L -

Click "Add".

A managed component cannot be controlled remotely by only registering it.
Perform a "Check Connection".
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Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed.

NEC ESMPRO Manager will execute "Check Connection" and collect the component information for
the management.

; " ) Lh ) Loeo
flertViewer | Took | Erubonment | About MEC ESVPRO Msracer | kel

[ RAD Syztam Mo v Made | Adhvanced
i Woda |

DL Sttt Mo corramtion chock Fos boen mmado, and e cormenerd coubl oot e ecocuted.
(Mot cowwwectrd)

Y — Y7 T E—
Cormponent hene Larp el arver

Az - g eGerer

Group S eilroup

Correction Type LAN

1RG0 40

[Feg ivternd Cirnnlid
WaMn
Adrirdztrator
ACEEEREERA RN REE
HTTF

o

Ragistenad droald >

o L

Uelstos vis NEC EraroerUpdnte oot Resisterad Srnalid?
Updates vl Mwagamert Cortroler  Resisternd<iruald>

Resistarnd kwd>
B

SRR

B
1723040
Dsble
172963041
I EEEED
R0

28 E5ES)

“Marsormert Controlle”™ momommont (dodord

=D
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Click "Check Connection" and following screen will be displayed.

rorment | dbout MEC ESVFRO Marmger | Helpy
| RAD System Management Mods |

SleriViensr | Took |

esdn

After finishing connection check, “Check Connection Execution Result” screenis shown.

Detected

The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.

Not Detected

The feature was notdetected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.

| Erwirormend | Abost MEC ESAVPRD Mymger | Hel

 [RAD System Ma it Mesde | Achvrecad
Mocte |

Betun o Connection Settng
Check Connection Evenutin Resuk
| Memerert  Potoctod | Dl

NECE - Datectad 5Nt the NEG Expresslipdate Agert NEC

Espresslipdste function can be weed.
RAD sratern marsperent Diotected

RAID ¢ yatern marigerreent can b used,
PUC[EFRESSIOORE  Duacted  BMC (EXPRESSSOOPE Ergine) can b wend

WE=hn Dletected WE=Aisn ranagpsment can b uged
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1.3.3.2 Auto Registration

Click the managed component's "Group name" on the "Group" tree.

Click the "Auto Registration" from "Add Component" of "Group Information" tab.

Alertviswer | Took | Erwiorment | About NEC ESMPRO Mareger | Hep

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

@rmp Inforrmiation

i bl T
- .Gro Information management ]P.Address

..... @ E@ Alert Status

'- [3 Add Group

B & Add Corporent
¢\ B B Manual Reg iration

E@ Alert Onb Marazermer
‘- [B Remate KAVM ard Media Licen

[Reglstratloncount Ocourt] Page[ 1]

33



Inputthe following items:

| Name
Destination Group

NEC ESMPRO Manager Setup Guide

Value
Specify the group to which the managed component will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search” for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search” for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable” to manage the systemof the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the systemof the component. *1,*2

User Name/Password

Enter username and password for WS-Man communication. The account
must be a systemadministrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.

Enter Username(Local User Accounts)/Password of Windows system
Administrator
(does not use a user object in Active Directory Domain Services)
- NEC ESMPRO ServerAgentService (Linux) is installed.

Enter root/Password of Linux operating system
- The operating system of the managed component is VMware ESXi5.
Enter Username/Password of VMware ESXi5 Administrator

RAID system management

Management

Select "Enable™ to manage the RAID systemof the component.
If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC
BxpressUpdate Agent

Select "Enable™ to manage the component using NEC ExpressUpdate.

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable™ otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

BExpressUpdate

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *3*4

Intel(R) vPro(TM) Tech

nology

Discovery

When you discover components which have EXPRESSSCOPE Engine3,
this item should be “Disable”.
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*2 If a selfsigned certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for

*4 |f you register the "Management Controller" management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module 0 and 1.

*4 1f you register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BM C model), you should specify the search range
which includes both BMC IP addresses of Master and Standby.

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager may not be able to monitor HW status. Detailed information is shown in
the connection check result screen.

Click "Run Discovery" and then the search for the managed components will start.
The following screen is an example display with "IP Address Range Search" selected.

ESMPROG o s s s O
AertVine | Tooh | Erwrorreet | Abaa HEC ESMPRO Mecacer | Heb

s v At Comporent Aot Fehtatin ERAD: Srvtam Merscment Licda - Advnced Liide |

.n G et o niomation

I Cmmzerert Lin [ i e === g W |
t Cama Irdirmatens Baptiradon Grou Bampletames v|
1= B
& B bl Statn [T ra—
(31 4 Grom Ty Linds & I fickirecy Fangs D ooy U Setmork ddesi Disoousny
& 2 Adt oo St mssnlopand] [T
PE ot g vt Erd Acdees [ramp e LEF) 16 | T
0 3 M Bneaeraion B (NED EBUFRD Az :
Doy & Erabvie 1| Diable
il £l bcacer | P Coerruity Neess [repad]  publc
P i lox Meoscemert | e p
M Berrestg Eviiand Modly Licgrg | (Dicenery W Crat i U Disatle
[Ty ey R—— Amirye g S enanann | Eﬂ '.-I?u_H-l--
] G 'L | CAM]
Fatrary ) Crabia i Cisayie
MG Jik s e
Dearmy ®Erabis ) Dslis
A MPRESE0FE Erabed
Diiners ¥ frabbe U Disabie
Fotres MOG Espresciipdate 1 Erabie | Dilable
fthericn tioey [y e _Eoa || Delete |
A rers o Hen Koy : (A
Tt ) Pru T Vbt
i e Crabis & Oinabis

PunDiscoseny|
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When the "Auto Registration" is completed, the NEC ESMPRO Manager starts to control the managed

component.

B i e Dorpomet
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When the managed component is registered by auto registration but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is setto the "ManagementController + number".
You can change the component name on "Component setting”

- "Connection
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1.3.3.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5.
Using this feature, you do not have to enter these information for each auto registration process.

(1) Click Environment

haat R
Anout MEC ESWFRD Marager | Hab
[ RAID Systen Marssgernert
Mcedes ; Auhvareced Mo |

o [E

£ ol [ e g, |

2 [Registration cour | Oeount]
Mo perment Cortrofier” (Mot LAM |,
|- B Gooa ntoemation Mamo FrarBEnmeTit P Addresy

dlgrtVigeer | Took | Ervioment | Abost MEG ESWFRD Mamow | Meb
- [ RAD 5y . % Fcicd o

e |

[,

[Fog i ration count © beount] Add L Pael 1]

i | dutteris oGl Coneens ]

fdmnistrine  Adevinktraton 1
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(3) Enter each item.

4)

abos NEC ESMPRC Marager | Help

s

Fh R

WS-Man
- “User Name/Password”
Enter a pair of username and password for WS-Man auto registration. You can enter up to 5 pairs.

BMC (EXPRESSSCOPE Engine)
- Authentication Key

Enter an authentication key for BMC auto registration. You can enter it up to 5. Refer to “1.2
Configure BMC on Managed Component” for more information about Authentication Key.

Intel(R) vPro(TM) Technology
- “User Name/Password”
Enter a pair of user name and password for vPro auto registration. You can enter up to 5 pairs.

Execute auto registration.

Executing auto registration, User Name/Password and Authentication Key entered in this screen are
used in addition to the information entered in auto registration screen.
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Chapter2 Setup for Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3 is integrated
(for LAN connection)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension verl.xx (or NEC DianaScope Agent) on a managed component remotely via
LAN connection.

2.1 Setup Flow (for LAN connection)

Perform the following setup procedure:
Connect the NEC ESMPRO Manager server and the managed component on the same network.
Configure BMC on the managed component.

Register the managed component onthe NEC ESMPRO Manager.
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2.2 Configure BMC on Managed Component (for LAN

connection)
Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary for connection
the NEC ESMPRO Manager with the managed component. For details of BMC

There are two methods for configuring the BMC on a managed component for LAN connection.

Configuration with NEC ESMPRO Agent Extension ver.1.xx, NEC DianaScope Agent or "System
Management™ tool of NEC EXPRESSBUILDER CD-ROM
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

There are other BMC configuration tools, but do not use the following tools for
setup with NEC ESMPRO Manager.
-- NEC MWA Agent
-- "System management” started from NEC EXPRESSBUILDER that does not
....... contain NEC ESMPRO Manager. | e
Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed component when a keyboard is not connected.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.
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2.2.1 Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN
connection)

2.2.1.1 Configuration with NEC ESMPRO Agent Extension verl.xx for Windows
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

After booting Windows on the managed component, click Windows "start" and start the BMC
configuration function of NEC ESMPRO Agent Extension.

The main dialog box will be appeared.
Click "Set Configuration". When a confirmation message is displayed, click "OK".

The following screen shows example for the managed component that the BMC uses standard LAN

port.
 Confizuration Confinmation of Alert
Set Configuration
|: i I Llert Test |
Fead File | Write File |
Select IP address for Agent |
Cloze |
BIWIC IP address Synchrorazation
Syatem Information
BIWIC Firreoaeare Wersion 00.33
SDE Wersion 00.15k
BIOS Wersion 6.0.5H57
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"BMC Configuration" dialog box will be display. Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

The following screen shows example.

BMC Configuration x|

Cammon | LANT | LANZ | wibN/Direct | Pager |

— Management [nformation

todel Mame : |><><><><><
Comment 1 I
Comment 2 : I
— BMLC Cammon
Computer Mame : Remate Contral % Enable { Disable
[LAMT):
o _ Remote Control &+ Enable (" Disable
Authentication Key (/AN /Direct]):
_ Redirection & Enable " Disable
Corrmunity Marne : Ipuh“c [LAN];
Rediraction % Enable { Disable
Alert: {* Enable " Dizable [N Direct):
Alatt Process - falr| & One E!jrﬂcétf Caontrol % Enable ¢ Disable
Alert Acknowledge: & Enable {~ Disable
Alert Lewel: ILEVEM[Non-recoverble,Eritical,Non-criticaI,DK] j ME'tDTdE'l

Default Valuel ak. I Cahicel |

TIPS:
If a managed component is compatible with SOL and "Enable"” is selected for the
item "Redirection (LAN)," the following items necessary for the remote console via
the LAN will be changed automatically.
"Common" tab page - "Redirection (WAN/Direct)": Enable
"WAN/Direct" page - "Flow Control": RTS/CTS

42



NEC ESMPRO Manager Setup Guide

Select "LAN1" tab page for LAN port 1 of the BMC.
Set the below items. The otheritems can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BM C set the value obtained from DHCP server on "IP
Address","Subnet Mask" and "Default Gateway".
You can setenable on the item only if the BMC supports this capability.

--"IP Address"
Case that BM C on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating systemof the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway™
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server
via any gateway

-- "Alert Receiver / Management PC IP Address" -"Primary".
Enter the IP address ofthe management PC.
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The following screen shows example.

BMC Configuration x|

Commaon  LANT | WM /Direct I

— Server

Obtain an IP Address
autornatically[DHCF,

—Alert
Alertt Receiver / Management PC P Adddress

Enable © Disal

IP Addiess - |132_158,14_141 Primary : |1EI2.'IEB.14.19?
Subnet Maszk : |255.255.255.D Secondary : I

[ Tetiary : I

—Alert Rety

Alert Retry Count ; I3 _Ij times
Alert Timeout : IE _I: s

[ /
S

Default Gateway :

Default Value | ok I Cancel

The "LANZ2" tab is displayed only when the managed component's BMC supports
communication via LAN2. To communicate with the NEC ESMPRO Manager via

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.

- LAN1 / LAN2
- Alert Receiver / Management PC IP Address
- Primary :
IP address ofthe management PC on which NEC ESMPRO Manageris
installed.
* Please set the checkbox to enable.
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If you set "Default Gateway", please connect the managed component via LAN port used by BMC and

the gateway to network.

If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

Click "OK".

The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will bealso setin the BMC.
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2.2.1.2 Configuration with NEC ESMPRO Agent Extension ver.1.xx for Linux

This section explains the configuration procedure using NEC ESMPRO Agent Extension ver.1.xx for Linux

After booting Linux on the managed component, start the BMC configuration function of NEC
ESMPRO Agent Extension by the following command.

| /opt/nec/esmpro_sa ex_sysman/agentconf

"Main Menu" screen will be displayed.
Select "Set System Management Parameters™.
The following screen shows example for the managed server thatthe BMC uses standard LAN port.

BMC Configuraion function Version 1.07

i Main Menu |

System Information
BMC IP address Synchronization
Select |P address for Agent

Exit

[Enter] select [F12] help
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"Set System Management Parameters™ screen will be displayed.
Select "Configuration”.

BMC Configuraion function Version 1.07

Set System Management Parameters

Alert Test
Return to previous menu

[Enter] select [ESC] return [F12] help

"Configuration" screen will bedisplayed.
Select "Set Configuration”.

BMC Configuraion function Version 1.07

{ Configuration |

Default Value

Read File

Write File

Return to previous menu

[Enter] select [ESC] return [F12] help
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"BMC Configuration" screenwill bedisplayed.
Select "Common".

BMC Configuraion function Version 1.07

{ BMC Configuration |

Common |
Alert Order

LAN1

LANT(Alert)

LANZ

LANZ(Alert)

WAN/Direct

WAN(Alert)

Pager

Save BMC Configuration
Return to previous menu

[Enter] select [ESC] return

"Common" screenwill be displayed.
Be sure to set the below item. The otheritems can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

BMC Configuraion function Version 1.07

{ Common |

Exiressﬁﬁﬂﬂﬂmﬂa e3 N8400- 023|

Alert Process

Alert Acknowledge

Alert Level

*Remote Control

LAN1 {*) Enable
LANZ {*) Enable
WAN/Direct {*) Enable
*Redirect ion

LAN

WAN/Direct

[Tab] move [Spacel selects [ESC] return [F12] help
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If a managed server is compatible with SOL and "Enable™ is selected for the item
"Redirection (LAN)," the following items necessary for the remote console via the
LAN will be changed automatically.

"Common™" screen - "Redirection (WAN/Direct)": Enable

"WAN/Direct" screen - "Flow Control": RTS/CTS

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LANL1 (Alert) / LAN2 (Alert) :
- Primary Alert Receiver : Enable
- IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
11 L
Select "LAN1" from "BMC Configuration" screen.
Set the below items. The otheritems can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BM C set the value obtained from DHCP server on "IP
Address","Subnet Mask" and "Default Gateway".
You can setenable on the item only if the BMC supports this capability.

--"IP Address"
Case that BMC on the managed server uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed server uses a standard LAN port; be sure to make the setting
identical to the setting on the operating systemof the managed server.

-- "Subnet Mask"
Enter the subnet mask for the IP address.
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-- "Default Gateway"
Enter the default gateway if the managed server connects to NEC ESMPRO Manager Server via any
gateway

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT |

Obtain an |P Address automatical ly(DHCP)
( ) Enablef(*) Disable

|P Address
Subnet Mask
Default Gateway

0OK» <Cancel’

-- "Alert Receiver / Management PC IP Address" -"Primary".
Enter the IP address ofthe management PC.

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT(Alert) ¢

*hlert Receiver/Management FC (Primary)

Alert (%) Enablefi{ ) Disable
|IP Address 192.168.14.197
*hlert Receiver/Management PC (Secondary)

Alert { ) Enablefi{*) Disable
IP Address 0.0.0.0

*Alert Receiver/Management PC (Tertiary)

Alert { ) Enablefj(*) Disable
|IP Address 0.0.0.0

*Alert Retry
Alert Retry Count (0 =7 times)
Alert Timeout M3 - 30 seconds)

[Tab] move [Space] selects [ESC] return [F12] help
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The "LANZ2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and

If you set "Default Gateway", please connect the managed component via LAN port used by BMC and

the gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed

component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

Select "Save BMC Configuration™ from "BMC Configuration™ screen.

The configuration information will be set in the BM C. The MAC addresses of the gateway and the alert
receivers will bealso setin the BMC.
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2.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for LAN connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature is available only from the NEC EXPRESSBUILDER that contains NEC
ESMPRO Manager.
See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote
....... console feature, the feature isavailable. | ______________________________________.
Perform the following procedure:
(1) Create a configuration information file
(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

2.2.2.1 Create aconfiguration information file

Start the NEC ESMPRO Manager configuration installed on any PC to create the configuration
information file.

£z Dianascope Configuration x|

- Configuration

Cha.ngel

Hew |
Read from FD
et

Click "New". The confirming message will be displayed. Click "OK".
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The "BMC Configuration" dialog box will appear.
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed component

-- "Authentication Key"

-- Set "Remote Control (LAN)", "Remote Control (WAN/Direct)", "Redirection (LAN)" and
"Redirection (WAN/Direct)" to enable

The following screen shows example.

BMC Configuration x|

Comman | L4N1 | L&NZ | WiaN/Direct | Pager |

— Management [nformation

todel Mame : |><><><><><
Comment 1 I
Comment 2 : I
— BMLC Cammon
Cranrndir Memm © Remate Contral % Enable { Disable
p C [Blusbemy (LANT]
Authentication Key - —____ — Remote Control &+ Enable (" Disable
uthentication Key ‘_ [/ AN/ Direct]:
_ Redirection & Enable " Disable
Corrmunity Marne : Ipuh“c [LAN];
Rediraction % Enable { Disable
Alert: {* Enable " Dizable [N Direct):
Alert Process - ool & One Femote Control % Enable ¢ Disable
: [LAMZ:
Alert Acknowledge: & Enable {~ Disable
Alert Lewel: ILEVEM[Non-recoverble,Eritical,Non-criticaI,DK] j ME'tDTdE'l

Default Valuel ak. I Cahicel |
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Select "LAN" tab page for LAN port 1 of the BMC.
Set the below items. The otheritems can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address","Subnet Mask" and "Default Gateway".
You can setenable on the item only if the BMC supports this capability.

--"IP Address"
Case that BM C on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port: be sure to make the setting
identical to the setting on the operating systemof the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway™
Enter the default gateway if the managed component connects to the management PC via any
gateway,

-- "Alert Receiver / Management PC IP Address™ -"Primary"
Enter the IP address ofthe management PC.

The following screen shows example.

BMC Configuration |

Common  LAM |LAN2 I WﬁNa’DirectI Pager I

— Server Al

Obtain an IP Address = Enable (ﬁ\ Alertt Receiver / Management PC P Adddress

automatically[DHCPY
™ Primary : |1 92.168.14.197

P Address |1 52.168.14.141
Subnet Mask : |255.255_255.n I™ Secondary : | |

[ Tetiary : I
Alert Rety

Alert Retry Count ; I3 _% times
Alert Timeout : IE 5‘ seEarEk

Default Gatevway : /!

To communicate with the NEC ESMPRO Manager via LAN2, make the setting on
the "LAN2" tab as same as "LAN" tab. If the BMC of the managed component
does not support communication via LAN2, the values of "LANZ2" tab page have no
effect with the managed component.

The managed component installed the BMC that uses Management LAN port
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LAN1 / LAN2

- Platform Event Filter : Enable
- Alert Receiver / Management PC IP Address :

- Primary :

IP address of the management PC on which NEC ESMPRO Manager is

installed.

Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for specifying
a location where the configuration information is to be saved.

Specify the floppy disk's root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".
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2.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

If you set "Default Gateway" at creating the configuration information file, please connect the managed
component via LAN port used by BMC and the gateway to network.

If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component at creating the configuration information file, please connect the managed component via
LAN port used by BMC and the alert receiver/management PC to network.

Configure the BMC of the managed componentwith the configuration information.

Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.

After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed component. The MAC addresses of
the gateway and the alert receivers will be also set in the BMC. And then the Operating System will be
rebooted.

If the setting in the configuration information file is already configured, the
managed component will be notrebooted.
When the console-less function for LAN connection is used, the BIOS settings are
changed as follows:

Serial Port Address: On Board COM B (only for the managed server

supporting SOL)
Baud Rate: 19.2kbps (only for the managed server supporting SOL)
Flow Control : RTS/ICTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI (only for the managed server
supporting SOL)
To check whether that the managed component supports SOL, see Appendix D.
Managed Components Summary
The managed component is opened the main menu of the NEC
EXPRESSBUILDER after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC
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2.2.3 Configuration with NEC EXPRESSBUILDER System Management (for
LAN connection)

This section explains the configuration procedure using NEC EXPRESSBUILDER System Management.

After booting NEC EXPRESSBUILDER on the managed component, select "System Management”
from "TOOL MENU".

The main screenwill be appeared.
Select "System Management”.

Display Firmware Management Informationm _

Set System Management Parameters
Setup for BMC Web Server

LAN Port Settings

Clear BMC Configuration

Exit
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Set System Management Parameters™ screen will be displayed.
Select "Configuration”.

onf iguration _

filert Test
Return to previous menu

"Configuration" screen will bedisplayed.
Select "New".

Read from FD

Write to FD

Change

Return to previous menu

58



NEC ESMPRO Manager Setup Guide

"BMC Configuration" screenwill bedisplayed.
Select "Common".

LAN1
LAN1(Alert)
KN Direct
LN (Alert)
0K

Cancel

"Common" screenwill be displayed.
Be sure to set the below item. The otheritems can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

anagement Information

Model Name [Exprezsh300-R120b-11
Comment 1 [1
Comment 2 L[]

=BMC-Cammon
Computer Mame [host1]
fiuthentication Key [ seaemerex ]
Comeunity Mame [okd=t |
Alert [Enablel
Alert Process [Onel
Alert Acknowledge [Enable]
filert Lewvel [Leveld ( Level3 filert plus OK )1
Remote Control(LAN1) [Enable]
Remote Control(WAN-Direct) [Enablel
Redirection(LAN) [Enable]
Redirection(WAN-Direct) [Enable]l

Return to previous menu

Select:[Enter]l Help:[H<hl
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If a managed server is compatible with SOL and "Enable" is selected for the item
"Redirection (LAN)", the following items necessary for the remote console via the
LAN will be changed automatically.

"Common™" screen - "Redirection (WAN/Direct)": Enable

"WAN/Direct" screen - "Flow Control": RTS/CTS

Select "LAN1" from "BMC Configuration™ screen.
Set the below items. The otheritems can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BM C set the value obtained from DHCP server on "IP
Address","Subnet Mask" and "Default Gateway".
You can setenable on the item only if the BMC supports this capability.

--"IP Address"
Case that BM C on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating systemof the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server
via any gateway
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The following screen shows example.

Server
Obtain an IP Address automatically(DHCP) [Disablel
IP Address [192.168.14.1411

Subnet Mask [255.255.255.01]
Default Gateway [0.0.0.0]
[Return to previous menu

Select:[Enter] Help:[H-hl

-- "Alert Receiver / Management PC(1)".
Enter the IP address of management PC.

The following screen shows example.

Alert Receiver-/Management PC(1)

Alert [Enablel

IP Address [192.168.14.1971
Alert Receiver-/Management PC(2)

fAlert [Disable]l

IP Address [0.0.9.0]

Alert Receiver-/Management PC(3)

fAlert [Disable]l

IP Address [0.0.9.0]

filert Retry

fAilert Retry count [3(times)]
filert Timeout [6(zeconds)]
Return to previous menu

Select:[Enter] Help:[H-/hl

The "LANZ2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LAN1 (Alert) / LAN2 (Alert) :
- Alert Receiver / Management PC (1) :
- Alert : Enable
- IP Address :
IP address of the management PC on which NEC ESMPRO Manager is
1
If you set "Default Gateway", please connect the managed component via LAN port used by BMC and
the gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

Select "Save BMC Configuration” from "BMC Configuration™ screen.
The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will bealso setin the BMC.
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2.3 Register a managed component on NEC ESMPRO Manager
(for LAN connection)

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:
(1) Addthe groupto which the managed component will belong.

(2) Register a managed component.
2.3.1 Add Group to which the managed componentwill belong

If you want to register the managed component in the specific group, click "Add Group" on the " Group
Information" tab.

EMR% User Mame : Admiristrator [ Authority © Administrator ]
T Manager Fer

Alertviewer | Took | Erwirorment | About NEC ESMPRO Marager | Hep

[ RAID System hManaz ement
Mode : Advanced Mode ]

Group Information

I HBrcup Information
. [Registration count : Ocourt] Paze [ 1]

e | IR e g e
Growp Inforrmation managerment IP Address 1

@ ’D Alert Status

& Add Group

4 Add Cormporent

... [B Rernote KM ard hed
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Enter the group name, and click "Add".

The following screen shows an example.

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Managzement
Mode : Advanced hode ]

Group Information

[[5Group Information

Camponent List

Giroup Marre [required]

Grown Inforrnation

Corrments

@ E@ Alert Status

8 (5 Add Grow |
@ J Add Component
: Rernote Ky ard hed

The added group will be displayed on the "Group” tree.

AlertViewer | Took | Erwiorment | About NEG ESMPRO Marezer | Hebp

[ RAID System Managz ement
Mode : Advanced hMode ]

Group Information

[[3Group Information

. — [€] [Registration count : Toount] Page[ 1]
= ONNpOresy 15 = —
- nagement Controll
Giroup Infarmation nm management FA
by E@ Alert Status 00 @EE SarmpleGrouw
i [ Add Group

& g Add Cormporent
i [B Remote KVMand Med
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2.3.2 Register the Managed Component (for LAN connection)
Use either of the two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection”.

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only
when LAN connection is used.

2.3.2.1 Manual Registration
Click the managed component's "Group name".

M% User Name : Administrator [ Authority © Administrator 1 JEeEe0
N

AlertViewer | Took | Erwiorment | About NEC ESMPRO Mareger | Hebp

[ RAID Systern Manag ement:
Mode : Advanced hMode ]

Group Information

I HBrcup Information
. . ] [ [Resistration count : Toourt] Page [ 1 ]
et vt “Manacemen Controke” Morats
5 Growp Infonmation management P A
@ E@ Alert Status 00 @EE SarmpleGrouw
[3 Add Group

E Add Cormporent
i [B Remote KM and Med
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Click the "Manual Registration"-" Full Management" from "Add Component" of "Group Information"
tab.

Lozout

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Manazement
Mode © Advanced hMode ]

Group Information

[Reg istration count © 1count] Page [ 11

=
¥ [E Component List “Management Controller”
Grow Information nm marasement

LG @) Akrt Status O @[3 SampleGroup

i [ Add Group
B 5 Add Corponent

[[5Group Information

5 Auto Registration
B 4 Marual Registration

 Full Management

; E@ Alert Onb Management
Remote Yk ard hedia Licens

< > < >
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| Name
Component Name

NEC ESMPRO Manager Setup Guide

Value

Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type

Select “LAN”.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO

Agent)/ WS-Man

Management Select "Registration" to manage the systemof the component.
Management Type Select a management type of the managed component.

- SNMP *1

NEC ESMPRO Agentis installed onthe managed component.

- WS-Man *1, *2

The operating systemof the managed componentis VMware ESXi5.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name(Get) the managed component.

It is necessary to get the information, configure, monitor via SNMP
SNMP Community | When you want to set SNMP Community names for Get and Set
Name(Set) separately on the managed component, specify the SNMP Community

name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.
User Name Enter the Username/Password for communication with WS-Man service.

- The operating system of the managed component is VMware ESXi5.
Password Enter Username/Password of VMware ESXi5 Administrator
Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2
Protocol
Port Number Enter port number where WS-Man service listens for connection. *3

RAID system management

Management

Select "Registration" to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXib5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
BExpressUpdate Agent ExpressUpdate.
Updates via | Select "Registration” to manage the component using Management

Management Controller

Controller

BMC (EXPRESSSCOPE Engine)/ WPro (Common)

Management Select " Registration™ otherwise NEC ESMPRO Manager may not monitor
HW status.
Management Type Select "BMC".

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”.

BMC (EXPRESSSCOPE Engine)/ WPro (LAN)

Current IP Address

If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover

This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.
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IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

Subnet Maskl1 *4 Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

IP Address 2 Enter the IP address that is specified on LAN2 of the BM C configuration
for the managed component.

Subnet Mask2 *4 Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

*2 If a selfsigned certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment
setting” for detailed information.

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.
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The following screen shows an example.

l
G Inforrmantion
[geroun Hiomation
; | DemMame | SehpVake |
- b Component Lt Corrgrrmmt Marre [ronpuied] |Samplesener ] —
! T Giows Idormation i SampieServar
[l ¥ Alket Stahe Brow [Foek vl
- (4 &l Aan Carmection Tyon =1 LN L Dince ) Mesdem
S A Compdoact Common Settes. S i
| |- & A Feeliimtion 0F P Addrees [rapsret] | 186 J@EF |
| 2 H Manal Registration T (MG ERPRO Agt)f W -
I |- Iy Wesriag ament ) Bl trnticn ) Lieeg stration
| L mhakeiooy evaceny| Muscamece Tipe Qzte B ue-in
L@ e Marries Levmpuienad] [Administratos 1
Epmote Kk grd biedh Lio
Passwerd [requined] [esusnns ]
Cerrruriion tion Protocal WHTTR O HITES
Port burber [required] [fEEE ]
T iy stem maneemes D |
Maragarert ) Ragistration U Unragistrston
Updstas vis MEC Expreasipdate Apant (8 Ragistration ) Unregistration
Lgintes vis Marscenant Contralier % Fmghetration | Uriregistration
. e
b g e ® Reglstration | Unreghtration
iy ¥ B (EPRESSSOOPE Encinel maracenant it dhisbied, NEC ESMPRO Macsser chorot
ot H'W prore o corie sereers memwwmauﬁwiﬁm
Managarart Tyre 19 s e
Autiwrituation ey [rapdeei] aenen
Charord ' e P Address 1 (PP Address 2
F niloner (#) Eriahle () Diisable
1P Addrass | [requived] LT 200 T = T T
Subret Mosk [required] E__;_;__ E_;E 1L‘!__H'! ]
F Addreas? [ I H }H |
Bubret Mask2 LTS LN L

Click "Add".

A managed component cannot be controlled remotely by only registering it.
Perform a "Check Connection".

69



NEC ESMPRO Manager Setup Guide

Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed.

NEC ESMPRO Manager will execute "Check Connection" and collect the component information for
the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed
component.

; JrETnEe ] i
dlertViewsr | Took | Erwionment | About MEC ESUPRD Maregsr | Hely

 [RAD System M vt Mode | Admrced
: w2 |

Mo corra i chaeck bas b mado, e B cormrarsd caukl oot b eoocutsd
(Mot cowwwectrd)

[ emem [ GepVam |

Cormponent hene Larp el arver
Az - g eGerer
Group S eilroup
Correction Type LAM

e Tﬁ-i = -

05 F Address VIEAGINAD
Bdsragerrert Registernd Jrnald
Mdsragerment Typs Wby

Lper Mamas Admiraskrator
Farmod P L]
Cormruncation Protocol HTTF

LUpdstos vis MNEC Exprenslipdate Agert  Regintersd Creahd>
Fegisternd drnald
B

o SSOOPE Enchd/ roLAN)
Carrent P Address 172163040
Faller Dksble
F fddress 163041
Subret ha skl E E5EED
F fddrecwl LTl
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Click "Check Connection" and following screen will be displayed.
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After finishing connection check, “Check Connection Execution Result” screenis shown.

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was notdetected.

NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.
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2.3.2.2 Auto Registration

Click the managed component's "Group name" on the "Group" tree.

Click the "Auto Registration" from "Add Component" of "Group Information" tab.

Group Information

[[3Group Information

[E_Component List

Growp Inforrmation

[3 Add Group

B & Add Corporent
il Auto Registration

B g Mantareee

g Full Manazement

F9 Akert Onk Manazemen

5 Rernote Kihiand hMedia Licen

ation

Alertviswer | Took | Erwiorment | About NEC ESMPRO Mareger | Hep

Logout

[ RAID System Manazement
Mode : Advanced Mode ]

E [Registration court : Ocourt]

g “Management Controller” |Management LAN
Information Systes
management IP Address
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Inputthe following items:

| Name
Destination Group

NEC ESMPRO Manager Setup Guide

Value
Specify the group to which the managed component will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search” for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search” for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable” to manage the systemof the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the systemof the component. *1,*2

User Name/Password

Enter username and password for WS-Man communication. The account

must be a systemadministrator of the managed operating system.

Click “Add” button and you can add a pair of username and password up

to 5. *3

- The operating systemof the managed component is VMware ESXi5.
Enter Username/Password of VMware ESXi5 Administrator

RAID system management

Management

Select "Enable™ to manage the RAID systemof the component.
If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC
BxpressUpdate Agent

Select "Enable™ to manage the component using NEC ExpressUpdate.

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable™ otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

BExpressUpdate

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *3

Intel(R) vPro(TM) Tech

nology

Discovery

When you discover components which have EXPRESSSCOPE Engine3,

this item should be “Disable”.
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*2 If a selfsigned certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment
setting” for detailed information.

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for

Click "Search™ and then the search for the managed components will start.
The following screen is an example display with "IP Address Range Search” selected.
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When the "Auto Registration™ is completed, the NEC ESMPRO Manager starts to control the managed
component.
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When the managed component is registered by auto registration, but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is setto the "ManagementController + number".
You can change the component name on "Component setting” - "Connection
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Chapter3 Setup for the Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3 is integrated
(for modem / direct connection)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC on a
managed component remotely via modem / direct connection.
Case of direct connectionis explained onthe center.

3.1 Setup Flow (for modem/directconnection)
Perform the following setup procedure:

Connect the NEC ESMPRO Manager server and the managed component on the same on the network.
With direct connection, connect the NEC ESMPRO Manager server and the managed component
directly with RS-232C cross cable. The serial port of the NEC ESMPRO Manager server NEC
ESMPRO Manageris specified on the "Environment” screen of the NEC ESMPRO Manager.

Configure the BMC on the managed component.

Register the managed component onthe NEC ESMPRO Manager.
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3.2 Configure BMC on Managed Component (for modem/direct

connection)
Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary for connection
the NEC ESMPRO Manager with the managed component. For details of BMC

There are two methods for configuring the BMC on a managed component for modem / direct connection.

Configuration with NEC ESMPRO Agent Extension, NEC DianaScope Agent or "System
Management™ tool of NEC EXPRESSBUILDER CD-ROM

This section explains the configuration procedure using the NEC ESMPRO Agent Extension for
Windows.

There are other BMC configuration tools, but do not use the following tools for

setup with NEC ESMPRO Manager.

-- NEC MWA Agent

-- "System management” started from NEC EXPRESSBUILDER that does not

....... GOl NG B MR Manager. oo mmane
Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.

NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed component when a keyboard is not connected. This method cannot use for modem
connection.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.
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3.2.1 Configuration with NEC ESMPRO Agent Extension (for modem/direct
connection)
This section explains the configuration procedure using the NEC ESMPRO Agent Extension for Windows.

After booting Windows on the managed component, click Windows "start" and start the BMC
configuration function of NEC ESMPRO Agent Extension.

The main dialog box will be appeared.
Click "New". When a confirmation messageis displayed, click "OK".

"BMC Configuration™ dialog box will be display. Confirm "Common"
Click "Common™" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

Select "WAN/Direct" tab page for LAN port 1 of the BMC.
Be sure to set the below items. The other items can be used with the default values.

-- "Serial Port Mode"

Select "Direct" for direct connection.

Select "WAN (modem)" for modem connection.
-- "Flow Control"

Select "RTS/CTS"

Click "Register".
The configuration information will be setin the BMC.
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3.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote

console feature (for modem/direct connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information. This section
explains for direct connection.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.
See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote
....... console feature, thefeature is available. | .o
Perform the following procedure:
(1) Creates a configuration information file

(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

3.2.2.1 Creates a configuration information file

Start the NEC ESMPRO BM C configuration installed on any PC to create the configuration information
file.

Click "New". The confirming message will be displayed. Click "OK".

The "BMC Configuration™ dialog box will appear.
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"
Enter a unique name for each managed component.
-- "Authentication Key™
-- Set "Remote Control (WAN/Direct)" and "Redirection (WAN/Direct)" to enable.

Select "WAN/Direct" tab page.

Be sure to set the below items. The otheritems can be used with the default values.
-- "Serial Port Mode"

Select "Direct” for direct connection.

Select "WAN (modem)” for modem connection.
-- "Flow Control"

Select "RTS/CTS"

Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for specifying
a location where the configuration information is to be saved.

Specify the floppy disk's root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".
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3.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

Configure the BMC of the managed componentwith the configuration information.
Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.

After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed component, the Operating System
will be rebooted.

If the setting in the configuration information file is already configured, the
managed component will be notrebooted.
When the console-less function for direct connection is used, the BIOS settings are
changed as follows:

Serial Port Address:  On Board COM B

Baud Rate: 19.2kbps

Flow Control: RTS/CTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI
To check whether that the managed server supports SOL, see "Appendix D.
Managed Components Summary"
The managed component is still opened the main menu of the NEC
EXPRESSBUILDER after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC
EXPRESSBUILDER from the CD-ROM drive if you need.

3.3 Register the managed component on NEC ESMPRO
Manager (for modem/direct connection)

Register the managed component onthe NEC ESMPRO Manager, perform the "Check Connection”.
Login to the NEC ESMPRO Manager and perform the following:

(1) Addthe group to which the managed component will belong.

(2) Register a managed component.

3.3.1 Add Group to which the managed componentwill belong

See 2.3.1"Add Group to which the managed component will belong".

3.3.2 Register the Managed Component (for modem/direct connection)

Click the managed component's "Group name"” on the "Group™ tree.
Click "Manual Registration”-" Full Management” of "Add Component™ on the "Group Information™ tab.
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Inputthe following items:

| Name Value

Component Name Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.
Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type Select "Direct" for direct connection. Select "Modem" for modem
connection.

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.
“Management Controller” management (Modem)
Phone Number | If you select “Modem”, enter phone number.

Click "Connection Setting" from "Setting" tab and click "Connection".

Click "Check Connection".
NEC ESMPRO Manager will communicate with the BMC of the managed component to check the
connection. The NEC ESMPRO Manager will also collect the component information for the

management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.

Not Detected The feature was not detected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.

TCHECK: T
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Chapter4 EM Card and Chassis Management

4.1 Overview

The NEC ESMPRO Manager has following functions by communication with the EM card in a blade
enclosure,

Information Collection
NEC ESMPRO Manager collects the status and the information of the blade enclosure as follows.

-- Blade / EM Card / Switch Module List
If the slot state of CPU blade, EM card or switch module is changed, NEC ESMPRO Manager
collects current slot state.

-- Chassis Information
NEC ESMPRO Manager collects the blade enclosure name, the name and ID of the rack in which
the blade enclosure is installed.

-- EM Card / Switch Module Status
NEC ESMPRO Managerobtains the STATUS Lamp of the EM card and the switch module.

Component Monitoring
NEC ESMPRO Manager always monitors the slot state in the blade enclosure and the STATUS Lamp of
the EM card and the Switch Module. When some slot state change or failure occurs, NEC ESMPRO
Manager notifies the operator.

CPU Blade Auto Setting
When NEC ESMPRO Manager detects new CPU blade installed on the blade enclosure, the NEC
ESMPRO Manager configures BMC on the CPU blade (managed component) through the EM card to
control the managed component remotely. NEC ESMPRO Manager also registers the managed
component for its own, and execute the "Check Connection™.

4.2 System Requirements
NEC ESMPRO Managercan manage the following EM card.

Hardware
EM card thatis listed "Appendix D. Managed Components Summary".

I Communication Medium
TCP/IP network

NEC ESMPRO Agent Extension and NEC DianaScope Agent cannot be installed
on EM card.
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4.3 Setupfor EM Card

4.3.1 Setup Flow

Perform the following setup procedure:
Connect the NEC ESMPRO Manager server and the EM card.
Setup EM card for communication with NEC ESMPRO Manager.

Register the EM card on NEC ESMPRO Manager.

4.3.2 Setup EM Card for communication with NEC ESMPRO Manager Setup
the EM Card as follows. See Users Guide that attached to EM Card for detail.

Set the IP address of the EM Card.

The IP address set on the EM card should be the value that can be divided by 4. If
the IP address be set other value, NEC ESMPRO Manager will fail "Check
Connection™.
....... NEC ESMPRO_Manager communicates to the EM card with the "foed IP address”.
Setup EM Card for communication with NEC ESMPRO Manager (DianaScope support).
Use setdslcommand for SIGMABLADE-M.
Use SET DSGPASSWORD and SET DSGSTATE command for SIGMABLADE-H.

4.3.3 Register EM Card on NEC ESMPRO Manager
You can register the EM card with similar way of registering the ordinary managed component.
Use either of the two methods to register EM card.

Manual Registration
This method requires the operator to directly enter the EM card's information such as the IP address and
to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and EM card that are not
registered yet onthe NEC ESMPRO Manager, and registers them.

NEC ESMPRO Manager distinguishes the EM card from ordinary managed
component by "Check Connection".

After "Check Connection" of the EM card is completed, Information of the blade
enclosure (chassis) is displayed on the "Chassis List" on the NEC ESMPRO
Manager.

The chassis name on the NEC ESMPRO Manager is set to the first 16 characters of
the blade enclosure name. If the same name is already registered, some number is
added to the name.
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4.3.3.1 Manual Registration

(1) Click the group name forthe EM card onthe "Component Link" view or "Group" tree.

(2) Click the "ManualRegistration" from "Add Component™ of "Group Information" tab.

3)

Input the following items on the "Manual Registration”-" Full Management" view.

| Name
Component Name

Value

Specify the name of the EM card on NEC ESMPRO Manager.

Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the EM card. Do not enter a name including
blank characters. Uppercase characters are distinguished from lowercase
characters.

Group Specify the group to which the EM card will belong.

Connection Type

Select “LAN”

Common Setting

OS IP Address

| Specify the Address ofthe EM card.

SNMP (NEC ESMPRO

Agent)/ WS-Man

Management Select "Registration" to manage the EM card.

Management Type Select “SNMP”

SNMP Community | SNMP Community Name which is specified at the EM card.
Name(Get) The default value is “public”.

SNMP Community | SNMP Community Name which is specified at the EM card.
Name(Set) The default value is “public”.

RAID system management

Management

| Select “Unregistration”.

NEC ExpressUpdate

Updates via NEC
BxpressUpdate Agent

Select “Unregistration”.

Updates via
Management Controller

Select “Unregistration”.

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management

Select "Registration".

Management Type

Select "BMC".

Authentication Key

Enter the "authentication key" for the EM card.

BMC (EXPRESSSCOPE Engine)/ wPro (LAN)

Current IP Address

Select IP Address 1

Failover

Select “Disable”.

IP Address 1

Enter the IP address that is specified on LAN1 of the BM C configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Maskl *1

Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.
If the managed component is a fault tolerant server, you should enter the

subnet mask of the management LAN port for the CPU/IO module 0 to
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4)
()

(6)

the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

This field can be blank.

Subnet Mask2 *1

This field can be blank.

Click "Add".

Click "Connection Setting" from "Setting" tab of the managed component. And Click “Check

Connection”.

NEC ESMPRO Manager will execute "Check Connection" and collect the information for the

management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the EM card

Detected

Detail

Detected

The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.

Not Detected

The feature was notdetected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.

4.3.3.2 Auto Registration

(1) Click the group name for the EM card on the "Component Link" view or "Group" tree.

(2) Click the "Auto Registration™ from "Add Component” of "Group Information™ tab.

(3) Enter following information.

Name Value

Destination Group

Specify the group to which the EM card will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search" for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search™ for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable”.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the EM card.
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WS-Man

Discovery | Select “Disable”
RAID system management

Management | Select “Disable”

NEC ExpressUpdate

Updates via NEC | Select “Disable”

BxpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable".

Features NEC | Select “Disable”

ExpressUpdate

Authentication Key Enter the password thatyou setin EM card.
Intel(R) vPro(TM) Technology

Discovery | Select “Disable”.

(4) The search for the managed components will start.

(5) The IP addresses ofthe found managed component and EM cards will be listed.
When the "Auto Registration" is completed, the NEC ESMPRO Manager starts to control the EM card.

When the EM card is registered by auto registration, the EM card name is set to
blade enclosure +"-EM" + EM card number. You can change the EM card name on

4.4 Operationof EM card

You can open the screen to check the STATUS lamp and to turn UID lamp on as follows.
Click "Chassis" from the tree view.
Click the EM card name on the "Component List".

Click the EM card parts on the "Chassis MAP" screen.

4.5 CPU Blade Auto Registration

NEC ESMPRO Manager monitors blade slot state of the blade enclosure on which the EM card is installed.
If NEC ESMPRO Manager detects new CPU blade installed on the chassis, NEC ESMPRO Manager
configures BMC on the CPU blade (managed component) through the EM card. To control the managed

component, NEC ESMPRO Manager also registers the managed component and executes "Check
Connection".

You should set the item for the BMC configuration and component registration on the NEC ESMPRO
Manager on the "Chassis Properties" - "CPU Blade Auto Setting".

See the online help of the NEC ESMPRO Manager for the details of the items.
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Chapter5 Setup for the NEC Storage M Series

5.1 Register NEC Storageon NEC ESMPRO Manager

You can register the NEC Storage with similar way of registering the ordinary managed component.
Use either of the two methods to register NEC Storage.

Manual Registration
This method requires the operator to directly enter the NEC Storage's information such as the "Floating
IP Address" and to perform "Check Connection™.

Auto Registration
This method automatically searches the network for managed components and NEC Storage, and
registers them.

NEC ESMPRO Manager distinguishes the NEC Storage from ordinary managed
component by "Check Connection".

The managed component name on the NEC ESMPRO Manager is set to the disk
array name that is set in iSM Client. You can change the managed component name

5.1.1 Manual Registration
(1) Click thegroup name for the NEC Storage onthe "Component Link™ view or "Group” tree.
(2) Click the "ManualRegistration” from "Add Component™ of "Group Information™ tab.

(3) Inputthe following items on the "Manual Registration"-"Full Management" view.

| Name Value
Component Name Specify the NEC Storage name on the NEC ESMPRO Manager,
Alias Specify the information about the NEC Storage. Do not enter a name

including blank characters. Uppercase characters are distinguished from
lowercase characters.

Group Specify the group to which the NEC Storage will belong.
Connection Type Select “LAN”

Common Setting

OS IP Address | Enter the Fixed IP address of "Floating IP Address" ofthe NEC Storage.
SNMP (NEC ESMPRO Agent)/ WS-Man

Management Select "Registration".

Management Type Select “SNMP”

SNMP Community | Enter the "SNMP community name" specified on iSMClient.
Name(Get)

SNMP Community | Enter the "SNMP community name™ specified on iSMClient.
Name(Set)

RAID system management

Management | Select “Unregistration”.

NEC ExpressUpdate
Updates via  NEC | Select “Unregistration”.
BxpressUpdate Agent
Updates via | Select “Unregistration”.
Management Controller
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BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management | Select "Unregistration".

Click "Add".

Click " Connection Setting” from "Setting" tab of the managed component. And Click “Check Connection”.
NEC ESMPRO Manager will execute "Check Connection” and collect the information for the
management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the NEC
Storage

Detected Detail
Detected The feature was detected.

NEC ESMPRO Manager can use the feature to manage the component.

Not Detected

The feature was not detected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.

5.1.2 Auto Registration

Click the group name for the NEC Storage on the "Component Link™ view or "Group" tree.

Click the "Auto Registration" from "Add Component" of "Group Information" tab.

Select "Search Mode" on the "Auto Registration" view and enter following information.

| Name
Destination Group

Value
Specify the group to which the NEC Storage will belong.

Discowery Range

Discovery Mode

searches for the managed components using the IP address range.

searches for the managed
address.

Start Address

With "IP Address Range Search” selected, the NEC ESMPRO Manager

With "Network Address Search™ selected, the NEC ESMPRO Manager
components using the specified network

When you select "IP Address Range Search™ for "Search Mode", specify

End Address

the start IP address and end IP address of the range which includes the
NEC Storage’s floating IP address.

Network Address

When you select "Network Address Search” for "Search Mode", specify

Network Mask

the network address and network which includes NES Storage’s floating
IP address.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable”.

SNMP Community | "SNMP Community Name" is the "SNMP Community Name" specified
Name on iSMClient.

WS-Man

Discovery | Select “Disable”

RAID system management

Management

| Select “Disable”

NEC ExpressUpdate

Updates via NEC
BExpressUpdate Agent

Select “Disable”
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BMC (EXPRESSSCOPE Engine)

Discovery | Select "Disable".

Intel(R) vPro(TM) Technology

Discovery | Select “Disable”.

(4) The search for the managed components will start.

(5) The IP addresses ofthe found managed component and NEC Storages will be listed.
When the "Auto Registration™ is completed, the NEC ESMPRO Manager starts to control the NEC Storage
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Chapter6 Setup for the Managed Component based on
vVPro

6.1 Setup Flow

Setup by the following setup procedures:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component based on vPro on the same network.

Configure IAMT on the managed component based on vPro.

Register the managed component based on vPro on NEC ESMPRO Manager.

6.2 ConfigureiAMT onthe Managed Component
Turn the managed component on.
Press <Ctrl+P> immed iately after the component based on vPro displays the message prompting you to press
the key.
Main menu of the IAMT configuration is displayed.
Please enter the password to configure the IAMT.

The NEC ESMPRO Manager can manage the vPro including the iIAMT firmware version 6.0 and later.
The default user name and password are both "admin".

The iIAMT configuration method may depend on the iIAMT firmware version.

Refer to the website for detail configuration information and configure IAMT.

The following is anexample of the website.

Please note that this URL is subject to change without notice.
http://software.intel.com/en-us/articles/intel-active-manage ment-technology-intel-amt-software-develop
ment-kit-sdk-start-here-guide/

"Performing Manual Setup (from Release 6.0)" or "Manually Configuring an Intel AMT 7.0" of
"AMT?7.0 Start Here Guide™

6.3 Register the managed component on NEC ESMPRO
Manager

6.3.1 Add Group to which the managed component will belong
See 1.3.2 Add Group towhich the managed component will belong
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6.3.2 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component’s information such as the IP
address of the vPro and to perform "Check Connection™.

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager and registers them.

6.3.2.1 Manual Registration

(1) Click the group name to which the managed component based on vPro will belong on the "Component
List" or the "Group" tree.

(2) Click the "ManualRegistration”-"Full Management" from "Add Component” of "Group Information™ tab

(3) Inputthe following items.

Name Value

Component Name Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Connection Type Select “LAN”
Common Setting
OS IP Address | Specify the OS IP Address of the managed component.
SNMP (NEC ESMPRO Agent)/ WS-Man
Management Select "Registration™ to manage the systemof the component.
Management Type Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agentis installed on the managed component.
- WS-Man *1, *2
NEC ESMPRO ServerAgentService is installed on the managed
component.

The operating systemof the managed componentis VMware ESXib.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name(Get) the managed component.

Itis necessary to getthe information, configure, monitor via SNMP
SNMP Community | When you want to set SNMP Community names for Get and Set
Name(Set) separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name Enter the password for communication with WS-Man service.
- NEC ESMPRO ServerAgentService (Windows) is installed.
Password Enter Username(Local User Accounts)/Password of Windows system

Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

91



NEC ESMPRO Manager Setup Guide

Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2
Protocol

Port Number Enter port number where WS-Man service listens for connection. *3
RAID system management

Management Select "Registration™ to manage the RAID systemof the component.

If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
BxpressUpdate Agent BxpressUpdate.

Updates via | Select "Registration” to manage the component using Management
Management Controller | Controller

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management Select " Registration™ otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "vPro".

User Name Enter the username for communication with the vPro,

Password Enter the password for communication with the vPro,

BMC (EXPRESSSCOPE Engine)/ WPro (LAN)

IP Address 1 Enter the IP address that is specified on LAN of the iIAMT configuration
for the managed component.

Subnet Maskl1 *4 Enter the subnet mask that is specified on LAN of the iIAMT configuration

for the managed component.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

4) Click "Add".

(5) Click the "Connection Setting" from "Setting" tab of the managed component.
Click "Check Connection" to collect the managed component information for the management.

When the "Check Connection™ is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was notdetected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.
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6.3.2.2 Auto Registration

(1) Click the group name to which the managed component based on vPro will belong on the "Component
List" or the "Group" tree.

(2) Click the "Auto Registration" from "Add Component" of the "Group Information" tab.

(3) Inputthe following items to search managed components based on vPro.

| Name Value
Destination Group Specify the group to which the managed component will belong.
Discowery Range
Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager

searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network

address.
Start Address When you select "IP Address Range Search” for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search” for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be
searched for.
SNMP (NEC ESMPRO Agent)
Discovery Select “Enable” to manage the systemof the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.
It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the systemof the component. *1,*2
User Name/Password Enter username and password for WS-Man communication. The account

must be a systemadministrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.

Enter Username(Local User Accounts)/Password of Windows system
Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.

Enter root/Password of Linux operating system

RAID system management

Management Select "Enable" to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXib5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Enable" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent
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BMC (EXPRESSSCOPE Engine)

Discovery | Select "Disable”

Intel(R) WPro(TM) Technology

Discovery Select “Enable”

User Name/Password Enter username and password for communication with the vPro,

Clicking “Add” button, you can enter up to 5 pairs of username and
password. *3

*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and
VMwareESXi5 management are not supported.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.

(4) Click “Run Discovery” and the discovery for the managed components will start.

(5) When the auto registration is completed, registered components are listed. After that, NEC ESMPRO
Manager starts to manage them.
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Chapter7 Setup for NEC Scalable Modular Server
DX2000

7.1 Overview
The NEC ESMPRO Manager can manage following modules of NEC Scalable Modular Server DX2000:

Server Module
NEC ESMPRO Manager manages each server module on the enclosure as same as the server which has
integrates EXPRESSSCOPE Engine 3.

CSC Module
NEC ESMPRO Manager collects the following information of the enclosure by managing the CSC
module.
-- STATUS lamp:
You can monitor the status of the whole enclosure.
-- Constitution information:
You can monitor each sensorstatus (fan, voltage, temperature, etc.) in the enclosure.
-- Power measurement:
You can measure the power consumption of the whole enclosure.

Network Switch Module
NEC ESMPRO Manager collects the following information of the Network Switch by managing the
Network Switch module.
-- Constitution information:
You can monitor each sensorstatus (voltage, temperature.) in the Network Switch.
-- Power measurement:
You can measure the power consumption of the Network Switch.

When registering CSC Module, Network Switch Module is registered
automatically. Network Switch Module can not be registered individually.

Network Switch Module and CSC Module are deleted together as related
component. When Network Switch Module is registered, it is not possible to delete

7.2 Notes of before setup

The management of NEC Scalable Modular Server DX2000 can be supported with NEC ESMPRO Manager
ver.6.08 or later.

The management of Network Switch Module can be supported with NEC ESMPRO Manager ver.6.13 or
later.
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7.3 Setup Flow

Setup by the following setup procedures:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

Configure BMC on the managed component to enable ESMPRO Management.

Register the managed component on NEC ESMPRO Manager.

Refer to “Chapterl Setup for Managed Component in which EXPRESSSCOPE
Engine 3 is integrated”.

You can configure CSC module only with EXPRESSSCOPE Engine 3 Web
Console. Refer “1.2.1Configuration with EXPRESSSCOPE Engine 3 WebConsole”
and the user’s guide for the NEC Scalable Modular Server DX2000.
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Chapter8 Setup for the VMware ESXi5 server

8.1 Notes of beforesetup

Linux NEC ESMPRO Manager does not support VMware ESXi5 server management.
VMware ESXi5 server management is supported by Windows NEC ESMPRO Manager only.
When managing VMware ESXi5 server, use Windows NEC ESMPRO Manager.

8.2 Setup Flow

Setup by the following setup procedures:

Connect the management PC on which NEC ESMPRO Manager is installed and the VMware ESXi5
server as a managed component on the same network.

Configure BMC on the VMware ESXi5 server if you want to manage the management controller.

Register the VMware ESXi5 serverasa managed component on NEC ESMPRO Manager.

8.3 ConfigureBMCon the Managed Component

Configure BMC on the VMware ESXi5 server if you want to manage the management controller.

In case that the VMware ESXi5 server in which EXPRESSSCOPE ENGINES is integrated:
See 1.2Configure BMC on Managed Component.

In case that the VMware ESXi5 server in which a BMC excluding EXPRESSSCOPE ENGINES is
integrated:
See 2.2Configure BMC on Managed Component (for LAN connection).

To check the BMC type of the managed component, see Appendix D. Managed
Components Summary
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8.4 Register the managed component on NEC ESMPRO
Manager

8.4.1 Setthe Environment
Set the “Self-Signed Certificate” to “ Allowed” on “Network” tab of “Environment”.
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8.4.2 Add Group which the managed component will belong
See 0 Add Group to which the managed component will belong”.

8.4.3 Register the Managed Component
Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the VMware ESXi5 server’s information such as the
IP address.

Auto Registration
This method automatically searches the network for VMware ESXi5 servers and managed components
thatare notregistered yet on the NEC ESMPRO Manager and registers them.
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8.4.3.1 Manual Registration

(1) Click the group name towhich the VMware ESXi5 server will belong.

(2) Click the "ManualRegistration"-"Full Management" from “Add Component” of “Group Information” tab.

(3) Inputthe following items.

| Name
Component Name

Value

Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO

Agent)/ WS-Man

Management

Select "Registration" to manage the systemof the component.

Management Type

Select “WS-Man”

User Name/Password

Enter an administrative user’s accountof VMware ESXi server.

Communication
Protocol

Select protocol HTTPS. *1

Port Number

Enter port number where WS-Man service listens for connection. *2

RAID system management

Management

Select "Registration™ to manage the RAID systemof the component.
If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
BxpressUpdate Agent BxpressUpdate.
Updates via | Select "Registration” to manage the component using Management

Management Controller

Controller

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management Select " Registration™ otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "BMC".

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.

BMC (EXPRESSSCOPE

Engine)/ vPro (LAN)

Current IP Address

If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.
IP Address 1 Enter the IP address that is specified on LAN1 of the BM C configuration

for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the

management LAN port for the Master BMC to the form.
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Subnet Maskl *3

Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

Enter the IP address that is specified on LAN2 of the BM C configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 1 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Standby BMC to the form.

Subnet Mask2 *3

Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 1 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Standby BMC to the form.

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

IMPORTANT:

If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager connot monitor HW status. Detailed information is shown in the
connection check result screen.

4) Click “Add”.
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(5) Click the “Connection Setting” from “Setting” tab of the managed component.
.Click “Check Connection” to collect the VMware ESXi5 server information forthe management

When the “Check Connection™ is completed, the NEC ESMPRO Manager starts to control the VM ware

ESXi5 server
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.
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8.4.3.2 Auto Registration

(1) Click the group name towhich the VMware ESXi5 server will belong.

(2) Click the “Auto Registration” from “Add Component” of the “Group Information” tab.

(3) Inputthe following items to search VMware ESXIi5 servers.

| Name
Destination Group

Value
Specify the group to which the managed component will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search” for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search™ for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery | Select “Disable”
WS-Man
Discovery Select “Enable” to manage the systemof the component. *1

User Name/Password

Enter an administrative user’s accountof VMware ESXi server.
Click “Add” button and you can add a pair of username and password up
to 5. *2

RAID system management

Management

Select "Enable™ to manage the RAID systemof the component.
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC
BxpressUpdate Agent

Select "Disable".

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable" otherwise NEC ESMPRO Manager cannot monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

BExpressUpdate

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *2*3

Intel(R) vPro(TM) Technology

Discovery

| Select “Disable”
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*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.

*3 If you register the "Management Controller” management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module O and 1.

*4 1f you register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BM C model), you should specify the search range

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager may not be able to monitor HW status. Detailed information is shown in
the connection check result screen.

Click “Search”.
The search for managed components will start

The list of the registered components is displayed. After that, NEC ESMPRO Manager starts to manage
them.
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Chapter9 Setup for the Alert only Component

NEC ESMPRO Manager ver.6.02 or later can receive SNMP Trap from registered component as “Alert
Only Management”.

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the Alert only
Component

9.1 SetupFlow

Perform the following setup procedure:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed SNMP
Trap componenton the same network.

Configure SNMP Trap on the managed Alert only component by NEC ESMPRO Manager to enable
SNMP Trap.
* Please refer to procedure manual of component to enable SNMP Trap.

Register the managed component on NEC ESMPRO Manager.
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9.2 Registeramanaged componenton NEC ESMPRO Manager
To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:

CHECK:
Alert Only Management can be registered from “Manual Registration”. Cannot be
-....Jegistered from “AutoRegistration™. e
Click the managed component's "Group name".
* If you want to register the managed component in the new group, please refer to Chapter. 1.3.2

r 1
M% User Mame @ Adminiztrator | Authority @ Administrator |
Fer.

AlertViewer | Took | Erwiorment | About MEC ESMPRO Marezer | Heb

[ RAID System Manag ement
hode : Advanced Mode |

[[5Group Information
. [ [Rezistration count : Ocount] Paze [ 1]

| e
Grow Information management IP Address

G E@ Alert Status

5 Add Group
= ﬁ Add Comporent
i 3 Auto Registration
B & Manual Registration
- B Full Management
o {9 Akert Only Manazerment
- [B Remots KM ard Media Licsnss List

Click the "Manual Registration™ - “Alert Only Management” from "Add Component” of "Group
Information” tab

r 1
M% Uszer Mame @ Adminiztrator | Authorty © Administrator |

Alertviewesr | Took | Erwiorenent | About MEC ESMPRO Marazer | Help

[ RAID System Manag emert
hode : Advanced Mode |

[[5Group Information
. [ [Rezistration count : Ocount] Paze [ 1]

BECome il Management Controller” | Manazement LA
o

G E’B Alert Status

[[3 Add Group
B & Add Cormporent

i 3 Auto Registration
B & Manual Registration

i B Full Manazement
R Akert Only Managernent
Rermote KW and Media License List
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Click the managed component's "Group name".

| Name Value
Component Name Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.
Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

the group to which the managed component will belong.

Specify the OS IP Address of the managed component.

The following screen shows an example.

rorment | Ssoot MEC ESMPHO Mg | Hel

[ RAD Sy stenn Marmcerment Mods * Advancec
I_

B [ B el

L [ Bomets SN Man Wedia Liceria Lt

Click "Add" button. Component information is added in selected Group member.

Lozout

Alertyiewsr | Took | Erwirorment | About NEG ESMPRO Maregzer | Hep

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

mBrcup Information
E [Rez etration count © Tcount] Paze [

g e P
Giroup Information management

_____ @ ) Akrt Status 0 &F AlertOnkServer Mot Reg i tered

- [ Add Group
2 & Add Comporent

- 3 Auto Registration
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Chapterl0 Removing components and groups

10.1 Removing components

(1) Select a group which target components belong to.

(2) Check target components.

Pusl 1]
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= [ Add Camporsn. o |
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(3) Click “Delete” buttonand you canremove checked components from NEC ESMPRO Manager.
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10.2 Removinggroups

@) Sglect agroup which target groups belong to.

- i &

e ety | Sashority roer] |

AriViaeer | Took | Erwiionmerd | Abous MEC PSP RO Larsger | Fry

(2) Check target groups.

A riFe

| M meswes {ordrpln |WMasoeen | fﬂi.-_.__
1 e ] P Addesy [

121881

W L]
= .
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(3) Click “Delete” button and you can remove checked groups from NEC ESMPRO Manager. And
components belong to the checked groups are also removed.
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Appendix A. How to setup for the managed component
that does not has local console

Even if a managed component does not have local consoles like a keyboard, you can operate BIOS setup and
DOS tools of the managed component using NEC ESMPRO Manager. Here procedure of the minimum in
order to use the remote control for the managed component is shown.

1. Install NEC ESMPRO Managerand setthe Environment.

2. Configure BMC ona managed component.

3. Register a managed componenton NEC ESMPRO Manager.

4. Open the remote console.

1. Install NEC ESMPRO Manager and set the Environment.

(1) Install NEC ESMPRO Manager on a management PC.
Refer to NEC ESMPRO Manager \er.6 Installation Guide.

(2) Confirm that you can login tothe NEC ESMPRO Manager.

(3) When you use LAN connection, connect the NEC ESMPRO Manager server and the managed component
on the network.

(4) When you use direct connection, connect a serial port of the NEC ESMPRO Manager server to serial port
2 of the managed component using RS232-C cross cable. Then, set the serial port of the NEC ESMPRO
Manager server on OS.

(5) Install NEC ESMPRO BMC Configuration on any PC.
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2. Configure BMC on a managed component.

(1) Configure BMC of the managed component.
When you use LAN connection, refer to 2.2.2”Configuration with NEC EXPRESSBUILDER DOS based
with remote console feature (for LAN connection)”.
When you use direct connection, refer to 3.2.2”Configuration with NEC EXPRESSBUILDER DOS
based with remote console feature (for modenvdirect connection)”.

3. Register a managed component on NEC ESMPRO Manager.

(1) After login to NEC ESMPRO Manager, register Add a new group that the managed component will
belong.
Refer to 2.3.1”Add Group to which the managed componentwill belong”.

(2) Register the managed component.
For LAN connection, refer to 2.3.2.2”Auto Registration”.
For direct connection, refer to 3.3.2”Register the Managed Component (for modem/direct connection)”.

4. Open the remote console.

(1) Select the managed component on NEC ESMPRO Manager and click remote console tab to open the
remote console.

(2) Select the managed component on NEC ESMPRO Manager and click remote control tab.
Reboot the managed component using some remote control command.
When the managed component is booted using NEC EXPRESSBUILDER CD-ROM, the main menu of
NEC EXPRESSBUILDER will be displayed on the remote console of NEC ESMPRO Manager.

If you use DOS based tool on the managed component, execute a remote control
command with checking the check box of “Utility Boot” on remote control tab.

If the anything is notdisplayed on the remote console.

For LAN connection input ESC+{ key on the remote console.

For direct connection, click “Resume Redirection” and then input ESC+{ key on
the remote console.

After the operation to the managed component is finished, click “disconnect” on
“Connection setting” to disconnect for direct connection.
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Appendix B. How to setup for using NEC ESMPRO Agent
Extension or NEC DianaScope Agent on the managed
component that is set LAN teaming

Please setup NEC ESMPRO Manager with the procedure below using NEC ESMPRO Agent Extension, or
NEC DianaScope Agentver.2.00.00 and above.
The operation for NEC ESMPRO Agent Extension is explained.

How to setup is depended on the type of the managed component on which NEC ESMPRO Agent Extension
has been installed.

- On the managed componentthat BMC uses standard LAN port.

- On the managed componentthat BMC uses Management LAN port.
Please see the appropriate explanation.

B.1 On the managed component that BMC uses standard LAN port

DO NOT refer this description for the managed component in which

Refer to “NEC ESMPRO Manager \er.6 Installation Guide” about the setting of LAN Teaming that is
available for NEC ESMPRO Manager.

If OS on the managed component is Linux, how to setup the NEC ESMPRO Manager is not depended on
LAN teaming.

If OS on the managed component is Windows, please setup the NEC ESMPRO Manager with the procedure
below.

1. Invalidate BMC IP address synchronization function of NEC DianaScope Agent.
2. Set BMC configuration by using the NEC DianaScope Agent.
3 Select IP address for NEC DianaScope Agent.
4. Register the managed component on the NEC DianaScope Agent.
1. Invalidate BMC IP address synchronization function of the NEC DianaScope Agent.
(1) Click “NEC DianaScope Agent”- “NEC DianaScope Agent” from the start menu on Windows.

(2) Click “synchronization” on the dialog box of the NEC DianaScope Agent.

(3) Set the BMC IP address synchronization to disable.
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2.Set BMC configuration by usingthe NEC DianaScope Agent.

(1) See 2.2.1”Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN connection)” and set
BMC configuration information.

Note the followings:

- Set LANL1 IP address to same value of the teaming-set IP address.

- Even if the configuration of LAN2 for the BMC on the managed component is available, do not set LAN2
in the BMC configuration information. (If LAN2 IP address for BMC is already set, change it to “0.0.0.0”.)

3 Select IP address for NEC DianaScope Agent.
(1) Select “Select IP address for Agent” on NEC DianaScope Agent.

(2) Enter the teaming address for LANL.

4. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”"Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

Confirm the IP address of the managed component even if the “Check Connection”
for the managed component has been completed. If the IP address is different from
the teaming-set IP address that is set in the procedure “2. Set BM C configuration
through NEC DianaScope Agent”, edit it and perform “Check Connection” again.
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B.2 On the managed component that BMC uses Management LAN
port

Please setup the NEC ESMPRO Manager with the procedure below. This procedure does not depend on OS
of the managed component.

1. Set IP address that NEC ESMPRO Agent Extension uses on NEC ESMPRO Agent Extension.
2. Register the managed component on the NEC ESMPRO Manager.

1. Set IP address that NEC ESMRPO Agent Extension uses on NEC ESMPRO Agent Extension.

(1) Click “Set Agent IP address” of NEC ESMPRO Agent Extension and set the IP address that is used for
Teaming onany LAN.

2. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

If the “Check Connection” for the managed component has been completed,
perform “Check Connection” again after performing “Set IP address that NEC
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Appendix C. Port number for WS-Man communication

A port number where WS-Man service listens for connection is as follow.

(1) Windows system
WS-Man’s port number depends on WinRM version

WinRM 2.0 HTTP:5985, HTTPS:5986
WinRM 1.1 HTTP:80, HTTPS:443

WinRM 2.0 is installed on Windows Server 2008 R2 or later or Windows 7 or later by default.
WinRM 1.1 is installed on Windows Server 2008 and Windows Msta by default.

(2) VWMware ESXi system
WS-Man service listens for HTTPS connection at port 443. VMware ESXi system does not support
HTTP connection.

114



NEC ESMPRO Manager Setup Guide

Appendix D. Managed Components Summary

Componentwhichis installed BMC

The NEC ESMPRO Manager has following functions for BMC conforming to management components.

Remote console
Information collection
Power control

Remote batch

Component monitoring

1 Operation through the command line
Some available functions are dependent on the product type of the managed component. See the following

managed component list.

The notes and restrictions of each component product are also explained in the user’s guide provided with the
managed component. See the user’s guide.

<Bxplanation of the managed components list>
Product Name: Indicates the name of the productthat NEC ESMPRO Manager can control.

BMC: “Standard”:

means that the managed component pre-contains BMC.

“Standard means that the managed component pre-contains Remote Management Card

(RMC)™: [N8115-01CP01] or the function w hich is equalto Remote Management Card.

“Standard means that the managed component pre-contains Advanced Remote

(A-RMC)™: Management Card [N8115-02CP01] or the function which i equal to Advanced
Remote Management Card.

“Standard means that the managed component pre-contains ft Remote Management Card

(F-RMC)™: [N8815-001/001A].
ft Remote Management Card has the function which is equal to Advanced
Remote management Card.

“Standard means that the managed component pre-contains EXPRESSSCOPE Engine or

(EB)™: EXPRESSSCOPE Engine 2.

“Standard means that the managed component pre-contains EXPRESSSCOPE Engine 3.

(EE3)™

“RMC”: means that NEC ESMPRO Manager can control the managed component w hen
the managed component contains Remote Management Card [N8115-01CPO].

“A-RMC™: means that NEC ESMPRO Manager can control the managed component w hen
the managed component contains Advanced Remote Management Card
[N8115-02CP01].

“F-RMC”™: means that NEC ESMPRO Manager can control the managed component w hen
the managed component contains ft Remote Management Card
[N8815-001/001A]. ft Remote Manage ment Card has the function which is equal
to Advanced Remote management Card.

Standard LAN2: “Supported”’ means that BMC and system BIOS on the managed component can communicate the

NEC ESMPRO Manager via standard LAN port 2.

(Advanced Remote Management Card, the function which is equal to Advanced Remote
Management Card or EXPRESSSCOPE Engine series uses a dedicated LAN port, not use
standard LAN port on the managed component.)
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Management
LAN Port:

Remote
Console:

Scheduled
Running:

Pow er option
setting:

SOL:

force
netw ork-boot:

Electric Pow er
Management

ECO Setting

Notes:

“Use” means that BMC on the managed component uses a Management LAN Port. “-“ means that
BMC on the managed component uses a standard LAN Port.

“Supported” means that the managed component supports the Remote Console function.

“Supported” means that the managed component supports the scheduled running function.

“Supported” means that the managed component supports the “Pow er Restore Delay” function.

“Supported” means that the managed component supports the SOL (Serial over LAN. A kind of the

systemactualizing remote console function.)

“Supported’ means that the managed component supports the “force network-boot” function, by
which NEC ESMPRO Manager can indicate the managed component to force a nework boot
regardless of the boot order in Bios Setup menu.

* It can operator the command line interface of NEC ESMPRO Manager.

“Supported” means that the managed component supports the “Hectric Power Management”
function.

“Supported” means that the managed component supports the “ECO Setting” function.

Refer the note number of the section “Notes for Each Managed Component”.
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Express5800/100 series (Tower/Rack Serwer)

Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
110 RMC supported - supported | supported | supported | supported - - supported
Standard
110Ek (E)r - use supported | supported | supported | supported - - supported | 2-(b),2-(K)
Standard
110Rh-1 e(mEE)ar - use supported | supported | supported | supported - - supported | 2-(k)
Standard
110Ri-1 a(mE)ar - use supported | supported | supported | supported - - supported | 2-(k)
Standard
120Eh (D) - use supported | supported | supported | supported - - supported | 2-(b),2-(k)
Standard
120Ei B - use supported | supported | supported | supported - - supported | 2-(b),2-(k)
120Lf standard - - supported - - - - - - 2-(9)
120Lg standard - - supported - - supported - - - 2-(9)
120Lh RMC supported - supported | supported | supported | supported - - supported | 2-(b)
A-RMC - use supported | supported | supported | supported - - supported | 2-(b)
Standard supported
120Li D - use upp supported | supported | supported - - supported | 2-(b),2-(k)
Standard supported
120L} D - use upp supported | supported | supported | supported - supported | 2-(b),2-(k)
120Me standard - - supported - - - - - - 2-(g)
120Mf standard - - supported - - supported - - -
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Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
120Rb-1 standard - - supported - - - - - - ;-E?;,l-(e)z-(g)s-(b),
120Rc-1 standard - - supported - - supported - - - 1-(c),1-(d),2-(a),3-(d)
120Rd-1 standard - - supported - - supported - - - 1-(c),1-(d),2-(a),3-(d)
1-(a),1-(e),2-(9),3-(b),
120Rd-2 standard - - supported - - - - - - 352 (€).249).3-(b)
120Re-1 RMC supported - supported | supported | supported | supported - - supported
& A-RMC - use supported | supported | supported | supported - - supported
120Re-2 standard - - supported - - supported - - - 2-(a),3-(d)
Standard supported supported | supported | supported | supported supported
120Rf-1 (RVC) pp pp pp pp pp pp
A-RMC - use supported | supported | supported | supported - - supported
120Rf-2 standard - - supported - - supported - - - 2-(a),3-(d)
Standard
120Rg-1 D - use supported | supported | supported | supported | supported - supported | 2-(K)
120Ra-2 RMC supported - supported | supported | supported | supported - - supported
g A-RMC - use supported | supported | supported | supported - - supported
Standard
120Rh-1 ( E)r - use supported | supported | supported | supported | supported - supported | 2-(Kk)
Standard supported supported | supported | supported | supported supported
120Rh-2 (RVC) pp pp: pp: pp pp pp
A-RMC - use supported | supported | supported | supported - - supported
) Standard
120Ri-2 (ED) - use supported | supported | supported | supported | supported - supported | 2-(k)
) Standard
120Rj-2 B - use supported | supported | supported | supported | supported - supported | 2-(k)
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Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
140Hc standard - - supported - - - - - - 2-(g)
140Hd standard - - supported - - supported - - - 2-(g)
Standard
140He (A-RMC) - use supported | supported | supported | supported - - supported | 1-(g),2-(c)
Standard
140Hf (A-RMC) - use supported | supported | supported | supported - - supported | 1-(g),2-(c)
140Rb-4 standard - - supported - - - - - - 2-(g)
140Rc-4 standard - - supported - - supported - - - 2-(Q)
Standard
140Rd-4 (A-RMO) - use supported | supported | supported | supported - - supported | 1-(g),2-(c)
Standard
140Re-4 (A-RMO) - use supported | supported | supported | supported - - supported | 1-(g),2-(c)
Standard
140Rf-4 D - use supported | supported | supported | supported - - supported | 2-(K)
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Hectric

Manage Power force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
GT110d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard
GT110e (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard
GT110d-S (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard
GT110e-S (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard
GT110h (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
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Bectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
R110a-1 (D ' - use supported | supported | supported | supported - - supported | 2-(k)
Standard
R110b-1 (D ' - use supported | supported | supported | supported - - supported | 2-(k)
Standard
R110d-1E (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
R110e-1E (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
R110f-1E (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
R110h-1 (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
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Hectric

Manage Power force

Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

Standard

R120a-1 (D - use supported | supported | supported | supported | supported | supported | supported |2-(k)
Standard

R120a-2 (D - use supported | supported | supported | supported | supported | supported | supported |2-(k)
Standard

R120b-1 B - use supported | supported | supported | supported | supported | supported | supported |2-(k)
Standard

R120b-2 (D) - use supported | supported | supported | supported | supported | supported | supported |2-(k)
Standard

R120d-1E (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

R120d-2E (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
Standard

R120d-1M (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120d-2M (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120e-1E (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120e-2E (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120e-1M (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120e-2M (EE3) - use supported | supported | supported | supported [ supported | supported | supported |1-(a),1-(b)
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Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
R120f-1M Standard
(EE3)r - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
R120f-2M Standard
(EE3)r - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
R120g-1M Standard
g (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
R120g-2M Standard
d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
R120f-1E Standard
(EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
R120f-2E Standard
(EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
R120g-1E Standard
g (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
R120g-2E Standard
g (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
R140a-4 D - use supported | supported | supported | supported - - supported | 2-(Kk)
Standard
R140b-4 ) - use supported | supported | supported | supported - - supported | 2-(K)
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Hectric

Manage Power force

Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

Standard

T110b - use supported | supported | supported | supported | supported | supported | supported |2-(k)
(EB)
Standard

T110e-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard

T110f-E (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b),2-(b)
Standard

T110f-S - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
(EE3)
Standard

T110h (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard

T110h-S (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b),2-(b)
Standard

T120a-E a(mFE)ar - use supported | supported | supported | supported - - supported | 2-(K)
Standard

T120a-M 5 - use supported | supported | supported | supported | supported | supported | supported |2-(k)
Standard

T120b-M D - use supported | supported | supported | supported | supported | supported | supported |2-(k)
Standard

T120d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard

T120e (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard

T120f (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
Standard

T120g (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(b)
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Bectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
E120d-1 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
E120d-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
E120e-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
E120f-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
E120g-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
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Express5800/Blade Serer

Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard 2-(h), 2-(i), 2-(I
120Ba-4 (aRT\/Ig)r supported - supported | supported | supported | supported - - supported (0. 2-(). 2-0)
Standard
120Bb-6 a(mEE)ar - use supported | supported | supported | supported - - supported | 2-(k), 3-(f)
Standard
120Bb-d6 e(mEE)ar - use supported | supported | supported | supported - - supported | 2-(k), 3-(f)
Standard
120Bb-m6 aEnE)ar - use supported | supported | supported | supported - - supported | 2-(k), 3-(f)
Standard
140Ba-10 a(mE)ar - use supported | supported | supported | supported - - supported | 2-(k), 3-(f)
420La standard - - supported - - - - - - 1-(a),2-(g),2-(h), 2-(l)
420Ma standard - - supported - - supported - - - 2-(h), 2-(l)
B110d St?;;;;rd - use supported | supported | supported | supported | supported - supported (). 1-(b). 3-(9)
B120a Sta(lgard - use supported | supported | supported | supported | supported - supported 2-(.3-(M
B120a-d Sta(lgard - use supported | supported | supported | supported | supported - supported 2-(.3-(M
B120b Sta(lgard - use supported | supported | supported | supported | supported - supported 2-(.3-(M
Standard 2-(k), 3-(f
B120b-d a(mEE)ar - use supported | supported | supported | supported | supported - supported (K. 3-(M
Standard 2-(k), 3-(f
B120b-h a(mEE)ar - use supported | supported | supported | supported | supported - supported (K. 3-(M
Standard 1-(a), 1-(b), 3-
B120d ?EE;; - use supported | supported | supported | supported | supported - supported (@), 1-(b). 3-(0)
Standard 1-(a), 1-(b), 3-
B120d ?EE;[ - use supported | supported | supported | supported | supported - supported (@), 1-(b). 3-(0)
Standard 1-(a), 1-(b), 3-
B120d-h ?;E;;r - use supported | supported | supported | supported | supported - supported (2, 1-(b). 3-(0)
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Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard 1-(a), 1-(b), 3-
B120e-h fm a;r - use supported | supported | supported | supported | supported - supported (2, 1-(b). 3-(0)
Standard 2-(k), 3-(f
B140a-T a(mEE)ar - use supported | supported | supported | supported - - supported (K. 3-(M
Intelli - - - -
n e!llgent L2 Standard 1-(a),1-(b),1(g).2-(c),
Switch (A-RMC) - use - - supported - - - - 2-(d),2-(e),2-(f), 2-(h) ,
[N8406-005] 2-(1)
Intelli L2 1-(a),1-(b),1-(g)2-
nte_ igent Standard (8),1-(b),1-(g).2-(c),
Switch - use - - supported - - - - 2-(d),2-(e),2+(f)
(A-RMC)
[N8406-006]
Express5800/iModel (Data Center Server)
Manage Power Hlectric force
Product Standard ¢ Remote | Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console [drunning . Managem Setting
LAN Port setting boot
ent
Standard 2-(K
i110Rh-1 a(mFE)ar - use supported | supported | supported | supported - - supported ®
Standard 2-(K
i120Ra-el a(mFE)ar - use supported | supported | supported | supported - - supported ®
Standard 2-(K
iR110a-1h a(mEE)ar - use supported | supported | supported | supported - supported | supported ®
Standard 2-(b),2-(k
iR120a-1E (B - use supported | supported | supported | supported | supported | supported | supported (0).2-(k)
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Express5800/ECO CENTER (Energy Efficient Serwer)

Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
E110b-M (D ' - use supported | supported | supported | supported | supported - supported | 2-(k)
Standard
E110d-1 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
E120a Standard - use supported | supported - supported | supported - - 1-(a),1-(b),2-(m),2-(n)
Standard -
E120b-1 (D) - use supported | supported | supported | supported - supported | 2-(k)
E120b-M Standard - use supported | supported - supported | supported - - 1-(a),1-(b),2-(m),2-(n)
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Fault tolerant server

Hectric
Manage Power ! force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
R320c-E4 ( )r - use - supported | supported - - - supported | 1-(a),1-(b)
Standard
R320c-M4 ( )r - use - supported | supported - - - supported | 1-(a),1-(b)
Standard
R320d-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
Standard
R320e-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
Standard
R320e-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
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Express5800/Scalable HA Serwver (Expandable Enterprise Serwer)
Bectric
Manage Power force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
A1020a - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
(EE3)
Standard
A1020b (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
A1080a-D Standard - use supported | supported - supported | supported | supported - 1-(a),1-(b),2-(f),2-(0)
A1080a-E Standard - use supported | supported - supported | supported | supported - 1-(a),1-(b),2-(f),2-(0)
A1080a-S Standard - use supported | supported - supported | supported | supported - 1-(a),1-(b),2-(f),2-(0)
A1040a Standard - use supported | supported - supported | supported | supported - 1-(a),1-(b),2-(f),2-(0)
Standard
A1040b andar - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
(EE3)
Standard
A2010b (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
A2020b (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
A2040b (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
R140e-4 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
A1040c (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A2010c - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
(EE3)
Standard
A2020c (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A2040c (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
R140f-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
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Express5800/The highly parallel computing server

Bectric
Manage Power ! force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
- 1-(a),1-(b),2-(e).2-(f),
HR120a-1 Standard - use supported - - supported | supported - 5 Eq; (0).242).2-(
- 1-(a),1-(b),2-(e).2-(f),
HR120b-1 Standard - use supported - - supported | supported - 5 Eq; (0).242).2-(
Bxpress5800/MDServer
Manage Power Blectric force
Product Standard o Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard supported supported | supported | supported | supported supported
MD120La-R (RVC) pp pp: pp: pp pp pp
A-RMC - use supported | supported | supported | supported - - supported
NEC Storage NS Series
Manage Power Blectric force
Product Standard . Remote | Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console |[drunning . Managem Setting
LAN Port setting boot
ent
1-(a),1-(e),2-(g).3-(h),
NS400 standard - - supported - - - - - - (2).1-(€).2(9)3-(b)
3-(c)
1-(a),1-(e),2-(g).3-(h),
NS410 standard - - supported - - - - - - 3 g (€).249).3-(b)
NS420 standard - - supported - - supported - - -
NS430 standard - - supported - - supported - - -
NS600 standard - - supported - - - - - - 2-(9)
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NX7700x/Enterprise Server

Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
A2010M-60 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A2010M-30 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A2010M-15 (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
Standard
A2010L-60 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A3012M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A3012L-2 (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
Standard
A3012L-1 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
A3010M-4 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
A3010E-2 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
NEC Scalable Modular Server
Hectric
Manage Power force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
DX2000
Standard
(Server (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
module)
DX2000
Standard 1-(a),1-(b),2-(d),2-(e),
(Csc (EE3) - use - - - - supported - - 2-(0).2-(1)
module) 9
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<Notes for Each Managed Component>
This section explains the functional difference and notes of each managed component.

If note number for the managed component is displayed on the column "notes" of "Managed Components
List", refer the notes of the note number.

1. About the connection type or the connection port.

1-(a) Remote management with modem connection is notsupported for this product.

1-(b) Remote management with direct connection is notsupported for this product.

1-(c) Modem connection with the NEC ESMPRO Manager is available with the serial port2 on the rear
panel of the managed component.

1-(d) Direct connection with the NEC ESMPRO Manager is available with the serial port 2 on the front
panel or rear panel.

1-(e) Direct connection with the NEC ESMPRO Manager is available with the serial port 2 on the front
panel.

1-(f) To enable remote management via direct connection, use the RS-232C cross cable that is specified on

the users guide attached with the managed component.

1-(g) BMC on this managed component has the function that is equal to the Advanced Remote
Management Card. The BMC has also a dedicated LAN port. NEC ESMPRO Manager operates as
Advanced
Remote Management Card is contained. And when you refer online help of NEC ESMPRO Manager
for this managed component, please do not see the explanation aboutthe managed component which
contains standard BMC but about the managed component which contains the Advanced Remote
Management Card.

2. About function

2-(a) This product may not be able to boot the remote FD correctly depending on the memory size required
for the operating system or application.

2-(b) This product has no function to identify the chassis like UID lamp, however "ldentify Chassis"
command of the NEC ESMPRO Manageris executer successfully.

2-(c) BMC on this managed component has the function thatis equal to the Advanced Remote Management
Card. The BMC has also a dedicated LAN port. NEC ESMPRO Manager operates as Advanced
Remote Management Card is contained. And when you refer online help of NEC ESMPRO Manager
for this managed component, please do not see the explanation aboutthe managed component which
contains standard BMC but about the managed component which contains the Advanced Remote
Management Card

2-(d) This productdoes notsupportremote console function.

2-(e) NEC ESMPRO Agent Extension or NEC DianaScope Agentcannotbe installed on this product.
Some functions of NEC ESMPRO Manager are not supported forthe product if the functions need to
communicate with NEC ESMPRO Agent Extension or NEC DianaScope Agent.

2-(f) BMC on this product cannot be configured using either NEC ESMPRO Agent Extension, NEC
DianaScope Agentor NEC ESMPRO Manager PXE Service. Please refer to the user's guide that is
attached in this product for BMC configuration.

2-(g) If NEC ESMPRO Manager serveris on Linux, Remote Console function of NEC ESMPRO Manager

can't communicate with this product. Remote Console is not supported for this product.

2-(h) Enclosure ID or slot ID of this product (Blade server) can't be obtained from NEC ESMPRO
Manager.

2-(i) There are notes for the force network-boot function.

N-code of the managed component is [N8400-025F] or [N8400-026F] and the BIOS Revision is
6.1.0010 and below, please contact our local representative to acquire the fixed module.

2-(j) This product does notsupport power off, power cycle and reset from NEC ESMPRO Manager.
However, power off and power cycle can be executed by NEC ESMPRO Manager command line
interface in case of emergency.

2-(k) This productdoes notsupportto shutdown OS from NEC ESMPRO Manager with modem/direct
connection.
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2-(1) NEC ESMPRO Manager cannot display the blade enclosure (chassis) information for this product. The

product does notsupport it.

2-(m) The power measurement for the server 1 reads a total of the server 1 and the server 2. The power
measurement for the server 2 always reads 0.

2-(n) Please execute "check connection” for the managed component when BMC FW is updated on the
managed component. If “check connection" is not executed, the remote console function may not run
normally.

2-(0) If the managed component is Dual Server System, the power measurement for each server reads a
total of the server 1 and the server 2.

2-(p) Power supply state display is partly different from module POWER lamp on the device. Only DC on
(turn on green lamp) and DC off (turn off green lamp) correspond in NEC ESMPRO Manager.

2-(q) NEC ExpressUpdate Agent cannot be installed on this product. NEC ExpressUpdate of NEC
ESMPRO Manageris notsupport for the product.

2-(r) Power consumption value of the whole enclosure is shown when power measurement is executed to
CSC module.

When not wanting to do electric power measurement of the whole enclosure, Please set "Display
Nominal Value" to the Power Measurement.

3. About the operation

3-(@) Only one NEC ESMPRO Manager can control this product.

3-(b) Serial Console Redirection and LAN Console Redirection cannotbe used concurrently. To use LAN
Console Redirection, disconnectthe cable from the serial port 2 on the front panel, or setthe
configuration item "Redirection (WAN/Direct)" to "Disabled".

3-(c) If Linux has beeninstalled onthis product, be sure to setthe BMC configuration item "Redirection
(WAN/Direct)" to "Disabled". If it is enabled, Linux cannot be booted.

3-(d) To usethe remote console function on this product, select " Advance" - "Memory Configuration™ and
set"BExtended Memory Test" to "Disabled” onthe BIOS Setup Utility screen.

3-(e) Following function cannot be used for this product in implementation:

- CUI Remote console function
- Remote drive function
- Power control function
- Scheduled running function
3-(f) Please donot changethedelay time onthe Power Restore Delay function for this product. This
productis turned on after the waiting time ((slot number - 1) * 2sec). If the delay time is changed from
0 sec (the default value), the waiting time is notset correct value.
3-(g) NEC ESMPRO Managerdoes not change the power restore delay time for this producteven if you
order NEC ESMPRO manager to setthe delay time. Because the waiting time ((slot number - 1) *
2sec) should be guaranteed before this product is turned on.
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EM Card
NEC ESMPRO Managercan get a blade enclosure information by communication with the following EM
Card in the blade enclosure.

--EM Card [N8405-019A]

--EM Card [N8405-27]

--EM Card [N8405-043]

Power Bay
NEC ESMPRO Managercan manage the following Power Bay remotely.
--EcoPowerGateway [N8142-36F]

Componentbased onvPro
NEC ESMPRO Manager can manage Express5800/Workstation based on the vPro including the iIAMT
firmware version 6.0 and later.
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