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Terminology

Term Description
BMC Baseboard Management Controller
(EXPRESSSCOPE An Embedded controller which is able to monitor the system status or error
Engine) regardless of DC off/on.

BMC (Other)

Baseboard Management Controller
Product other than BMC (EXPRESSSCOPE Engine), iLO and vPro.

SOL Serial Over LAN
A function which BMC converts the serialized data to UDP Packet and sends to
LAN.

iLO Integrated Lights-Out
A management controller which is able to monitor the system status or error
regardless of DC off/on.

VPro Intel platform brand for business users (Intel® vPro™ Technology).

IAMT Intel® Active Management Technology
Remote control technology and one of main functions of vPro.

WS-Man Web Service Management

Open standard protocol for remotely accessing management data with any computer
device.
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Trademarks

EXPRESSBUILDER, NEC ESMPRO and EXPRESSSCOPE are registered trademarks of NEC Corporation.
Microsoft, Windows, Windows Vista, Windows Server are registered trademarks or trademarks of Microsoft
Corporation in the United States and othercountries.

Intel and Intel vPro are registered trademarks or trademarks of Intel Corporation in the United State and other
countries.

All other product, brand, or trade names used in this publication are registered trademarks or trademarks of
their respective trademark owners.

All names used in sample applications are fictitious. They are unrelated to existing product, organization, or
individual names.

Windows Server 2012 R2 stands for Windows Server® 2012 R2 Standard, and Windows Server® 2012 R2
Datacenter.

Windows Server 2012 stands for Windows Server® 2012 Standard, and Windows Server® 2012 Datacenter.
Windows Server 2008 R2 stands for Windows Server® 2008 R2 Standard, Windows Server® 2008 R2
Enterprise, and Windows Server® 2008 R2 Datacenter.

Windows Server 2008 stands for Windows Server® 2008 Standard operating system, Windows Server®
2008 Enterprise operating system, Windows Server® 2008 Datacenter operating system, and Windows
Server® 2008 Foundation.

Windows 8.1 stands for Windows® 8.1 Pro 64-bit Edition, Windows® 8.1 Pro 32-bit Edition, Windows®
8.1 Enterprise 64-bit Edition, and Windows® 8.1 Enterprise 32-bit Edition.

Windows 7 stands for Windows® 7 Professional operating system, Windows® 7 Ultimate operating system.
Windows Vista stands for Windows Vista® Business operating system, Windows Vista® Enterprise
operating system,and Windows Vista® Ultimate operating system.

Windows XP stands for Windows® XP Professional operating system, and Windows® XP Professional x64
Edition operating system.

vPro stands for Intel® vPro™.

VMware, VMware ESXi are registered trademarks or trademarks of VMware, Inc. in the United States and
other countries.

Notes

(1) No part of this document may be reproduced in any form without the prior written permission of NEC
Corporation.

(2) The contents ofthis document may be revised without prior notice.

(3) The contents of this document shall not be copied or altered without the prior written permission of NEC
Corporation.

(4) Allefforts have been made to ensure the accuracy of all information in this document. If you notice any
part unclear, incorrect, or omitted in the document, contact yourauthorized NEC sales representative.

(5) NEC assumes no liability for damages arising from the use of this product, nor any liability for
incidental or consequential damages arising from the use of this document regardless of (4).
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About This Document

This document introduces remote management using the server management utility "NEC ESMPRO
Manager" and explains the complete procedures from installation to managed component's setup.

Before attempting to operate the component management utility NEC ESMPRO Manager, read this
document so as to gain an adequate understanding ofthe contents.

Notes

This document is intended for persons who are familiar with the operating system's functions and operations
and the network's functions and setup. For operations and inquiries about the operating system, see its online
help information.

This document covers universal information about generally managed components. The notes and restrictions
on use of each product as a managed component are exp lained in the user's guide provided with the managed
component and "Appendix D. Managed Components Summary".

If the NEC EXPRESSBUILDER(SE) CD-ROM or Maintenance Management Tool CD-ROM s attached to
the managed component, read the word in place of "NEC EXPRESSBUILDER" in this document.

Names used with screen images in this document are fictitious. They are unrelated to existing product names,
names of organizations, or individual names. The setting values on the screen images are shown as examp les,
so setting values such as IP addresses on screen images are notguaranteed for operation.

In this document, "¥" expresses back slash.

About Symbols in This Document
The following explains three symbols thatare used in this document:

IMPORTANT: Points or particular notes you mustfollow when handling software of components.
CHECK: Points or notes you need to checkwhen handling software orcomponents.
TIPS: Useful information.

Other Documents for NEC ESMPRO Manager
For other information aboutthe NEC ESMPRO Manager, see the documents below.

® \Which components can NEC ESMPRO Manager control?
See the "Appendix D. Managed Components Summary".

® How to operate after setup.
See the NEC ESMPRO Manager online help information.

® How to operate the command line Interface.
See the "NEC ESMPRO Manager Command Line Interface".
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About the advanced software and the user support

See the following URL for NEC ESMPRO Manager information. You can download the latest version of
NEC ESMPRO Managerfrom the URL.
http://www.58support.nec.co.jp/global/download/indexhtml
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Chapterl Setup for Managed Component in which
EXPRESSSCOPE Engine 3is integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension ver.2.xx on a managed component remotely via LAN connection.

1.1 Setup Flow

Setup by the following setup procedure:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

Configure BMC on the managed component to enable ESMPRO Management.

Register the managed component on NEC ESMPRO Manager.
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1.2 ConfigureBMCon Managed Component

Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary to connect NEC
ESMPRO Manager with the managed component. For details of BMC
configuration, see document of each tool.

There are three ways for configuring a BMC ona managed component for LAN connection.

Configuration with NEC EXPRESSSCOPE Engine 3 WebConsole
You can access EXPRESSSCOPE Engine 3 from a Web browser, and set BMC Configuration.

You can use EXPRESSSCOPE Engine 3 only when the HTTP/HTTPS is enabled.
You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3
Web Console. Please choose othermethod.

Configuration with online BMC Configuration.
Online configuration tool installed on Windows/Linux OS configures BMC.

The name of the tool is “BMC Configuration” or “Server Configuration Utility”. It
is depends ona model of server.

Configuration with off-line BMC Configuration.
Off-line tool started from POST screen by F4 key configures BMC.
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1.2.1 Configuration with EXPRESSSCOPE Engine 3WebConsole

Bxplain the operation of Web Console of EXPRESSSCOPE Engine 3.

You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3
Web Console. Please choose other method.

After starting a web browser on the management PC, inputfollowing URL.

In the case that the IP address of BMC is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

"Main Menu" screen will be displayed.
Select "Configuration” tab.
The following screen shows example.

User IF 1 e
Emvaronment |About EXPRESSSCOPE Enging 3 |Hetn
Update
%
g
EComponent Sarg T
[Pl Infarmation

ExpressSO00VR110-1E [NF100-1760]

Access Information 0123456

@ omal
3 Detall
Pornkatiby Detail
Remate Media Available Datail
Remote KVM And Media License The heense hag been regrtened
Systern DIOS Revizion 46,0018
BMC Firrrwsre Revision 0026
BMC Bool Flash ROM 2 Datail
S PR

10
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"Configuration" screen will bedisplayed.
Select "Miscellaneous™.

* Environment |About txPRtss:sc.oPi:tmmaa [Help

EEMC @ Reload | =
et T 7
Serace Managemant LAN Mdanagement LAN
551
 User Management Connection Type Auto Megetistion
* alar MAC Addriss 1CEF B85 3E 3F 60
System Operaton DHEP Enatle
ECO 1P Adddrss 19216815 110
Miscellaneous Subnet Mask 2552952540
¥ Backupikestora Dl Galizwary oo
System BIOS Cipnamic ONS Dizsble
DNS Sarver
Host Mame BMC 1 CEFES3EIFS0
Doman Marme
Limitation Type Al A1
=

@ »- T

"Miscellaneous™ screen will be displayed.
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"
Enter the authentication key.

The following screen shows example.

s Mamaguenunt oo | Brloge Advainistrator | [T

© Environment [About EXPRESSSCOPE Engine 3 [Help

B M Intertace - |

& o HTTP Enable
! HTTPS Enable
Prope
Sar:'cT = —
o [ ————————
Cperation Enable
¥ User Managemenl
@
Alert ACLINK Last State
~ System Operaton Dby T BIESecond
ECO PEF

Platfirn Bt Fillening [usable

L Badfupn’Rssrora

Kanagement Softeare

Syslem BIOS ESMPRO Managemen!
Autherication Key

Reedliructian({LAN) Enabl

CDCD 2~ T

11
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If a managed component supports SOL and "Redirection™ is selected to "Enable",
you must change the following items for the remote console via the LAN.
"Configuration™ page - "System BIOS" page - "Flow Control": Hardware

Select "Apply".
The configuration information is setin the BMC.

Select "Property" page in “Network™ screen.
Set the following items. The other items can be used with the default values.

-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BM C set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

--"IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway

The following screen shows example.

s P 1
Ervirenment [About EXPRESSSCOPE Engine 3 |Helps
421681511
System Remote Access T Configuration T Update ]
<
=l
= Matwork Managenont LAN Managernent LAN
Senvice Connattion Type [Aute Nogatiation =]
Sl MAC Addrass 105k a
&
”Uﬁar Managament OHCR
= Alert
System Operaton Dynasic: ONS —rTable
ECO ONS Server I
Miscellanaous
Hast Name [EmciceresIEIFsn
* BackupRestore
System BIOS Damain Marne [
Access Limitation
Limitstion Type & Allgw Al © Allgw Addeess © Deny Address
Apply | Defauit | Cancel
| L
5 IE——

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "Apply".
The configuration information is setin the BMC.

12
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous
- Platform Event Filtering : Enable
- Alert
- Allert - SNMP Alert :
- Alert : Enable
- Computer Name : Any
- Alert Receiver 1 IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable..

13
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1.2.2 Online Configuration
1.2.2.1 Configuration with Configuration tool for Windows
Bxplain the operation of Configuration tool for Windows.

After booting Windows on the managed component, start “BMC Configuration” or “Server
Configuration Utility” from start menu on Windows.

The main dialog box is displayed.
In the case of BMC Configuration: “Set BMC Configuration” - “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Miscellaneous”
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"

Enter the authentication key.

The following screen shows example.

~5SEL

Fe?:réas?;ioor;vivshﬁ:l] “EL " Stoplogging SEL ¢ Clear all SEL ' Overwrite oldest SEL
— Power Restore Delay

AC-LIME € Stay Off ¢ Last State % Power On

Delay Time [Fequired] ISD— zeconds [30 - BO0]
~FEF

Platfrom Exvent Fileer (¢ Enable " Disable
*If PEF Configuration iz st to dizable, SHMP alert will not worl:.

— Management Saftware
ESMPRO Management

xxxxx

Authentication Kep [Regul

Redirection

If a managed component supports SOL and "Redirection"” is selected to "Enable",
you must change the following items for the remote console via the LAN.
Main dialog box - "Set BIOS Configuration" page - "Flow Control": Hardware

14
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Select Network configuration screen.
- In the case of BMC Configuration: “Set BMC Configuration” > “Network”
- In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Network” - “Property”

If you configure a fault tolerant server, there are the tab "Network 0” (for CPU/10
module 0) and the tab “Network 1” (for CPU/IO module 1). Please configure both
CPU/1I0 modules.

Set the following items. The other items can be used with the default values.
-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BM C set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

“t odubying the zetting in thiz zcreen will tuin the connection with the BMC off.

— Management LaM

I anagement LaM
Connection Type

BMC hAC Address

|F &ddress [Required]

[efault Gateway
Dynamic DNS
DMS Server
Host Mame

Damain Mame

If you set "Default Gateway", confirm thatthe gateway is connected to network.

Click "Apply".

|M anagernent LAN

Auta Megatiation

BC:FO:43:56:34:53

DHI: " Disable

|1 92168.14.77

Subnet Mask [Fequired] |255.255. 2540

ID.D.D.D

" Enable % Disable

—

IB MCECFO43563453

The configuration information is setin the BMC.

15
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CHECK:
+  Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous
- Platform Event Filter : Enable
- SNMP Alert

- Alert : Enable
- Computer Name : Any
- Alert Receiver Primary IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable.

16
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1.2.2.2 Configuration with Configuration tool for Linux
Bxplains the operation of Configuration tool for Linux

After booting Linux on the managed component, start BMC Configuration or Server Configuration
Utility by the following commands

In the case of BMC Configuration:.

| /opt/nec/BMC_Configuration/bmcconf

In the case of Server Configuration Utility:

| /opt/nec/ServerConfiguration/svconf

The main dialog box is displayed.

In the case of BMC Configuration: “Set BMC Configuration” - “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” -
“Miscellaneous™

"Miscellaneous" screen is displayed.
Be sure to set the following items. The other items can be used with the default values.

-- "ESMPRO Management"
Click "Enable".

-- "Authentication Key"
Enter the authentication key.

#3EL
Behavior when SEL repomitory iz full
#Power Reztore Delay
AC-Link
Delay Time [Required]
#PEF -
Platform Event Filter () el ) Dizable
%11 PEF Confizuration is set to disable, SHWP alert will not work.
#Manazement Software
ESMPED Management
huthentication Key [Required]
Redirection

Clefault

If a managed component supports SOL and "Redirection" is selected to "Enable",
you must change the following items for the remote console via the LAN.

Main dialog box - "Set BIOS Configuration" page - "Console Redirection
Configuration" page - "Flow Control": Hardware RTS/CTS.

Select "Apply".
The configuration information is setin the BMC.

17
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Select network configuration screen.

In the case of BMC Configuration: “Set BMC Configuration” - “BMC Configuration” ->
“Network” > “Property”

In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” ->
“Network” > “IPv4 Property”

Set the following items. The other items can be used with the default values.

- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BM C set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

--"IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

#Manazement LAN
Manazement LA&N
Connection Type

EMC MAC iddress
DHCP

IP iddress
Subnet Mask
Default Gateway
Dynamic DH3

DN Berver

Hozt Name
Domain Name

#hccess Limitation - -
Type 3 L) fllowed Addres=li ) Denied ddd
IP iddress

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "Apply".
The configuration information is setin the BMC.

18
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Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous

- Platform Event Filter : Enable
- SNMP Alert:

- Alert : Enable

- Computer Name : Any

- Primary Alert Receiver : Enable

- IP Address :

IP address of the management PC on which NEC ESMPRO Manager is

installed..

19
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1.2.3 Configuration with Off-line BMC Configuration

The following message is displayed on the bottom of POST screen.

| Press<F2> SETUP, <F3> Internal flash memory, <F4> ROM Utility, <F12> Network

Press F4 key on this screen. If F4 key is entered, Keyboard type selection screen is displayed after POST
screen. Select keyboard type.

"Main Menu" screen is displayed.
Select "BMC Configuration" or “Server Configuration Utility”.
Select Miscellaneous screen.
In the case of BMC Configuration: “BMC Configuration” - “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” ->
“Miscellaneous”
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"

Enter the authentication key.

The following screen shows example.

Select: [Enter] Cancel:[ESC] Help: [Home or 7]

Mote : If PEF Configuration is set to disable, SNMP alert will not work.

20
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If a managed component supports SOL and "Redirection™ is selected to "Enable",
you must change the following items necessary for the remote console via the LAN.
Input <F2> key on the POST screen of the managed component.
"SETUP" page - "Advanced" page - "Serial Port Configuration" page - "Flow
.......... CONrOl . HaraWAIE BT S O TS eeeeemereressessessessemsemsemssesessesessemsemsemaseaseanes
Select "OK".
The configuration information is setin the BMC.

Select network configuration screen.

In the case of BMC Configuration: “BMC Configuration” - “Network” > “Property”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” ->
“Network” - “IPv4 Property”

If you configure a fault tolerant server, there are the menu ”Network: CPU/IO
module 0” and the menu “Network 1: CPU/IO module 1”. Please configure both
CPU/1I0 modules.

Set the following items. The other items can be used with the default values.
-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BM C set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

--"IP Address™
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway™
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.
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[BMC1CEF
[1

: [ESC] Help: [Home or 7]

ment LAN' setting, "BMC set" is reguired.

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "OK".
The configuration information is setin the BMC.

IMPORTANT:

+ When “Shared BMC LAN” of BMC Network setting is enabled via "BMC
Configuration™ or “Server Configuration Utility”, the system LAN port that is
shared and the BMC are notable to communicate directly.

Therefore, when BMC is managed by NEC ESMPRO Manager of own component,
“Management LAN” is enabled instead of enabling “Shared BMC LAN”. Detail of
this, please refer to EXPRESSSCOPE Engine 3 User’s Guide.

CHECK:
+  Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- Miscellaneous
- Platform Event Filter : Enable
- SNMP Alert:

- SNMP Alert : Enable
- Computer Name : Any
- Allert Receiver 1. Enable
- IP Address 1:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
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1.3 Registeramanaged componenton NEC ESMPRO Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:

(1) Configure environment setting
(2) Addthe group to which the managed component will belong.
(3) Register a managed component.

1.3.1 Environment setting

If it has never been set, NEC ESMPRO Manager cannot register following components.

In following cases, "Self-Signed Certification” should be accepted by NEC ESMPRO Manager. Otherwise
NEC ESMPRO Manager cannot manage components via WS-Management protocol.

- Managed componentis VMwareESXi5/6 Server.

- NEC ESMPRO ServerAgentService is installed to managed component, and HTTPS with ”Self-Signed

Certificate” is used for communication between ServerAgentService and NEC ESMPRO Manager.

[Step] : On “Environment” - “Network” screen, set “Self-Signed Certificate” to “Allow”.

m06 User Marne : Administrator [ Authority @ Administrator ]
T Mamager Fer.

Alertyiewer | Toole | Erwironment | About MNEG ESMPRO Marazer | Help

[ RAD System Management Mode : Advanced
Mode |

Uzer Accounts || Access Control Iiliiiliiil Option || Auto Registration Setting

| TtemName | Setup Value

SNMPSICMP Communication

Packet Rezend Count nurmber of times
Mo-response Timeout 1 (1 - 65535 seconds)
i secands

[required

ND—respon]se Timeout 2 {1 - 65535 seconds) seconds

[required

Mo-responge Timeout 3 (1 - 65535 seconds)
[required] seconds
Mo-responze Timeout 4 (1 - 65535 seconds)
[required] secands

Gommunication with Remote Gonsole/Remote Drive
Mo—responge Timeout (20 - 1800 seconds)
[required] -m secaonds

GCommunication with BMG

Mo-response Timeout (1 - 15 seconds) [required] seconds

E\;r;zi?ldd]SBnd Retry Count (0 - 10 number of times) nurrber of times
Send Source Port (1025 - 65535) [required] 47117

Direct Connection Setting

Port Murmber Serial Port1 w

W3-Man Communication

Self Signed Certificate @ Allow ) LA Allowed

Communication with iLO

Mo-response Timeout (1 - 30 seconds) [required] seconds
([:izr:marr;dd]SBnd Retry Gount (0 - 10 number of times) D number of times
Cormmunication Protocol for Auto Registration ® HTTPE O HTTP
Self Signed Certificate O Allow ®) Mot Allowed

|L‘~pp\y || Cancel || Default |
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1.3.2 Add Group to which the managed componentwill belong
If you want to register the managed component in the specific group, click "Add Group" on the " Group
Information" tab.

Lozout

AlertViewer | Took | Erwirorment | About NEG ESMPRO Mareeer | Hebp

[ RAID System Manag ement
Mode : Advanced Mode

Group Information

@rmp Infarmation
. [Registration count : Ocourt] Paze [ 1]

G
= : ELiRE nm “Management Controller” |Manazement LAN
Grown Ihforrmation management IP Address 1

iy @Y Alert Status

-3 Add Group

H E Add Comporent
‘- [B Remote KVMand Med

Enter the group name, and click "Add".

The following screen shows an example.

Lozout

AlertViewer | Took | Erwrorment | About NEC ESMPRO Marezer | Heb

Group Information

[ RAID System Manazement
Mode : Advanced hMode ]

Item Mame Setup Value

[[3Group Information
i Component List

Group Marme [required] SampleGroup] x|

B Growp Inforrmation
Corments |

@ E@ Alert Status Ty 1Y

@ § Add Comporent
Remote KWt and hed
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The added group will be displayed on the "Group" tree.

Group Information

[[3Group Inforrmation

omponent List

B Growp Information
@ ’3 Alert Status

o [[3 Add Group
@ & Add Component

AlertWiswer | Took | Erwirorment | About NEG ESMPRO Marazer | Hep

Logout

[ RAID Systerm Manag ement
Mode : Advanced hode ]

i [E] Remote Ky ard Med

E [Registration count © 1cournt]

[0 @[3 SarmpleGroup

Management Gontroller™

Page [ 1]

Manage
P A

management
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1.3.3 Register the Managed Component
Use either of the two methods to register the managed component.

Manual Registration

This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection”.

Auto Registration

This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only

when LAN connection is used.

1.3.3.1 Manual Registration

Click the managed component's "Group name".

ESMERO6G

Group Information

[[3Group Information

ponent List

Growp Information
iy E’B Alert Status

i [ Add Group
5 Add Comporent

Uszer Mame © Administrator [ Autharity @ Adrinistrator ]

Lozout

AlertWiewsr | Took | Erwirorment | About NEC ESMPRO Marazer | Hebp

[ RAID System Managzement
hode : Advanced Mode ]

Remate KW and hed

E [Regiztration count © 1count]

[0 &EE sampleGroup

Management Controlier™

Page [ 1]

Manage
P A

management
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Click the "Manual Registration"-"Full Management" from "Add Component" of "Group Information"
tab.

Lozout

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Manazement
Mode © Advanced hMode ]

Group Information

EEGD InfD - [ [Registration count : Toount] ) Page [ 1] '
: ) nm Management Controller
Grown Information managerment
@ ’3 Alert Status [0 @FE SampleGroun
i [ Add Group

B 5 Add Corponent

5 Auto Registration
B 4 Marual Rezistration

4 Full bManazement

FY AP Managernent

< > < >
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Inputthe following items:

| Name
Component Name

NEC ESMPRO Manager Setup Guide

Value

Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type

Select “LAN”.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO

Agent)/ WS-Man

Management

Select "Registration" to manage the systemof the component.

Management Type

Select a management type of the managed component.

- SNMP *1

NEC ESMPRO Agentis installed onthe managed component.
- WS-Man *1, *2

NEC ESMPRO ServerAgentService
component.

The operating systemof the managed componentis VMware ESXi5/6.

is installed on the managed

SNMP
Name(Get)

Community

SNMP Community Name which is specified at SNMP Agent running on
the managed component.
It is necessary to get the information, configure, monitor via SNMP

SNMP
Name(Set)

Community

When you want to set SNMP Community names for Get and Set
separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name

Enter the Username/Password for communication with WS-Man service.

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

Password

(does not use a user object in Active Directory Domain Services)

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating systemof the managed component is VMware ESXi5/6.
Enter Username/Password of VMware ESXi5/6 Administrator

Communication
Protocol

Select protocol HTTP/HTTPS for connection WS-Man service. *2

Port Number

Enter port number where WS-Man service listens for connection. *3

RAID system management

Management

Select "Registration™ to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
BxpressUpdate Agent ExpressUpdate.
Updates via | Select "Registration"” to manage the component using Management

Management Controller

Controller
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"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)" /"vPro" (Common)

Management Select " Registration™ otherwise NEC ESM PRO Manager may not monitor
HW status.
Management Type Select "BMC".

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”.

"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)" /"Pro" (LAN)

Current IP Address

If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover

This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1

Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Maskl *4

Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

Enter the IP address that is specified on LAN2 of the BM C configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 1 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Standby BMC to the form.

Subnet Mask2 *4

Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 1 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Standby BMC to the form.
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*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment
setting” for detailed information.

*3 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

*4 In NEC ESMPRO Manager \er.6.06 or later, "Subnet Maskl" and "Subnet
Mask2" are notdisplayed.

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO
Manager may not be able to monitor HW status. Detailed information is shown in
the connection check result screen.

30



NEC ESMPRO Manager Setup Guide

The following screen shows an example.

Group Information

rmrmp Information
i Corporent List
Growp Inforrmation
iy @Y dlert Stotus
o L Add Growp
& [J Add Carrporent
o [ Auto Registraticn
& [ Marual Registration
: = @ Alert Only hanazerment
= Refriote FVI ard Medls Licerse List

Click "Add".

User Name © root [ Authority © Adrinistrater ]

AlertViewer | Tools | Erwicrrrent | About NEG EEMPRO Mermzer | Help

[ RAD System Marazement Mode © Advanced hiade

Corporert Name [required]
Alias
Giroup
Cornection Type
Common Setting
0= IP Address [required]
SNMP (NEG ESMPRO Agert)/ WS-Men
Marezement
harazement Type
User Marre [required]
Paszword [required]
Coorrenunication Protocol
Port Mumber [required]
RAD systemn maregement
Marazerment
NEC ExpressUpdate
Updates via NEG ExpressUpdate Azent
Updates via Mansgement Controller

[SampleServer |
[ |
SampleGroup ~

® LaN U Direct O Modern

[M92__|[68__|[4___| [0

® Registration O Urregkstration
O 3P @ WS-Man

[y
|/

[seesesaee
@ HTTP O HTTPS

® Rezgistration O Urregistration

® Registration O Urregistration
® Registration O Urregktration

“BuiC (EXPRESSSCOPE Ereine)” / “LO™ / "BNMG (Other)” / “wPro” (Common)

Marszerment

® Registration O Urregistration

a If BMG /LD maragement is disabled, NEG ESMPRO Menager cannok rronitor HW errors of
zome servers. Pleazs refer to the result paze of connection check.

harazement Type

® Bmc O LD O BMG(Dther) O wPra

[ "BMO{EXPRESSSCOPE Ereire)” s target for EXPRESSSCOPE
Enghel/2/3/ 3/ 25P /3P BN Card (SIGMABLADE ), BMSECO CEMTER), BMC{mary core

server).

The cass ex?t other than other than the above ard “ILO" and “wPro”, please sskect

BC{ Oither
Authentication Key [requied]

“BWiC (EXPRESSSCOPE Ergine)” / “LO™ / "BMG (Other)” / “wPro” (LAN)

Current IP Address
Failowver

F Address 1 [required]
P Address2

® P Address 1 O P Address 2
® Enable O Disable

[172 " ][16 . [30 | B
[ I I 3

+ A managed component cannot be controlled remotely by only registering it.
Perform a "Check Connection™.
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Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed.

NEC ESMPRO Manager will execute "Check Connection" and collect the component information for
the management.

m User Mame : oot [ uthority © Administrator 1
AlertVizwer | Tools | Erwircerment | About MEG ESMPRO Maraesr | Help

[ RAD System Maragement Wbode © Advanced hiode

Mo comection check has been made, and the command could not be executed.
{Not comected)

Cormporert Mame SarrpleServer
Alias SarpleServer
Giroup SarpleGroup
Cornection Type LAN

Ganmon Setting

OS 1P Address 17216.30.40
SMUP (MEG ESMPRO Agent)/ WS-an

hanazerment Reziztered (nvalid>
hanazerment Type WS—tlan

Uzer Name Adrninitrator
Paszword Ak A Rk ook Aok
Carrrrunication Protocol HTTF

Port Murmber 505

RAID system management

hianazement Rezistered{invalid>
MEG ExpressUpdate

Updates via NEC ExpressUpdate Azert Registered{invalid>
Updates via Manzgement Controller Regiztered<ivalid>
"BMG (EXPRESSSCOPE Engire)” / "LO" / "BMG (Other)” / “vFra” (Gomman)
hanazerrent Reziztered (nvalid>
Manazement Type BhMC
Authentication Key A A Rk ok ok
“BMG (EXPRESSS00PE Engine)” / "LO™ 7 "BMG (Other)” / “vPro” (LAM)
Current P Address 172163041
Failover Erable

P Addressi 17216.30.41

P Address2 0.0.00
“Maregement Gontroller” marsgement (Modem)

Phore Murrber
(G o)
————
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Click "Check Connection" and following screen will be displayed.

L Tmhlimrwnm HMEGE&F‘F’DMMU Hﬂr

I B Coreection Sotlre

Unidesr connection ¢heck

After finishing connection check, “Check Connection Execution Result” screenis shown.

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was notdetected.

NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.

2 fha i
dlertViewsr | Took | Ervionment | Abost HEG ESMVPRO Mamaer | Help

Cirech Caonnection E vsouton Resul
T S
s hHECEW HEG
b [ B Festors Dok Son | MEC Expesssibdsts  Detectad ool Lreraiody h.,"._'f.'ﬁ
@ " B Satting RAD systern mormperent Dietected  RAID 2ystern maragerment con be used,
b B MECESWPRO Scentte| M5 EPRESSSOOPE  popied GG (EXPRESSSOOPE Erine) can b waed
b [ Comake Log Sesting WE-bsn Dotectad  WS=Man managemant can be ussd.
|- [EF Syt Evert Log Autom
|- [ Sarver Monitoring Satting
@ T MEC ESMPRO Serverdgen
<l >
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1.3.3.2 Auto Registration

Click the managed component's "Group name" on the "Group" tree.

Click the "Auto Registration" from "Add Component" of "Group Information" tab.

Alertviswer | Took | Erwiorment | About NEC ESMPRO Mareger | Hep

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

@rmp Inforrmiation

i bl T
- .Gro Information management ]P.Address

..... @ E@ Alert Status

'- [3 Add Group

B & Add Corporent
¢\ B B Manual Reg iration

E@ Alert Onb Marazermer
‘- [B Remate KAVM ard Media Licen

[Reglstratloncount Ocourt] Page[ 1]
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Inputthe following items:

| Name Value
Destination Group Specify the group to which the managed component will belong.
Discowery Range
Discovery Mode With "IP Address Range Search™ selected, the NEC ESMPRO Manager

searches for the managed components using the IP address range.
With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network

address.
Start Address When you select "IP Address Range Search” for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search” for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be
searched for.
SNMP (NEC ESMPRO Agent)
Discovery Select “Enable” to manage the systemof the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.
It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the systemof the component. *1,*2
User Name/Password Enter username and password for WS-Man communication. The account

must be a systemadministrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.

Enter Username(Local User Accounts)/Password of Windows system
Administrator
(does not use a user object in Active Directory Domain Services)
- NEC ESMPRO ServerAgentService (Linux) is installed.

Enter root/Password of Linux operating system
- The operating system of the managed component is VMware ESXi5/6.
Enter Username/Password of VMware ESXi5/6 Administrator

RAID system management

Management Select "Enable™ to manage the RAID systemof the component.
If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via  NEC | Select "Enable” to manage the component using NEC ExpressUpdate.

BxpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable” otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

BExpressUpdate

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *3*4

iLO

Discovery When you discover components which have EXPRESSSCOPE Engine3,

this item should be “Disable”.
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BMC (Ohter)

Discovery When you discover components which have EXPRESSSCOPE Engine3,
this item should be “Disable”.

Intel(R) vPro(TM) Technology

Discovery When you discover components which have EXPRESSSCOPE Engine3,
this item should be “Disable”.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a

list of username/password and authentication key. All entries in the list are used for
auto registration every time.

*4 1f you register the "Management Controller” management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module O and 1.

*4 1f you register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BM C model), you should specify the search range

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO

Manager may not be able to monitor HW status. Detailed information is shown in
the connection check result screen.
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Click "Run Discovery" and then the search for the managed components will start.
The following screen is an example display with "IP Address Range Search" selected.

Group Information

[[5oup Tformation
Cornponent List

= 4§ [WE Serpleion

Group Inforrration
G B Abrt Status
[ Add Grap
@ [ Add Corrparert

[F Auto Registration

@ [ Merual Resistration

User Marne : root [ Authority : Administrater ]

Alertiiewer | Tools | Erwronment | Abcut NEC ESWPRO Manager | Help

|

[ RAD System Marszerrent Mods © Advanced Mode ]

Bemote KW ard Media Licerse List

Seip Vake

Destination Group
Discovery Ranze
Discovery Mode
Start Address [required]
End Address [required]
SNVP (NEC ESMPRO Agentt)
Discawery

SampleGroup w

® [P Address Ranes Discovery O Metwork Address Discovery
172 [60 10
2 |fe |0 A7 ]

® Erable O Disabl

FHIMP Copnminity Marme [required]  [public

WS-Man
Discowery
User Name/Fassword

User Name/Passward

RAD system (Universal RAID Utility)

Discovery

® Erpble O Disable
| Administrator |/ |we [ Edit || Delste
[ |[Add

® Erable O Disable

NEG ExpressUpdate (ExpressUpdate Agent)

Discowvery

® Erable O Disable

BMC (EXPRESSSCOPE Engine)

Discowvery

® Ermble O Disable

[0 "BMC{EXFRESSSCOPE Ereirel” s tarest for EXPRESSSCOPE Engnel/ 2/3/3ft/25P/35P EM Card(SIGMABLADE),
EMCECO CENTER), BuC{rmany care server)

The case sxcept other than other than the shovs ard “ILO" ard “wPra”, plesse select “BMC{OHer)”
®) Erable O Disable

Features MNEC ExpresstUpdate
Authent ication Key
Authertication Key

i0
Discowery
BMG (Other)
Discawery
IntekR) vPro(TM) Technolosy

Discovery
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When the "Auto Registration" is completed, the NEC ESMPRO Manager starts to control the managed
component.

(oo indormm i
l= [l Qwroup ety
| gR LSy r
Bl A teo Wit Corroiier 172 W80 12 N7214D513 . Eruiel Swery op BPAR: ke
B Ak Oorpoment wm-p.::;?ntm
Bnrigaer s mddomin e AT Facsbar
|1 AP CLALIE TTZVEDN N N33 AN 1T - et cosprrt ses baded
| B Ml Tuginmior i wsingairos i
TR &t Cow gt b ol
1 b Call bl compiied on BLIC EAIESII0O0R,
= ookt begidiesy  1TEMAES N SR MBOIE Praaiiem f“fﬂmwﬂlﬂ"ﬂ
| Akl b e o et A T
srmgn P wet HOC ESP90
L [ Pemracie YN 397 Lisln Lioén gy mhienis 49 At R
SMFEEIGNIIE T2 Vi E T foepearerd w wiiad
L4 >

When the managed component is registered by auto registration but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is setto the "ManagementController + number".
You can change the component name on "Component setting” - "Connection
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1.3.3.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5.
Using this feature, you do not have to enter these information for each auto registration process.

(1) Click Environment

Logout

atertviewer | TookQCEmvirorment ) Abcut NEG ESMPRO Marsger | Hek

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

;ﬁBrmp Information
. & [Registration court : Ocourt] Paze [ 1]
omponent List o 3
: Management Controller |Manazement L AN @
. Grow Information nm& management IP Address

iy {) Art Status

3 Add Group
= E Add Component

E Auto Registration
B & Manual Registration
5 Full Management
i EY Alert Onl Manazemen:
Remote kWi ard Media Licen

(2) Click “Auto Registration Setting”.

[Feex & ration count - feount] dAdd Uger Fage[ 1]

Attty ool Goewerts ||

Sdminighraby  Adminktrator 1
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(3) Enter each item.

)

User Mame : root [ Autharity @ Administrator ]

Alrtvisner | Tooks | Erwiorment | About NEC ESMPRO Manazer | Help

[ RAD Systerm hanagerent Mods : Advanced Mods ]

PP e N P s cvoren |

Allu Registration Setting List

o e
WS-htan

User Narme/Passwerd [ 1/ J[CAdd ]
BMG (EPRESSSCOPE Ergine)

[ "BMUERFRESSSCOPE Ergirel’ is target for EXAPFRESSECOFE Ereinel/2/3/3(t/25P/353F EM Card| SIGMABLADE], BMCECO CENTER, BMC{marny core server)
The case excent other than other than the above and “ILC ard “uPro’, please select “BAMC{Other)

Authertication Key [ Il Add ]
o

User Name/Passward [ Bl J[CAdd ]
BMG (Other)

User Mame/Passward [ 4] J[CAdd |
TIntelR) vPro{TM) Technoloey

User Mame/Password [ Il J[CAdd ]

“

WS-Man
- “User Name/Password”
Enter a pair of username and password for WS-Man auto registration. You can enter up to 5 pairs.

BMC (EXPRESSSCOPE Engine)
- Authentication Key

Enter an authentication key for BMC auto registration. You can enter it up to 5. Refer to “1.2
Configure BMC on Managed Component” for more information about Authentication Key.

iLO
- “User Name/Password”
Enter a pair of user name and password for iLO auto registration. You can enter up to 5 pairs.

BMC (Other)
- “User Name/Password”

Enter a pair of user name and password for BMC (Other) auto registration. You can enter up to 5
pairs.

Intel(R) vPro(TM) Technology
- “User Name/Password”

Enter a pair of user name and password for vPro auto registration. You can enter up to 5 pairs.

Execute auto registration.

Executing auto registration, User Name/Password and Authentication Key entered in this screen are
used in addition to the information entered in auto registration screen.
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Chapter2 Setup for Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3 is integrated
(for LAN connection)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension verl.xx (or NEC DianaScope Agent) on a managed component remotely via
LAN connection.

2.1 Setup Flow (for LAN connection)

Perform the following setup procedure:
Connect the NEC ESMPRO Manager server and the managed component on the same network.
Configure BMC on the managed component.

Register the managed component onthe NEC ESMPRO Manager.
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2.2 Configure BMC on Managed Component (for LAN

connection)
Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary for connection
the NEC ESMPRO Manager with the managed component. For details of BMC

There are two methods for configuring the BMC on a managed component for LAN connection.

Configuration with NEC ESMPRO Agent Extension ver.1.xx, NEC DianaScope Agent or "System
Management™ tool of NEC EXPRESSBUILDER CD-ROM
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

There are other BMC configuration tools, but do not use the following tools for
setup with NEC ESMPRO Manager.
-- NEC MWA Agent
-- "System management” started from NEC EXPRESSBUILDER that does not
.......... contain NEC ESMPRO MANAGEL, .. ..eeeeeeesssreereeessssssssensssessssasssenssessssaans
Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed component when a keyboard is not connected.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.
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2.2.1 Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN
connection)

2.2.1.1 Configuration with NEC ESMPRO Agent Extension verl.xx for Windows
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

After booting Windows on the managed component, click Windows "start" and start the BMC
configuration function of NEC ESMPRO Agent Extension.

The main dialog box will be appeared.
Click "Set Configuration". When a confirmation message is displayed, click "OK".

The following screen shows example for the managed component that the BMC uses standard LAN

port.
 Confizuration Confinmation of Alert
Set Configuration
|: i I Llert Test |
Fead File | Write File |
Select IP address for Agent |
Cloze |
BIWIC IP address Synchrorazation
Syatem Information
BIWIC Firreoaeare Wersion 00.33
SDE Wersion 00.15k
BIOS Wersion 6.0.5H57
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"BMC Configuration" dialog box will be display. Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

The following screen shows example.

BMC Configuration x|

Cammon | LANT | LANZ | wibN/Direct | Pager |

— Management [nformation

todel Mame : |><><><><><
Comment 1 I
Comment 2 : I
— BMLC Cammon
Computer Mame : Remate Contral % Enable { Disable
[LAMT):
o _ Remote Control &+ Enable (" Disable
Authentication Key (/AN /Direct]):
_ Redirection & Enable " Disable
Corrmunity Marne : Ipuh“c [LAN];
Rediraction % Enable { Disable
Alert: {* Enable " Dizable [N Direct):
Alatt Process - falr| & One E!jrﬂcétf Caontrol % Enable ¢ Disable
Alert Acknowledge: & Enable {~ Disable
Alert Lewel: ILEVEM[Non-recoverble,Eritical,Non-criticaI,DK] j ME'tDTdE'l

Default Valuel ak. I Cahicel |

TIPS:

+ If a managed component is compatible with SOL and "Enable" is selected for the
item "Redirection (LAN)," the following items necessary for the remote console via
the LAN will be changed automatically.

"Common" tab page - "Redirection (WAN/Direct)": Enable
"WAN/Direct" page - "Flow Control": RTS/CTS
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Select "LAN1" tab page for LAN port 1 of the BMC.
Set the below items. The otheritems can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BM C set the value obtained from DHCP server on "IP
Address","Subnet Mask" and "Default Gateway".
You can setenable on the item only if the BMC supports this capability.

--"IP Address"
Case that BM C on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating systemof the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server
via any gateway

-- "Alert Receiver / Management PC IP Address" -"Primary".
Enter the IP address ofthe management PC.
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The following screen shows example.

BMC Configuration x|

Commaon  LANT | WM /Direct I

— Server — Alert
Obtain an [P Address Enable © Disal Alert Receiver / Management PC 1P Address
automaticallp(DHCE, \
IP Addiess - |132_158,14_141 Primary : |1EI2.'IEB.14.19?
Subnet Mazk : |255.255.255.D Secondary I
Default Gateway : I ‘/ [ Tertiany : I
/ —dlert Retry

Alert Retry Count ; I3 _Ij times
Alert Timeout : IE _I: s

Default Value | ok I Cancel

The "LANZ2" tab is displayed only when the managed component's BMC supports
communication via LAN2. To communicate with the NEC ESMPRO Manager via

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.

- LAN1 / LAN2
- Alert Receiver / Management PC IP Address
- Primary :
IP address ofthe management PC on which NEC ESMPRO Manageris
installed.
* Please set the checkbox to enable.
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If you set "Default Gateway", please connect the managed component via LAN port used by BMC and

the gateway to network.

If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

Click "OK".

The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will bealso setin the BMC.
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2.2.1.2 Configuration with NEC ESMPRO Agent Extension ver.1.xx for Linux

This section explains the configuration procedure using NEC ESMPRO Agent Extension ver.1.xx for Linux

After booting Linux on the managed component, start the BMC configuration function of NEC
ESMPRO Agent Extension by the following command.

| /opt/nec/esmpro_sa ex_sysman/agentconf

"Main Menu" screen will be displayed.
Select "Set System Management Parameters™.
The following screen shows example for the managed server thatthe BMC uses standard LAN port.

BMC Configuraion function Version 1.07

i Main Menu |

System Information
BMC IP address Synchronization
Select |P address for Agent

Exit

[Enter] select [F12] help
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"Set System Management Parameters™ screen will be displayed.
Select "Configuration”.

BMC Configuraion function Version 1.07

Set System Management Parameters

Alert Test
Return to previous menu

[Enter] select [ESC] return [F12] help

"Configuration" screen will bedisplayed.
Select "Set Configuration”.

BMC Configuraion function Version 1.07

{ Configuration |

Default Value

Read File

Write File

Return to previous menu

[Enter] select [ESC] return [F12] help

49



NEC ESMPRO Manager Setup Guide

"BMC Configuration" screenwill bedisplayed.
Select "Common".

BMC Configuraion function Version 1.07

{ BMC Configuration |

Common |
Alert Order

LAN1

LANT(Alert)

LANZ

LANZ(Alert)

WAN/Direct

WAN(Alert)

Pager

Save BMC Configuration
Return to previous menu

[Enter] select [ESC] return

"Common" screenwill be displayed.
Be sure to set the below item. The otheritems can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

BMC Configuraion function Version 1.07

{ Common |

Exiressﬁﬁﬂﬂﬂmﬂa e3 N8400- 023|

Alert Process

Alert Acknowledge

Alert Level

*Remote Control

LAN1 {*) Enable
LANZ {*) Enable
WAN/Direct {*) Enable
*Redirect ion

LAN

WAN/Direct

[Tab] move [Spacel selects [ESC] return [F12] help
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If a managed server is compatible with SOL and "Enable™ is selected for the item
"Redirection (LAN)," the following items necessary for the remote console via the
LAN will be changed automatically.

"Common™" screen - "Redirection (WAN/Direct)": Enable

"WAN/Direct" screen - "Flow Control": RTS/CTS

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LANL1 (Alert) / LAN2 (Alert) :
- Primary Alert Receiver : Enable
- IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
.......... e
Select "LAN1" from "BMC Configuration" screen.
Set the below items. The otheritems can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BM C set the value obtained from DHCP server on "IP
Address","Subnet Mask" and "Default Gateway".
You can setenable on the item only if the BMC supports this capability.

--"IP Address"
Case that BMC on the managed server uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed server uses a standard LAN port; be sure to make the setting
identical to the setting on the operating systemof the managed server.

-- "Subnet Mask"
Enter the subnet mask for the IP address.
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-- "Default Gateway"
Enter the default gateway if the managed server connects to NEC ESMPRO Manager Server via any
gateway

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT |

Obtain an |P Address automatical ly(DHCP)
( ) Enablef(*) Disable

|P Address
Subnet Mask
Default Gateway

0OK» <Cancel’

-- "Alert Receiver / Management PC IP Address" -"Primary".
Enter the IP address ofthe management PC.

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT(Alert) ¢

*hlert Receiver/Management FC (Primary)

Alert (%) Enablefi{ ) Disable
|IP Address 192.168.14.197
*hlert Receiver/Management PC (Secondary)

Alert { ) Enablefi{*) Disable
IP Address 0.0.0.0

*Alert Receiver/Management PC (Tertiary)

Alert { ) Enablefj(*) Disable
|IP Address 0.0.0.0

*Alert Retry
Alert Retry Count (0 =7 times)
Alert Timeout M3 - 30 seconds)

[Tab] move [Space] selects [ESC] return [F12] help
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The "LANZ2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and

If you set "Default Gateway", please connect the managed component via LAN port used by BMC and

the gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

Select "Save BMC Configuration” from "BMC Configuration™ screen.

The configuration information will be set in the BM C. The MAC addresses of the gateway and the alert
receivers will bealso setin the BMC.
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2.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for LAN connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature is available only from the NEC EXPRESSBUILDER that contains NEC
ESMPRO Manager.
See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote
.......... console feature, the feature is available. ... ....cooeuemmmmssssssnssseeesssssssaanns
Perform the following procedure:
(1) Create a configuration information file
(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

2.2.2.1 Create aconfiguration information file

Start the NEC ESMPRO Manager configuration installed on any PC to create the configuration
information file.

£z Dianascope Configuration x|

- Configuration

Cha.ngel

Hew |
Read from FD
et

Click "New". The confirming message will be displayed. Click "OK".
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The "BMC Configuration" dialog box will appear.
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed component

-- "Authentication Key"

-- Set "Remote Control (LAN)", "Remote Control (WAN/Direct)", "Redirection (LAN)" and
"Redirection (WAN/Direct)" to enable

The following screen shows example.

BMC Configuration x|

Comman | L4N1 | L&NZ | WiaN/Direct | Pager |

— Management [nformation

todel Mame : |><><><><><
Comment 1 I
Comment 2 : I
— BMLC Cammon
Cranrndir Memm © Remate Contral % Enable { Disable
p C [Blusbemy (LANT]
Authentication Key - —____ — Remote Control &+ Enable (" Disable
uthentication Key ‘_ [/ AN/ Direct]:
_ Redirection & Enable " Disable
Corrmunity Marne : Ipuh“c [LAN];
Rediraction % Enable { Disable
Alert: {* Enable " Dizable [N Direct):
Alert Process - ool & One Femote Control % Enable ¢ Disable
: [LAMZ:
Alert Acknowledge: & Enable {~ Disable
Alert Lewel: ILEVEM[Non-recoverble,Eritical,Non-criticaI,DK] j ME'tDTdE'l

Default Valuel ak. I Cahicel |
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Select "LAN" tab page for LAN port 1 of the BMC.
Set the below items. The otheritems can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address","Subnet Mask" and "Default Gateway".
You can setenable on the item only if the BMC supports this capability.

--"IP Address"
Case that BM C on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port: be sure to make the setting
identical to the setting on the operating systemof the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway™
Enter the default gateway if the managed component connects to the management PC via any
gateway,

-- "Alert Receiver / Management PC IP Address™ -"Primary"
Enter the IP address ofthe management PC.

The following screen shows example.

BMC Configuration |

Common  LAM |LAN2 I WﬁNa’DirectI Pager I

— Server Al

Obtain an IP Address = Enable (ﬁ\ Alertt Receiver / Management PC P Adddress

automatically[DHCPY
192 162,714,141 I Primary : |1EI2.'IEB.14.19?

P Address :
Subnet Mask - |255.255_255.n I Secondary: | T

[ Tetiary : I
Alert Rety

Alert Retry Count ; I3 _% times
Alert Timeout : IE 5‘ seEarEk

Default Gatevway : /

’TI Cancel Spply
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To communicate with the NEC ESMPRO Manager via LAN2, make the setting on
the "LAN2" tab as same as "LAN" tab. If the BMC of the managed component
does not support communication via LANZ2, the values of "LANZ2" tab page have no
effect with the managed component.

The managed component installed the BMC that uses Management LAN port

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LAN1 / LAN2

- Platform Event Filter : Enable
- Alert Receiver / Management PC IP Address :

- Primary :

IP address of the management PC on which NEC ESMPRO Manager is

installed.

Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for specifying
a location where the configuration information is to be saved.

Specify the floppy disk's root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".
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2.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

If you set "Default Gateway" at creating the configuration information file, please connect the managed
component via LAN port used by BMC and the gateway to network.

If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component at creating the configuration information file, please connect the managed component via
LAN port used by BMC and the alert receiver/management PC to network.

Configure the BMC of the managed componentwith the configuration information.

Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.

After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed component. The MAC addresses of
the gateway and the alert receivers will be also set in the BMC. And then the Operating System will be
rebooted.

If the setting in the configuration information file is already configured, the
managed component will be notrebooted.

When the console-less function for LAN connection is used, the BIOS settings are
changed as follows:

Serial Port Address: On Board COM B (only for the managed server

supporting SOL)
Baud Rate: 19.2kbps (only for the managed server supporting SOL)
Flow Control : RTS/ICTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI (only for the managed server
supporting SOL)
To check whether that the managed component supports SOL, see Appendix D.
Managed Components Summary
The managed component is opened the main menu of the NEC
EXPRESSBUILDER after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC
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2.2.3 Configuration with NEC EXPRESSBUILDER System Management (for
LAN connection)

This section explains the configuration procedure using NEC EXPRESSBUILDER System Management.

After booting NEC EXPRESSBUILDER on the managed component, select "System Management”
from "TOOL MENU".

The main screenwill be appeared.
Select "System Management”.

Display Firmware Management Informationm _

Set System Management Parameters
Setup for BMC Web Server

LAN Port Settings

Clear BMC Configuration

Exit
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Set System Management Parameters™ screen will be displayed.
Select "Configuration”.

onf iguration _

filert Test
Return to previous menu

"Configuration" screen will bedisplayed.
Select "New".

Read from FD

Write to FD

Change

Return to previous menu
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"BMC Configuration" screenwill bedisplayed.
Select "Common".

LAN1
LAN1(Alert)
KN Direct
LN (Alert)
0K

Cancel

"Common" screenwill be displayed.
Be sure to set the below item. The otheritems can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

anagement Information

Model Name [Exprezsh300-R120b-11
Comment 1 [1
Comment 2 L[]

=BMC-Cammon
Computer Mame [host1]
fiuthentication Key [ seaemerex ]
Comeunity Mame [okd=t |
Alert [Enablel
Alert Process [Onel
Alert Acknowledge [Enable]
filert Lewvel [Leveld ( Level3 filert plus OK )1
Remote Control(LAN1) [Enable]
Remote Control(WAN-Direct) [Enablel
Redirection(LAN) [Enable]
Redirection(WAN-Direct) [Enable]l

Return to previous menu

Select:[Enter]l Help:[H<hl
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If a managed server is compatible with SOL and "Enable" is selected for the item
"Redirection (LAN)", the following items necessary for the remote console via the
LAN will be changed automatically.

"Common™" screen - "Redirection (WAN/Direct)": Enable

"WAN/Direct" screen - "Flow Control": RTS/CTS

Select "LAN1" from "BMC Configuration™ screen.
Set the below items. The otheritems can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BM C set the value obtained from DHCP server on "IP
Address","Subnet Mask" and "Default Gateway".
You can setenable on the item only if the BMC supports this capability.

--"IP Address"
Case that BM C on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating systemof the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server
via any gateway
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The following screen shows example.

Server
Obtain an IP Address automatically(DHCP) [Disablel
IP Address [192.168.14.1411

Subnet Mask [255.255.255.01]
Default Gateway [0.0.0.0]
[Return to previous menu

Select:[Enter] Help:[H-hl

-- "Alert Receiver / Management PC(1)".
Enter the IP address of management PC.

The following screen shows example.

Alert Receiver-/Management PC(1)

Alert [Enablel

IP Address [192.168.14.1971
Alert Receiver-/Management PC(2)

fAlert [Disable]l

IP Address [0.0.9.0]

Alert Receiver-/Management PC(3)

fAlert [Disable]l

IP Address [0.0.9.0]

filert Retry

fAilert Retry count [3(times)]
filert Timeout [6(zeconds)]
Return to previous menu

Select:[Enter] Help:[H-/hl

63



NEC ESMPRO Manager Setup Guide

The "LANZ2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and

Please set the following items for NEC ESMPRO Manager to receive alerts from
the BMC.
- LANL1 (Alert) / LAN2 (Alert) :
- Alert Receiver / Management PC (1) :
- Alert : Enable
- IP Address :
IP address of the management PC on which NEC ESMPRO Manager is

installed.

If you set "Default Gateway", please connect the managed component via LAN port used by BMC and

the gateway to network.

If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert

receiver/management PC to network.

Select "Save BMC Configuration” from "BMC Configuration™ screen.

The configuration information will be set in the BM C. The MAC addresses of the gateway and the alert

receivers will bealso setin the BMC.
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2.3 Register a managed component on NEC ESMPRO Manager
(for LAN connection)

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:
(1) Addthe groupto which the managed component will belong.

(2) Register a managed component.
2.3.1 Add Group to which the managed componentwill belong

If you want to register the managed component in the specific group, click "Add Group" on the " Group
Information" tab.

EMR% User Mame : Admiristrator [ Authority © Administrator ]
T Manager Fer

Alertviewer | Took | Erwirorment | About NEC ESMPRO Marager | Hep

[ RAID System hManaz ement
Mode : Advanced Mode ]

Group Information

I HBrcup Information
. [Registration count : Ocourt] Paze [ 1]

e | IR e g e
Growp Inforrmation managerment IP Address 1

@ ’D Alert Status

& Add Group

4 Add Cormporent

... [B Rernote KM ard hed
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Enter the group name, and click "Add".

The following screen shows an example.

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Managzement
Mode : Advanced hode ]

Group Information

[[5Group Information

Camponent List

Giroup Marre [required]

Grown Inforrnation

Corrments

@ E@ Alert Status

8 (5 Add Grow |
@ J Add Component
: Rernote Ky ard hed

The added group will be displayed on the "Group” tree.

AlertViewer | Took | Erwiorment | About NEG ESMPRO Marezer | Hebp

[ RAID System Managz ement
Mode : Advanced hMode ]

Group Information

[[3Group Information

. — [€] [Registration count : Toount] Page[ 1]
= ONNpOresy 15 = —
- nagement Controll
Giroup Infarmation nm management FA
by E@ Alert Status 00 @EE SarmpleGrouw
i [ Add Group

& g Add Cormporent
i [B Remote KVMand Med
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2.3.2 Register the Managed Component (for LAN connection)
Use either of the two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection”.

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only
when LAN connection is used.

2.3.2.1 Manual Registration
Click the managed component's "Group name".

M% User Name : Administrator [ Authority © Administrator 1 JEeEe0
N

AlertViewer | Took | Erwiorment | About NEC ESMPRO Mareger | Hebp

[ RAID Systern Manag ement:
Mode : Advanced hMode ]

Group Information

I HBrcup Information
. . ] [ [Resistration count : Toourt] Page [ 1 ]
et vt “Manacemen Controke” Morats
5 Growp Infonmation management P A
@ E@ Alert Status 00 @EE SarmpleGrouw
[3 Add Group

E Add Cormporent
i [B Remote KM and Med
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Click the "Manual Registration"-" Full Management" from "Add Component" of "Group Information"
tab.

Lozout

AlertViewer | Took | Erwrorment | About MEC ESMPRO Marezer | Hep

[ RAID System Manazement
Mode © Advanced hMode ]

Group Information

[Reg istration count © 1count] Page [ 11

=
¥ [E Component List “Management Controller”
Grow Information nm marasement

LG @) Akrt Status O @[3 SampleGroup

i [ Add Group
B 5 Add Corponent

[[5Group Information

5 Auto Registration
B 4 Marual Registration

 Full Management

; E@ Alert Onb Management
Remote Yk ard hedia Licens

< > < >
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| Name
Component Name
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Value

Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type

Select “LAN”.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO

Agent)/ WS-Man

Management Select "Registration" to manage the systemof the component.
Management Type Select a management type of the managed component.

- SNMP *1

NEC ESMPRO Agentis installed onthe managed component.

- WS-Man *1, *2

The operating systemof the managed componentis VMware ESXi5/6.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name(Get) the managed component.

It is necessary to get the information, configure, monitor via SNMP
SNMP Community | When you want to set SNMP Community names for Get and Set
Name(Set) separately on the managed component, specify the SNMP Community

name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.
User Name Enter the Username/Password for communication with WS-Man service.

- The operating system of the managed component is VMware ESXi5/6.
Password Enter Username/Password of VMware ESXi5/6 Administrator
Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2
Protocol
Port Number Enter port number where WS-Man service listens for connection. *3

RAID system management

Management

Select "Registration" to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
BExpressUpdate Agent ExpressUpdate.
Updates via | Select "Registration” to manage the component using Management

Management Controller

Controller

"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)" /"vwPro" (Common)

Management Select " Registration™ otherwise NEC ESMPRO Manager may not monitor
HW status.
Management Type Select "BMC".

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”.

"BMC (EXPRESSSCOPE Engine)" /"iLO" / "BMC (Other)" /"Pro" (LAN)

Current IP Address

If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover

This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.
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IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

Subnet Maskl1 *4 Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

IP Address 2 Enter the IP address that is specified on LAN2 of the BM C configuration
for the managed component.

Subnet Mask2 *4 Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

*2 If a selfsigned certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment
setting” for detailed information.

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.
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The following screen shows an example.

m User Marre © root [ Autharity © Admministrator ]

AertViewer | Tools | Erwrorrrent | About NEG EEMPRO Mareeer | HeIpI
[ RAD System Marazerment Mode © Advanced hode |

Group Information

mmw Information
i Corporent List

Corrporert Mame [reguined] [SampleServer |

Alias \ |

awe
Correction Type @ Lan O Dirsct O Modem
Gommon Setting
i+ 4 Auto Registration 05 IF Address [required] [92 |18 |[14 1[40
@ [ MarLal Registration SMMP (NEG ESMPRO Azent)/ WS—Mbn
Marazement ® Registration O Urregktration

i B Alert Oniy Meragerrent Maragerent Type O SNMP ®) yS-ten

- . [
- [B Rernots KM and Media Licerse List User Nare [required] i
Password [required] [eesnssees

Correrunication Protocol ®HTTP O HTTPS

Port Murber [required]
RAD system marsgement
Marazerment ® Registration ) Urregistration
NEC ExpressUpdate
Updatss vis MEG ExpressUpdate dzert  ® Registration ) Urregistration
Updates via Management Contraler ® Registration O Urregktration
“BMC (EXPRESSSCOPE Ergine)” / “LO™ / “BMG (Othar)” / “wPrd” (Common)
Waragement ® Registration O Urregistration
i B BMG /LD marsgement i disabled, NEG ESMPRO Menagsr camrot roritee HW errors of
zome servers, Pleaze refer to the result paze of connection checl.
Warazement Type ® BMc O iLo O BMS(Other) O wPra

[§ BMO{EXPRESSS0OPE Ereire)” ks target for EXPRESSSCOPE
Enghe)wz/a/a'ft/QSP/%PEM Card{ SIGhAELADE |, BMGIECO CEMTER), BMC{mary cars
sErver)

The case except other than other than the above and “ILO" and “wPro”, pleass sslect
B Oter )

Group Inforroation
G [ Alert Status
L [ Add Grop
& [ Add Corporent

Althentication Key [requied]

“BMC (EPRESSSCOPE Ereine)” / "LO™ / “BMC (Othar)” 7 “vPro” (LAM)
Curent [P Address ® P Address 1 O P Address 2
Failower ® Erable O Disable
P Address1 [required] 2|6 |30 | [
PP Address2 [ 3 L 3

Click "Add".
TIPS

+ A managed component cannot be controlled remotely by only registering it.
P_e_[f(_)_r_r_n__g"Check Con_r]g,_qtion"
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Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed.

NEC ESMPRO Manager will execute "Check Connection" and collect the component information for
the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed
component.

w User Mame : oot [ uthority © Administrator N Loz
AlertVizwer | Tools | Erwircerment | About MEG ESMPRO Maraesr | Help

[ RAD System Maragement Wbode © Advanced hiode

Mo comection check has been made, and the command could not be executed.
{Not comected)

Cormporert Mame SarrpleServer
Alias SarpleServer
Giroup SarpleGroup
Cornection Type LAN

Ganmon Setting

OS 1P Address 17216.30.40
SMUP (MEG ESMPRO Agent)/ WS-an

hanazerment Reziztered (nvalid>
hanazerment Type WS—tlan

Uzer Name Adrninitrator
Password Aok ook ok ok
Carrrrunication Protocol HTTF

Port Murmber 505

RAID system management

hianazement Rezistered{invalid>
MEG ExpressUpdate

Updates via NEC ExpressUpdate Azert Registered{invalid>
Updates via Manzgement Controller Regiztered<ivalid>
"BMG (EXPRESSSCOPE Engire)” / "LO" / "BMG (Other)” / “vFra” (Gomman)
hanazerrent Reziztered (nvalid>
Manazement Type BhMC
Authentication Key Aok ok ok ok
“BMG (EXPRESSS00PE Engine)” / "LO™ 7 "BMG (Other)” / “vPro” (LAM)
Current P Address 172163041
Failover Erable

P Addressi 17216.30.41

P Address2 0.0.00
“Maregement Gontroller” marsgement (Modem)

Phore Murrber
Gl o
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Click "Check Connection" and following screen will be displayed.

Took | Erwrorment | About BEC ESVFRD Marmger | Hep

[ RAD System Management Mode | Afwnced
e |

After finishing connection check, “Check Connection Execution Result” screenis shown.

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was notdetected.

NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.

L T it
dlertViewer | Took | Ervirorment | About MEC ESWPRO Mamasr | Help

|" E'E & o = HESE ind B Usirg the NEG ExpressUpdate Agent MED

ExpressLipdate Surction can be wsed.

@ " BT Satting RAD systern mormperrent Detected  RAID zystern manag arerk can be wsed,

b B MECESWPRO ActEte| SMG EMPRESSSCORE  poed MG (EXPRESSSCOPE Erainel can b uaed
b [ Cormio Log Sottig WE-hsn Distocted  WS-ian mersgamant can ba uesd.
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2.3.2.2 Auto Registration

Click the managed component's "Group name" on the "Group" tree.

Click the "Auto Registration" from "Add Component" of "Group Information" tab.

Group Information

[[3Group Information

[E_Component List

Growp Inforrmation

[3 Add Group

B & Add Corporent
il Auto Registration

B g Mantareee

g Full Manazement

F9 Akert Onk Manazemen

5 Rernote Kihiand hMedia Licen

ation

Alertviswer | Took | Erwiorment | About NEC ESMPRO Mareger | Hep

Logout

[ RAID System Manazement
Mode : Advanced Mode ]

E [Registration court : Ocourt]

g “Management Controller” |Management LAN
Information Systes
management IP Address
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Inputthe following items:

| Name
Destination Group

NEC ESMPRO Manager Setup Guide

Value
Specify the group to which the managed component will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search” for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search” for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable” to manage the systemof the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the systemof the component. *1,*2

User Name/Password

Enter username and password for WS-Man communication. The account

must be a systemadministrator of the managed operating system.

Click “Add” button and you can add a pair of username and password up

to 5. *3

- The operating system of the managed component is VMware ESXi5/6.
Enter Username/Password of VMware ESXi5/6 Administrator

RAID system management

Management

Select "Enable™ to manage the RAID systemof the component.
If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC
BxpressUpdate Agent

Select "Enable™ to manage the component using NEC ExpressUpdate.

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable™ otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

BExpressUpdate

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *3

iLO

Discovery When you discover components which have BMC excluding
EXPRESSSCOPE Engine3, this item should be “Disable”.

BMC (Other)

Discovery When you discover components which have BMC excluding
EXPRESSSCOPE Engine3, this item should be “Disable”.

Intel(R) vPro(TM) Technology

Discovery When you discover components which have BMC excluding

EXPRESSSCOPE Engine3, this item should be “Disable”.

75




NEC ESMPRO Manager Setup Guide

CHECK:
+  *1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and
VMwareESXi5/6 management are notsupported.

CHECK:

+ *2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment
setting” for detailed information.

CHECK:

+ *30n “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.

Click "Search™ and then the search for the managed components will start.
The following screen is an example display with "IP Address Range Search” selected.

Akrtviener | Tools | Erwrenment | Abcut NEC ESVPRO Marazer | HeIpI
[ RAD System Marmezerment Mode © Advanced Mode ]

Em% User Narme : root [ Autharity : Administrator 1 (52

Group Information

[Tgerop Tformation

- I ot i
j) Group Information Destination Group
-Gy [F) Abert Status Disoovery Ranze
[ Add Grow Discowery Mode ® [P Address Range Discovery O Metwork Address Discovery
8 g Add Garpernert Start Address [required] 2 B[]
Erd Address [required] 7 |
1 Merual Registraticn S""P (NEGESMPRO Agent)
.. [F Rernote KM ard Media Licerse List Diseaery : . ® Ersble Dbl
SMMWP Cormrrunity Name [required] [public
WSan
Discowery ® Ervble O Disabls

User Name/Passward Administrator /|essessnse

User Narns/Passwerd [ I [ Add |
RAD system {Universal RAID Utility)

Dissawery ® Erable O Disabls
MEG ExpressUpdate (EqressUpdate Azent)

Discovery ® Ermble O Diable
BMWC (EXPRESSSCOPE Engine)

Discawery ® Ernble O Disable

[f] "EMC{EXFRESSSCOPE Ereire)” is tarest for EXPRESSSCOPE Enenel/ 2/3/3ft/25P/23P EM Card(SIGMABLADE),
BMC{ECO CENTER), BMGimary core server) P . B
Thie case except other than other than the above and “ILO™ ard “vPro”, please select “BMC(Other)

Features MNEG ExpressUpdate ® Erable O Disable

Avthent ication ey LLLLL]
Authert cation ey [ |[Add
i0
Discowery O Errble ® Disabls
BMIG (Other)
Discowery O Ermble ® Disabls
Trkel(R) uPro{Thi) Technology
Discouery ) Erable @ Diszb ke
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When the "Auto Registration™ is completed, the NEC ESMPRO Manager starts to control the managed
component.

B = B NEC ESMPRO Manages Ver— %

AleriViewer | Took | Erviorreent | Ahout NEG ESMPRO Marager | Hep
1 RAID System Maragement Mode | Advared Mods |

[Rem istration count © dcount] [retall MEG Bsgrepdodate Agerd
Management | Management.
LAN F 1
Address 1 Address2

Mrsssracdorkoler 172168012 172168013

orere woa added

confleuration b requbed o send
hardware emer alert ta NEC ESMPRO
Marager Pleass set NEC EEMPRO
Maracer's address as ‘At Recaiver’
172168016 172188017 The coerponene was added

The componerit wes added,
EHMP Alert contlgureation ks not
Eavmmg;‘n BMG (EXPRESSSCOPE
i it wp SHWP Alert

lemahostiocakizoain 172160014 172168015 conlisuration & requied b verd
eedwnre proe alert tn NEC EEMPRO
Mareger. Pleses vt MEC ESMPRO
Mareger's sddress as 'Alert Recaher’.

WH-PHEGLOHIMIF 172168010 172168011 The cormporert was added.

TIPS:

+ When the managed component is registered by auto registration, but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is setto the "ManagementController + number".

+ You can change the component name on "Component setting” - "Connection
Setting”.
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Chapter3 Setup for Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3 is integrated
(for modem / direct connection)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC on a
managed component remotely via modem / direct connection.
Case of direct connectionis explained onthe center.

3.1 Setup Flow (for modem/directconnection)
Perform the following setup procedure:

Connect the NEC ESMPRO Manager server and the managed component on the same on the network.
With direct connection, connect the NEC ESMPRO Manager server and the managed component
directly with RS-232C cross cable. The serial port of the NEC ESMPRO Manager server NEC
ESMPRO Manageris specified on the "Environment” screen of the NEC ESMPRO Manager.

Configure the BMC on the managed component.

Register the managed component onthe NEC ESMPRO Manager.
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3.2 Configure BMC on Managed Component (for modem/direct

connection)
Configure BMC of the managed component at first.

This section explains about the minimum setting that is necessary for connection
the NEC ESMPRO Manager with the managed component. For details of BMC

There are two methods for configuring the BMC on a managed component for modem / direct connection.

Configuration with NEC ESMPRO Agent Extension, NEC DianaScope Agent or "System
Management™ tool of NEC EXPRESSBUILDER CD-ROM
This section explains the configuration procedure using the NEC ESMPRO Agent Extension for
Windows.

There are other BMC configuration tools, but do not use the following tools for
setup with NEC ESMPRO Manager.
-- NEC MWA Agent
-- "System management” started from NEC EXPRESSBUILDER that does not
.......... contain NEC ESMPRO MANAGEL, .. ..eeeeeeesssreereeessssssssensssessssasssenssessssaans
Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the

managed component when a keyboard is not connected. This method cannot use for modem
connection.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.

79



NEC ESMPRO Manager Setup Guide

3.2.1 Configuration with NEC ESMPRO Agent Extension (for modem/direct
connection)
This section explains the configuration procedure using the NEC ESMPRO Agent Extension for Windows.

After booting Windows on the managed component, click Windows "start" and start the BMC
configuration function of NEC ESMPRO Agent Extension.

The main dialog box will be appeared.
Click "New". When a confirmation message s displayed, click "OK".

"BMC Configuration™ dialog box will be display. Confirm "Common"
Click "Common™" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

Select "WAN/Direct" tab page for LAN port 1 of the BMC.
Be sure to set the below items. The other items can be used with the default values.

-- "Serial Port Mode"

Select "Direct" for direct connection.

Select "WAN (modem)" for modem connection.
-- "Flow Control"

Select "RTS/CTS"

Click "Register".
The configuration information will be setin the BMC.
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3.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote

console feature (for modem/direct connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information. This section
explains for direct connection.

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.
See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote
.......... console feature, thefeature isavailable. | ____...........ccccommmmmmsmmmmmmmmmmmsnnnnns
Perform the following procedure:
(1) Creates a configuration information file

(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

3.2.2.1 Creates a configuration information file

Start the NEC ESMPRO BM C configuration installed on any PC to create the configuration information
file.

Click "New". The confirming message will be displayed. Click "OK".

The "BMC Configuration™ dialog box will appear.
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"
Enter a unique name for each managed component.
-- "Authentication Key™
-- Set "Remote Control (WAN/Direct)" and "Redirection (WAN/Direct)" to enable.

Select "WAN/Direct" tab page.

Be sure to set the below items. The otheritems can be used with the default values.
-- "Serial Port Mode"

Select "Direct” for direct connection.

Select "WAN (modem)” for modem connection.
-- "Flow Control"

Select "RTS/CTS"

Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for specifying
a location where the configuration information is to be saved.

Specify the floppy disk's root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".
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3.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

Configure the BMC of the managed componentwith the configuration information.
Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.

After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed component, the Operating System
will be rebooted.

If the setting in the configuration information file is already configured, the
managed component will be notrebooted.
When the console-less function for direct connection is used, the BIOS settings are
changed as follows:

Serial Port Address:  On Board COM B

Baud Rate: 19.2kbps

Flow Control: RTS/CTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI
To check whether that the managed server supports SOL, see "Appendix D.
Managed Components Summary"
The managed component is still opened the main menu of the NEC
EXPRESSBUILDER after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC
EXPRESSBUILDER from the CD-ROM drive if you need.

3.3 Register the managed component on NEC ESMPRO
Manager (for modem/directconnection)

Register the managed component onthe NEC ESMPRO Manager, perform the "Check Connection”.
Login to the NEC ESMPRO Manager and perform the following:

(1) Addthe group to which the managed component will belong.

(2) Register a managed component.

3.3.1 Add Group to which the managed componentwill belong

See 2.3.1"Add Group to which the managed component will belong".

3.3.2 Register the Managed Component (for modem/direct connection)

Click the managed component's "Group name” on the "Group” tree.
Click "Manual Registration”-" Full Management"” of "Add Component™ on the "Group Information™ tab.
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Inputthe following items:

| Name Value

Component Name Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.
Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type Select "Direct" for direct connection. Select "Modem" for modem
connection.

"BMC (EXPRESSSCOPE Engine)”™ /"iLO" /"BMC (Other)" /"wPro"™ (Common)

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.
“Management Controller” management (Modem)

Phone Number | If you select “Modem”, enter phone number.
L
enennen 01 detalls Of other items, see the NEC ESMPRO, Manageronline help, | ...
Click "Add".
e

Click "Connection Setting" from "Setting" tab and click "Connection".

Click "Check Connection".
NEC ESMPRO Manager will communicate with the BMC of the managed component to check the
connection. The NEC ESMPRO Manager will also collect the component information for the

management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.

Not Detected The feature was not detected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.

CHECK ...........................................................................................................
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Chapter4 Setup for Managed Component in which iLO
IS integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage theiLO component.

4.1 Setup Flow

Setup by the following setup procedure:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

Configure iLO on the managed component.

Register the managed component on NEC ESMPRO Manager.
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4.2 ConfigureiLO on Managed Component

4.2.1 SNMP Settings
This section explains about the setup procedure for NEC ESMPRO Manager to receive SNMP alerts from
iLO.

Because this section uses iLO WebConsole, you need to set the network of iLO
beforehand. Please see the user's guide of the managed component about the

After starting a web browser on the management PC, input URL as below.

In the casethat the IP address of iLO is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

A login screen of iLO will be displayed.
After login to the iLO, Select "Management" - "SNMP Settings" at the WebConsole menu.
The following screen shows example.

NEC !_'ﬁ"fmﬁ X Management - SNMP S ® © ® R ?

Information AlertMail Remote Syslog

System Information

Firmware & OS Software

SNMP Settings

iLO Federation

Remote Console & Media .
System Location

Power & Thermal
ILO Dedicated Network Port System Contact
ILO Shared Network Port

Administration System Role

Security

Management System Role Detail

EXPRESSBUILDER
Read Community

Set IP address of the management PC on which NEC ESMPRO Manager is installed in the following
order.

- If iLO5 firmware version is less than 1.20, seta following value and select “Apply” button.
“SNMP Alert Destination(s)” : IP address of the management PC on which NEC ESMPRO Manager
is installed.

The following screen shows example.

85



NEC ESMPRO Manager Setup Guide

NEC ©° X Management - SNMP Se ® 0O ® 8 ?

1.10 Jun 07 2017

Information SNMP Settings AlertMail Remote Syslog
System Information

Firmware & OS Software

ILO Federation

Remote Console & Media

Power & Thermal SNMP Alert Destination(s)
192 168 1.100

ILO Dedicated Network Port
iLO Shared Network Port
Administration

Security

Management

SNMP Port
EXPRESSBUILDER 161

-- If iLO5 firmware version is 1.20 or later, select “New” button of “SNMP Alert Destinations”. And set a
following value and select “Add” button.

“SNMP Alert Destination(s)” : IP address of the management PC on which NEC ESMPRO Manager is
installed.

The following
® ©Q 0 4 7
SHMP Setings AlertMail Remate Syslog
SNMP Por i
161
SNMP Alert Destinations
SHNMP Trap SNMP SNMPv3
Alert Community Protocol  User
Destination
(s)
w -
~
Management - SNMP Settings ® © & 5 7

AlertMail

SNMP Settings Remote Sysiog

Add Alert Destination X

86



NEC ESMPRO Manager Setup Guide

4.2.2 NEC SSO Settings

This section explains about the setup procedure for NEC ESMPRO Manager to login iLO WebConsole with
Single Sign-On.

Regarding Single Sign-On settings of iLO, the following trust mode is supported.

Single Sign-On Trust Mode options

® TrustNone (SSO disabled) (default) —Rejects all SSO connection requests.

® Trust by Certificate (most secure)}—Enables SSO connections from an NEC SSO-compliant application
by matching a certificate previously imported toiLO.

® Trust by Name—Enables SSO connections from an NEC SSO-compliant application by matching a
directly imported IP address or DNS name.

® Trust Al (least secure)}—Accepts any SSO connection initiated from any NEC SSO-compliant
application.

In order to enable NEC SSO feature, the different procedure is required for each mode. Refer to below.

If "Trust None" is configured, when you click " Login to iLO" on NEC ESMPRO
Manager, you only browses iLO Top page and login step is required.

Because this section uses iLO WebConsole, you need to set the network of iLO
beforehand. Please see the user's guide of the managed component about the

4.2.2.1 The procedure for Trust by Certificate

(1) When you configure "Trust by Certificate” mode, it is necessary to install certificate. Suppose the
following for each options when generating it.

Options Description Sample for settings
alias Alias specifies key or Certificate entries | esmpro_ilosso
stored in keystore file.
storepass Password to access keystore. secret
validity \alidity of the certificate. The unit is 'day’. | 365
keystore Location of keystore. C¥Users¥Administrator¥.keystore

(2) Open command prompt on the management PC and change directory as follows:
<NEC ESMPRO Manager install folder>¥ESMW EB¥jre¥bin

Bxample)
| cd C¥Program Files¥ESMPRO¥ESMWEB¥jre¥bin |

(3) BExecute following command to generate a key.

keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias {alias value in
step(1)} -storepass {storepassvalue in step(1)} -validity {validity value in step(1)} —keystore {key
storevalue in step (1)}

Example)
keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias
esmpro_ilosso -storepass secret -validity 365 -keystore C:¥Users¥Administrator¥.keystore
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(4) Aftercommand in step (3), some inputs are required as follows:

Enter keystore password *******x
What is your first and last name?(*1)
[Unknown]: Scott Oaks

What is the name of your organizational unit?
[Unknown]: SMCC

What is the name of your organization?
[Unknown]: Sun Microsystems

What is the name of your City or Locality?
[Unknown]: New York

What is the name of your State or Province?
[Unknown]: NY

What is the two-letter country code for this unit?
[Unknown]: US

Is <CN=Scott Oaks, OU=SMCC, O=Sun Microsystems, L=New York, S=NY, C=US>

correct?

[no]:y
Enter key password for <sdo>
(RETURN if same as keystore password): (*2)

(*1) You can enter host name or IP address for "first and last name".
(*2) Press Enter in order to enter same password as keystore password.

(5) Confirm if keystore is generated in location of step (1).

(6) In order to convert a keystore to PEM format, execute the following command. If password is required,
input storepass value in step (1).

keytool -exportcert -keystore {keystore value in step(1)} -alias {alias value in step(1)} -rfc > {location
of output file}

BExample)
keytool -exportcert -keystore C:¥Users¥Administrator¥.keystore -alias esmpro_ilosso
-rfc > C:¥Users¥ Administrator¥test.pem

(7) Confirm if Certificate in PEM format is generated in location of step (6).

Example of PEM data)

***** BEGIN CERTIFICATE-----

MI [DaTCCA | Gabw Bhe [EZap i aTANBekahk i GIwOBACWFADB | MOswCOYDYOOGEW.JK
LUDECMAAGATUECEMHVIE rbm8 3k | EOMA GATUEBMHVIE rbm33k § EQMAA GATUECHMH
Y% rbm93b i EQMAAGATUECMHYWE rbm33k | EOMAwGE 1LEAMEZHYE bitkwHhchMT 2w
OTEMDCxM=MOWhchM 2wOT ASMDcM=MOW i B | MO=swCOYDVOCGEw JKUDEOMA4 GATLE
CEMHYHS rbm33k ] EQMAAGATUEBsMHYIS rbm@3h j ECMA4GATUEChMHYING rbm92b | EQ
MAAGATUECMHYWS rbm@3h | EOMAWGATUE xMF ZHV bilowzeE | MADGCSaGS [3D0ER
A0UAAL TBDwAwgeEK Ao [BANDUozB0H+a00] [nDCER I WP+E | CD0zPPwPoB4 /1 Allst /S
10=jR2r8r7 rm 5n0zBLEVPaq | eSBCadhthHAzwh, JEGKeRsbPCYFwCHHIRmm M
WrETCLKXeBE3KTAMC4 i 2y i CrHv 1y | OpyBoaul /CORP=4FFvOLZKY dkaVmRCribs]
EbeedlJdHX34 34801 i 1 r20 T | cMNBXcH 8 ArbSm8X)ZJ0Y+8Ber BdhBOKULS /W40
LsksBe xMSz+achaTk2pGazBxlueFHcTwhie i /heByv [ 8k+HRmpk T Yab 00yt + [ +b+5
ILEUT ddavm ] 70 TGy GAUY r7 g ] s/ 3RyBuY AH1 BHROVndeMBAAG T T TATMBOGAT U
DgWBETT92 1 swhwhl0C re+vemTt TIxgvsaT ANBekahk i GIw0BAQWF AAOCAQEALLIST
| 7CYOWFFLKE 15 OdBCWD299F Sol 9wk Tthnd Ax8nDmR3 T+ 4008 DmPYM18yalZ At NN
3V 2zt 3k wehlk JAwNGyQz AGNFOTFEFlN | enBpb o WHBOT 10mped sxFmod | 3Jj+Y
GaM/A05 j snsYadxZUM7CH | gkKBUBc0vRz rUZAPwdu | YSESHNIHGGE JK NP+l
20t po2Rbb040KRE4 | Noodt apas YO Y0/ 16 | vkt W TLE ugk rDE3u i s +ulhvakJ8
27hc | JFTkscnDhRn9RehyELm' i f ACEMLE 14| AtrnTw0 TBeU2m V4 rdGGzbbAcadA
b PMHU4BMAHPT S ==

***** END CERTIFICATE-----
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(8) Open "ilosso.properties" in the following location with text editor on the management PC.

Location of "ilosso.properties":
<NEC ESMPRO Manager install folder>¥ESMW EB¥whserver¥webapps¥esmpro¥WEB-INF
¥service¥iLOSSO

(9) Update the value of the following properites.

Property Name Value Sample for property

ALIAS NAME "alias" in step (1) esmpro_ilosso

KEYSTORE_PATH -In casethat file separatoris "¥¥":
C:¥¥Users¥¥Administrator¥¥.keystore
-In casethat file separatoris "/":

"location" of keystore in step
(1). File separator must be

["ormee, C:/Users/Administrator/ keystore
PASSWORD ""storepass" in step (1). secret
Example)
HOsT _blAbiE =

ALIAS WAME=esmpro_i losso
KEYSTORE_PATH=C: ¥¥lUsers¥¥Adninist rator¥¥ . kevstore
PASSHWORD=secret

(10) Restart the management PC.

After NEC ESMPRO Manager restarting, Value of PASSWORD is encrypted and
saved as ENCRYPTED PASSSWORD automatically and then is removed.

(11) Start a web browser on the management PC and input URL as below.
In the case that the IP address of iLO is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

89



NEC ESMPRO Manager Setup Guide

(12) After login to iLO, Select "Security" - "NEC SSO" at the WebConsole menu.
The following screen shows example.

iLOS
NEC 1.30 May 23 2018 X

Security - Access Settin ® © H ® A ?

Information Access Settings ILO Service Port Secure Shell Key SS5L Certificate

System Information Directory  Encryption Login Security Banner

Firmware & OS Software

iLO Federation Service

Remote Console & Media

Power & Thermal
Intelligent System Tuning () Secure Shell (SSH)

ILO Dedicated Network Port Secure Shell (SSH) Port

iLO Shared Network Port 22

Administration
() Web Server
Security

Management Web Server Non-SSL Port

a0
EXPRESSBUILDER

Web Server SSL Port
443

(13) Select "Trust by Certificate” as SSO Trust Mode and click "Apply" button. Then click "Import™ button in
"Manage Trusted Certificates and Records" to install the trusted certificate.

iLO S

130My AR 7

Security - Single Sign-On Settings ® 0 & & A& 7

ation Access Sellings iILO Sarvice Port Sacure Shell Key B5L Carlihicate Diraciony Encryplion MEC 580

lam Informalion Login Security Banner

Single Sign-On Settings Manage Trusted Certificates and Records

8 ton
0 o
v O v

I o
OO00”EE
REREEEEEE

B EEnP LT

90



NEC ESMPRO Manager Setup Guide

(14) Copy text of Certificate(*1) generated in step (7) and pasteit in text field. Then Click "Apply" button.

NEC Security - Single Sign-On Settings ® 0 &G A 7

S

Information

Access Sathngs ILO Service Porl Secura Shell Key SEL Cerlificate Dhrectory Encryption NEC 850
4 Login Security Banner

Sollwara

Import Trusted Certificates

Direct Import

Import From URL

*1: You must copy and paste all text including "-----BEGIN CERTIFICATE-----" and "----END
CERTIFICATE-----".

(15) Confirm if Certificate

is added in "Manage Trusted Certificates and Records"” field on NEC SSO
settings.

Security - Single Sign-On Settings: ® O & O® A 7

Access Sathings iLO Service Port Secura Shell Key 551 Certilicate Dweclory Encryplion NEC 5SSO0

Login Security Banner

Single Sign-On Settings Manage Trusted Certificates and Records

Status  Cerlificate  Description
]:| -] 5] HostiName

P e}é'&
\

EXPRESSBUILDER

100000

IRREREE
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4.2.2.2 The procedure for Trust by Name

@

)

3)
4)
)

Open "ilosso.properties” in the following location with text editor on the management PC.

Location of "ilosso.properties™:
<NEC ESMPRO Manager install folder>¥ESMW EB¥wbserver¥webapps¥esmpro¥WEB-INF
¥service¥iLOSSO

Configure IP address or Domain Name of the management PC for "HOST_NAME" property and save
properties file.
Example)

05T _MAME=192.165.1.

KEYSTORE. PATH-
PASSHORD=

Restart the management PC.
Execute step (11) and (12) in 4.2.2.1.

Select "Trust by name" as SSO Trust Mode and click "Apply" button. Then click "Import" button in
"Manage Trusted Certificates and Records".

Security - Single Sign-On Settings ® 0 ® 6 A 7

Access Setings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption MNEC 550

Login Securnty Bannar

Single Sign-On Settings Manage Trusted Certificates and Records

Trust by name Il‘ Import

Ta,.
o
%

ERRRNRRRER | %
LA

Administration

Secunly

EXPRESSBUILDER

o 9
DOO0EREER

)
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(6) Configure the value saved as "HOST_NAME" in step (2) in text field of "Import Direct DNS Name" and
click "Apply" button.

Security - Single Sign-On Settings ® O & & A 7

Access Settings ILO Service Port Secure Shell Key S5L Certificate Directory Encryption NEC S50

Login Secunty Bannes

Import From URL

Import Direct DNS Name

(7) Confirm if name set in step (6) is added in "Manage Trusted Certificates and Records™ field on NEC
SSO settings.

NEC X Security - Single Sign-On Settings ® 0O & e A/ 7

Information Arces ILO Service Porl

Seltings Secure Shefl Key S5L Ceartihcale Dhresclory Encryption NEC 550

Login Security Banner

Single Sign-On Settings Manage Trusted Certificates and Records

Status  Certificate Description

O e 192.168.1.2
o

& &

W ¢
O]
O
O]
O
O]
/i

93



NEC ESMPRO Manager Setup Guide

4.2.2.3 The procedure for Trust by All

(1) Bxecute step (11) and (12) in 4.2.2.1.

(2) Select "Trustby All" as SSO Trust Mode and click "Apply" button.

iLOS

1.30 May 23 2018 X SecuritY'Si“gle Sign-On sem“ﬂ! . @ @ 0 (9.\ ?

Accass Sallings ILO Service Port Secure Shell Key S50 Cantificate Directory Encryption MNEC 880

Login Security Banner

Single Sign-On Settings Manage Trusted Certificates and Records

T, Import

o .\q}(sp‘
& o"dé r‘t’@\?
Security 5] Log
M. ment l:‘ I: Ry
BUILDER O QO v
O gl v
0 g«
OO &
0o o Be ¢
o dh H
OO =

G|

i
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4.3 Registeramanaged componenton NEC ESMPRO Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform steps in the following order:

(1) Configure environment setting
(2) Addthe groupto which the managed component will belong.
(3) Register a managed component.

4.3.1 Environment setting

If NEC ESMPRO Manager manages components in which iLO is integrated, in following cases,
"Self-Signed Certification" should be accepted by NEC ESMPRO Manager in “Environment Setting”.
Otherwise NEC ESMPRO Manager cannot manage components in which iLO is integrated.

- NEC ESMPRO Managercommunicates with iLO by HTTPS and using “Self-Signed Certificate”.
CHECK:
+ The communication protocol used between NEC ESMPRO Manager and iLO is
HTTPS by default.
The communication protocol can be changed by Communication Protocol settings
of “Communication with iLO” at “Environment Setting” - “Network”.

[Step] : On “Environment Setting” - “Network” screen, set “Self-Signed Certificate” of
“Communication with iLO” to “Allow”.

m06 User Marme © Administrator [ Autharity : Administrator ]
[Bamaper ey AlertViewsr | Tools | Erwironment | &bout MES ESMPRO Manazer | Help
Enwironment [ RAD System Managerment Mode : Advanced
hode ]
%
User Accounts || Access Control m Option || Auto Registration Setting

SNMP/ICMP Gommunication

Packet Resend Count nurnber of times
Mo-response Timeout 1 (1 - 65535 seconds)
[required] _— seconds

Mo-responze Timeout 2 (1 - 6E535 ceconds)
[required] seconds
Mo-response Timeout 2 (1 - 65535 seconds)
[required] seconds
Mo-responze Timeout 4 (1 - 65535 seconds)
[required] seconds

Communication with Remote Console/Remote Drive

Mo-responss Timeout (20 — 1800 seconds)
[required] seconds

CGommunication with BMG

Mo-response Timeout (1 — 15 seconds) [required] seconds

ﬁ?grgz{arr:d]Send Retry Gount (0 - 10 nurber of tirmes) Aurnber of times
Send Source Port (1025 - 65535 [required] 47117

Direct Connection Setting

Fort Murmber Serial Port1 wv

W3-hlan Gommunication

Self Siened Certificate ® allow O Mot Allowed
Communication with iLO

Mo-response Timeout (1 - 30 seconds) [required] seconds
([Sr?grgr{arr;jd]‘Send Retry Gount (0 — 10 number of tirmes) El Aurnber of times
Communication Protocol for Auto Rezistration ® HTTPS O HTTP

Belf Signed Certificate ® Allow ) Mot Allowed
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4.3.2 Add Group to which the managed componentwill belong
See 1.3.2 Add Group to which the managed component will belong.

4.3.3 Register the Managed Component
Use either of following two methods to register the managed component.

Manual Registration

This method requires the operator to directly enter the managed component’s information such as the IP
address of iLO and to perform "Check Connection™.

Auto Registration

This method automatically searches the network for managed components and iLO that are not
registered yet onthe NEC ESMPRO Managerand registers them.

4.3.3.1 Manual Registration

Click the group name to which the managed component based on iLO will belong on the "Component

List" or the "Group" tree.

Click the "ManualRegistration"-"Full Management" from "Add Component" of "Group Information" tab

Input the following items.

| Name
Component Name

Value

Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type

Select “LAN”

Common_Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent)/ WS-Man

Management Select "Registration™ to manage the systemof the component.
Management Type Select WS-Man in the following cases.*1
The operating systemof the managed componentis VMware ESXi6.
NEC ESMPRO ServerAgentService is installed on the managed
component.
User Name Enter the user name and password for communication with WS-Man
service.
Password

- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating system of the managed component is VMware ESXi6.
Enter Username/Password of VMware ESXi6 Administrator

Communication
Protocol

Select protocol HTTP/HTTPS for connection WS-Man service.

Port Number

Enter port number where WS-Man service listens for connection. *2
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RAID system management

Management If the managed component is NEC ESMPRO ServerAgentService, Select
“Unregistration”.

If the operating system of the managed component is VMware ESXi6,
refer to “10.4.3.1 Manual Registration”.

NEC ExpressUpdate

Updates via  NEC [ Select “Unregistration”. The managed component in which iLO is

BxpressUpdate Agent integrated does not support updating via NEC ExpressUpdate Agent.
Updates via | Select “Unregistration”. The managed component in which iLO is
Management Controller | integrated does not support updating via Management Controller.

"BMC (EXPRESSSCOPE Engine)" /"iLO" / "BMC (Other)" /"vPro" (Common)

Management Select "Registration™.
Management Type Select "iLO".
User Name Enter the username and password for communication with the iLO, *3
Password
Communication Select protocol used by communication with iLO.
Protocol
Port Number Select port number used by communication with iLO. *4
"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)" /"vPro" (LAN)
IP Address 1 | Enter the IP address of iLO.
CHECK:

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

*3 Set a user name and a password of following user account. Please refer to "iLO5
user’s guide" for details abouta useraccountof iLO.

-- Administrator of the default user

-- Additional userwith all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

*4 Set the port number of iLO Web Server. The default value of iLO Web Server is
80 for HTTP or 443 for HTTPS. If the default value is changed, you need to set the
port number after the change. Please refer to "iLO5 user’s guide” for details.

IMPORTANT:
If iLO management is disabled, NEC ESMPRO Manager may not be able to
monitor HW status. Detailed information is shown in the connection check result
screen.
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The following screen shows an example.

ESMPROG

O[¥= root
=1 O [WE

Group Information

["3Group Information
bodiy {9 Alert Status
i[5 Add Group
=] E Add Corponent

b Auto Registration
B & Manuzl Registration
:
B Alert Only Manazement

Remate KU and Media Lisense List

User Name : Admiinistratar [ Autharity : Administrator |
BlertViewer | Tools | Environment | About NEC ESMPRO Manseer | Help

[ RAD System Manazament Mods : Advanced Mods ]

L femNome | Setup Value

Carnponent Mame [required]
Alias
Group
Connection Type
Gommon Setting
0S P Address [required]
SNMP (NEG ESMPRO Azent)/ WS-Man
Maragement
Maragement Type
User Name [required]
Passward [required]
Communication Protocal
Part Murnber [required]
RAID system management
Maragement
MEC ExpressUpdate
Updates via MEC ExpressUpdate Agzent

“BMGC (EXPRESSSCOPE Engine)” / “iLO" / "BMG (Other)” / “vPro” {(Common)

Marazement

/8 ¥ BMC / LO management ie disabled, NEC ESMPRO Manager cannot monitor HW errors of some servers.
Please refer to the result page of connection check

Managemant Type

[§ "BMC{EXPRESSSCOPE Engine)” is target for EXPRESSSCOPE Enginel /2/3/ 3t/ 23F /35F EM Gard
(SIGMABLADE), BMG(ECO GEMTER), BMG{rmany core server)
The case except other than ather than the above and “ILO" and “vPro”, please select “EMG{Other)”

User Mame [required]
Password [required]
Communication Protocol

Port Murber [required]

“BMGC (EXPRESSSGOPE Engine)” / "iLO" f "BMG (Other)” / “vPro™ (LAN)

P Address1 [required]

SampleServer
SampleServer
SampleGroup v

® Lan

. Direct ' Modem

{72 ][ | [30 [ [o0 ]

® Registration () Unregistration
O SMP ®) WS—hian

Administrator

® HTTP O HTTPS

5985

O Registration @ Unregistration

O Registration ® Unreeistration

® Rezistration () Unreeistration

O BMC ® L0 (O BMG(Other] O wPro

[Administrator ]

O HTTP @ HTTPS

A

o6 |[30 [0t ]

4) Click "Add".

S

(5) Click the "Connection Setting" from "Setting" tab of the managed component.
Click "Check Connection" to collect the managed component information for the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.

Detected

The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.

Not Detected

The feature was notdetected.

NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.
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Click the group name to which the managed component based on iLO will belong on the "Component

List" or the "Group" tree.

Click the "Auto Registration” from "Add Component" of the "Group Information™ tab.

Inputthe following items to search managed components based oniLO.

| Name
Destination Group

Value
Specify the group to which the managed component will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search” for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search” for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery When you discover only the components in which iLO is integrated, this
item should be “Disable”.

WS-Man

Discovery When you discover components installed NEC ESMPRO

ServerAgentService or VMware ESXi6, select “Enable”. *1

User Name/Password

Enter username and password for WS-Man communication. The account
must be a systemadministrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *2
- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system
- The operating systemof the managed component is VMware ESXi6.
Enter Username/Password of VMware ESXi6 Administrator

RAID system management

Management

If the operating system of the managed component is VMware ESXi6,
refer to “10.4.3.1 Manual Registration”.

NEC ExpressUpdate

Updates  via
BxpressUpdate Agent

NEC

When you discover only the components in which iLO is integrated, this
item should be “Disable”.

BMC (EXPRESSSCOPE Engine)

Discovery When you discover only the components in which iLO is integrated, this
item should be “Disable”.

iLO

Discovery | Select “Enable”
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User Name/Password Enter username and password for communication with the iLO,
Clicking “Add” button, you can enter up to 5 pairs of username and
password.*2, *3

BMC (Other)

Discovery When you discover only the components in which iLO is integrated, this
item should be “Disable”.

Intel(R) vPro(TM) Technology

Discovery When you discover only the components in which iLO is integrated, this
item should be “Disable”.

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.

*3 Set a user name and a password of following user account. Please refer to "iLO5
user’s guide" for details abouta useraccountof iLO.

-- Administrator of the default user

-- Additional userwith all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

(4) Click “Run Discovery” and the discovery for the managed components will start.

(5) When the auto registration is completed, registered components are listed. After that, NEC ESMPRO
Manager starts to manage them.

When the managed component is registered by auto registration but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is setto the "ManagementController + number".
You can change the component name on "Component setting” - "Connection
Setting".
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Chapter5 Setup for Managed Component of BMC
(Other)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC (Other)
component.

5.1 Setup Flow

Setup by the following setup procedure:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

Configure BMC on the managed component to enable ESMPRO Management.

Register the managed component on NEC ESMPRO Manager.
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5.2 ConfigureBMCon Managed Component

Configure BMC (Other) of the managed componentvia Embedded Management Software.
After starting a web browser on the management PC, input URL in order to start Embedded Management
Software.

In the case that the IP address of BMC (Other) is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

Please set “Platform Events” and “Trap settings” so that NEC ESMPRO Manager
receive alerts from the BMC.
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5.3 Registeramanaged componenton NEC ESMPRO Manager

In order to register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO
Manager and perform the following procedure:

(1) If necessary, add the group to which the managed component will belong.
(2) Register a managed component.

5.3.1 Add Group to which the managed componentwill belong
See 1.3.2 Add Group towhich the managed component will belong.

5.3.2 Register the Managed Component
Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component’s information such as the IP
address of BMC (Other) and to perform "Check Connection”.

Auto Registration
This method automatically searches the network for managed components and BMC (Other) that are
notregistered yet on the NEC ESMPRO Manager and registers them.

5.3.2.1 Manual Registration

(1) Click the group name to which the managed component based on BMC (Other) will belong on the
"Component List" or the "Group" tree.

(2) Click the "Manual Registration”-"Full Management" from "Add Component™" of "Group Information”
tab.

(3) Inputthe following items.

Name Value

Component Name Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Connection Type Select “LAN”

Common Setting

OS IP Address | Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent)/ WS-Man

Management Select "Registration™ to manage the systemof the component.
Management Type Select WS-Man in the following cases.*1

The operating systemof the managed componentis VMware ESXi6.

NEC ESMPRO ServerAgentService is installed on the managed
component.

User Name Enter the user name and password for communication with WS-Man
service.

Password
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- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator

- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system

- The operating systemof the managed component is VMware ESXi6.
Enter Username/Password of VMware ESXi6 Administrator

Communication Select protocol HTTP/HTTPS for connection WS-Man service.
Protocol

Port Number Enter port number where WS-Man service listens for connection. *2
RAID system management

Management Select "Registration™ to manage the RAID system of the component.

If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
BExpressUpdate Agent BExpressUpdate.

Updates via | Select “Unregistration”. The managed component in which BMC (Other)
Management Controller | is integrated does not support updating via Management Controller.

"BMC (EXPRESSSCOPE Engine)" /"iLO" / "BMC (Other)"" /"vPro" (Common)

Management Select "Registration".
Management Type Select "BMC (Other)".
User Name Enter the user name and password for communication with the BMC
Password (Other), *3
"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)" /"vwPro" (LAN)
IP Address 1 | Enter the IP address of BMC (Other).
CHECK:

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

*3 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account
of BMC (Other).

-- Administrator of the default user

-- Additional userwith all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

IMPORTANT:
If BMC (Other) management is disabled, NEC ESMPRO Manager may not be able
to monitor HW status. Detailed information is shown in the connection check result
screen.
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4) Click "Add".

(5) Click the "Connection Setting™ from "Setting" tab of the managed component.
Click "Check Connection" to collect the managed component information for the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.
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5.3.2.2 Auto Registration

@

@)
©)

Click the group name to which the managed component based on BMC (Other) will belong on the
"Component List" or the "Group" tree.

Click the "Auto Registration” from "Add Component” of the "Group Information™ tab.

Input the following items to search managed components of BMC (Other).

| Name
Destination Group

Value
Specify the group to which the managed component will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search” for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search™ for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery

When you discover only the components in which BMC (Other) is
integrated, this item should be “Disable”.

WS-Man

Discovery

When you discover components installed NEC ESMPRO

ServerAgentService or VMware ESXi6, select “Enable”. *1

User Name/Password

Enter username and password for WS-Man communication. The account
must be a systemadministrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *2
- NEC ESMPRO ServerAgentService (Windows) is installed.
Enter Username(Local User Accounts)/Password of Windows system
Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system
- The operating systemof the managed component is VMware ESXi6.
Enter Username/Password of VMware ESXi6 Administrator

RAID system management

Management

Select "Enable™ to manage the RAID systemof the component.
If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC
BxpressUpdate Agent

Select "Enable™ to manage the component using NEC ExpressUpdate.

BMC (EXPRESSSCOPE Engine)

Discovery When you discover only the components of BMC (Other), this item
should be “Disable”.

iLO

Discovery When you discover only the components of BMC (Other), this item

should be “Disable”.

BMC (Other)

Discovery

| Select “Enable”

106




NEC ESMPRO Manager Setup Guide

User Name/Password Enter username and password for communication with the BMC (Other),
Clicking “Add” button, you can enter up to 5 pairs of username and
password.*2, *3

Intel(R) vPro(TM) Technology

Discovery When you discover only the components of BMC (Other), this item
should be “Disable”.

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.

*3 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account
of BMC (Other).

-- Administrator of the default user

-- Additional userwith all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

(4) Click “Run Discovery” and the discovery for the managed components will start.

(5) When the auto registration is completed, registered components are listed. After that, NEC ESMPRO
Manager starts to manage them.

When the managed component is registered by auto registration but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is setto the "ManagementController + number".
You can change the component name on "Component setting” - "Connection
Setting".
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Chapter6 EM Card and Chassis Management

6.1 Overview
The NEC ESMPRO Manager has following functions by communication with the EM card in a blade
enclosure,

Information Collection
NEC ESMPRO Manager collects the status and the information of the blade enclosure as follows.

-- Blade / EM Card / Switch Module List
If the slot state of CPU blade, EM card or switch module is changed, NEC ESMPRO Manager
collects current slot state.

-- Chassis Information
NEC ESMPRO Manager collects the blade enclosure name, the name and ID of the rack in which
the blade enclosure is installed.

-- EM Card / Switch Module Status
NEC ESMPRO Managerobtains the STATUS Lamp of the EM card and the switch module.

Component Monitoring
NEC ESMPRO Manager always monitors the slot state in the blade enclosure and the STATUS Lamp of
the EM card and the Switch Module. When some slot state change or failure occurs, NEC ESMPRO
Manager notifies the operator.

CPU Blade Auto Setting
When NEC ESMPRO Manager detects new CPU blade installed on the blade enclosure, the NEC
ESMPRO Manager configures BMC on the CPU blade (managed component) through the EM card to
control the managed component remotely. NEC ESMPRO Manager also registers the managed
component for its own, and execute the "Check Connection™.

6.2 System Requirements
NEC ESMPRO Managercan manage the following EM card.

Hardware
EM card thatis listed "Appendix D. Managed Components Summary".

® Communication Medium
TCP/IP network

NEC ESMPRO Agent Extension and NEC DianaScope Agent cannot be installed
on EM card.
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6.3 Setupfor EM Card

6.3.1 Setup Flow

Perform the following setup procedure:
Connect the NEC ESMPRO Manager server and the EM card.
Setup EM card for communication with NEC ESMPRO Manager.

Register the EM card on NEC ESMPRO Manager.

6.3.2 Setup EM Card for communication with NEC ESMPRO Manager Setup
the EM Card as follows. See Users Guide that attached to EM Card for detail.

Set the IP address of the EM Card.

The IP address set on the EM card should be the value that can be divided by 4. If
the IP address be set other value, NEC ESMPRO Manager will fail "Check
Connection™.
.......... NEC ESMPRO, Manager communicates to the EM card with the "fbed IP address”.
Setup EM Card for communication with NEC ESMPRO Manager (DianaScope support).
Use setdslcommand for SIGMABLADE-M.
Use SET DSGPASSWORD and SET DSGSTATE command for SIGMABLADE-H.

6.3.3 Register EM Card on NEC ESMPRO Manager
You can register the EM card with similar way of registering the ordinary managed component.
Use either of the two methods to register EM card.

Manual Registration
This method requires the operator to directly enter the EM card's information such as the IP address and
to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and EM card that are not
registered yet onthe NEC ESMPRO Manager, and registers them.

NEC ESMPRO Manager distinguishes the EM card from ordinary managed
component by "Check Connection".

After "Check Connection" of the EM card is completed, Information of the blade
enclosure (chassis) is displayed on the "Chassis List" on the NEC ESMPRO
Manager.

The chassis name on the NEC ESMPRO Manager is set to the first 16 characters of
the blade enclosure name. If the same name is already registered, some number is
added to the name.
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6.3.3.1 Manual Registration

(1) Click the group name forthe EM card onthe "Component Link" view or "Group" tree.

(2) Click the "ManualRegistration" from "Add Component™ of "Group Information" tab.

3)

Input the following items on the "Manual Registration”-" Full Management” view.

| Name
Component Name

Value

Specify the name of the EM card on NEC ESMPRO Manager.

Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the EM card. Do not enter a name including
blank characters. Uppercase characters are distinguished from lowercase
characters.

Group Specify the group to which the EM card will belong.

Connection Type

Select “LAN”

Common Setting

OS IP Address

| Specify the Address ofthe EM card.

SNMP (NEC ESMPRO

Agent)/ WS-Man

Management Select "Registration" to manage the EM card.

Management Type Select “SNMP”

SNMP Community | SNMP Community Name which is specified at the EM card.
Name(Get) The default value is “public”.

SNMP Community | SNMP Community Name which is specified at the EM card.
Name(Set) The default value is “public”.

RAID system management

Management

| Select “Unregistration”.

NEC ExpressUpdate

Updates via NEC
BxpressUpdate Agent

Select “Unregistration”.

Updates via
Management Controller

Select “Unregistration”.

"BMC (EXPRESSSCOPE Engine)" /"iLO" / "BMC (Other)" /"vPro" (Common)

Management

Select "Registration".

Management Type

Select "BMC".

Authentication Key

Enter the "authentication key" for the EM card.

“BMC (EXPRESSSCOPE Engine)" /*iLO" /"BMC (Other)" /*vPro" (LAN)

Current IP Address

Select IP Address 1

Failover

Select “Disable”.

IP Address 1

Enter the IP address that is specified on LAN1 of the BM C configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Maskl *1

Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.
If the managed component is a fault tolerant server, you should enter the

subnet mask of the management LAN port for the CPU/IO module 0 to
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4)
()

(6)

the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

This field can be blank.

Subnet Mask2 *1

This field can be blank.

Click "Add".

Click "Connection Setting" from "Setting" tab of the managed component. And Click “Check

Connection”.

NEC ESMPRO Manager will execute "Check Connection" and collect the information for the

management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the EM card

Detected

Detail

Detected

The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.

Not Detected

The feature was not detected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.

6.3.3.2 Auto Registration

(1) Click the group name for the EM card on the "Component Link" view or "Group" tree.

(2) Click the "Auto Registration™ from "Add Component” of "Group Information™ tab.

(3) Enter following information.

Name Value

Destination Group

Specify the group to which the EM card will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search" for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search™ for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable”.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the EM card.
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WS-Man

Discovery | Select “Disable”
RAID system management

Management | Select “Disable”
NEC ExpressUpdate

Updates via NEC | Select “Disable”
BxpressUpdate Agent

BMC (EXPRESSSCOPE Engine)
Discovery Select "Enable".
Features NEC | Select “Disable”
ExpressUpdate

Authentication Key Enter the password thatyou setin EM card.
iLO

Discovery | Select “Disable”.
BMC (Other)

Discovery | Select “Disable”.
Intel(R) vPro(TM) Technology

Discovery | Select “Disable”.

(4) The search for the managed components will start.

(5) The IP addresses ofthe found managed component and EM cards will be listed.
When the "Auto Registration" is completed, the NEC ESMPRO Manager starts to control the EM card.

When the EM card is registered by auto registration, the EM card name is set to
blade enclosure +"-EM" + EM card number. You can change the EM card name on

6.4 Operationof EM card

You can open the screento check the STATUS lamp and to turn UID lamp on as follows.
Click "Chassis" from the tree view.
Click the EM card name on the "Component List".

Click the EM card parts on the "Chassis MAP" screen.

6.5 CPU Blade Auto Registration
NEC ESMPRO Manager monitors blade slot state of the blade enclosure on which the EM card is installed.
If NEC ESMPRO Manager detects new CPU blade installed on the chassis, NEC ESMPRO Manager
configures BMC on the CPU blade (managed component) through the EM card. To control the managed
component, NEC ESMPRO Manager also registers the managed component and executes "Check
Connection™.

You should set the item for the BMC configuration and component registration on the NEC ESMPRO
Manager on the "Chassis Properties™ - "CPU Blade Auto Setting".

See the online help of the NEC ESMPRO Manager for the details of the items.
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Chapter7 Setup for the NEC Storage M Series

7.1 Register NEC Storageon NEC ESMPRO Manager

You can register the NEC Storage with similar way of registering the ordinary managed component.
Use either of the two methods to register NEC Storage.

Manual Registration
This method requires the operator to directly enter the NEC Storage's information such as the "Floating
IP Address" and to perform "Check Connection™.

Auto Registration
This method automatically searches the network for managed components and NEC Storage, and
registers them.

NEC ESMPRO Manager distinguishes the NEC Storage from ordinary managed
component by "Check Connection".

The managed component name on the NEC ESMPRO Manager is set to the disk
array name that is set in iSM Client. You can change the managed component name

7.1.1 Manual Registration
(1) Click thegroup name for the NEC Storage onthe "Component Link™ view or "Group" tree.
(2) Click the "ManualRegistration” from "Add Component™ of "Group Information™ tab.

(3) Inputthe following items on the "Manual Registration"-"Full Management" view.

| Name Value
Component Name Specify the NEC Storage name on the NEC ESMPRO Manager,
Alias Specify the information about the NEC Storage. Do not enter a name

including blank characters. Uppercase characters are distinguished from
lowercase characters.

Group Specify the group to which the NEC Storage will belong.
Connection Type Select “LAN”

Common Setting

OS IP Address | Enter the Fixed IP address of "Floating IP Address" ofthe NEC Storage.
SNMP (NEC ESMPRO Agent)/ WS-Man

Management Select "Registration".

Management Type Select “SNMP”

SNMP Community | Enter the "SNMP community name" specified on iSMClient.
Name(Get)

SNMP Community | Enter the "SNMP community name™ specified on iSMClient.
Name(Set)

RAID system management

Management | Select “Unregistration”.

NEC ExpressUpdate
Updates via  NEC | Select “Unregistration”.
BxpressUpdate Agent
Updates via | Select “Unregistration”.
Management Controller
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"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)" /"vPro" (Common)

Management | Select "Unregistration".

@) Click "Add".

(5) Click " Connection Setting"” from "Setting" tab of the managed component. And Click “Check Connection”.
NEC ESMPRO Manager will execute "Check Connection” and collect the information for the

management.
When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the NEC
Storage
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.
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7.1.2 Auto Registration

@)
)
3)

| Name
Destination Group

Click the group name for the NEC Storage on the "Component Link™ view or "Group” tree.
Click the "Auto Registration” from "Add Component™ of "Group Information™ tab.

Select "Search Mode" on the "Auto Registration” view and enter following information.

Value
Specify the group to which the NEC Storage will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search" for "Search Mode", specify

End Address

the start IP address and end IP address of the range which includes the
NEC Storage’s floating IP address.

Network Address

When you select "Network Address Search™ for "Search Mode", specify

Network Mask

the network address and network which includes NES Storage’s floating
IP address.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable”.

SNMP Community | "SNMP Community Name" is the "SNMP Community Name" specified
Name on iSMClient.

WS-Man

Discovery | Select “Disable”

RAID system management

Management | Select “Disable”
NEC ExpressUpdate
Updates via NEC | Select “Disable”
BxpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery | Select "Disable".
iLO

Discovery | Select “Disable”.
BMC (Other)

Discovery | Select “Disable”.

Intel(R) vPro(TM) Technology

Discovery

| Select “Disable”.

(4) The search for the managed components will start.

(5) The IP addresses ofthe found managed component and NEC Storages will be listed.
When the "Auto Registration™ is completed, the NEC ESMPRO Manager starts to control the NEC Storage
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Chapter8 Setup for the Managed Component based on
vVPro

8.1 Setup Flow

Setup by the following setup procedures:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component based on vPro on the same network.

Configure IAMT on the managed component based on vPro.

Register the managed component based on vPro on NEC ESMPRO Manager.

8.2 ConfigureiAMT onthe Managed Component

Turn the managed component on.

Press <Ctrl+P> immed iately after the component based on vPro displays the message prompting you to press
the key.

Main menu of the IAMT configuration is displayed.

Please enter the password to configure the IAMT.

The NEC ESMPRO Manager can manage the vPro including the iIAMT firmware version 6.0 and later.
The default user name and password are both "admin".

The IAMT configuration method may depend on the iIAMT firmware version.

Refer to the website for detail configuration information and configure IAMT.

The following is anexample of the website.

Please note that this URL is subject to change without notice.
http://software.intel.com/en-us/articles/intel-active-manage ment-technology-intel-amt-software-develop
ment-kit-sdk-start-here-guide/

"Performing Manual Setup (from Release 6.0)" or "Manually Configuring an Intel AMT 7.0" of
"AMT?7.0 Start Here Guide™

8.3 Register the managed component on NEC ESMPRO
Manager

8.3.1 Add Group to which the managed componentwill belong
See 1.3.2 Add Group towhich the managed component will belong
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8.3.2 Register the Managed Component

Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component’s information such as the IP
address of the vPro and to perform "Check Connection™.

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager and registers them.

8.3.2.1 Manual Registration

(1) Click the group name to which the managed component based on vPro will belong on the "Component
List" or the "Group" tree.

(2) Click the "ManualRegistration"-"Full Management" from "Add Component” of "Group Information™ tab.

(3) Inputthe following items.

Name Value

Component Name Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Connection Type Select “LAN”
Common Setting
OS IP Address | Specify the OS IP Address of the managed component.
SNMP (NEC ESMPRO Agent)/ WS-Man
Management Select "Registration™ to manage the systemof the component.
Management Type Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agentis installed on the managed component.
- WS-Man *1, *2
NEC ESMPRO ServerAgentService is installed on the managed
component.

The operating systemof the managed componentis VMware ESXIi5/6.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name(Get) the managed component.

Itis necessary to getthe information, configure, monitor via SNMP
SNMP Community | When you want to set SNMP Community names for Get and Set
Name(Set) separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name Enter the password for communication with WS-Man service.
- NEC ESMPRO ServerAgentService (Windows) is installed.
Password Enter Username(Local User Accounts)/Password of Windows system

Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.
Enter root/Password of Linux operating system
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Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2
Protocol

Port Number Enter port number where WS-Man service listens for connection. *3
RAID system management

Management Select "Registration™ to manage the RAID systemof the component.

If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC

BxpressUpdate Agent BxpressUpdate.
Updates via | Select "Registration” to manage the component using Management
Management Controller | Controller

"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)"* /*\Pro™* (Common)

Management Select " Registration™ otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "vPro".

User Name Enter the username for communication with the vPro,

Password Enter the password for communication with the vPro,

"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)" /"vPro" (LAN)

IP Address 1 Enter the IP address that is specified on LAN of the iIAMT configuration
for the managed component.

Subnet Maskl1 *4 Enter the subnet mask that is specified on LAN of the iIAMT configuration

for the managed component.

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

4) Click "Add".

(5) Click the "Connection Setting" from "Setting" tab of the managed component.
Click "Check Connection" to collect the managed component information for the management.

When the "Check Connection™ is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was notdetected.
NEC ESMPRO Managercannot use the feature to manage the component.
Check parameters corresponding to the feature.
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8.3.2.2 Auto Registration

(1) Click the group name to which the managed component based on vPro will belong on the "Component
List" or the "Group" tree.

(2) Click the "Auto Registration" from "Add Component" of the "Group Information" tab.

(3) Inputthe following items to search managed components based on vPro.

| Name Value
Destination Group Specify the group to which the managed component will belong.
Discowery Range
Discovery Mode With "IP Address Range Search" selected, the NEC ESMPRO Manager

searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed components using the specified network

address.
Start Address When you select "IP Address Range Search” for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search” for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be
searched for.
SNMP (NEC ESMPRO Agent)
Discovery Select “Enable” to manage the systemof the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.
It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the systemof the component. *1,*2
User Name/Password Enter username and password for WS-Man communication. The account

must be a systemadministrator of the managed operating system.
Click “Add” button and you can add a pair of username and password up
to 5. *3
- NEC ESMPRO ServerAgentService (Windows) is installed.

Enter Username(Local User Accounts)/Password of Windows system
Administrator
- NEC ESMPRO ServerAgentService (Linux) is installed.

Enter root/Password of Linux operating system

RAID system management

Management Select "Enable" to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Enable" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent
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BMC (EXPRESSSCOPE Engine)

Discovery | Select "Disable"

iLO

Discovery | Select “Disable”

BMC (Other)

Discovery | select “Disable”

Intel(R) vPro(TM) Technology

Discovery Select “Enable”

User Name/Password Enter username and password for communication with the vPro,
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *3

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*3 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for

(4) Click “Run Discovery” and the discovery for the managed components will start.

(5) When the auto registration is completed, registered components are listed. After that, NEC ESMPRO
Manager starts to manage them.
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Chapter9 Setup for NEC Scalable Modular Server
DX2000

9.1 Overview
The NEC ESMPRO Manager can manage following modules of NEC Scalable Modular Server DX2000:

Server Module
NEC ESMPRO Manager manages each server module on the enclosure as same as the server which has
integrates EXPRESSSCOPE Engine 3.

CSC Module
NEC ESMPRO Manager collects the following information of the enclosure by managing the CSC
module.
-- STATUS lamp:
You can monitor the status of the whole enclosure.
-- Constitution information:
You can monitor each sensorstatus (fan, voltage, temperature, etc.) in the enclosure.
-- Power measurement:
You can measure the power consumption of the whole enclosure.

Network Switch Module
NEC ESMPRO Manager collects the following information of the Network Switch by managing the
Network Switch module.
-- Constitution information:
You can monitor each sensorstatus (voltage, temperature.) in the Network Switch.
-- Power measurement:
You can measure the power consumption of the Network Switch.

When registering CSC Module, Network Switch Module is registered
automatically. Network Switch Module can not be registered individually.

Network Switch Module and CSC Module are deleted together as related
component. When Network Switch Module is registered, it is not possible to delete

9.2 Notes of beforesetup

The management of NEC Scalable Modular Server DX2000 can be supported with NEC ESMPRO Manager
ver.6.08 or later.

The management of Network Switch Module can be supported with NEC ESMPRO Manager ver.6.13 or
later.
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9.3 Setup Flow

Setup by the following setup procedures:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

Configure BMC on the managed component to enable ESMPRO Management.

Register the managed component on NEC ESMPRO Manager.

Refer to “Chapterl Setup for Managed Component in which EXPRESSSCOPE
Engine 3 is integrated”.

You can configure CSC module only with EXPRESSSCOPE Engine 3 Web
Console. Refer “1.2.1Configuration with EXPRESSSCOPE Engine 3 WebConsole”
and the user’s guide for the NEC Scalable Modular Server DX2000.
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Chapterl0 Setup for the VMware ESXi5/6 server

10.1 Notes of beforesetup

Linux NEC ESMPRO Manager does not support VMware ESXi5/6 server management.
VMware ESXi5/6 server management is supported by Windows NEC ESMPRO Manageronly.
When managing VMware ESXi5/6 server, use Windows NEC ESMPRO Manager.

10.2 Setup Flow

Setup by the following setup procedures:

Connect the management PC on which NEC ESMPRO Manager is installed and the VMware ESXi5/6
server as a managed component on the same network.
IMPORTANT:
+ Regarding making the WBEM service effective
On a new install of VMware ESXi 6.5 or later, WBEM services are disabled by
default. So you will needto usethe following command to enable WBEM services.
# esxcli systemwbem set--enable true
(*)If you installed SMI-S provider in VMware ESXi 6.5, WBEM services are
enabled. So you don't need to use this command.
Set-up for sfchd service restart
On a VMware ESXi 6.5 or later, sfcbd service starts in the state to which CIM
Indication can't be transmitted.
We confirmed that this issue is corrected by restarting sfcbd service.
We confirmed that this issue is improved by restarting sfchd service.
To manage the RAID System on a VMware ESXi 6.5 or later by NEC ESMPRO
Manager, please insert the following line just before the line “exit 0”in the
/etc/rc.local.d/local.sh.
[etc/init.d/sfcbd-watchdog restart

Configure the management controller on the VMware ESXi5/6 server if you want to manage the
management controller.

Register the VMware ESXi5/6 server as a managed componenton NEC ESMPRO Manager.
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10.3 Configure the management controller on the Managed

Component
Configure the management controller on the VMware ESXi5/6 server if you want to manage the
management controller.

In case that the VMware ESXi5/6 server in which EXPRESSSCOPE ENGINE3 is integrated:
See 1.2Configure BMC on Managed Component.

In case that the VMware ESXi5/6 server in which a BMC excluding EXPRESSSCOPE ENGINES is
integrated:
See 2.2Configure BMC on Managed Component (for LAN connection).

In case that the VMware ESXi6 server inwhich iLO is integrated:
See 4.2 Configure iLO on Managed Component.
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104 Register the managed component on NEC ESMPRO
Manager

10.4.1 Set the Environment
Set the “Self-Signed Certificate” to “ Allowed” on “Network” tab of “Environment”.

moﬁ User Marne : Administrator [ Authority @ Administrator ]
T Mamages Fer

Alertyiewer | Toole | Erwirorment | About NEG ESMPRO Marazer | Help

[ RAD System Maragement Mods : Advanced
hiode

Uger Accounts || Access Control m Option || Auto Registration Setting

| TtemMName | Setup Value

SNMP/ICMP Communication

Packet Rezend Count nurmber of tirmes
Mo-response Timeout 1 (1 - 65535 seconds)
[required] _ seconds

Mo-responge Timeout 2 (1 - 65535 seconds)
[required] secands
Mo-responge Timeout 3 (1 - 65535 seconds)
[required] seconds
Mo-responge Timeout 4 (1 - 65535 seconds)
[required] secands

Gommunication with Remote Gonsole/Remote Drive

Mo-responge Timeout (20 - 1800 seconds)
[required] seconds

Communication with BMGC

Mo-responee Timeout (1 - 15 seconds) [required] zeconds

Ezr:marr;dd]&end Retry Count (0 — 10 number of times) nurrber of times
Send Source Port (1025 - 65535) [required] 47117

Direct Connection Setting

Port Murmber Serial Port1 W

W3-Man Communication

Self Bigned Certificate ® Allow O Mot Allowed

Communication with iLO

Mo-response Timeout (1 - 30 seconds) [required] seconds
([:i?ar;marr;dd]SBnd Retry Count (0 - 10 number of times) D number of times
Communication Protocol for Auto Registration ® HTTPS O HTTP
Self Sizned Certificate O Allow @) Mot Allowed

|L‘~pp\y || Cancel || Default |

10.4.2 Add Group which the managed component will belong
See 1.3.2 Add Group towhich the managed component will belong”.

10.4.3 Register the Managed Component
Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the VMware ESXi5/6 server’s information such as
the IP address.

Auto Registration
This method automatically searches the network for VMware ESXi5/6 servers and managed
components that are not registered yet on the NEC ESMPRO Managerand registers them.
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10.4.3.1 Manual Registration

(1) Click the group name towhich the VMware ESXi5/6 server will belong.

(2) Click the "ManualRegistration"-"Full Management" from “Add Component” of “Group Information” tab.

®3)

Input the following items.

| Name
Component Name

Value

Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO

Agent)/ WS-Man

Management

Select "Registration" to manage the systemof the component.

Management Type

Select “WS-Man”

User Name/Password

Enter an administrative user’s accountof VMware ESXi server.

Communication
Protocol

Select protocol HTTPS. *1

Port Number

Enter port number where WS-Man service listens for connection. *2

RAID system management

Management

Select "Registration™ to manage the RAID systemof the component.
If the operating system of the managed component is VMware ESXi5/6,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
BxpressUpdate Agent BxpressUpdate.
Updates via | Select "Registration” to manage the component using Management

Management Controller

Controller

"BMC (EXPRESSSCOPE Engine)" /"iLO" / "BMC (Other)" /"vPro" (Common)

Management Select " Registration™ otherwise NEC ESMPRO Manager may not monitor
HW status.
Management Type In the case of the VMware ESXi5/6 server integrated BMC:

Select "BMC".

In the case of the VMware ESXi6 server integrated iLO:

Select "iLO".

In the case of the VMware ESXi5/6 server integrated BMC other than
"BMC (EXPRESSSCOPE Engine)":

Select "BMC (Other)".

Authentication Key

If select “BMC (EXPRESSSCOPE Engine)” in “Management Type”, this
item will be displayed.
Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”.

User Name

If select “iLO” or “BMC (Other)” in “Management Type”, this item will

Password

be displayed.
If select “iLO” in “Management Type”, enter the user name and password
for communication with the iLO, *4

If select “BM C (Other)” in “Management Type”, enter the user name and
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| password for communication with the BMC (Other). *5

"BMC (EXPRESSSCOPE Engine)" /"iLO" /"BMC (Other)" / "WPro™ (LAN)

Current IP Address

If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover

This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1

Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Maskl *3

Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

Enter the IP address that is specified on LAN2 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 1 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Standby BMC to the form.

Subnet Mask2 *3

Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 1 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Standby BMC to the form.
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*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 Regarding a port number for WS-Man communication, refer to “Appendix C.
Port number for WS-Man communication”.

*4 Set a user name and a password of following user account. Please refer to "iLO5
user’s guide" for details abouta useraccountofiLO.

-- Administrator of the default user

-- Additional userwith all user privileges.

If a user account of other than the above is used, there is a possibility that you can't
use some function for managing iLO.

*5 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account
of BMC (Other).

-- Administrator of the default user

-- Additional userwith all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management and iLO management and BMC
(Other) management are disabled, NEC ESMPRO Manager cannot monitor HW
.......... status. Detailed information is shown in the connection check result screen.

4) Click “Add”.

(5) Click the “Connection Setting” from “Setting” tab of the managed component.
Click “Check Connectionto collect the VMware ESXi5/6 server information for the management

When the “Check Connection™ is completed, the NEC ESMPRO Manager starts to control the VM ware
ESXi5/6 server

Detected Detail
Detected The feature was detected.
NEC ESMPRO Managercan use the feature to manage the component.
Not Detected The feature was notdetected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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10.4.3.2 Auto Registration

(1) Click the group name towhich the VMware ESXi5/6 server will belong.

(2) Click the “Auto Registration” from “Add Component” of the “Group Information” tab.

(3) Inputthe following items to search VMware ESXi5/6 servers.

| Name
Destination Group

Value
Specify the group to which the managed component will belong.

Discowery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search” selected, the NEC ESMPRO Manager
searches for the managed components using the specified network
address.

Start Address

When you select "IP Address Range Search” for "Search Mode", specify

End Address

the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address

When you select "Network Address Search™ for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery | Select “Disable”
WS-Man
Discovery Select “Enable” to manage the systemof the component. *1

User Name/Password

Enter an administrative user’s accountof VMware ESXi server.
Click “Add” button and you can add a pair of username and password up
to 5. *2

RAID system management

Management

Select "Enable™ to manage the RAID systemof the component.
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC
BxpressUpdate Agent

Select "Disable".

BMC (EXPRESSSCOPE Engine)

Discovery If you search for the VMware ESXi5/6 server in which BMC is integrated,
select "Enable" otherwise NEC ESMPRO Manager cannot monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

BExpressUpdate

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *2*3

iLO

Discovery

If you search for the VMware ESXi6 server in which iLO is integrated,
select “Enable” otherwise NEC ESMPRO Manager cannot monitor HW
status.

User Name/Password

Enter username and password for communication with the iLO,
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *5

BMC (Other)

Discovery

If you search for the VMware ESXi6 server in which BMC other than
"BMC (EXPRESSSCOPE Engine)" is integrated, select “Enable”
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otherwise NEC ESMPRO Manager cannot monitor HW status.

User Name/Password Enter username and password for communication with the BMC (Other).
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *6

Intel(R) vPro(TM) Technology

Discovery | Select “Disable”

*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

*2 On “Environment” - “Auto Registration Setting List” screen, you can manage a
list of username/password and authentication key. All entries in the list are used for
auto registration every time.

*3 If you register the "Management Controller* management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module 0 and 1.

*4 |fyou register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BM C model), you should specify the search range

*5 Set a user name and a password of following user account. Please refer to "iLO5
user’s guide" for details abouta useraccountofiLO.

-- Administrator of the default user

-- Additional userwith all user privileges.

If a user account of other than the above is used, there is a possibility that you can't
use some function for managing iLO.

*6 Set a user name and a password of following user account. Please refer to
"BMC/CMC Management Console User's Guide" for details about a user account
of BMC (Other).

-- Administrator of the default user

-- Additional userwith all user privileges.

If a user account of other than the above is used, there is a possibility that you can't

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management and iLO management and BMC
(Other) management are disabled, NEC ESMPRO Manager may not be able to
monitor HW status. Detailed information is shown in the connection check result
.......... et SRR
(4) Click “Search”.
The search for managed components will start
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(5) The list of the registered components is displayed. After that, NEC ESMPRO Manager starts to manage
them.
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Chapterll Setup for the Alert only Component

NEC ESMPRO Manager ver.6.02 or later can receive SNMP Trap from registered component as “Alert Only
Management”.

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the Alert only
Component

11.1 Setup Flow

Perform the following setup procedure:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed SNMP
Trap componenton the same network.

Configure SNMP Trap on the managed Alert only component by NEC ESMPRO Manager to enable
SNMP Trap.
* Please refer to procedure manual of component to enable SNMP Trap.

Register the managed component on NEC ESMPRO Manager.
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11.2 Registeramanaged componenton NEC ESMPRO Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:

+ Alert Only Management can be registered from “Manual Registration”. Cannot be
.......... registered from “AULO REGISITALIONT. | .. ..oeeeeeeeeessessessesseessessssssessssssesssassnanes
Click the managed component's "Group name".
* If you want to register the managed component in the new group, please refer to Chapter. 1.3.2

AlertViewer | Took | Erwiorment | About MEC ESMPRO Marezer | Heb

[ RAID System Manag ement
hode : Advanced Mode |

Group Information

[[5Group Information
. [ [Rezistration count : Ocount] Paze [ 1]

S e Management Controller” | Manazement LA
A
=p— oot [MEome Sl Ve

@ E@ Alert Status

5 Add Group
B & Add Cornporent

i 3 Auto Registration
B & Manual Registration
- B Full Management
o {9 Akert Only Manazerment
- [B Remots KM ard Media Licsnss List

Click the "Manual Registration™ - “Alert Only Management” from "Add Component” of "Group
Information” tab

Alertviewesr | Took | Erwiorenent | About MEC ESMPRO Marazer | Help

[ RAID System Manag emert
hode : Advanced Mode |

Group Information

E [Registration count : Ocount] Page [ 11

T e
B Growp Information management IP Address

G E’B Alert Status

[[5Group Information

i[5 Add Group

B & Add Cormporent

i 3 Auto Registration
B & Manual Registration

i [ Full Marazernent
R Akert Only Managernent
Rermote KW and Media License List
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Click the managed component's "Group name".

| Name Value

Component Name Specify the name of the managed componenton NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.
Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

the group to which the managed component will belong.

OS IP Address Specify the OS IP Address of the managed component.

The following screen shows an example.
MQ6 er Narre @ Adrministrater [ Authority @ Adrinistrator ] (=S
AlertViewer | Took | Erwirorment | &bout NES ESMPRO Mareeer | Help

[ RAD System Manazement Mode : Advanced
hode

=/ ) [WE SampleGrowp

ﬁirmp Information

p Herretin
OIMPONeT ist
Cormponent Narre [required] |Nerl0n|yServer |

Giroup Information )

; Allas [TestServer |

9 Alert Stat
f @ [ Akbrt Status Grow SampleGroup v
i[5 Add Group Setting
=1 = ] Grpenza: 0 P Address [required] L N T |

5 futo Rezistration

2 & Manual Registration

- 4 Full Managerment
= £ Alert Onky Management

i [E| Remote KWW ard Media License List

Click "Add" button. Component information is added in selected Group member.

r 7
Usger Marme @ Administrator | Autnority & Administrator |

Alertyiewsr | Took | Erwirorment | About NEG ESMPRO Maregzer | Hep

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

I H}rcup Information
[ [Regztration count: © Toount] Paze[ 1]

£ “Management Con
[E Grouwn hformation management

.
_____ £ B Abrt Status 0 &F AlertOnkServer Mot Reg i tered

- [ Add Group
2 & Add Comporent

- 3 Auto Registration
= E hanual Registration
5 Full Management
“o @ Akrt Onl Managemer
Bermate KWV ard Media Licer

< > < >
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Chapterl2 Setup for ExpEther

NEC ESMPRO Managerver.6.15 or later can manage ExpEther.

12.1 Notes of before setup

NEC ESMPRO Manager cooperates with ExpEther Managerto manage ExpEther.

Exp Ether must have its host's serial number in own EEPROM so that NEC ESMPRO Manager can manage
ExpEther. So User should set host's serial number to the EEPROM on ExpEther board by using
BxpEtherConfigTool.

For the BExpEtherConfig Tool, seethe user's guide of ExpEther 10 Expansion Unit (40G).

12.2 Setup Flow

Perform the following setup procedure:

(1) Install ExpEther Manager on the server which is connected to the same network as NEC ESMPRO
Manager.

For the installation of ExpEther Manager, see the user's guide of ExpEther 10 Expansion Unit
(40G).

(2) Register the ExpEther Manager on NEC ESMPRO Manager by using "Discovery ExpEther
Manager API".

Perform "Discovery ExpEther Manager API" after performing “Login API”.

Refer to “NEC ESMPRO Manager\er.6 RESTful API Reference” for details of API.

When executing "Diascovery ExpEther Manager API", you can use a sample script which is
mentioned in “Appendix E. Means to perform REST API usinga sample script”.
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Chapterl3 Removing components and groups

13.1 Removing components

(1) Select a group which target components belong to.

L& ¥ Ak S
|- il Groue

& [ Add Comporent

L | Berroaie KL 9l Mest | kenig

(2) Check target components.

Pl 1]

Mariagesmerd LAY -
F* Ashulresin

B Aesration cours oot

O S Gechfedl TrR2I8B01 T Fimg htorme cyadid
O O Secchle Foag izt et REFLT AR Fimg htproe tv alid
Cwirin

artVimae | Took | Ewircnmand | Abost NEC ESFRD Mg HIE

" g v o el
rab T

TRIIABGN
17236013

(3) Click “Delete” buttonand you canremove checked components from NEC ESMPRO Manager.

Pl 1] |

Fong o dvalidr |

TRRIABGN
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13.2 Removing groups

(1) Select a

group which target groups belong to.

(2) Check target groups.

1F21aEal

Regiitored G alefr

|- Moot Cortroler” |Masersent LSH],.
| T P fuldmn [OOSR

Fleg iitered ekl Real b vkl Pogivtorsd 5 alkls

Bewns

(3) Click “Delete” button and you can remove checked groups from NEC ESMPRO Manager. And
components belong to the checked groups are also removed.
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Appendix A. How to setup for the managed component
that does not has local console

Even if a managed component does not have local consoles like a keyboard, you can operate BIOS setup and
DOS tools of the managed component using NEC ESMPRO Manager. Here procedure of the minimum in
order to use the remote control for the managed component is shown.

1. Install NEC ESMPRO Managerand setthe Environment.

2. Configure BMC ona managed component.

3. Register a managed componenton NEC ESMPRO Manager.

4. Open the remote console.

1. Install NEC ESMPRO Manager and set the Environment.

(1) Install NEC ESMPRO Manager on a management PC.
Refer to NEC ESMPRO Manager \er.6 Installation Guide.

(2) Confirm that you can login tothe NEC ESMPRO Manager.

(3) When you use LAN connection, connect the NEC ESMPRO Manager server and the managed component
on the network.

(4) When you use direct connection, connect a serial port of the NEC ESMPRO Manager server to serial port
2 of the managed component using RS232-C cross cable. Then, set the serial port of the NEC ESMPRO
Manager server on OS.

(5) Install NEC ESMPRO BMC Configuration on any PC.
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2. Configure BMC on a managed component.

(1) Configure BMC of the managed component.
When you use LAN connection, refer to 2.2.2”Configuration with NEC EXPRESSBUILDER DOS based
with remote console feature (for LAN connection)”.
When you use direct connection, refer to 3.2.2”Configuration with NEC EXPRESSBUILDER DOS
based with remote console feature (for modenvdirect connection)”.

3. Register a managed component on NEC ESMPRO Manager.

(1) After login to NEC ESMPRO Manager, register Add a new group that the managed component will
belong.
Refer to 2.3.1”Add Group to which the managed componentwill belong”.

(2) Register the managed component.
For LAN connection, refer to 2.3.2.2”Auto Registration”.
For direct connection, refer to 3.3.2”Register the Managed Component (for modem/direct connection)”.

4. Open the remote console.

(1) Select the managed component on NEC ESMPRO Manager and click remote console tab to open the
remote console.

(2) Select the managed component on NEC ESMPRO Manager and click remote control tab.
Reboot the managed component using some remote control command.
When the managed component is booted using NEC EXPRESSBUILDER CD-ROM, the main menu of
NEC EXPRESSBUILDER will be displayed on the remote console of NEC ESMPRO Manager.

If you use DOS based tool on the managed component, execute a remote control
command with checking the check box of “Utility Boot” on remote control tab.

If the anything is notdisplayed on the remote console.

For LAN connection input ESC+{ key on the remote console.

For direct connection, click “Resume Redirection” and then input ESC+{ key on
the remote console.

After the operation to the managed component is finished, click “disconnect” on
“Connection setting” to disconnect for direct connection.
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Appendix B. How to setup for using NEC ESMPRO Agent
Extension or NEC DianaScope Agent on the managed
component that is set LAN teaming

Please setup NEC ESMPRO Manager with the procedure below using NEC ESMPRO Agent Extension, or
NEC DianaScope Agentver.2.00.00 and above.
The operation for NEC ESMPRO Agent Extension is explained.

How to setup is depended on the type of the managed component on which NEC ESMPRO Agent Extension
has been installed.

- On the managed componentthat BMC uses standard LAN port.

- On the managed componentthat BMC uses Management LAN port.
Please see the appropriate explanation.

B.1 On the managed component that BMC uses standard LAN port

DO NOT refer this description for the managed component in which

Refer to “NEC ESMPRO Manager \er.6 Installation Guide” about the setting of LAN Teaming that is
available for NEC ESMPRO Manager.

If OS on the managed component is Linux, how to setup the NEC ESMPRO Manager is not depended on
LAN teaming.

If OS on the managed component is Windows, please setup the NEC ESMPRO Manager with the procedure
below.

1. Invalidate BMC IP address synchronization function of NEC DianaScope Agent.
2. Set BMC configuration by using the NEC DianaScope Agent.
3 Select IP address for NEC DianaScope Agent.
4. Register the managed component on the NEC DianaScope Agent.
1. Invalidate BMC IP address synchronization function of the NEC DianaScope Agent.
(1) Click “NEC DianaScope Agent”- “NEC DianaScope Agent” from the start menu on Windows.

(2) Click “synchronization” on the dialog box of the NEC DianaScope Agent.

(3) Set the BMC IP address synchronization to disable.
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2.Set BMC configuration by usingthe NEC DianaScope Agent.

(1) See 2.2.1”Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN connection)” and set
BMC configuration information.

Note the followings:

- Set LANL1 IP address to same value of the teaming-set IP address.

- Even if the configuration of LAN2 for the BMC on the managed component is available, do not set LAN2
in the BMC configuration information. (If LAN2 IP address for BMC is already set, change it to “0.0.0.0”.)

3 Select IP address for NEC DianaScope Agent.
(1) Select “Select IP address for Agent” on NEC DianaScope Agent.

(2) Enter the teaming address for LANL.

4. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”"Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

Confirm the IP address of the managed component even if the “Check Connection”
for the managed component has been completed. If the IP address is different from
the teaming-set IP address that is set in the procedure “2. Set BM C configuration
through NEC DianaScope Agent”, edit it and perform “Check Connection” again.
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B.2 On the managed component that BMC uses Management LAN
port

Please setup the NEC ESMPRO Manager with the procedure below. This procedure does not depend on OS
of the managed component.

1. Set IP address that NEC ESMPRO Agent Extension uses on NEC ESMPRO Agent Extension.
2. Register the managed component on the NEC ESMPRO Manager.

1. Set IP address that NEC ESMRPO Agent Extension uses on NEC ESMPRO Agent Extension.

(1) Click “Set Agent IP address” of NEC ESMPRO Agent Extension and set the IP address that is used for
Teaming onany LAN.

2. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

If the “Check Connection” for the managed component has been completed,
perform “Check Connection” again after performing “Set IP address that NEC
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Appendix C. Port number for WS-Man communication

A port number where WS-Man service listens for connection is as follow.

(1) Windows system
WS-Man’s port number depends on WinRM version

WinRM 2.0 HTTP:5985, HTTPS:5986
WinRM 1.1 HTTP:80, HTTPS:443

WinRM 2.0 is installed on Windows Server 2008 R2 or later or Windows 7 or later by default.
WinRM 1.1 is installed on Windows Server 2008 and Windows Msta by default.

(2) Linux system
WS-Man service listens for HTTPS connection at port 5986. Linux system does not support HTTP
connection.

(3) VWMware ESXi system

WS-Man service listens for HTTPS connection at port 443. VMware ESXi system does not support
HTTP connection.
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Appendix D. Managed Components Summary

Componentwhichis installed BMC

The NEC ESMPRO Manager has following functions for BMC conforming to management components.
® Remote console
Information collection
Power control
Component monitoring
Remote batch
® Operation through the command line
Some available functions are dependent on the product type of the managed component. See the following
managed component list.
The notes and restrictions of each component product are also explained in the user’s guide provided with the
managed component. See the user’s guide.

<Bxplanation of the managed components list>

Product Name:

Indicates the name of the productthat NEC ESMPRO Manager can control.

BMC: “Standard”: means that the managed component pre-contains BMC.
“Standard means that the managed component pre-contains EXPRESS SCOPE Engine or
(EB™ EXPRESSSCOPE Engine 2.
“Standard means that the managed component pre-contains EXPRESSSCOPE Engine 3.
(EE3)™:

Standard LAN2: “Supported’ means that BMC and system BIOS on the managed component can communicate the
NEC ESMPRO Manager via standard LANport 2.
(Advanced Remote Management Card, the function which is equal to Advanced Remote
Management Card or EXPRESSSCOPE Engine series uses a dedicated LAN port, not use
standard LAN port on the managed component.)

Management “Use” means that BMC on the managed component uses a Management LAN Port. “-“ means that

LAN Port: BMC on the managed component uses a standard LAN Port.

Remote “Supported” means that the managed component supports the Remote Console function.

Console:

Scheduled “Supported” means that the managed component supports the scheduled running function.

Running:

Pow er option “Supported” means that the managed component supports the “Pow er Restore Delay” function.

setting:

SOL: “Supported’ means that the managed component supports the SOL (Serial over LAN. A kind of the
systemactualizing remote console function.)

force “Supported’ means that the managed component supports the “force network-boot” function, by

netw ork-boot:

Electric Pow er

which NEC ESMPRO Manager can indicate the managed component to force a nework boot
regardless of the boot order in Bios Setup menu.
* It can operator the command line interface of NEC ESMPRO Manager.

“Supported” means that the managed component supports the “Hectric Power Management”

Management function.
ECO Setting “Supported” means that the managed component supports the “ECO Setting” function.
Notes: Refer the note number of the section “Notes for Each Managed Component”.
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Express5800/100 series (Tower/Rack Serwer)

Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
110Ek (E)r - use supported | supported | supported | supported - - supported | 2-(a),2-(e)
Standard
110Rh-1 a(mEE)ar - use supported | supported | supported | supported - - supported | 2-(e)
Standard
110Ri-1 e(mEE)ar - use supported | supported | supported | supported - - supported | 2-(e)
Standard
120Eh (D) - use supported | supported | supported | supported - - supported | 2-(a),2-(e)
Standard
120E (ED) - use supported | supported | supported | supported - - supported | 2-(a),2-(e)
. Standard supported
120Li B - use PP supported | supported | supported - - supported | 2-(a),2-(e)
Standard supported
120L}j D - use PP supported | supported | supported | supported - supported | 2-(a),2-(e)
Standard
120Rg-1 a(mFE)ar - use supported | supported | supported | supported | supported - supported | 2-(e)
Standard
120Rh-1 D - use supported | supported | supported | supported | supported - supported | 2-(e)
: Standard
120Ri-2 D - use supported | supported | supported | supported | supported - supported | 2-(e)
: Standard
120R}-2 D - use supported | supported | supported | supported | supported - supported | 2-(e)
Standard
140Rf-4 D - use supported | supported | supported | supported - - supported | 2-(e)
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Bectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
GT110d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard
GT110e (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard
GT110d-S (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard
GT110e-S (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard
GT110h (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
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Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
R110a-1 (D - use supported | supported | supported | supported - - supported | 2-(e)
Standard
R110b-1 (D ' - use supported | supported | supported | supported - - supported | 2-(e)
Standard
R110d-1E (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
Standard
R110e-1E (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
R110f-1E (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
R110h-1 (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
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Hectric

Manage Power force

Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

Standard

R120a-1 (D - use supported | supported | supported | supported | supported | supported | supported |2-(e)
Standard

R120a-2 (D - use supported | supported | supported | supported | supported | supported | supported |2-(e)
Standard

R120b-1 B - use supported | supported | supported | supported | supported | supported | supported |2-(e)
Standard

R120b-2 (D) - use supported | supported | supported | supported | supported | supported | supported |2-(e)
Standard

R120d-1E (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

R120d-2E (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
Standard

R120d-1M (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120d-2M (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120e-1E (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120e-2E (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120e-1M (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

R120e-2M (EE3) - use supported | supported | supported | supported [ supported | supported | supported |1-(a),1-(b)
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Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
R120f-1M Standard
(EE3)r - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
R120f-2M Standard
(EE3)r - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
R120g-1M Standard
g (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
R120g-2M Standard
d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
R120f-1E Standard
(EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
R120f-2E Standard
(EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
R120g-1E Standard
g (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
R120g-2E Standard
g (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
R140a-4 D - use supported | supported | supported | supported - - supported | 2-(e)
Standard
R140b-4 ) - use supported | supported | supported | supported - - supported | 2-(e)
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Hectric

Manage Power force

Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

Standard

T110b - use supported | supported | supported | supported | supported | supported | supported |2-(e)
(EB)
Standard

T110e-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard

T110f-E (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b),2-(a)
Standard

T110f-S - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
(EE3)
Standard

T110h (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard

T110h-S (EE3) - use supported | supported | supported | supported | supported | supported | supported |1-(a),1-(b),2-(a)
Standard

T120a-E a(mFE)ar - use supported | supported | supported | supported - - supported | 2-(e)
Standard

T120a-M 5 - use supported | supported | supported | supported | supported | supported | supported |2-(e)
Standard

T120b-M D - use supported | supported | supported | supported | supported | supported | supported |2-(e)
Standard

T120d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard

T120e (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard

T120f (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
Standard

T120g (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b),2-(a)
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Bectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
E120d-1 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
E120d-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
E120e-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
E120f-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
E120g-M (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
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Express5800/Blade Serer

Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
120Bb-6 a(mEE)ar - use supported | supported | supported | supported - - supported | 2-(e), 3-(a)
Standard
120Bb-d6 a(mEE)ar - use supported | supported | supported | supported - - supported | 2-(e), 3-(a)
Standard
120Bb-m6 e(mEE)ar - use supported | supported | supported | supported - - supported | 2-(e), 3-(a)
Standard
140Ba-10 a(mE)ar - use supported | supported | supported | supported - - supported | 2-(e), 3-(a)
1- 1- -
B110d St(anda;rd - use supported | supported | supported | supported | supported - supported (2), 1-(b), 3-(b)
Standard 2-(e), 3-
B120a ?nFJE)ar - use supported | supported | supported | supported | supported - supported (@), 3-(3)
Standard 2-(e), 3-
B120a-d a(mFE)ar - use supported | supported | supported | supported | supported - supported ©).3-)
Standard 2-(e), 3-
B120b a(mFE)ar - use supported | supported | supported | supported | supported - supported ©).3-
Standard 2-(e), 3-
B120b-d a(mEE)ar - use supported | supported | supported | supported | supported - supported ©).3-)
Standard 2-(e), 3-
B120b-h a(mEE)ar - use supported | supported | supported | supported | supported - supported ®).3-
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Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard 1-(a), 1-(b), 3-(b
B120d ?n a;r - use supported | supported | supported | supported | supported - supported (2), 1-(b), 3-(b)
Standard 1-(a), 1-(b), 3-(b
B120d-h ( )r - use supported | supported | supported | supported | supported - supported (2), 1-(b), 3-(b)
Standard 1-(a), 1-(b), 3-(b
B120e-h (EE3) - use supported | supported | supported | supported | supported - supported (2), 1-(b), 3-(b)
Standard 2-(e), 3-(a
B140a-T () - use supported | supported | supported | supported - - supported (@), 3-(3)
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Express5800/iModel (Data Center Serer)

Hectric

Manage Power force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard 2-
i110Rh-1 a(mEE)ar - use supported | supported | supported | supported - - supported ©
. Standard 2-(e)
i120Ra-el D - use supported | supported | supported | supported - - supported
Standard 2-
iR110a-1h e(mEE)ar - use supported | supported | supported | supported - supported | supported ©
Standard 2-(a),2-(e
iR120a-1E () - use supported | supported | supported | supported | supported | supported | supported (@).2-(e)
Express5800/ECO CENTER (Energy Efficient Serwer)
Manage Power Hlectric force
Product Standard ¢ Remote | Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console [drunning . Managem Setting
LAN Port setting boot
ent
Standard
E110b-M 5 - use supported | supported | supported | supported | supported - supported | 2-(e)
Standard
E110d-1 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
E120a Standard - use supported | supported - supported | supported - - 1-(a),1-(b),2-(f),2-(9)
Standard -
E120b-1 D - use supported | supported | supported | supported - supported | 2-(e)
E120b-M Standard - use supported | supported - supported | supported - - 1-(a),1-(b),2-(f),2-(g)
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Fault tolerant server

Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent

Standard

R320c-E4 fm a;r - use - supported | supported - - - supported | 1-(a),1-(b)
Standard

R320c-M4 fm a;r - use - supported | supported - - - supported | 1-(a),1-(b)
t

R320d-M4 Sflgssa;rd - use - supported | supported - - - supported | 1-(a),1-(b)
Standard

R320e-E4 (an a;r - use - supported | supported - - - supported | 1-(a),1-(b)
Standard

R320e-M4 (an a;r - use - supported | supported - - - supported | 1-(a),1-(b)
Standard

R320f-E4 (an e;r - use - supported | supported - - - supported | 1-(a),1-(b)
Standard

R320f-M4 Ean e;r - use - supported | supported - - - supported | 1-(a),1-(b)
Standard

R320g-M4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
Standard

R320g-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
Standard

R310g-E4 (EE3) - use - supported | supported - - - supported | 1-(a),1-(b)
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Express5800/The highly parallel computing server

Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
- 1-(a),1-(b),2-(c),2-(d),
HR120a-1 Standard - use supported - - supported | supported - 5 Es) (0),2c).2Ad)
- 1-(a),1-(b),2-(c),2-(d),
HR120b-1 Standard - use supported - - supported | supported - 5 Ei)) (0),2c).2Ad)
1-(a),1-(b),2-(c),2-(d),
HR110c-M Standard - use supported - - supported | supported - - 5 Ei)) (£).210).24d)
NEC Scalable Modular Server
Manage Power Blectric force
Product Standard o Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
DX2000
Standard
(Server (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
module)
DX2000
Standard 1-(a),1-(b),2-(b).2-(c),
(CsC (EE3) - use - - - - supported - - 2-().2-0)
module) =
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Express5800/Scalable HA Serwver (Expandable Enterprise Serwer)
Bectric
Manage Power force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
A1020a - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
(EE3)
Standard
A1020b (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
A1080a-D Standard - use supported | supported - supported | supported | supported - 1-(a),1-(b),2-(d),2-(h)
A1080a-E Standard - use supported | supported - supported | supported | supported - 1-(a),1-(b),2-(d),2-(h)
A1080a-S Standard - use supported | supported - supported | supported | supported - 1-(a),1-(b),2-(d),2-(h)
A1040a Standard - use supported | supported - supported | supported | supported - 1-(a),1-(b),2-(d),2-(h)
Standard
A1040b andar - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
(EE3)
Standard
A2010b (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
A2020b (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
A2040b (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
R140e-4 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
A1040c (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A2010c - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
(EE3)
Standard
A2020c (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A2040c (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
R140f-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
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Blectri
Manage Power ectric force
Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
A1040d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A2010d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A2020d (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
Standard
A2040d (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
R140g-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard
A1040e (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
Standard
A2040e (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard
R140h-4 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
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NX7700x/Enterprise Server

Hectric

Manage Power force

Product Standard Remote [Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console |drunning . Managem Setting

LAN Port setting boot
ent

Standard

A2010M-60 (EE3) - use supported | supported | supported | supported | supported | supported | supported [ 1-(a),1-(b)
Standard

A2010M-30 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A2010M-15 (EE3) - use supported | supported | supported | supported | supported | supported | supported [ 1-(a),1-(b)
Standard

A2010L-60 (EE3) - use supported | supported | supported | supported | supported | supported | supported [ 1-(a),1-(b)
Standard

A3012M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A3012L-2 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A3012L-1 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A3010M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A3010E-2 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
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Blectri
Manage Power ectric force

Product Standard Remote [ Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

Standard

A4010E-2 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A4012M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A4012L-2 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A4012L-1 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A4010M-4 (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
Standard

A4012L-2D (EE3) - use supported | supported [ supported | supported | supported | supported | supported |1-(a),1-(b)
Standard

A4012L-1D (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

A5012M-4 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

A5012L-2 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

A5010M-4 (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

A5012L-2D (EE3) - use supported | supported | supported | supported [ supported | supported | supported | 1-(a),1-(b)
Standard

A5012L-1D (EE3) - use supported | supported | supported | supported | supported | supported | supported | 1-(a),1-(b)
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<Notes for Each Managed Component>

This section explains the functional difference and notes of each managed component.

If note number for the managed component is displayed on the column "notes™ of "Managed Components
List", refer the notes of the note number.

1. Aboutthe connection type or the connection port.
1-(a) Remote management with modem connection is not supported for this product.
1-(b) Remote management with direct connection is not supported forthis product.

2. About function

2-(a) This product has no function to identify the chassis like UID lamp, however "Identify Chassis"
command of the NEC ESMPRO Manageris executer successfully.

2-(b) This product does not support remote console function.

2-(c) NEC ESMPRO Agent Extension or NEC DianaScope Agentcannotbe installed on this product. Some
functions of NEC ESMPRO Manager are notsupported for the product if the functions need to
communicate with NEC ESMPRO Agent Extension or NEC DianaScope Agent.

2-(d) BMC on this product cannot be configured using either NEC ESMPRO Agent Extension, NEC
DianaScope Agentor NEC ESMPRO Manager PXE Service. Please refer to the user's guide that is
attached in this product for BMC configuration.

2-(e) This productdoes not support to shutdown OS from NEC ESMPRO Manager with modenvdirect
connection.

2-(f) The power measurement for the server 1 reads a total of the server 1 and the server 2. The power
measurement for the server 2 always reads 0.

2-(g) Please execute “check connection” for the managed component when BMC FW is updated on the
managed component. If “check connection” is not executed, the remote console function may not run
normally.

2-(h) If the managed component is Dual Server System, the power measurement for each server reads a total
of the server 1 and the server 2.

2-(i) NEC ExpressUpdate Agent cannot be installed on this product. NEC ExpressUpdate of NEC ESMPRO
Manager is not support for the product.

2-(j) Power consumption value of the whole enclosure is shown when power measurement is executed to
CSC module.

When not wanting to do electric power measurement of the whole enclosure, Please set "Display
Nominal Value" tothe Power Measurement.

3. Aboutthe operation
3-(a) Please donot change the delay time onthe Power Restore Delay function for this product. This
productis turned on after the waiting time ((slot number - 1) * 2sec). If the delay time is changed from
0 sec (the default value), the waiting time is notset correct value.
3-(b) NEC ESMPRO Manager does not change the power restore delay time for this product even if you
order NEC ESMPRO manager to setthe delay time. Because the waiting time ((slot number - 1) *
2sec) should be guaranteed before this productis turned on.
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Componentin whichiLO s integrated
NEC ESMPRO Managercan manage the components in which iLO is integrated.
--Bxpress5800/R120h-1M
--Bxpress5800/R120h -2M
--Bxpress5800/R120h-1E
--Bxpress5800/R120h -2E
--BExpress5800/T120h
--BExpress5800/N S500Ri
--BExpress5800/R110j-1
--NX7700x/A5010E-2

The component in which iLO is integrated is displayed in the screen of [Server
Control], butyou can’tusethe following function for the component.
- [Remote Power Control] - [Power Cycle] and [OS Shutdown] *1

*1 When the component is registered with WS-Man management, you can use the
function of [OS Shutdown].

Componentof BMC (Other)
NEC ESMPRO Managercan remotely manage the following products as BMC (Other).
--BExpress5800/D120h (Server module)
--BExpress5800/D120h (CMC module)
--Express5800/T110j
--Bxpress5800/T110j-S

EM Card
NEC ESMPRO Managercan get a blade enclosure information by communication with the following EM
Card in the blade enclosure.

--EM Card [N8405-019A]

--EM Card [N8405-27]

--EM Card [N8405-043]

Power Bay
NEC ESMPRO Managercan manage the following Power Bay remotely.
--EcoPowerGateway [N8142-36F]

ComponentbasedonvPro
NEC ESMPRO Manager can manage Express5800/Workstation based on the vPro including the iIAMT
firmware version 6.0 and later.
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Appendix E. Means to perform REST APl using a sample
script

NEC ESMPRO Manageruses REST API to manage BExpEther.
A sample script of a ruby is prepared to perform REST API.

There is a sample script of 3 of REST API.
- Discovery ExpEther ManagerAPI

- Deletion BExpEther Manager API

- Get BxpEther Manager list API

Prepare

Ruby has to be installed in the management PC of NEC ESMPRO Manager.

Edit sample script

A sample script has a parameter and sets the information which accesses NEC ESMPRO Manager and
request data of each API as a parameter.
Therefore edit these parameters according to the environment beforehand.

A parameter with the necessity to edit is indicated in the following.

(1) search_eemrb
This script perform "Discovery ExpEther Manager API".
Correct the following parameter according to the environment.

- HOST
Write host or IP address of NEC ESMPRO Manager.
EX) IP Address of NEC ESMPRO Manager is "192.168.1.1"
HOST="192.168.1.1"
The same hostas NEC ESMPRO Manager.
HOST="localhost"

- PORT
Write the port number NEC ESMPRO Manager is using.
An initial value of port number of NEC ESMPRO Manager is "21112".
Ex) PORT=21112

- login_account
Write user name and password of NEC ESMPRO Manager Account.
EX) login_account = {'user=>Administrator’, 'password'=>Password}

- request_data
Write a request of "Discovery ExpEther Manager API".
Refer to "Diascovery ExpEther Manager API" in "NEC ESMPRO Manager Ver.6 RESTful API
Reference” for details of a request.
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(2) delete_eem.rb
This script perform "Deletion ExpEther Manager API".
Correct the following parameter according to the environment.

- HOST
This parameter is same as a "Discovery BExpEther Manager API".

- PORT
This parameter is same as a "Discovery BExpEther Manager API".

- login_account
This parameter is same as a "Discovery BExpEther Manager API".

- name
Write a target ExpEther Managername.

(3) list_eem.rb
This script perform "Get ExpEther Manager list API".
Correct the following parameter according to the environment.

- HOST
This parameter is same as a "Discovery BExpEther Manager API".

- PORT
This parameter is same as a "Discovery BExpEther Manager API".

- login_account
This parameter is same as a "Discovery BExpEther Manager API".
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Samplecode
(1) search_eem.rb

#
# NEC ESMPRO Manager REST APl Sample
#

require 'openssl’
require 'base64'
require ‘net/http’
require ‘json’

BB R R R

Hit

### Change below value

Hitt

HH R T R

HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator', 'password'=>'Password'}

request_data = {'discovery M ode'=>'0",
'start Address'=>'192.168.1.1','endAddress'=>'192.168.1.10'",'networkAddress'=>'192.168.1.0','networkM ask'=>'255.255.2
55.0', 'accounts'=>[{'user'=>"admin’, 'password'=>'eemeem'}]1}

HEHH

session_id = nil

def make_header(session_id=nil)
httpheader = {};

httpheader['X-ESM PRO-API-Version]="1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;
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response = http.get(url,req_header);

time2 = Time.now;
time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);

timel = Time.now;

response = http.request(transaction)

time2 = Time.now;
time3 = time2 - timel;
end

if (req_body ==nil)

req_body = {};

end

puts ===

puts "---- Request Data

print(" Method 1", method, "¥n");

print(" URL 2Murl, "¥n™;

print(" Request Header  :", req_header, "¥n");
print(" Session ID ", session_id, "¥n");
print(" Request Time 2" timel, "¥n");

print(" Request Body " req_body, "¥n");

puts "---- Response Data

print(" Status Code ", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");
print(" Response Body ", response.body, "¥n");
print(" Response Time " time2, "¥n");

print(" Elapsed Time " time3, "¥n");

puts"” "

if (response.body =="")
return nil
else

res_body = JSON.parse(response.body);

end
end

# Login
login_url
count =0;

"fesmpro/api/login-session";

result =send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionldT;

# Discover EEM
url = "/fesmpro/api/eem"

result =send_restreq(:post ,session_id, url, request_data);

jobstate_url =result['url];

166



NEC ESMPRO Manager Setup Guide

while truedo
# Job status
result =send_restreq(:get ,session_id, jobstate_url, nil);
if (result['jobStatus] == "Running” | result[jobStatus'] == "Waiting")
sleep(1);
elsif ( result[jobStatus]== "Completed")
# Job result
result_url = result['url?;
result = send_restreq(:get ,session_id, result_url, nil);
break;
else
break;
end
end

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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@)

delete_eem.rb

#
# NEC ESMPRO Manager REST API Sample
#

require ‘openssl’
require 'base64'
require 'net/http’
require ‘json’

R

HitHt

#i#t# Change below value

Hitt

R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}
name="Exp EtherM anager001"

HHBHHHHHH R

session_id = nil

def make_header(session_id=nil)
httpheader = {};

httpheader['X-ESM PRO-API-Version]="1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel,;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body ==nil)

req_body = {};

end

puts === "
puts "---- Request Data "

print(" Method 1", method, "¥n");

print(" URL 2Mourl, "¥n'™;

print(" Request Header  : ", req_header, "¥n");

print(" Session ID ", session_id, "¥n");

print(" Request Time 2", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print(" Status Code ", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body ", response.body, "¥n");

print(" Response Time " time2, "¥n");

print(" Elapsed Time " time3, "¥n");

puts" "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count =0;

result =send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionldT;

# Delete EEM

url = "/esmpro/api/eem"

resource =url + "?name=" + name

result = send_restreq(:delete ,session_id, resource, nil);

# Logout
result =send_restreq(:delete ,session_id, login_url, nil);
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®)

list_eem.rb

#
# NEC ESMPRO Manager REST API Sample
#

require ‘openssl’
require 'base64'
require 'net/http’
require ‘json’

R

HitHt

#i#t# Change below value

Hitt

R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}

HHRHHHHHH R A

session_id = nil

def make_header(session_id=nil)
httpheader = {};

httpheader['X-ESM PRO-API-Version]="1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel,;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body ==nil)

req_body = {};

end

puts === "
puts "---- Request Data "

print(" Method 1", method, "¥n");

print(" URL 2Mourl, "¥n'™;

print(" Request Header  : ", req_header, "¥n");

print(" Session ID ", session_id, "¥n");

print(" Request Time 2", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print(" Status Code ", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body ", response.body, "¥n");

print(" Response Time " time2, "¥n");

print(" Elapsed Time " time3, "¥n");

puts" "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count =0;

result =send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionldT;

# List EEM
url = "/esmpro/api/eem"

result =send_restreq(:get ,session_id, url, nil);

# Logout
result =send_restreq(:delete ,session_id, login_url, nil);
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