
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

 
 
 
 
 
 

Express5800 series 
 

Setup Manual for avoiding the 
vulnerability issue of SSL 

protocol 3.0 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Rev.1 
December 1 2014 



 

2 
 

 
Introduction 
 
 

When the SSL protocol 3.0 is used from browser or from Java applications launched 
from Java Applet and Java Web Start, a part of an encrypted communication data may 
be decrypted by the attack called CVE-2014-3566 POODLE (Padding Oracle On 
Downgraded Legacy Encryption).  
 
This vulnerability can be avoided at the client by disabling the SSL protocol 3.0 of the 
browser and Java and enabling the TLS protocol 1.0 or later. 
 
This setup manual describes the procedures for disabling the SSL protocol 3.0 of 
browser and Java at the client. 
 
 
Target computer 
Computers on which SSL protocol 3.0 supported browser and Java Runtime 
Environment are installed. 
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1. Setup the Web browser 

 
The following steps are performed from the Web browser on the computer. 
 
 
[Internet Explorer] 

Please open “Security” menu of [Advanced]-[Internet Options]-[Tools] of Internet 
Explorer and then set TLS 1.0 or later enable at the items related to SSL/TLS as 
follows. 

 
 
 
 

Notice: 
Please use the Internet Explorer other than Internet Explorer 9 for the following 
products. 
 

・ EXPRESSSCOPE Engine 3 
The following products are the target. 
 
R110e-1E、R110d-1E、R110g-1E、R110f-1E 
 
R120e-1M、R120d-1M、R120e-2M、R120d-2M、R120e-1E、R120d-1E、 



 

5 
 

R120e-2E、R120d-2E 
 
T110g-E、T110f-E、T110g-S、T110f-S、T120d、T120e 
 
E120d-1、E120d-M、E120e-M 
 
GT110e、GT110d、GT110e-S、GT110d-S 
 
B120d、B120d-h、B120e、B120e-h 
 

・ EXPRESSSCOPE Engine SP 3 
The following products are the target. (*) 
 
A1040b、A2040b、A2020b、A2010b 
 
(*) However, only if the firmware revision of EXPRESSSCOPE Engine SP 3 is 
applied to previous revision than 1.14 
 

・ EXPRESSSCOPE Engine 3 ft 
The following products are the target. 
 
R320c-E4、R320c-M4、R320d-M4 
 

・ EXPRESSSCOPE Engine SP 2 
The following products are the target. 
 
A1080a-S、A1080a-D、A1080a-E、A1040a 

 



 

6 
 

 
[Firefox ESR] 

Input “about:config” to the address bar. 
 

 
 
 
The search window is displayed after “I’ll be careful, I promise!” button. 
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In the case of ESR17 
 
Input “security.enable_ssl3” to “Search:” area and check the value. 
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If “Value” of “security.enable_ssl3” is “true”, it turns to “false” when you double-click 
the “security.enable_ssl3”. 
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Please restart your Web browser. 
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In the case of ESR24 or later 
 
Input “security.tls.version.min” to “Search:” area and check “Value”. 
 

 
 
If “Value” of “security.tls.version.min” is 0, please open the window which is displayed 
by double-click the “security.tls.version.min”, and then input “1” and press “OK” 
button. 
 

 
 
Please restart your Web browser. 
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2  Setup the Java 
 
Open “Java Control Panel” from “Control Panel” of the computer on which Java is installed. 

 
 
 

Uncheck “Use SSL 3.0” from [Advanced Security Settings]-[Advanced], and then check the 
TLS protocol 1.0 or later. 
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