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Chapter 1 Overview

This chapter provides an overview of the Atrust Device Manager (called ADM below) and the system requirements.
1.1 Introduction
A brief introduction to ADM
1.2 New Features
New features and enhanced functions in this product release
1.3 Features
The key features of ADM
1.4 System Requirements

The system requirements for the installation and operation of ADM
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1.1 Introduction

Desktop virtualization provides a new perspective to reconsider the design and implementation of an IT infrastructure. In a
desktop virtualization infrastructure, a client is no longer a cumbersome desktop, but simply an endpoint device for users to
access delivery services from the server(s).

With the introduction of the desktop virtualization technologies, you can considerably benefit from:
. On-demand application / desktop access
. Centralized management of work environments
. Drastically reduced endpoint software/hardware issues
. Simplified system maintenance
. Improved system security
. More scalability with low-cost endpoint devices

But still you need powerful software for managing a large number of endpoint devices in a desktop virtualization infrastructure.
The ADM console is designed to fill this need. It enables you to remotely deploy, manage, update clients, and assist users from
a single computer. You can manage and update clients simply and quickly in groups with a flexible and secure mechanism.
Additionally, you can remotely assist users in resolving problems or configuring local settings.
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1.2 New Features

This product release provides the following new and enhanced functions:

US320f supported

US320f is supported as a manageable device in ADM.
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1.3 Features

The key features of ADM are:
e  Pushing custom settings to a large number of clients
e Updating firmware and installing software packages for clients
e Taking client snapshots for mass deployment, system backup, and recovery
e Rebooting, powering off, and waking clients through the local network
e Scheduling automatically performed tasks
e Helping users to troubleshoot problems remotely
e Identifying clients and managing IT assets with automatically-captured client information

e Helping the management of zero clients

Note ] A zero client is an endpoint device without any operating system pre-installed.
ADM does not support the management of zero clients because
US320f/US310e/US120f is not the zero clients.
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1.4 System Requirements

1.4 System Requirements

The system requirements for the installation and operation of ADM as follows:

1.4.1 Supported Endpoint Devices

ADM supports the following Atrust client family:

Model:
e US320f
e US310e

e US120f

Firmware:
uUs320f

¢ 1.04-INTL

Us310e
¢ 1.10-INTL
e 1.20-INTL

e 1.30-INTL

usi2of
¢ 8.43-FAKC

¢ 8.51-CAKD

Important

Note

If ADM and the old version of US310e firmware are used together, some of the
functions of ADM cannot be supported. It is recommended to upgrade the US310e

firmware to 1.30-INTL or apply 1.20-INTL Update Package ver 1.3 for ADM to 1.20-
INTL.

The supported client list above is not exhausted; newly developed models may be
included in the future.

For more information on detailed specifications of different models, visit our
website at http://www.nec.com.
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1.4.2  Supported Platforms
e  Windows 7
e Windows 8/8.1
e Windows 10
e Windows Server 2008 / 2008 R2
e Windows Server 2012 / 2012 R2

e Windows Server 2016

Important | The server on which you install ADM should be dedicated to ADM services and should
not be performing additional functions. For example, the server should not be
functioning as a Domain Controller, Backup Controller, Mail Server, Production Web
Server, DHCP Server, MSMQ Server, or Application Server.

1.4.3  Hardware Requirements
e Pentium 4, 1.0 GHz processor or the equivalent
e 512 MB of free system memory
e 2 GB of free disk space for installation / 100 GB or more for firmware and snapshot management

e 100 Mb Ethernet network adapter / network interface card

1.44  Used ports

Background Service and Used Ports for ADM

No. Service Name Source Source port Number Destination Destination Port Number

1 Atrust — Apache 2.2 ADM Any ADM TCP/10443
(Local use only)

2 Atrust — Apache 2.2 Thin Client Any ADM TCP/10080

3 ADM TCP/10080 Thin Client Any

4 Atrust - Multicast Thin Client Any ADM Both/10081

5 ADM Both/10081 Thin Client Any

6 Atrust - PgSQL ADM Any ADM TCP/5432

(Local use only)

7 Atrust Device Manager | ADM UDP/Any Thin Client UDP/10005

8 Thin Client UDP/10005 ADM UDP/Any

9 ADM TCP/Any Thin Client TCP/10005

10 Thin Client TCP/Any ADM TCP/10005

11 Thin Client TCP/10005 ADM TCP/Any

12 ADM Both/Any ADM Both/10006

13 Thin Client Any ADM TCP/10007

14 ADM TCP/10007 Thin Client Any

15 VNC ADM Any Thin Client TCP/5900

16 Thin Client TCP/5900 ADM Any
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Note e You can find the Service Name on Windows Services management console.
e “Any” in above table means ADM or thin client uses ephemeral port assigned by
OsS.
e At "Both" in above, a protocol of both of TCP and UDP is used.

Important Je Itisn't necessary to add firewall exceptions manually. ADM automatically
configures everything you need for ADM use with respect to HTTP server,
database, and the Windows Firewall when this software is installed.

e ADM does not support changing the default port numbers.

1.4.5 Configuring the network environment

Installing a DHCP server
When using only US320f and US120f, the DHCP server isn't indispensable. It’s because fixed IP address information is

available for establishment of network link at UEFI bootup. The fixed IP information configured at the respective thin clients
becomes effective. DHCP server is essential in environment including US310e.

Wake on LAN
Wake on LAN messages cannot be sent to a thin client that does not belong to the same segment as ADM. It's because a

magic packet on layer 2 which is broadcasted for Wake on LAN cannot be sent to any PC located in a different segment.

Note |Wake on LAN is used in a wired LAN environment. It cannot be used for a wireless LAN
client.

Important I US120f does not support resume from suspend via Wake on LAN.

VPN
ADM cannot be used in a remote access VPN environment in which VPN software is used on a thin client to implement

Network Address Translation (NAT).

ADM can be used in cases when a site-to-site VPN is configured between routers that

Note
have VPN software installed but do not perform Network Address Translation (NAT).

Important I Note that no ADM features are supported in a remote access VPN environment.

Wireless LAN
Updating firmware, taking snapshots, and installing thin clients cannot be performed in a wireless LAN environment.

Note Features other than those described above can be used in a wireless LAN environment.

10
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IEEE 802.1x authentication
Updating and installing firmware, and taking snapshots cannot be performed if user authentication is executed by using IEEE
802.1x (that is, EAP-PEAP or EAP-TLS) in a wired or wireless LAN environment. Thin clients need to establish a network link at
UEFI bootup to obtain the firmware update and snapshot image files from the server; however, thin clients do not support
IEEE 802.1x authentication.

11



Chapter 2 Installing and Upgrading ADM

This chapter gives detailed instructions on how to install and upgrade your ADM.
2.1 Installing ADM
The installation of ADM
2.2 Initial Setup
The initial setup of ADM
2.3 Upgrading ADM
The upgrade of ADM
2.4 Stopping Atrust-Multicast Service
The stop of Atrust-Multicast Service to manage US320f by ADM
2.5 Uninstalling ADM

The uninstallation of ADM
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2.1 Installing ADM

To install ADM on your computer, please follow the steps below:

Note

e Before proceeding, ensure that. Your operating system is supported (see "1.4
System Requirements")

e Before proceeding, ensure that. Your computer meets system requirements (see
"1.4 System Requirements")

e Toinstall a newer version of ADM, it's recommended to install it directly without
uninstalling the current ADM. For more information on how to upgrade your ADM,
please refer to section "2.3 Upgrading ADM".

e Setting up a static IP address on your computer.

1. Get a copy of the installation program of ADM for your computer.

2. Log in to your computer with an administrator account, and then locate and double-click that program.

3. Select the language used during the installation.

w4 instalation:

Select Setup Language “

i Select the language to use during the

4. The Setup Wizard appears. Click Next to continue.

2

'// /i A

Setup - Atrust Device Manager M

Welcome to the Atrust Device
Manager Installation Program
This will install Atrust Device Manager on your computer,

It is recommended that you dose all other applications before
continuing.

If you want to update Atrust Device Manager, please dose
Atrust Device Manager first,

Click Mext to continue, or Cancel to exit Setup.

Mext > || Cancel

13
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Note ]It may take a few seconds for the wizard to enter the next page/step while preparing
for the installation of ADM.

5. A message appears prompting you to restart for the installation of a prerequisite program. Select Yes, restart the
computer now, and then click Finish.

Preparing to Install
Setup is preparing to install Atrust Device Manager on your computer.

0 The installation of a prerequisite program was not completed. You will need to
restart your computer to complete that installation.

After restart, log in with the same administrator account for Setup to continue.

To complete the installation of Atrust Device Manager, Setup must restart your
computer. Would you like to restart now?

(®)}fes, restart the computer now!
() No, T will restart the computer later

6. After restart, the Setup Wizard appears again. Click Next to continue.

Welcome to the Atrust Device
Manager Installation Program
This will install Atrust Device Manager on your computer.

Itis recommended that you close all other applications before
continuing.

If you want to update Atrust Device Manager, please dose
Atrust Device Manager first.

Click Mext to continue, or Cancel to exit Setup.

~

14
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7. The License Agreement page appears. Read this agreement, select | accept the agreement, and then click Next to
continue.

License Agreement
Please read the following important information before continuing.

Fleasze read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Atrust End User License Agreement Copyright © 2007-2012 by Atrust Computer | ~
Carp,

All Rights Reserved.
End User License Agreement for Atrust Software

Thiz End User License Agreement ("EULA") is between you and Atrust Computer
Corp. ("Atrust?). Itis applied to the Atrust software and the related
documentations ("SoftwareProduct”).

Pleaze read thic FIIL & rarefille TF wrin dn nnt anres tn all of the terme nf this

8. Use the default installation directory or click Browse to locate the desired one, and then click Next to continue

Select Destination Location
Where should Atrust Device Manager be installed?

l Setup will install Atrust Device Manager into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Atleast 345.5 MB of free disk space is reguired.

15
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9. Use the default Start menu folder or type to create a new folder for the shortcuts of programs. Or, click Browse to
choose an existing folder. Click Next to continue.

Select Start Menu Folder
Where should Setup place the program's shortouts?

A
Setup will create the program's shortcuts in the following Start Menu folder,
[ -]

To continue, dick Mext, If you would like to select a different folder, didk Browse,

10. Select or clear Create a desktop icon, and then click Next to continue.

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instaling Atrust
Device Manager, then dick Next.

Additional icons:

16
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11. Change the default database password for the superuser or use the default. After completion, click Next to
continue.

Server Settings

Specify the settings for use in a customized installation of Atrust Device
Manager,

Change the default settings:

D'{Dhange the database root's password:

Note Je A superuserisa user who has full access to the database of ADM.

e The default password is "secret".

12. Click Install to start installing ADM on your computer.

Ready to Install
Setup is now ready to begin installing Atrust Device Manager on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:¥Program Files (x86)%Atrust

Start Menu folder:
Atrust

17
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13. After completion, click Finish to exit.

Setup - Atrust Device Manager =

%!

Completing the Atrust Device
Manager Installation Program

Setup has finished installing Atrust Device Manager on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

2.2 Initial Setup

On first boot of ADM, you need to complete the initial setup. Follow the instructions below to complete the required
configuration:

1. Launch ADM on your computer.

2. A window appears prompting you to choose the service IP address and create an administrator account. Click the
drop-down menu to select the desired IP address from the list of available IP addresses, type the desired account
name and password, and then click Save to continue.

Atrust Device Manager Setup Wizard

""" Choose service IP address

IP Address: [192.188.7.1 v

----- Create default administrator account

Account: *[ ]

MNew Password: ‘{ ]
Confirm Password: *[ ]

Save

Note Je The unconnected LAN port may appear in the list of available IP addresses with the
address value 0.0.0.0.

18
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e |tis strongly recommended to use a fixed IP address as the service IP of ADM. The
change of the service IP may make all the managed clients become
unmanageable.

3. The Login screen appears prompting you to sign in to ADM with your credentials (account name and password).

Account

Password

4. The management interface of ADM appears.

o Atrust Device Manager Il‘i-

Atrust ThinClients | Scan | System | Logs | About Logout: Administrator
» [ Profiles Profiles 0 Profile(s)
+ [l Thin Clients Specify settings shared among selected clients
v i Filters

Thin Clients 0 Thin Client(s)
View, configure, and manage thin clients

|] = Filters 0 Filter(s)
=) Search and view a subset of clients

“o Clear Messages | 0 Messages 4

Note In next chapter, we will describe the functionality and use of ADM in details.
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2.3 Upgrading ADM

Upgrading ADM

To upgrade your ADM to a newer version, you can just install the new program without uninstalling the old one. For information
on how to install ADM, please refer to section "2.1 Installing ADM"

Note

It is highly recommended to upgrade your ADM without uninstalling the old version. If

you uninstall the current ADM on a computer, all your settings and client CA

(Certificate Authority) files will be removed. With a newly installed ADM, this computer
will fail to manage clients which are originally under its management, and those clients
will become unmanageable.

Important
console.

Stopping Atrust-Multicast Service

Before upgrading your ADM, ensure that you've logged out and closed the ADM

When you manage US320f by ADM, it is necessary to stop Atrust-Multicast Service. Follow the steps below to stop Atrust-
Multicast Service. You need not stop the service if you don’t manage US320f by ADM.

1. Choose Control Panel > Administrative Tools.

* T @ v Control Panel » All Control Panel ltems »

Adjust your computer’s settings

P Action Center

%@ BitLocker Drive Encryption
Y Date and Time

@ Devices and Printers

Flash Player (32-bit)

E, Indexing Options

&2 Keyboard

:":- Metwork and Sharing Center
[J;J Phone and Modem

9 Region

@ Sync Center
Troubleshootlng

ﬂ Windows Firewall

I Administrative Tools

Elg Color Management
Default Programs

@ Display

Folder Options

Intel® HD Graphics
€$‘ Language

O3 Motification Area lcons
3 Power Options

% Remotefpp and Desktop Connections
Ll Systemn

% User Accounts

@ Windows Update

20

[v] Search Control Panel

View by:  Small icons =

Eﬂ AutoPlay

Credential Manager

=4 Device Manager

@ Ease of Access Center
la Fonts

Internet Options

& Mouse

g Personalization
Programs and Features
ij Sound

Taskbar

i Windows Defender
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2. Double-click Services in the Administrative Tools.

Shorteut Tools
Home Share View Manage
"% =n ¥ cut m x @ L B & open - HH selectan
[8=] Copy path o —;:j' @Edit 28 Select none

Copy Paste _ Move Copy Delete Rename Mew Properties
[2] Paste shortcut o mo > Folder >

Clipboard Organize MNew Open Select

52 Invert selection

@ * « All Control Panel ltems »  Administrative Tools AN Search Administrative Tools 2

=
i\( Favorites Mame Date medified Type Size
= [3) Pertormance Monitor f/25/2012 1077 PM - Shorteut
Desktop

. @ Print Management T/25/201210:29 PM Shortcut
“! Downloads @ Resource Monitor T/25/2012 1017 PM Shortcut
B Recent places Scan Management 7/25/2012 10:36 PM  Shortcut
ﬁ Services I?f25f201?_ 10:19PM  Shortcut

(&g System Configuration 72520121018 PM Shortcut

B System Information 7252012 10:18 PM  Shortcut

@ Task Scheduler 7252012 10:20 PM - Shortcut

@ Windows Firewall with Advanced Security  7/25/2012 10:29 PM  Shortcut

[#E] Windows Memaory Diagnostic 72520121017 PM  Shortcut

Windows PowerShell (x26) 1/14/2013 =37 AM Shortcut

(@ Windows PowerShell ISE (x26) 7/25/2012 10:20 PM  Shortcut

(@ Windows PowerShell ISE 7/25/201210:20 PM  Shortcut

[ Libraries
@ Documents
J Music
[E5] Pictures

B videos

18 Computer
L Local Disk (C)

P Pd Lo Fg P Pg g Pa P fo P o R

LU 4
-~

21items  1item selected 1.13 KB

3. Select Atrust - multicast from Windows services list.

File Action View Help

| Bz H

Si” seness e —

Atrust - Multicast Mame Description Status Startup Type Log *
£k ActiveX Installer (AxlnstSV) Provides Us... Manual Loc
Application Experience Processes a... Manual (Trig... Loc
pplication Identity Determines ... Manual (Trig.. Loc
- Application Information Facilitates t... Manual Lec

Stop the service
Restart the service

Description:

: pplication Layer Gateway ... Provides su... Manual Loc
Atrust Multicast Service

pplication Management Processesin.. Running  Manual Loc
ASP.MET State Service Provides su... Manual MNet
Apache/. Automatic
Atrust Multi Running
Atrust NED ...  Running

Running

Automatic

PgSOL Data.. Running  Automatic Loc
Atrust PXES.. Running  Automatic Loc
Atrust TFTP... Running  Automatic Loc
Atrust Clien... Running  Automatic Loc
Atrust Device Manager Atrust Devic... Running  Automatic Lec
trustDesktopService Running  Automatic Loc
ackground Intelligent Tran... Transfers fil... Manual Lec
Background Tasks Infrastru.. Windows in.. Running  Automatic Loc
ase Filtering Engine The BaseFil... Running  Automatic Loc

‘. BitLocker Drive Encryption ..  BDESVC hos.., Manual (Trig.. Loc »
< >

Extended /(‘“ d: ’/
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4. Click Properties on the right-click menu.

File Action View Help

| d=| Bl > e 0w

-

Atrust - Multicast Narme Description  Status Startup Type Log ™
i%ActiveXln;taHer (AxlnstSV) Provides Us... Manual Loc
Stop the service

Application Experience Processes a... Manual (Trig... Loc
pplication Identity Determines ... Manual (Trig.. Loc
Application Information Facilitates t... Manual Loc

Restart the service

Description:

2 X pplication Layer Gateway ... Provides su... Manual Loc
Atrust Multicast Service

pplication Management Processesin... Running  Manual Loc
ASP.NET State Service Provides su... Manual Met
125 Atrust - Apache2 2 Apache/2.2... Running  Automatic Loc
Atrust - Multicast

Automatic

Automatic
Stop ng  Automatic Loc
Pause ng  Automatic Loc
s ng  Automatic Loc
Restart ng  Automatic Loc
ng Automatic Loc
All Tasks P ing Automatic Loc
:%:E.Background Intelligent T| Refresh Manual . Loc
£ Background Tasks Infra ng  Automatic Loc
ase Filtering Engine Properties ng  Automatic Loc
‘. BitLocker Drive Encrypti Help Manual (Trig.. Loc »
< >

Extended /(' d ‘/

Opens the properties dialog box for the current selection.

5. Click Stop button in General tab.

General |LogDn|Hec0\rery|Dependerm|

Service nama: Atrust - Multicast

Display name: Atrust - Multicast

Description: ’Nmst Mutticast Service

Path to executable:
C:\Program Files (c86) \Atrust\ams server\mserver' AMServer.exe /run Atrus

Startup type: | Automatic W

Help me configure service startup options.

Service status: Running

Start Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:
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6. hoose Manual or Disabled from the Startup type drop-down menu.

General | Log On I Recoveryl Dependenciesl

Service name: Atrust - Multicast

Display name: Adrust - Multicast

Description:

’Mn.lst Mutticast Service

Path to executable:
C:\Program Files 86)\Atrust'\ams"server\mserver’AMServer.exe /un Atrus

Startup type: Automatic ~
Automatic (Delayed Start)

Help me confiqurs

Service status:
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

7. Click Apply button.

General | Log On | F{emveryl Dependenci&s|

Service name:  Atrust - Multicast

Display name: Atrust - Mutticast

Description: ’Mn.lst Multicast Service

Path to executable:
C:\Program Files (<86)"Atrust'ams'\eerver'\mserver'AM Server exe /run Atrus

Startup type: | Manual he

Help me confiqure service startup options.

Service status:  Stopped

Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:
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8. Click OK button.

General | Log On | Recovery | Dependencies

Service name: Atrust - Mutticast

Display name: Atrust - Multicast

Description:

’Mn.lst Mutticast Service

Path to executable:
C:Program Files (<86)"Atrust\ams'server\mserver'AM Server.exe /un Atrus

Startup type: | Manual ~

Help me confiqure service startup options.

Service status:  Stopped

Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

9. Close Services window.

10. A stop of Atrust-Multicast Service is completion.

2.5 Uninstalling ADM

To uninstall ADM on your computer, please do the following:

Note |Je To upgrade your ADM, it's recommended not to uninstall the current ADM. For
more information, please refer to section "2.3Upgrading ADM".

e |tis strongly recommended to use a fixed IP address as the service IP of ADM. The
change of the service IP may make all the managed clients become
unmanageable.

Important | Before uninstalling your ADM, ensure that you’ve logged out and closed the ADM
console.

1. Uninstall your ADM through the Control Panel.

2. Follow the on-screen instructions to complete the uninstallation.
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This chapter provides instructions on how to manage clients with ADM.
3.1 ADM
Interface Overview
Available Tasks at a Glance
3.2 Establishing a Basic Administration Environment
System Tab Overview
Available Tasks at a Glance
3.3 Adding Clients into a Managed Group
Scan Tab Overview
Available Tasks at a Glance
3.4 Managing All Your Clients
Thin Clients Tab Overview
Available Tasks at a Glance

3.5 Viewing and Managing Event Logs

Logs Tab Overview

Available Tasks at a Glance
3.6 Viewing Software Information

About Tab Overview

Available Tasks at a Glance
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3.1 ADM

3.1

ADM

ADM enables you to remotely deploy, manage, update clients, and assist users from a single computer. You can manage clients

simply and quickly in groups with a flexible and secure mechanism. Additionally, you can remotely assist users in resolving
problems or configuring local settings.

3.1.1

To access ADM, please do the following:

Interface Overview

1. Launch ADM on your computer.

2. Type your credentials, and then press Enter or click Login. The ADM window appears.

Interface Overview

o

1 1 1 1 i
Atrust Ervioe ManaIer | I;Ii-
Atrust ThinClients | Scan | System | Logs | About Logout: Administrator

» Il Profiles
+ i Thin Clients &,

v I Filters

| ]

&

Profiles 0 Profile(s)
Specify settings shared among selected clients

Thin Clients 0 Thin Client(s)
View, configure, and manage thin clients

Filters 0 Filter(s)
Search and view a subset of clients

© Clear Messages | 0 Messages 4., s

Interface Elements

No. Name Description
1 ThinClients tab Click to access client management.
2 Scan tab Click to look for unmanaged thin clients over your local network.
3 System tab Click to establish and configure the basic administration environment.
4 Logs tab Click to view event logs.
5 About tab Click to view information about ADM.
6 Logout button Click to log out from ADM.
7 Management / Information Area Select to perform desired tasks, configure desired settings, or view related

information available under a selected tab.

Navigation Area

Click to select a specific item, option, or task under a tab.

Message Area

Click to view messages about management activities.
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3.1.2 Available Tasks at a Glance

The following table shows functionality provided in each tab. For more details, please refer to the corresponding section as
shown below:

Tab Function List Section

e Creating accounts for administration
e Managing thin client firmware files
e Managing zero client image files

e Managing WES package files

e Managing client snapshots

e Managing certificates of remote computers 3.2
System e Configuring remote deployment settings Establishing a Basic Administration
e Specifying deployed servers Environment

e Specifying ADM settings
e Backing up the management database
e Managing database archive files
e Restoring the management database
e Task scheduling
e Looking for clients in the whole range of a local
network
Scan Looking for clients in a specified range of IP addresses 3.3
Looking for clients with predefined IP range lists Adding Clients into a Managed Group
e Detecting clients including "password-protected"
clients
e Getting zero clients ready for use
e Creating group configuration for clients
e Using individualized configuration for clients
e Using hybrid configuration for clients
e Pushing settings to clients
e Pulling settings from clients
e Pushing certificates to clients
e Sending messages to clients
e Rebooting clients remotely
Shutting down clients remotely 34
Wake-On-LAN of clients Managing All Your Clients
e Updating client firmware
e Installing and Uninstalling Software Packages
e Taking snapshots
e Installing snapshots

(]
Thin Clients

e Using the Shadow Feature

e Controlling clients remotely

e Exporting client data

e Detecting profiles/clients/logs using quick search

e Managing filters

e Viewing event logs 3.5
Logs e Exporting event logs

e Deleting event logs

Viewing and Managing Event Logs

e Viewing information on ADM
About e Viewing Atrust contact information
e Viewing Software License Agreement

3.6
Viewing Software Information
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Chapter 3 3.2 Establishing a Basic Administration Environment

3.2 Establishing a Basic Administration Environment

3.2.1 System Tab Overview

System tab enables you to establish a basic administration environment. To access the functionality of System tab, click the
tab on ADM.

System Tab Overview

«a Atrust Device Manager I;Ii-

Atrust ThinClients | Scan | System | Logs | About Logout: Administrator

Setting Menu

» Admin Account

» Deployment

» System Settings

» Backup and Restore
+ Task Schedule

(R e [0 Messages

Interface Elements

No. Name Description
1 Navigation Area Click to access the desired setting item.
2 Management Area Select to perform desired tasks, configure desired settings, or view related information

available under a selected item.
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3.2.2 Available Tasks at a Glance

No. Available Task Section
1 Creating accounts for administration 3.23
2 Deleting an account
3 Editing an account
4 Importing thin client firmware files 3.2.4
5 Deleting thin client firmware files
6 Scanning thin client firmware files
7 Importing WES package files 3.25
8 Deleting WES package files
9 Scanning WES package files
10 Exporting client snapshots 3.2.6
11 Importing client snapshots
12 Deleting client snapshots
13 Scanning client snapshots
14 Importing certificates 3.2.7
15 Deleting certificates
16 Configuring remote deployment settings 3.2.8
17 Selecting the service IP address of ADM 3.2.9
18 Configuring auto-logout for ADM 3.2.10
19 Configuring Auto Registration 3.2.11
20 Configuring Password Protection for Managed Devices 3.2.12
21 Configuring the database source of ADM 3.2.13
22 Selecting the interface language of ADM 3.2.14
23 Backing up the management database 3.2.15
24 Downloading a database archive file 3.2.16
25 Uploading a database archive file
26 Deleting a database archive file
27 Restoring a database archive file 3.2.17
28 Scheduling automatically performed tasks 3.2.18
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3.2.3  Managing Accounts for Administration

Creating an Account
To create an account for administration, please do the following:

1. On System tab, click Admin Account.

2. The Account list appears in Management area.

+ Add = Delete  Edit

e
Username Information Last login Authority

Administrator 2017-03-15 09:51:10  Admin

Note |When you log in to ADM for the first time, you are prompted to create an
administrator account for client management. This account will be specified in the

Account list.

3. Click Add to open the Add window.

4. Type the desired user/account name and password.

Add [x]

Username

i TP 2

New Password:

»

Comfirm Password:

Information

I
l
I
l
|

[Adrmin v

Authority:
* Your password can contain letters, numbers, and special

characters.

*The ium length of p d is 40.

Add Cancel

Note ]You can click Authority drop-down menu to choose its type: Admin or User. The former
has complete access to ADM; the latter is only for viewing Thin Clients and Logs tabs.

5. Click Add to apply.

6. The newly added account appears in the Account list.

+ Add = Delete  Edit

Username Information Last login Authority
Administrator 2017-03-15 09:51:10  Admin
TestUser TEST USER Admin
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Deleting an Account
To delete an account, please do the following:

1. On System tab, click Admin Account.
2. The Account list appears in Management area.

3. Click to select the desired account.

Note To delete more than one account, Ctrl-click to select multiple accounts.

Click Delete on the top of the Account list.
The Delete window appears prompting for confirmation.

Click Yes to confirm.

N o o &

The selected account is removed from the Account list.

Adjusting an Account
To adjust an existing account, please do the following:

1. On System tab, Click Admin Account.

2. The Account list appears in Management area.
3. Click to select the desired account.

4. Click Edit to open the Edit window.
5

. Adjust the password or the description in the Information field.

Note [If you only want to add or edit the description in the Information field, you need to
type the current password for the selected account.

6. Click Modify to apply.
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3.2.4  Managing Thin Client Firmware Files

You can update firmware for your clients remotely with ADM. Before proceeding, you need to import firmware files of
appropriate versions for ADM.

Note [For instructions on how to update firmware for clients remotely, please see section
"3.4.23 Updating Client Firmware".

Importing Thin Client Firmware Files
To import a firmware file for thin clients, please do the following:

1. On System tab, click Deployment > Firmware.

2. The Firmware list appears.

JJ Scan Firmware = Delete Firmware &7 Import Firmware

Mame Platform Version Maodel

ARM LINUX 8.43-FAKC ARM Linux 5.43 Us120f

Note [If you have never imported firmware files into ADM, the Firmware list will be empty as
shown above.

3. Click Import Firmware on the top of the Firmware list.

4. The Import Firmware window appears.

Import Firmware x|

Firmware File: | ” Browser-

Type:

Version:

Platform:

Boot Loader Version:
Model:

Required Disk Size
(MB):

Import Cancel

5. Click Browse to locate the desired firmware file, and then click Open to confirm.

Note | ADM will automatically perform file check to ensure that the file is a valid firmware file
for thin clients and there is no duplicate in the Firmware list.
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6. Click Import to start importing the selected firmware file.

Import Firmware x|
Firmware File: |C¥temp¥US310e¥ OS¥NEC—| Browse-
Type: firmware
Version: 1.30-INTL
Platform: weds
Boot Loader Version: 0.84
Model: US310e
Required Disk Size

Import Cancel

7. On completion, the imported firmware file appears as an entry in the Firmware list.

JJ Scan Firmware = Delete Firmware 1 Import Firmware
Name Platform Version Model

ARM LINUX 8 43-FAKC ARM Linux 8.43 US120f

Deleting Thin Client Firmware Files
To delete a thin client firmware file, please do the following:

1. On System tab, click Deployment > Firmware.
2. The Firmware list appears in Management area.

3. Click to select the desired firmware file, and then click Delete Firmware on the top of the Firmware list.

Note To delete more than one firmware file, Ctrl-click to select multiple files.

4. The Delete Firmware window appears prompting you for confirmation.
5. Click Delete to confirm.

6. On completion, the selected firmware file is removed from the Firmware list.

Scanning Thin Client Firmware Files
The Scan Firmware feature helps you to discover the local or remote firmware files. There are two scenarios that you need
the help of this feature. The first scenario is that you choose to update clients with remote firmware files rather than local
imported ones. In this scenario, the local list of available firmware in ADM may be not in sync with the remote list of firmware
files on another computer where you choose to get firmware files. The Scan Firmware feature can synchronize your local list
with the remote one.
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Note For instructions on how to configure your ADM to use remote firmware files on
another computer for client management, please refer to section "3.2.8 Configuring
Remote Deployment Settings"

The other scenario is when you copy the file set of an imported firmware file from the installation directory of another ADM
into the same installation directory of your ADM, this firmware file may not appear as an entry in the Firmware list.

Note ] The default installation directory of ADM is C:\Program Files (x86)\ Atrust. The file set
of an imported firmware file is placed in C:\Program Files (x86)\ Atrust\firmware,
under an uppermost dedicated folder.

In both scenarios, to synchronize the entries in the Firmware list with your local or remote firmware files, please do the
following:

1. On System tab, Click Deployment > Firmware.

2. The Firmware list appears in Management area.

3. Click Scan Firmware on the top of the Firmware list.
4

. On completion, the Firmware list is now in sync with your local or remote firmware files.
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3.2.5 Managing WES Package Files

With Windows Embedded Standard (called WES below) package files, you can install applications or language packs remotely
for your WES-based thin clients. Before proceeding, you need to import package files of appropriate versions into ADM.

Note Je The WES version of your client may not support multiple user interface packs. In
this case, installing a language pack for a client will replace its display (user
interface) language with the new one.

e For instructions on how to update your WES clients with package files remotely,
please refer to "3.4.24 Installing and Uninstalling Software Packages"

Importing WES Package Files
To import a WES package file, please do the following:

1. On System tab, click Deployment > WES Package.

2. The Package list appears.

J9 Scan Package = Delete Package 57 Import Package
Name Category Version | Req. Firmware | Platform

VMware Horizon Client 3.5.2  Application 11 1.20-INTL Windows Embedded 8 Standard

Note |If you never imported WES package files into ADM, the Package list will be empty as
shown above.

3. Click Import Package on the top of the list.

4. The Import Package window appears.

Import Package [x]

Package File: | ” B —

Package Name:
Wersion:
Platform:
Description:
Madel:
Size(MB):

Import Cancel

5. Click Browse to locate the desired package file, and then click Open to confirm.
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Note | ADM will automatically perform file check to ensure it’s a valid package file for WES-
based clients and there is no duplicate in the Package list.
6. Click Import to start importing the desired package file.
Import Package x|
Package File: |O:¥temp¥U8310&¥WES}?‘V'§"“" Browse-:
Package Name: Citrix Receiver 4.4 with SSON
Version 12
Platform Windows Embedded 8 Standard
Description Install Citrix Receiver v4.4.1000 with SSON
Model US310e;
Size(MB): 54
Import Cancel
7. On completion, the imported package file appears as an entry in the Package list.

SO Scan Package = Delete Package &7 Import Package
Name Category Version | Req. Firmware | Platform

VMware Horizon Client 3.5.2  Application 14 1.20-INTL Windows Embedded 8 Standard

Deleting WES Packages
To delete a WES package file, please do the following:

1.

2
3
4.
5
6

On System tab, click Deployment > WES Package.

. The Package list appears.

. Click to select the desired package file, and then click Delete Package.

The Delete Package window appears prompting you for confirmation.

. Click Delete to confirm.

. The selected package file is removed from the Package list.

Scanning WES Packages

The Scan Package feature helps you to discover the local or remote WES package files. There are two scenarios that you need
the help of this feature. The first scenario is that you choose to update clients with remote package files rather than local
imported ones. In this scenario, the local list of available packages in ADM may be not in sync with the remote list of packages
on another computer where you choose to get package files. The Scan Package feature can synchronize your local list with

the remote one.
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Note [|For instructions on how to configure your ADM to use remote package files on another
computer for client management, please refer to section "3.2.8 Configuring Remote
Deployment Settings"

The other scenario is when you copy the file set of an imported package file from the installation directory of another ADM
into the same installation directory of your ADM, this package file may not appear as an entry in the Package list.

Note ] The default installation directory of ADM is C:\Program Files (x86)\ Atrust. The file set
of an imported package file is placed in C:\Program Files (x86)\ Atrust\packages, under
an uppermost dedicated folder.

To synchronize entries in the Package list with the local or remote package files, please do the following:
1. On System tab, click Deployment > WES Package.
2. The Package list appears in Management area.
3. Click Scan Package on the top of the list.

4. On completion, the package file is added as an entry in the Package list.
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3.2.6  Managing Client Snapshots

A snapshot is the system copy of a client at a specific point of time, which you can use for mass deployment, system backup,
and recovery.

Important I US120f does not support snapshots.

Note [For instructions on how to take a system snapshot for clients, please refer to section
""3.4.25 Taking Client Snapshots".

Exporting Client Snapshots
To export a client snapshot, please do the following:

1. On System tab, click Deployment > Snapshot.

2. The Snapshot list appears in Management area.

Note [ The Snapshot list might be empty, if you never took or imported client snapshots.

. Click to select the desired client snapshot, and then click Export Snapshot on the top of the list.
. The Export Snapshot window appears prompting for confirmation.

. Click Export to confirm.

A window appears prompting you to choose either opening or saving the exported file.

. Click to select Save File, and then click OK to confirm.

© N o 0 A W

. In the opened window, choose the location to save the exported file, and then click Save to confirm.

Importing Client Snapshots
To import a client snapshot, please do the following:

Note [|Ensure that you have got the desired client snapshot (.zip format) which is taken and
exported from ADM on this or another computer.

On System tab, click Deployment > Snapshot.
The Snapshot list appears.
Click Import Snapshot on the top of the Snapshot list.

The Import Snapshot window appears.

A A o

Click Browse to locate the desired client snapshot, and then click Open to confirm.

Note | ADM will automatically perform file check to ensure that the file is a valid snapshot and
there is no duplicate in the Snapshot list.
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6. Click Import to start importing the desired snapshot.

7. On completion, the snapshot appears as an entry in the Snapshot list.

Deleting Client Snapshots
To delete a client snapshot, please do the following:

1. On System tab, click Deployment > Snapshot.

2. The Snapshot list appears.

3. Click to select the desired snapshot, and then click Delete Snapshot on the top of the list.
4

. The Delete Snapshot window appears prompting for confirmation.

Note []To delete more than one snhapshot, Ctrl-click to select multiple snapshots.

5. Click Delete to confirm.

6. The selected snapshot is removed from the Snapshot list.

Scanning Client Snapshots
The Scan Snapshot feature helps you to discover the local or remote client snapshots. There are two scenarios that you need
the help of this feature. The first scenario is that you choose to restore clients with remote snapshots rather than local
imported ones. In this scenario, the local list of available snapshots in ADM may be not in sync with the remote list of
snapshots on another computer where you choose to get snapshots.

The Scan Snapshot feature can synchronize your local list with the remote one

Note For instructions on how to configure your ADM to use remote snapshots on another
computer for client management, please refer to section "3.2.8 Configuring Remote
Deployment Settings".

The other scenario is when you copy a snapshot file set from the installation directory of another ADM into the same
installation directory of your ADM, this snapshot may not appear as an entry in the Snapshot list.

Note | The default installation directory of ADM is C:\Program Files (x86)\ Atrust. All
snapshots taken or imported through ADM are placed in C:\Program Files
(x86)\Atrust\snapshot, under an uppermost dedicated folder.

To synchronize entries in the Snapshot list with your local or remote snapshots, please do the following:
1. On System tab, click Deployment > Snapshot.
2. The Snapshot list appears in Management area.
3. Click Scan Snapshot on the top of the list.
4

. On completion, the snapshot is added as an entry in the Snapshot list.
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3.2.7 Managing Certificates

Important | The function to push certificates is supported only by US120f. This function is not
supported by US320f and US310e. For information on how to push certificates, please

refer to "3.4.17 Pushing Certificates".

Importing certificates
To import a certificate to be pushed on clients to ADM, please do the following:

1. On System tab, click Deployment > Certificate.

2. The Certificate list appears in Management area.

= Delete Certificate 51 Import Certificate
Issued to Issued by Expired on \EUT

n : 2025-11-30 Valid

Note Ilf you have never imported certificates, the Certificate list will be empty.

3. Click Import Certificate on the top of the list.

4. The Import Certificate window appears.

Import Certificate [x]
File Mame: | " Browsze=-
lssued to:
Issued by:
Valid from:
Mote: Please select PEM or DER format certificate (limit of 16 certificates).
Cancel

5. Click Browse to locate the certificate file to import, and then click Open to confirm.

Note Certificate files in the PEM or DER format can be selected.
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6. Click Import to start import.

Import Certificate (%]
File Name: | . HI CH B N EEsEE || Browse=--
Issued to:
Issued by:
Walid from:

{| Cancel

7. On completion, the imported certificate file appears as an entry in the Certificate list.

= Delete Certificate &1 Import Certificate

Issued to Issued by Expired on Valid
= E o 2025-11-30 Valid
p— S wEE N e 2020-09-15 Valid

Deleting certificates
To delete a certificate file imported to ADM, please do the following:

1. On System tab, click Deployment > Certificate.
2. The Certificate list appears.

3. Select the certificate file to delete, and then click Delete Certificate.

Note ] To select more than one certificate, Ctrl-click to select multiple certificates.

4. The Delete Certificate window appears prompting for confirmation.

5. Click Delete to confirm.

6. The selected certificate file is removed from the Certificate list.
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3.2.8 Configuring Remote Deployment Settings

You can deploy, maintain, and upgrade your thin clients from a remote computer with ADM. All required files (firmware,
snapshot, or package files) can come from the same computer where your ADM is installed, or another computer with the

needed files.
Remote Deployment Configuration
Option Required Actions Note
Using local updates and Import or create all required files on the same Default
snapshots computer where the governing ADM is installed
Using remote updates and Configure settings to get all needed files from Imports or copies all needed files to another
snapshots another computer computer where ADM is installed.

Note [In ADM, the local updates and snapshots are used by default.

Maintaining or Deploying Clients with Local Updates or Snapshots
To maintain or deploy clients with internal updates or snapshots, please do the following:

1. On System tab, click Deployment > Deploy Server.

2. The Deploy Server pane appears in Management area.

w Atrust Device Manager = [ E -
Atrust ThinClients | Scan | System | Logs | About Logout: Administrator
» Admin Account
Firmware
~ Deployment
Firmware Server Type e Trternal Server Tv
Snapshot
WES Package e
Ceriificate
Deploy Server
..... pshot
+ System Settings ¥
» Backup and Restore Server Type Uss Internal Server v
» Task Schedule 0
Save
WES F o
Server Type Use Internal Server v
Save
|- ClearMessages[a Y

3. Click the drop-down menu on each section (Firmware, Snapshot, and WES Packages) to select Use Internal Server,
and then click Save to apply.
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Maintaining or Deploying Clients with Remote Updates or Snapshots
To maintain or deploy clients with external updates or snapshots, please do the following:

1.
2.

On System tab, click Deployment > Deploy Server.

The Deploy Settings pane appears in Management area.

Click the drop-down menu on a section (Firmware, Snapshot, or WES Packages) to select Use External Server, new

fields appear for configuration.

----- Firmware

Server Type:
Firmware URL:
Usemame:

Passwaord:

| Uze External Server v

|
*[http:;"r"‘r"ourSeruer]F'ﬂ 0080 irmware ]
{ ]
{ ]

Save

----- Snapshot

Server Type:
Snapshot URL:
Username:

Password:

| Use External Server ]

*[http:r"f‘r’ourSeruer]Pﬂ 0020 srapshot

®

{

Save

----- WES Packages

Server Type:
WES Packages URL:
Username:

Password:

|Use External Server vl

*lhttp M ourServer P 10080/ packages| I
1 ]
{ ]

Save
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4. In Firmware/Snapshot/WES Packages URL field, replace YourServerlIP in the original URL with the IP address of
another computer where you want to get updates and snapshots, type in the default credentials — user as the
username and secret as the password, and then click Save to apply.

Snapshot URL
Username:

Password:

#

""" Firmware
Server Type: | Uze External Server |
Firmware URL: st[http L7182 168 7 3710080/ firmware ]
Username: *[user ]
Passward: josesee |

Save

----- Snapshot

Server Type: | Uze External Server

*[http:x"ﬂ 92,168.7.37:10080/ snapshot

LEer

eeceee

Save

----- WES Packages

Server Type:

Username:

Password:

WES Packages URL:

| Usze External Server

s=[|'1tt|::,-",-"1912.1 G2 .7 3710080/ packages

*[L,ISBI’

oseeee

Save
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3.2.9 Selecting the Service IP of ADM
To select the service IP address of your ADM, please do the following:
1. On System tab, click System Settings > General Settings.

2. Click the drop-down list of Service IP Address to select the desired IP address.

-~ Atrust Device Manager

19216871

Senvice IP Address

Save

3. Click Save to apply.

Note Je Itis strongly recommended to use a fixed IP address as the service IP of ADM. The
change of the service IP may make all the managed clients become unmanageable.
In case that the IP address of the computer where ADM is installed is changed,
ensure that you make the Service IP setting here consistent with the new IP
address.

e In case that the service IP changes, your ADM will prompt you to select a new
service IP when you log in to the management console.
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3.2.10 Configuring Auto-Logout for ADM

ADM allows you to configure its auto-logout to enhance the security of the management console. When configured, your
session will be ended automatically when it’s idle for a specific amount of time.

Note By default, your administrative session will not be logged out automatically.

To configure auto-logout for ADM, please do the following:
1. On System tab, click System Settings > General Settings.

2. Click the drop-down menu to select the desired amount of inactivity time.

-~ Auto Logout

Auto Logout After Mever

Save

3. Click Save to apply.
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3.2.11 Configuring Auto Registration

This function enables you to register a client as a managed terminal automatically on ADM when the client is online.

Important JUS310e does not support auto registration.

Note Je Auto registration is not configured by default.

e To use this function, the setting in System > Details > Enable auto registration must
be selected in ACS on the client side. This function does not operate with the ADM
side settings only.

To configure auto registration, please do the following:
1. On System tab, click System Settings > General Settings.

2. Select Enable Auto Registration.

- Auto Registraticn

[¥ Enable Auto Registration

Save

3. Click Save to apply.

- Auto Registration

Enable Auto Registration

Auto registration setup succeeded Save

4. Configuration on the ADM side is now complete. To use this function, configuration is also required on the client
side. Start ACS for clients.

Atrust Client Setlp

Atrust Applications User Interface Devices Network System

Remote Desktop
Citrix ICA i Remote Desktop &vailable sessions: 0
VMware View

SSH
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5. Select System > Advanced > Enable Auto Registration.

Atrust Applications User Interface. Devices Network System
Time Zone

- Password Auto Registration
Firmware Update [ ¥/ Enable Auto Registration

 Appliance Mods
Auto Setup

- Quick Connection

- Error Report

Certificate Manager
Advanced
System Information

6. Click Save to apply.

Atrust Applications User Interface Devices Network System
Time Zone

- Password Auto Registration
Firmware Update | ¥ Enable Auto Registration

- Appliance Mode
Auto Setup

-~ Quick Connection

- Terminal Your settings have been saved

-+ Error Report

Certificate Manager
Advanced
System Information

7. Close Atrust Client Setup. The client side configuration is now complete.

8. The client is automatically registered as a managed terminal when the client starts up next time. Automatically
registered clients are registered in the Thin Client - <Ungrouped> group. For automatically registered clients, the
value "Auto-registered" is set in Description.

= Delete ,# Edit {3} Edit Configuration | g% Command | ' o Select All e Unselect All | & Export

Name IP Address Mac Address Model Firmware Profile | Description
[L] ' Atrust-033EB2 192.168.7.111 00:1F:D8:03:3E:B2 US120f = ARM Linux 8.43-FAKC N/A Auto-registered
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To use auto registration, you need to configure the DHCP server or DNS server:

To configure the DHCP server for auto registration, please do the following:

Note | This document describes the procedure for configuring the DHCP server built on
Windows Server 2012 R2 as an example. The configuration procedure may vary on
different operating systems or editions.

1. Signin to the DHCP server with the Administrator account.

2. Click Start > All apps > Administrative Tools > DHCP.

3. Select IPv4 in the left pane on the DHCP window, and click Set Predefined Options on the right-click menu.

2 DHCP (= [= 5
File Action View Help
oo 2E Bz BE IS
C_‘Q‘ DHCP ' Contents of DHCP Server » Actions
4 5 2012r2-e.usta.nes | Scope [192.168.7.0] 192.168.7.300¢ 1Pv4 R
4 ilnuﬁ UE== o
b Display Statistics... More Actions
New Scope...
i New Superscope...
N :D | New Multicast Scope...
Configure Failover...
Replicate Failover Scopes...
Define User Classes...
Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
£ View » | 2
Opens the p Refresh )
Export List...
Properties
Help
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4. Click Add.

Option class: R N - |
Optign name: I' i P j
add.. | Edi.. Dekte |

IUTC offset in seconds

5. On Option type window, enter the following information.

L] Name : <Any name>
[ ] Data type : String

® Code 1205

® Description : <Any>

Global

I.Pdn.lst Device Manager Auto Regidter

Ismng vl [~ Amay

I

I.Pdn.lst Device Manage Server Address|

ok | cancel |

6. Click OK.
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7. On Predefined Options and Values window, click OK.

Cption class: IDHCF’ Standard Options LI

Cption name: |205 Atrust Device Manager Auto Reaidter LI

Edt.. | Dekte |

INmst Device Manage Server Address

8. Select Scope - Scope Options in the left pane on the DHCP window, and click Configure Options on the right-click
menu.

File Action View Help
@« 2[E G &
@ DHCP Option Name Vendor Value Policy Name
4 5 2012r2-eusta.nes : - w o W
4 i 1Pv4 o — —
4[] Scope[192.168.7.0] 19
(£} Address Pool
[ Address Leases
b 5| Reservations

) Scope Optinns
[ Policies Configure Options...
(3 Server Options
(] Policies
b [# Filters
b @ IPvE

View

Displays Help for the current selection.
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9. Inthe list in Available Options on the General tab, select "205" registered in steps 3 through 7, and type in the IP
address of ADM in Data entry (String value).

General | Advanced

Available Options | Description
Ol Tl N ey =
D L h EE T TEEEEameE - L =
O] = SO .

205 Atrust Device Manager Auto Regidter

< m |

— Diata entry
String value:
152.168.71

10. Click Apply, and then click OK.

11. Check that it is displayed in the list of registered scope options in the center pane.

File  Action View Help

e 26 oz BE &

% DHCP Option Name
4 i 2012r2-e.usta.nes — - carm
e i IPvd I o e — | ——
PR Scope [192.168.7.0] 19 205 Atrust Device Manager Auto Regidter  Standard 192.168.7.1 Mone
[ﬁ Address Pool
Ea Address Leases
I 5l Reservations
[, Scope Options
(4] Policies
(23 Server Options
[ Policies
I [#| Filters
b IPvE

Policy Name
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To configure the DNS server for auto registration, please do the following:

Note ] This document describes the procedure for configuring the DNS server built on
Windows Server 2012 R2 as an example. The configuration procedure may vary on
different operating systems or editions.

1. Sign in to the DHCP server with the Administrator account.

2. Click Start > All apps > Administrative Tools > DNS.

3. In the left pane of the DNS Manager window, click to select Forward Lookup Zones - <Domain Node>, and then click
New Host (A or AAAA).

2 DNS Manager [= [

File Action View Help

e 2EIXEcz BE § 88

e DNS Name Type Data
4 3 2012R2-E =
3 fﬂ] Global Logs g
4 || Forward Lookup Zones j
= usta.nes
p | Reverselo Update Server Data File
p || Trust Poini Reload

Conditiond
b, Condition New Host (A or AAAA)...

New Alias (CNAME)...

New Mail Exchanger (MX)...

New Domain...

New Delegation...

Other New Records...

DNSSEC 4

All Tasks »
View »

Delete
Refresh
Export List...

Properties

Create a new resource

L |
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4. On Option Host window, enter the following information.
® Name : dm-hostserver

(] IP Address : <IP address of the ADM server>

Mame {uses parent domain name if blank):

| dm-hostserver

Fully qualified demain name {FQDM):
| dm-hostserver.usta.nes.

IP address:
| - .

[ Create assodated pointer (FTR) record

5. Click Add Host.

6. A message appears indicating that the host record has been created correctly. Click OK.

o The host record dm-hostserver.usta.nes was successfully created.
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7. On New Host window, click Done.

Name (uses parent domain name if blank):

Fully qualified demain name (FQDM):

|L.|s13.nes.

IP address:

[]Create assodated pointer (PTR) record

8. Check that the host created in steps 3 through 7 is displayed in the Host list.

File  Action View Help

e rEXE= Hm 8§ 86

£ DNS
4 5 2012R2-E
Global Logs
4 [ Forward Lookup Zones
[Z] usta.nes
b ] Reverse Lockup Zones
b ] Trust Points
i [ Conditional Forwarders

MName
g_l_-
g_l—*
S o 1
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3.2.12 Configuring Password Protection for Managed Devices
Password Protection is the function to restrict that another ADM server detects the thin client managed already on ADM server.

This function is possible to prevent terminal managed on your ADM from being controlled by malicious ADM.

Devices that have been password-protected on ADM cannot be discovered without entering the password on the ADM server.

Scan operation which Include Protected Clients is valid enables to detect password-protected device. For scanning and
registering password-protected terminals, please refer to "3.3.8 Discovering Clients Including Password-Protected Devices".

Note [Je Password protection is supported only by US320f and US120f. This function cannot
be set on US310e.

e You can’t register US310e already managed by another ADM.

o New devices registered after password protection is configured are automatically
password-protected.

To configure password protection, please do the following:
1. On System tab, click System Settings> General Settings.

2. Select Enable password protection.

- Password Protection for Managed Clients

Ul Enable Password Pratection

Save

3. The Set Password dialog starts up automatically. Type in the desired password, and then click OK.

Set Password

Password { 1]
Confirm Password: *:]

* Your password can contain letters, numbers, and special characters

* It must be 4 to 20 characters long

OK Cancel
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4. Click Save.

""" Password Protection for Managed Clients

Enable Password Protection

Change Password

Save

5. The Apply Password Protection dialog appears. Click Yes.

Apply Password Protection BJ

Do you want to apply these changes?

Yes No .

6. Adialog appears indicating the result of application. Check the result, and then click Close to close the dialog.

Push Password Protection X

Status:
————————|

1 client(s) succeeded
2 client(s) failed!

Close

Note | Application of password protection fails if managed terminals include US310e to which
password protection cannot be applied because the password protection setting is sent
to all managed terminals (including US310e) registered in ADM. This is not a problem.

7. Check that the message "Password setup succeeded." is displayed.

""" Password Protection for Managed Clients

M Enable Password Pratection

Change Password

Password setup succeeded. Save
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To configure password protection, please do the following:

1. On System tab, click System Settings> General Settings.

2. Click Change Password.

-- Password Protection for Managed Clients

Enable Password Protection

Change Password

Password setup succeeded. Save

3. The Set Password dialog starts up automatically. Type in the desired password, and then click OK.

Set Password
Password ; I
Confirm Password: *:]
* Your password can contain letters, numbers, and special characters.
* It must be 4 to 20 characters long.
oK Cancel
4. Click Save.
----- Password Protection for Managed Clients
Enable Password Protection
Change Password
Save

5. The Apply Password Protection dialog appears. Click Yes.

X

Apply Password Protection

Do you want to apply these changes?

Yes No
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6. Adialog appears indicating the result of application. Check the result, and then click Close to close the dialog.

Push Password Protection | X

Status
EV————>->—~~~|

1 client(s) succeeded
2 client(s) failed!

Close

Note | Application of password protection fails if managed terminals include US310e to which
password protection cannot be applied because the password protection setting is sent
to all managed terminals (including US310e) registered in ADM. This is not a problem.

7. Check that the message "Password setup succeeded." is displayed.

----- Password Protection for Managed Clients

M Enable Password Protection

Change Password

Password setup succeeded. Save
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3.2.13 Configuring the Database Source of ADM

ADM offers two ways to store its management database: one is to store the database on the same computer where ADM is
installed; the other is on a different computer. By default, the management database is stored on the computer where ADM is
installed.

Using Local Management Database
To use the local management database, please do the following:

1. On System tab, click System Settings > External Database.
2. The External Database pane appears in Management area.

3. Click the drop-down menu to select No.

-~ Database

Use External Database: Mo %

Save
Using External Management Database
To use the external and centralized management database, please do the following:
1. On System tab, click System Settings > External Database.
2. The External Database pane appears in Management area.
3. In Database section, click the drop-down menu to select Yes.
4. New sections with new fields appear for configuration.
----- Database
Use External Database: EVES v
----- Settings
Database Type: [PostaresaL v]
Server Address: *[ ]
Port Number *[5432 ]
DB Name: 1 ]
----- Authorization
Username: *[ ]
Passwaord: *[ ]
Check Database
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Note Je The supported External Database is MsSQL (Microsoft SQL Server). When using
other database (PostgreSQL, MySQL, or Oracle), verify it to ensure that it operates
without problem in advance.

e Ensure that you have set up the desired database management system.

5. In Settings section, click the drop-down menu to select the type of your database management system, type the IP
address of the database server, the port number, and the name of the database.

6. In Authorization section, type the user name and password for access of database.

7. Click Check Database to connect to the remote database.
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3.2.14 Selecting the Interface Language of ADM
To select the interface language of your ADM, please do the following:
1. On System tab, click System Settings > Language.
2. The System Language pane appears in Management area.
3. Click the drop-down list of available languages to select the desired interface language.
4

. Click Save to apply.

62



Chapter 3 3.2 Establishing a Basic Administration Environment

3.2.15 Backing Up the Management Database

To back up the management database of ADM, please do the following:
1. On System tab, click Backup and Restore.

2. In Database Backup section, type the desired file name prefix.

""" Internal Database Backup

Directary:

Append File Name with: *lADMI

Backup

Note | The backup file is stored in the default directory as shown in Directory field. If you want
to change the name of a backup file, locate the file and change its name.

3. Click Backup to store a copy of management database and client certificates.

4. On completion, the backup file appears at the top of the Archive File drop-down menu in Database Archive
Management section.

Internal Database Archive Management

Select an Archive File: ADM_2017-03-15-13-36.zip v

Download Upload Delete Restore
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3.2.16 Managing Database Archive Files

Downloading a Database Archive File
To download a database archive file, please do the following:

1. On System tab, click Backup and Restore.

2. In Database Archive Management section, click the Archive File drop-down menu to select the desired database
archive file, and then click Download.

3. A window appears prompting you to choose the save destination of the downloaded database archive file. Save the
database archive file at the desired location.

Enter name of file to save to...

T B Desktop » v & Search Desktop

MNew folder S2 o

)& administrator "k: This PC
==
o 2,
_J Libraries | Metwork
== !

Organize «

_ ~
-0 Favorites

B Desktop
& Downloads

=] Recent places

1M This PC
i Desktop v
File name: Y]
Save as type: | Compressed (zipped) Folder v

Cancel

Save

= Hide Folders

Uploading a Database Archive File
To upload a database archive file, please do the following:

1. On System tab, click Backup and Restore.

2. In Database Archive Management section, click Upload to open the File Upload window.

"'} File Upload “
T B Desktop » v & Search Desktop 2
Organize « MNew folder B - o @
~
-0 Favorites p |
B Desktop % administrator : - J.| This PC
& Downloads - N
£ Recent places J Libraries &. Metwork
f=| !
18 This PC == Atrust Device Manager
i Desktop J ADM_2017-03-15-13-56.zip “ Shortcut
| Documents i : s 207KE
& Downloads v
File name: || v| All Files W
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3. Locate the desired database archive file, and then click OK to confirm.

4. The file is added to the Archive File drop-down menu.

Deleting a Database Archive File
To delete a database archive file, please do the following:

1. On System tab, click Backup and Restore.
2. In Database Archive Management section, click the drop-down menu to select the desired archive file.

3. Click Delete to remove the selected file.
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3.2.17 Restoring a Database Archive File
To restore a database archive file, please do the following:
1. On System tab, click Backup and Restore.

2. In Database Archive Management section, click the Archive File drop-down menu to select the desired archive file.

Internal Database Archive Management

Select an Archive File: ADM_2017-03-15-13-36.zip v

Download Upload Delete Restore

3. Click Restore to return the management database of ADM to the desired state.
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3.2.18 Scheduling Automatically Performed Tasks

ADM enables you to schedule tasks performed automatically at a specific time, allowing scheduled and automatic
maintenance tasks for managed endpoint devices.

To schedule an automatically performed task, please do the following:
1. On System tab, click Task Schedule.

2. The Task list appears in Management area.

+ Add # Edit = Delete HQ View Log
Schedule Comment Next Schedule Prev Schedule Status

& Daily TEST 2017-03-16 00:00

Note IThe Task list might be empty, if you have never created automatically performed tasks.

3. Click Add on the top of the Task list.

4. The Add Task Schedule pane appears in Management area.

Add Task Schedule

Enable Task Schedule

Schedule || Details |

perom:
Execute every dayis).
Stan Date:
Start Time: :

Comment:[

Previous:
Mext:

Previous Result:

Save Cancel
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5. On Schedule tab, type in or click to select the start date, time, the way to repeat, task comment, etc.

Add Task Schedule

Enable Task Schedule

Schedule || Details |

perto:
Execute every day(s).
Star Date:
Start Time: :

Comment: [TEST Schedule

Previous:
MNext:

Previous Result:

| save || cancel

6. On Details tab, click Add to specify the action(s).

Add Task Schedule

[¥lEnable Task Schedule

J Schedule || Details

+ Add o Edit = Delete

Module Name Action Comment

Comment: [TEST Scheduls

Previous:
Met:

Previous Result:

Save Cancel

Note ] One task consists of one or more actions.
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7. On Add window, type in or click to select the action order, type, performed action, action comment, etc., and then
click OK to confirm.

Add X]
Enable: [
Order: 1
Module Name: [Client: Power Control v
Action: [Wake OnLAN __v]
Clients
® Groups [ Ungrouped
Clients
Select All
Unselect All
Comment
oK Cancel
Add [x]
Enable: &
Order:
Madule Name:- [ Task: wait v
Wait minute(s).
Comment: l
OK Cancel

8. After completion, the action(s) will be added to the Action list.

Add Task Schedule

[¥lEnable Task Schedule

J Schedule || Details

+ Add . Edit = Delete

Module Name Action Comment
@  Power Control Wake On LAN TEST
<] [ >

Comment: [TEZT Schedule

Previous:
Mext:

Previous Result:

| Save || Cancel
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9. Click Save to confirm. The task entry will be added to the Task list.

+ Add . Edit = Delete Hd View Log

Schedule Comment Next Schedule Prev Schedule Status

o Daily 2017-03-16 00:00
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3.3 Adding Clients into a Managed Group

3.3.1 Scan Tab Overview

Scan tab enables you to search thin clients your ADM isn’t managing on the local network. To access the functionality of Scan
tab, click the tab on ADM.

Scan Tab Overview

«a Atrust Device Manager I;Ii-

Atrust Thin Clients | Scan | System | Logs | About Logout: Administrator

Scan Types

O Scan by List of IP Ranges
® Scan Local Network

O Scan by IP Range
include Protected Clients

Start Scan

iz clearw jes [ 16 Messages 4

Interface Elements

No. Name Description
1 Navigation Area Select the desired client detection method.
2 Management Area Manage IP Range lists or discovered clients.

3.3.2 Available Tasks at a Glance

No. Available Task Section

1 Discovering clients in the whole range of a local network  3.3.4 Discovering Clients in the Whole Range of a
Local Network

2 Discovering clients in a specified range of IP addresses 3.3.5 Discovering Clients in a Specified Range of
IP Addresses

3 Discovering clients using predefined IP range lists 3.3.6 Creating and Managing an IP Range List
3.3.7 Discovering Clients using a Predefined IP
Range List

4 Including password-protected terminals 3.3.8 Discovering Clients Including Password-

Protected Devices
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3.3.3 Client Detection and Management

Your client is not managed by any ADM by factory default. To manage your clients with ADM, you need to first detect
unmanaged clients over your local network, and then add them into a managed group under your ADM. You can add US320f
and US120f managed by another ADM to your ADM. Moreover, ADM which have added the thin client takes over control from
the other one. Control of the terminal is released from the other one in this case, and note that target thin client remains in
Client list.

US310e which is already managed by another ADM can’t make an addition to your ADM.

Important | Your thin client will not be detected when it is powered up. You need to perform a
manual scan on ADM.

Note e You can also register the client on ADM automatically by enabling auto registration
on the thin client and ADM. For details, please refer to "3.2.11 Configuring Auto
Registration".

e To restrict registration operation of another ADM from the already managed client,
use password protection for managed devices. Please refer to “3.2.12 Configuring
Password Protection for Managed Devices” for detail.

To look for a thin client over your local network, you can use different client detection options available under the Scan tab.
The following table shows prerequisites and methods for detecting clients over your local network:

Model Prerequisites Method

e Clients are connected to the local network
uUs320f . Manual Scan
e Clients are powered up

e Clients are connected to the local network
US310e . Manual Scan
e Clients are powered up

e Clients are connected to the local network
us120f . Manual Scan
e Clients are powered up

Note | After adding clients into a managed group under your ADM, you can start remote
management of clients. For details on how to manage your clients remotely, please
refer to section "3.4 Managing All Your Clients".
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3.3.4 Discovering Clients in the Whole Range of a Local Network

To discover unmanaged clients in the whole range of a local network and add the desired client(s) into a managed group under
your ADM, please do the following:

1. On Scan tab, select Scan Local Network.

Scan Types

O Scan by List of IP Ranges
® Scan Local Network

O Scan by IP Range
[include Protected Clients

Start Scan

2. Click Start Scan.

3. On completion, the found clients are listed in Management area.

+ Put in group o Unselect All 1o Select All

Name P Mac Address Model Firmware Managzd
Atrust-033EB2 192.168.7.112 00:1F:D8:03:3E:B2 = US120f ARM Linux 8.43-FAKC No
atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL No

4. Select the desired client(s), the preferred client group from the drop-down menu on the top of the Client list, and

then click Put in group.

Note [Je The default client group is Ungrouped. You can change the group of a client at a
later time. To create new client groups, please refer to section "3.4.3 Creating

Client Groups".

e To select multiple clients, just click to select each individual client. You can also use
Select All and Unselect All on the top of the Client list to select/unselect clients.

5. On completion, the client(s) is managed by your ADM.

Note | Whichever group you add a client to (including Ungrouped), once Put in group is
executed successfully, the client will be managed by your ADM.
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3.3.5 Discovering Clients in a Specified Range of IP Addresses

To find unmanaged clients in a specified range of IP addresses and add the desired client(s) into a managed group under your
ADM, please do the following:

1. On Scan tab, select Scan by IP Range.

2. The IP range fields appear.

Scan Types

O Scan by List of IP Ranges
O Scan Local Network

@® Scan by IP Range
(include Protected Clients
From IP:

00

Start Scan

3. Type in the desired IP range, and then click Start Scan.

4. On completion, the found clients are listed in Management area.

o Atrust Device Manager |L|£-

Atrust ThinClients | Scan | System | Logs | About Logout: Administrator

Scan Types + Put in group o Unselect All e Select All

O Scan by List of IP Ranges Name P Mac Address Model Firmware Manag‘ed

O Scan Local Network Altrust-033EB2 192.168.7.112 00:1F.D§:.03.3E:B2  US120f ARM Linux 8.43-FAKC No

® Scan by IP Range atrust-013E0E 1921687118 00-1F-D801:3E:0E  US310s WEBS 1 30NTL Mo
atrust-03772C 192.168.7.116 00:1F:D8:03:77:2C  US120f ARM Linux 8.43-AKC Yes

Oinclude Protected Clients

From IP-
To IP:

Start Scan

4 4 Page M L L' Displaying 1to 3 of 3 items

AR Az Wiz 3ges 1T W sages &

5. Select the desired client(s), the preferred client group from the drop-down menu on the top of the Client list, and
then click Put in group.

Note [Je The default client group is Ungrouped. You can change the group of a client at a
later time. To create new client groups, please refer to section "3.4.3 Creating
Client Groups”.

e To select multiple clients, just click to select each individual client. You can also use
Select All and Unselect All on the top of the Client list to select/unselect clients.
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6. On completion, the client(s) is managed by your ADM.

Note | Whichever group you add a client to (including Ungrouped), once Put in group is
executed successfully, the client will be managed by your ADM.
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3.3.6  Creating and Managing an IP Range List

You can define different IP ranges for your local network, and then find unmanaged clients within a specific range of IP
addresses when needed.

Creating an IP Range List
To create an IP Range list, please do the following:

1. On Scan tab, select Scan by List of IP Ranges.

2. Click Add on the top of the IP Range list.

+ Add  Edit = Delete : e Unselect All

O Scan Local Network

O Scan by IP Range
[include Protected Clients

3. The Add window appears.

4. Type in the name for this entry of IP range, and specify the desired IP range using From and To fields.

MName: ==[1 gt—Floor

Add (%]

|

From: ...110
]

To: 182 | [163

Save Cancel

5. Click Save to add this range entry.

6. Repeat steps 2 through 5 to add other range entries to your IP Range list.

Managing the IP Range List
To manage your IP Range list, please do the following:

1. On Scan tab, select Scan by List of IP Ranges.
2. The IP Range list appears in Management area.

3. Click Add, Edit, or Delete to make changes to your IP Range list.
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3.3.7 Discovering Clients using a Predefined IP Range List

To find unmanaged clients using a predefined IP Range list and add the desired client(s) into a managed group under ADM,
please do the following:

Note [If you have not created any IP Range list, please refer to "3.3.6 Creating and Managing
an IP Range List" for detail.

1. On Scan tab, select Scan by List of IP Ranges.
2. The IP Range list appears.

3. Click to select the desired IP range, and then click Scan to look for unmanaged clients within the range.

+ Add  Edit = Delete ' e Unselect All i g Select All O Scan

® Scan by List of IP Ranges

O Scan Local Network
O Scan by IP Range
include Protected Clients

4. On completion, the found clients are listed in Management area.

™ | Atrust Device Manager Hi-

Logout: Administrator

Atrust Thin Clients | Scan | System | Logs | About

#+ Putin group @ Unselect All ¢ Select All ¢ Back To Scan List
@® Scan by List of IP Ranges Mac Address Firmware
O Scan Local Network Atrust-033EB2 192.168.7.112 00:1F:DB:03:3E:B2  US120f ARM Linux 8 43-FAKC No
O Sean by IP Range atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL No
include Protected Clients atrust-03772C 192.168.7.116 00:1F:D8:03:77:2C  US120f ARM Linux 8.43-l1AKC Yes

4 1 Page /1 ¢ &% Displaying 1to 3 of 3 items

Co Clear Messages | 18 Messages 4

5. Select the desired client(s), the preferred client group from the drop-down menu on the top of the client list, and
then click Put in group.

Note |Je The default client group is Ungrouped. You can change the group of a client at a
later time. To create new client groups, please refer to section "3.4.3 Creating
Client Groups”.
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e To select multiple clients, just click to select each individual client. You can also use
Select All and Unselect All on the top of the Client list to select/unselect clients.

6. On completion, the client(s) is managed by your ADM.

Note ] Whichever group you add a client to (including Ungrouped), once Put in group is
executed successfully, the client will be managed by your ADM.
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3.3.8 Discovering Clients Including Password-Protected Devices
Select Include Protected Clients box when finding clients including password-protected terminals.

When it is selected, a password entry field appears. Type in the password set for the terminal.

Scan Types

O Scan by List of IP Ranges
@® Scan Local Network

O Scan by IP Range

W include Protected Clients

Start Scan

Note Je The Including password-protected terminals option can be used with various scan

tasks.

e For information on password protection, please refer to "3.2.12 Configuring
Password Protection for Managed Devices".

After typing in the password, click Start Scan.
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3.4 Managing All Your Clients

3.4.1 Thin Clients Tab Overview
Thin Clients tab helps you to manage all your clients. To access the functionality of Thin Clients tab, click the tab on ADM.
Thin Clients Tab Overview

] Atrust Device Manager [= =[]

Atrust ThinClients | Scan | System | Logs | About Lagouts: Administrator

Profile &
v I FTOTES Profiles 0 Profile(s)
» Bl Thin Clients g Specify settin among selected clients
» B Filters
Thin Clients 0 Thin Client(s)
View, configure, and manage thin clients
R 0 Filters 0 Filter(s)
Search and view a subset of clients

= Clear Messages | 0 Messages 4

Interface Elements

No. Name Description
1 Navigation Area Click to access the desired management item.
2 Management Area Select to perform desired tasks, configure desired settings, or view related information

available under a selected item.
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3.4.2

Available Tasks at a Glance

No. Available Task Section
Creating client groups 3.4.3
Managing client groups 3.4.4

3 Managing clients in a group 3.4.5
3.4.6
4 Creating setting profile groups 3.4.9
5 Managing setting profile groups 3.4.10
6 Creating client setting profiles 3.4.11
7 Managing client setting profiles 3.4.12
8 Using individualized client settings 3.4.13
9 Using hybrid client settings 3.4.14
10 Pushing settings to clients through your local network 3.4.15
11 Pulling settings from clients through your local network 3.4.16
12 Pushing certificates of remote computers to clients 3.4.17
13 Sending messages to clients 3.4.18
14 Editing or viewing basic information about a client 3.4.19
15 Rebooting clients through your local network 3.4.20
16 Shutting down clients through your local network 3.4.21
17 Starting Up Clients through Your Local Network 3.4.22
18 Updating client firmware 3.4.23
19 Installing and Uninstalling Software Packages 3.4.24
20 Taking client snapshots 3.4.25
21 Restoring client snapshots 3.4.26
22 Using the Shadow Feature 3.4.27
23 Exporting client data 3.4.28
24 Digging out profiles or managed clients with Quick Search 3.4.29
25 Digging out managed clients with filters 3.4.30
26 Managing your client filters 3.4.31
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3.4.3 Creating Client Groups

You can create a client group for putting a set of clients together for ease of management.

Note | The default client group is Ungrouped. You can change a client’s group if needed.

To create a client group, please do the following:
1. On Thin Clients tab, click Thin Clients in Navigation area.

2. Click Add Group on the top of the Management area.

Atrust ThinClients | Scan | System | Logs | About Logout: Administrator

#8Add Group 48 View Group [EZRename =Delete [gCommand & Export
o prones

» il Thin Clients

Thin Cli
» il Fitters Ungrouped 0 Thin Client(s)

Client Group

= Clear Messages | 19 Messages

3. The Add Thin Client Group window appears prompting you for the name of the group.

Add Thin Client Group ||

Group Name: i filew Thin Client Grou

ok | [ cancel |

4. Type in the desired name, and then click OK to confirm.
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5. The newly created group then appears in the Client Group list.

Atrust ThinClients | Scan | System | Logs | About Logout: Adminislrator

€5Add Group 8 View Group EJRename = Delete [Command & Export
» Wl Profiles

~ il Thin Clients

US120f 0 Thin Client(s)
i us120f n Client Group

i Us310e
& Ungrouped ] US310e 0 Thin Client(s)
+ [ Filters Client Group

Ungrouped 0 Thin Client(s)
Client Group

[ Clear Messages | 21 Messal



Chapter 3 3.4 Managing All Your Clients

3.4.4  Managing Client Groups

Renaming a Client Group
To rename a client group, please do the following:

1. On Thin Clients tab, click Thin Clients in Navigation area.

2. Inthe Client Group list, click to select the desired client group, and then click Rename on the top of the Client Group
list.

3. The Rename window appears prompting you for the new name of the selected client group.

4. Type in the new name for the group, and then click OK to confirm.

Deleting a Client Group
To delete a client group, please do the following:

1. On Thin Clients tab, click Thin Clients in Navigation area.

2. Inthe Client Group list, click to select the desired client group, and then click Delete on the top of the Client Group
list.

3. The Delete window appears prompting for confirmation.

Delete Thin Client Group

'US310e" might contain items. Move all to
‘Ungrouped’ or delete them as well?

Move Delete Cancel

Note e To keep all clients in this group, leave Delete All Subitems cleared, and then click
Move to confirm. All clients in this group will be moved to Ungrouped (the system
default).

e To delete all clients in this group as well, select Delete All Subitems, and then click
Delete to confirm. All clients in this group will be removed from your ADM.

e Removing a client from your ADM will release the client from the management of
ADM.

4. The client group is deleted.
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3.4.5 Moving Clients to Another Group

To move a client to another group, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. Click to select the desired client, and then click Command on the top of the Client list to open the Command menu.

+* Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

1 Shadow

[4/Take Snapshot

[¥)Install Snapshot

% Update Firmware

% Partial Update b
(% Push Certificate

(% Send Message

{ Reboot
Q Shutdown
(O Wake On LAN

Note To select more than one client, Ctrl-click or use Select All to select multiple clients.

3. Click Move to open the Move window.

Move (%]

~ i Thin Clients
i@ Us120f

i Us310e
i Ungrouped

Ok Cancel

4. Click to select the desired group, and then click OK to confirm.
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3.4.6 Deleting Clients from a Group
To delete a client from a group, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. Click to select the desired client, and then click Delete on the top of the Client list.

Note To select more than one client, Ctrl-click or use Select All to select multiple clients.

3. A message appears prompting for confirmation.

4. Click OK to confirm.

Note | Removing a client from your ADM will release the client from the management of ADM.
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3.4.7 Client Status Icons

In the client list of a client group or a filter, a client status icon is placed in front of each client to indicate the current state of
the client.

= Delete ,~ Edit 45 Edit Configuration | [ Command | | o Select All e Unselect All | & Export

IP Address Mac Address Firmware
Atrust-033EB2 192.168.7.112 00:1F:D8:03:3E:B2  US120f ARM Linux 8.43-FAKC
atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL

Note [ With filters, you can access and manage a specific set of clients quickly on ADM For
more information on filters, please refer to section "3.4.30 Digging Out Clients with
Filters".

The status icon changes according to different states of a client. Six types of icons are available:

Understanding Client Status Icons

State Icon Description
Online W1 [ L] | Indicates that the client is turned on at the moment.
Offline Eg! !5 Indicates that the client is turned off at the moment.
Reboot needed &) Indicates that you need to reboot the client for a configuration change to take
effect.
Modified I Indicates that a client configuration change has been made on ADM and you
= need to push the change to the client.
Pushed ',.___| Indicates that ADM has pushed a configuration change to the client.
Unknown Z Indicates that the managed client is now added and managed by another

instance of ADM.

Note e Ona Linux-based client, the icons are displayed with the letter L. ( |'in ) ( !5 )

e Ona Windows Embedded-based client, the icons are displayed with the letter W.

()6 )

e The Configuration distributed icon ( ',___|) indicates that configuration has been
distributed from ADM to the client. It does not indicate whether the application
succeeded or failed.

e Atooltip pops up if you hover your mouse pointer over an icon.

e Theicon indicates that ADM has sent setting changes to the client regardless of
whether it succeeded or not. A pop-up message notifies you of whether the task
succeeded or failed. If the task was performed on the thin client side, the thin client
moves to the next state, and another status icon is displayed.
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3.4.8 Client Settings

The desktop virtualization solution is available in various forms: user state virtualization, application virtualization, session
based virtualization, virtual machine based virtualization, or even a hybrid approach. NEC thin clients can meet a wide range
of forms and needs. However, to get your client device ready for use in your IT infrastructure, you might need to customize
client settings to meet the specific needs in your desktop virtualization plan.

Additionally, for thin client devices of different divisions, departments, or areas, you might want to offer different computing

resources and access privileges. To meet the specific types of policies on computing resources and access privileges, you might
need to customize client settings as well.

Note [ The available tabs and setting items may vary, depending on: the client model,
firmware version, and the used operating system. For more details, please see
"Chapter 4 Configuring Client Settings".

Remote and Local Management of Client Settings

You can configure your client settings locally or remotely. With ADM, you can configure client settings remotely through your
local network. With ACS, client settings can be configured locally on a specific client.

Note [ The ACS console is a built-in tool for almost all Atrust client products. This tool allows
you to configure client settings locally on clients.

Some client settings are only available locally on clients. You can configure those settings locally through the ACS console.
For a detailed list of client settings that are only locally available, please refer to section "4.2 Client Settings at a Glance".

Group Configuration and Individual Configuration

ADM enables you to apply a group configuration (profile), an individual configuration, or a hybrid of both to a client to set up
its operating environment. With ACS, you can also make a desired individual configuration for a client.

Note Je A group configuration (profile) is a set of client settings shared by a set of clients.
e Anindividual configuration is a set of client settings applied only to a single client.

e A hybrid configuration is a mix of both group and individual configuration.

Client Configuration

Individual Configuration applied to
aclient through ADM or ACS

Group Configuration (Profile)
applied to a client through ADM

Local Configuration applied to a
client through ACS

88



Chapter 3 3.4 Managing All Your Clients

Method Configuration Type Console Section
Local configuration ACS 4.2 Client Settings at a Glance
4.6 Configuring Client Settings with ACS
Local L . .
Individual configuration ACS 4.2 Client Settings at a Glance
4.6 Configuring Client Settings with ACS
Group configuration ADM 3.4.11 Creating Client Setting Profiles
Remote o ) .
Individual configuration ADM 3.4.13 Using Individualized Client Settings

Please refer to related sections as shown above for detailed instructions on client configuration.

Locking Setting Values
ADM also allows you to lock setting values. When configuration with a locked setting value is pushed to thin clients,
the gray lock icon (.. ) displayed next to the setting value of ACS on the thin client side will become the closed blue
(k) ororange (. ) lock icon.

The blue lock icon (.. ) indicates that the setting value is locked in profile settings, and the orange lock icon (| )
indicates that it is locked in individual settings of the thin client.

If client settings are managed by the local ACS of the client, setting values cannot be locked.
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3.4.9 Creating Setting Profile Groups

A setting profile (group configuration) is a set of client settings shared by a set of clients. Through a setting profile (group
configuration), you can configure client settings in groups.

A setting profile group is a set of profiles grouped together for ease of management.

Note |To create a setting profile, first you need to select or create the profile group to which
the new profile belongs. You can use the system default (Ungrouped), and then change
the group of the profile at a later time if necessary.

To create a setting profile group, please do the following:
1. On Thin Clients tab, click Profiles.

2. The Profile Group list appears.

] Atrust Device Manager \Lli-

Atrust Thin Clients | Scan | System | Logs | About Logout: Administrator

o Add Group B8 View Group E-Rename = Delete

& Ungrouped
o . Ungrouped 0 Profile(s)
+ [l Thin Clients Prafile Group
+ Il Filters
o Clear Messages | 23 Messages W
< n >

Note JUngrouped is the system default group.

3. Click Add Group on the top of the Profile Group list.
4. The Add Profile Group window appears prompting for the name of the profile group.

5. Type in the desired name for the profile group, and then click OK to confirm.

Add Profile Group X

Group Name: j[i=w Profile Group]|
OK Cancel
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6. The newly created profile group appears in the Profile Group list now.

Atrust ThinClients | Scan | System | Logs | About Logout: Administrator

Navigator g5 Add Group 40 View Group E—ZRename = Delete

© s
W US1201_Profile
Us120f_Profile 0 Profile(s)
=US31Oe7Pmﬂle Profile Group
Ungrouped
+ Il Thin Clients Us310e Profile 0 Profile(s)
+ il Filters. I] Profile Group
Ungrouped 0 Profile(s)
Profile Group
= Clear Messages | 25 Messages
< n >
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3.4.10 Managing Setting Profile Groups

Renaming a Setting Profile Group
To rename a setting profile group, please do the following:

1. On Thin Clients tab, click Profiles.
2. Inthe Profile Group list, click to select the desired profile group, and then click Rename on the top of the list.

3. The Rename window appears prompting for the new name.

Rename (%]

Mame

Ok Cancel

4. Type in the new name for the profile group, and then click OK to confirm.

Deleting a Setting Profile Group
To delete a setting profile group, please do the following:

1. On Thin Clients tab, click Profiles.
2. Inthe Profile Group list, click to select the desired profile group, and then click Delete on the top of the list.

3. The Delete window appears prompting for confirmation.

Delete Profile Group

'US310e_F’r0ﬁ|e; might contain items. Move all to
‘Ungrouped’ or delete them as well?

Move Delete Cancel

Note Je To move profile settings registered in a profile group to "Ungrouped", click the Move
button.

e To delete profile settings including settings registered in a profile group, click the
Delete button.

e A setting profile is a set of client settings shared by a set of clients. Deleting a
setting profile will change client settings of the corresponding clients.
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3.4.11 Creating Client Setting Profiles

A setting profile (group configuration) is a set of client settings shared by a group of clients. Through a setting profile, you can
remotely configure client settings in groups.

Note | To have a basic understanding of client configuration, please refer to section "3.4.8
Client Settings".

A simple picture of how to create a well-defined setting profile can be given by two steps:
Step 1: Create a set of shared client settings (group configuration)

Step 2: Specify the applicable scope of the setting profile

STEP 1: Create a set of shared client settings
To create a client setting profile (group configuration), please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click to select the profile group.

Note []You need to select the profile group to which the new profile belongs first. You can use
the system default (Ungrouped), and change the group at a later time if necessary. For
detailed instructions on how to create a profile group, please refer to section "3.4.9
Creating Setting Profile Groups".

2. Click Add on the top of the Profile list.

+ Add = Delete .~ Edit 5 Edit Configuration « Move T Copy

Name Platform Model Description Number of Clients

3. The Add window appears prompting for the name, description, applicable platform, and models.

Add [x]

Name: "[ l

Description: [ l

Bl | Windows Embedded 8 Standard v |

Maodel: US310e i v]
Save Cancel

Note |]A field marked with an asterisk is the required field.
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4. Type in the desired name, description, choose the applicable platform and models, and then click Save to confirm.

5. The Edit Configuration window for the profile (group configuration) appears.

] Atrust Device Manager \L‘i-

Edit Configuration (Profile) - ABC Group

Atrust Applications | User Interface | Devices | System

¢ Remote Desktop
b Citrix ICA | Remote DesktuP Available Sessions: 0 .

B Configure RDP (Remote Desktop Protocol) connection settings
b VMware View

+ Web Browser Citrix ICA Available Sessions: 0
Configure Citrix ICA connection settings

| VMware View Available Sessions: 0
L. Configure VMware View connection settings

Web Browser Available Sessions: 0
Configure local browser settings

Note | The information displayed in the Configuration (Profile) window may be different from
the image above depending on the selected platform/model. In this document, US310e
is selected for Model as an example.

6. Use this window to edit client settings of this profile.

Note [|The Edit Configuration window for the profile (group configuration) is just like a remote
version of Atrust Client Setup on a client. You can simply edit client settings for this
setting profile through this window. For detailed instructions on how to configure
client settings, please refer to "Chapter 4 Configuring Client Settings".

7. After completion, close the window.

8. The newly created setting profile is added to the Profile list.

+ Add = Delete  Edit {5 Edit Configuration < Move T Copy
N Platform Model Description Number of Clients

ABC Group Windows Embedded 8 Standard ~ US310e ABC 0

STEP 2: Specify the applicable scope of the setting profile
To specify the applicable scope of the setting profile, please do the following:

1. Click to select the newly created profile, and then click Edit on the top of the Profile list to specify the applicable
scope of the profile.
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2. Both the Profile Information and Available Clients panes appear in Management area.

Awailable Clients (0)

Profile Information

Name: *1.&80 Giroup |
Description: [AEIG ]
Windows Embedded 8
Platform:
Standard
Model: US310e
Save Cancel Back

3. Click ( @ ) at the right top of the Available Clients pane.

4. The Select Clients window appears. A tree view of client groups and individual clients is provided in this window for
specifying the applicable scope of this setting profile.

Select Clients to ABC Group [x]

+ @l Thin Clients

QK Cancel

95



Chapter 3

3.4 Managing All Your Clients

5. Click on arrows to expand the tree and click to select the desired client group or individual clients.

Select Clients to ABC Group [X]

~ Bl Thin Clients
- i US120f

- Bl US310e

LL] Atrust-033EB2 - (ARM Linux US120f)

W atrust-013E0E - (Windows Embedded 8 Standard US310e)

+ il Ungrouped

OK Cancel

Note

To select all clients under a client group, click to select the group.

To select multiple clients under a client group, Ctrl-click to select the desired
clients.

The tree view of client groups and individual clients corresponds exactly to client
groups and individual clients established under Thin Clients tab. For information on
how to create client groups and add clients to a group, please refer to "3.4.3
Creating Client Groups" and "3.3.3 Client Detection and Management".

A client can only be associated with a setting profile. If you associate a client with a
new setting profile, it will be automatically removed from the old one.

Associating a client with a profile does not actually change the settings of the
client. You need to push settings to the client for the change to take effect (a
reboot may be required as well). For instructions on how to push settings to a
client, please refer to section "4.4 Editing or Adjusting an Individual Configuration".

6. After completion, click OK to confirm the selection of applicable clients.

7. Click Save in the Profile Information pane to complete the specification of applicable scope.

Available Clients (1)

[ atrust-013E0E

@ @ (‘D e Profile Infarmation

Name “ABC Group
Description:

Windows Embedded &

Platform
Standard
Model US310e
Save Cancel Back
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3.4.12 Managing Client Setting Profiles

Adjusting a Setting Profile
To edit a setting profile (group configuration), please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click the profile group to which the
desired setting profile belongs.

2. The Profile list appears in Management area.

+ Add = Delete  Edit i Edit Configuration «» Move % Copy
Name Platform Model Description Number of Clients

ABC Group Windows Embedded 8 Standard US310e ABC 1

3. Click to select the desired setting profile.

4. Select Edit Configuration to adjust client settings for the selected profile or select Edit to adjust the profile
information and/or the applicable scope of the selected profile.

Note Je To adjust client settings, change desired settings directly in the opened Edit
Configuration window.

e To adjust profile information, make changes in the Profile Information pane, and
then click Save to apply.

e For detailed instructions on the adjustment of client settings or profile information,
please refer to section "3.4.11 Creating Client Setting Profiles"

e To adjust the applicable scope of this profile, use ( ) ( )s ( @ )~
( ) to make desired changes, and then click Save to apply.

Button Description

Click to select all clients in the client list.

Click to unselect all clients in the client list.

Click to add new clients.

@ Click to remove the selected clients.

Copying a Setting Profile
To copy a setting profile (group configuration), please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click the profile group to which the
desired setting profile belongs.

2. The Profile list appears in Management area.

+ Add = Delete , Edit igf Edit Configuration < Move % Copy
Name Platform Model Description Number of Clients

ABC Group Windows Embedded 8 Standard US310e ABC 1
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3. Click to select the desired setting profile, and then click Copy.
4. The Copy window appears prompting for the name, description, and profile group.
Copy x|
MName: "|| |
Description: [ ]
Platform: Windows Embedded & Standard
Model: U5310e
Copy to Group: =31 0e Prafile W
Save Cancel
Note | A field marked with an asterisk is the required field.
5

. Provide the required data, and then click Save to confirm.

Copy x|
Name: "[CDDB‘ ]
Description: [Copt Test |
Platform: Windows Embedded 8 Standard
Model: US310e
Copy to Group: EUnarouped i

Save Cancel
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6. The Edit Configuration window for the profile (group configuration) appears.

Edit Configuration (Profile) - Copy {x]

Atrust Applications | User Interface | Devices | System

» Remote Desktop

» Citrix ICA | Remote Desktop Available Sessions: 0
Configure RDP (Remote Desktop Protocol) connection settings

» VMware View

* Web Browser Citrix ICA Available Sessions: 0
Configure Citrix ICA connection settings

g vMware View Available Sessions: 0
Configure VMware View connection settings

Web Browser Available Sessions: 0
Configure local browser settings

7. Use this window to edit client settings of this profile.
8. After completion, close the window.
9. The newly created setting profile is added to the Profile list.

Logout: Administrator

Atrust Thin Clients | Scan | System | Logs | About
4+ Add = Delete .~ Edit 45 Edit Configuration +f+ Move 5 Copy
Model Description

- i Profiles
i Us1201_Profile
i US310e_Profile
i@ Ungrouped

Copy Windows Embedded 8 Standard Us310e Copt Test 0

~ Il Thin Clients
& usiz20f E
B US310e
& Ungrouped
» il Filters

m >

<[
£ A« pagel ]/ » b 4 Displaying o1 of 1 items

¢ Clear Messages | 9 Messages 4.

Note [If you create a new profile by copying a well-defined setting profile, only the part of
client settings is copied. The applicable scope of the original profile is not included.

10. Click to select the newly created profile, and then click Edit on the top of the Profile list.

11. Both the Profile Information and Available Clients panes appear in Management area.

12. Click ( @ ) at the right top of the Available Clients pane.
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13. The Select Clients window appears. A tree view of client groups and individual clients is provided in the window for
specifying the applicable scope of this setting profile.

Select Clients to Copy [x]

» @l Thin Clients

Ok Cancel

14. Click on arrows to expand the tree and click to select the desired client group or clients.

Select Clients to Copy (%]
~ i@ Thin Clients
~ il Us1201
LL | Atrust-033EB2 - (ARM Linux US120f)
~ Bl US310e

%] atrust-013E0E - (Windows Embedded 8 Standard US310e)
» Il Ungrouped

OK Cancel

Note e To select all clients under a client group, click to select the client group.

e To select multiple clients under a client group, Ctrl-click to select the desired
clients.

15. After completion, click OK to confirm the selection of applicable clients.
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16. Click Save in Profile Information pane to complete the specification of applicable scope.

) Atrust Device Manager Bi-
Atrust Thin Clients | Scan | System | Logs | About Logout. Administrator
+ i Profies Dlamstotaeoe Hame:
[ US120f_Profile
& us1201 Desciipion
& US310e_Profile
& Ungrouped Blstiorm: Windows Embedded 8
~ @ Thin Clients Standard
W us1zor H Model: US310e
B US310e
i Ungrouped Save Cancel Back
» Wl Filters

2 Clear Messages | 10 Messages 4

Moving a Setting Profile

To move a setting profile (group configuration) to another profile group, please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click the profile group to which the
desired setting profile belongs.

2. The Profile list appears in Management area.

+ Add = Delete , Edit i Edit Configuration «}» Move T Copy
Name Platform Model

Description Number of Clients
ABC Group Windows Embedded 8 Standard US310e ABC 1

3. Click to select the desired setting profile, and then click Move.

4. The Move window appears.

Move [x]

~ [ Profiles
il US1201_Profile
i US310e_Profile
i Ungrouped

oK Cancel

5. Click to select the desired profile group, and then click OK to confirm.

6. The selected setting profile is moved to the desired profile group.
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Deleting a Setting Profile
To remove a setting profile (group configuration) from a profile group, please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click to select the profile group.
2. The Profile list appears in Management area.

3. Click to select the desired setting profile, and then click Delete.

4

. The Delete window appears prompting for confirmation.

Delete
Do you want to DELETE these 1 profile(s)?

5. Click Yes to confirm.

Note | A setting profile (group configuration) is a set of client settings shared by a set of
clients. Deleting a well-defined setting profile will change client settings of the
corresponding clients.
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3.4.13 Using Individualized Client Settings

An individual configuration is a set of client settings applied only to a single client.

Note

To have a basic understanding of client configuration, please refer to section "3.4.8
Client Settings".

To ensure that your ADM is in sync with the setting values on managed clients, it’s
recommended to pull client settings from all managed clients for ADM before
editing individualized client settings. For detailed instructions on how to pull client
settings from managed clients, please refer to section "3.4.16 Pulling Client Settings
through Your Local Network".

To apply an individual configuration to a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client group to
which the desired client belongs.

2. The Client list appears in Management area.

3. Click to select the desired client, and then click Edit Configuration.

4. The Edit Configuration window for the client appears.

Edit Configuration (Thin Client) - atrust-013EQE@00:1F:D8:01:3E:0E)

Atrust Device Manager l;li-

Atrust Applications | User Interface | Devices | System

» Remote Desktop
b Citrix ICA Remote Desktup Available Sessions: 0 .

B Configure RDP (Remote Desktop Protocol) connection settings
b VMware View

* Web Browser Citrix ICA Available Sessions: 0
Configure Citrix ICA connection settings

VMware View Available Sessions: 0
.. Configure VMware View connection settings

Web Browser Available Sessions: 0
Configure local browser settings

5. Use this window to edit the individual configuration.

Note

The Edit Configuration window is just like a remote version of ACS. You can simply
edit client settings for this client through this window.

If the lock icon of a setting value is blue, this setting value comes from the group
configuration (profile). You can only change the value by modifying/removing the
group configuration (profile) or applying a new one.

A client configuration using both group and individual configurations will be called
a hybrid configuration (see section "3.4.14 Using Hybrid Client Settings").

For detailed instructions on how to configure specific client settings, please refer to
"Chapter 4 Configuring Client Settings".
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6. After completion, close the window.

7. The Apply Thin Client Configuration window appears prompting for confirmation of when to apply.

Apply Thin Client Configuration Bj

When should these changes take effect?

Now Later

8. Click Now to apply the configuration immediately or click Later to apply at a later time.

Note If you choose to apply at a later time here, you can apply this individual configuration
to the client by using the Pushing Settings feature.
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3.4.14 Using Hybrid Client Settings

A hybrid configuration is a combination of a group configuration (profile) and an individual configuration.

Note | To have a basic understanding of client configuration, please refer to section "3.4.8
Client Settings".

A simple picture of how to use a hybrid configuration can be given by two steps:
Step 1: Apply a group configuration to the selected client.

Step 2: Apply an individual configuration to the client.

STEP 1: Apply a group configuration to the selected client
To apply a group configuration to a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. The Client list appears.

] Atrust Device Manager M
Atrust Thin Clients | Scan | System | Legs | About Logout: Administrator
= Delete . Edit 45 Edit Configuration | [gs Command | |6 Select All s Unselect Al | & Export

» i Profiles . IP Address Mac Address Firmware
- I Thin Clients (¥ atrust-013E0E 192.168.7.118  00-1F-DB:01:3E.0E | US310e WEBS 1.30-INTL
& usi20f
B Us31oe
W Ungrouped
» il Filters H
< m >
M |25 v 4 4 [Page /1 ¢ Ik 4&F Displaying 1to 1 of 1 items
e = ctear [12 A

3. Click to select the desired client, and then click Edit.
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4. The Thin Client Information pane appears in Management area.

Atrust Thin Clients | Sean | System | Logs | About Logout: Administratar
Thin Client Information - (atrust-013E0E)
» i Profiles Name: atrust-013E0E] ]
~ @l Thin Clients Description: [ ]
B us120f
& US310e Prafile: [Ma Profile ]
& Ungrouped Asset ID- ( |
» Il Filters o o
[save | [ cancel || gack |
IP Address: (192.168.7.118 ]
| macAddess: [00:1F:D8:01:3€.06 ]
Serial Number: INA l
Model Name: [us3toe ]
Last Boot Time: (20170317 16:07:31 ]
Firmware: [wess 1.30.nTL ]
Japanese Language 1.4 2017-03-14
Package 12:42:08(UTC+09:00)
%l Clear Messages | 12 Messages 4

5. Click the Profile drop-down menu to select the desired group configuration (profile), associating the selected client
with this configuration, and then click Save to apply.

Atrust ThinClients | Scan | System | Logs | About Logout: Administrator

Navigator Thin Client Infor

» il Profiles Name “atrust-013E0E ]
~ [l Thin Clients Description [ ]
& us120f
Profile: No Profile v
& Usa10e
W Ungrouped Asset ID ABG Group
» Wl Filters
Save Cancel | | Back
IP Address: 7
l] MAC Address 1F:D8:01:3E
Serial Number
Model Name:

Last Boot Time:

Firmware WEBSS 1,30-INTi
Japanese Language - 2017-03-14
Package 12:42:08(UTC+09:00)

! Clear Messages | 12 Mes: S A

Note [|The other way to associate a client with a group configuration (profile) is to add the
client to the applicable scope of the desired profile. For more information, refer to
section "3.4.11 Creating Client Setting Profiles".
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STEP 2: Apply an individual configuration to the client
To apply an individual configuration to the client next, please do the following:

Note [|To ensure that your ADM is in sync with the setting values on managed clients, it’s

recommended to pull client settings from all managed clients for ADM before editing
individualized client settings. For detailed instructions on how to pull client settings

from managed clients, please refer to section "3.4.16 Pulling Client Settings through
Your Local Network".

1. Click to select the desired client again, and then click Edit Configuration this time.

2. Edit the individual configuration for the selected client.

Note For more details, please refer to section "3.4.13 Using Individualized Client Settings".

107



Chapter 3 3.4 Managing All Your Clients

3.4.15 Pushing Settings to Clients through Your Local Network

The Push Settings feature enables you to sync up client configuration on a client with the one set up in remote ADM. You can
then configure client settings remotely through your local network.

Pushing Settings to a Client
To push settings to a client, please do the following:

Note ] To ensure that your ADM is in sync with the setting values on managed clients, it’s
recommended to pull client settings from all managed clients for ADM before editing
individualized client settings. For detailed instructions on how to pull client settings

from managed clients, please refer to section "3.4.16 Pulling Client Settings through
Your Local Network".

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. The Client list appears.

= Delete ,~ Edit 4 Edit Configuration | g Command | ¢ Select All 'e Unselect All | @ Export

Name = IP Address Mac Address Model Firmware Profile
%] atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL N/A

3. Click to select the desired client, and then click Command on the top of the Client list.

Note Je To select more than one client, Ctrl-click to select the desired clients.

e Ensure that all selected clients are powered up. Otherwise, you may fail to push
settings to some clients. You can remotely know the current status of a client
through the Status icon in front of the client. For information on the Status icons,
please refer to section "3.4.7 Client Status Icons".
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© N o

10.

. The Command menu appears.

« Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

[ Shadow

[4/Take Snapshot

[¥)Install Snapshot

(% Update Firmware

[% Partial Update 2
[#%Push Certificate

[%Send Message

(J Reboot
() Shutdown

(© Wake On LAN

Click to select Push Settings.

Click OK to confirm.

A window appears prompting for confirmation.

Push Settings (Server to Client)

Status:

After completion, click Close to exit.

Push Settings (Server to Client)

Status:

1 client(s) succeeded.

Clase
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Pushing Settings to a Client Group
To push settings to a client group, please do the following:

Note [|To ensure that your ADM is in sync with the setting values on managed clients, it’s
recommended to pull client settings from all managed clients for ADM before editing
individualized client settings. For detailed instructions on how to pull client settings
from managed clients, please refer to section "3.4.16 Pulling Client Settings through
Your Local Network".

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu, and then click to select Push Settings.

Navigator = Delete . Edit
~ Bl Thin Clients %1 atrust-013E0E
i Us120f
& Us310
i Ungrou B_]Rename
= Delete
» [l Filters

< Pull Settings
& Push Settings

% Update Firmware

 Reboot
Q Shutdown
© Wake On LAN | e ||

Note Ensure that all clients in the group are powered up. Otherwise, you may fail to push
settings to some clients. You can remotely know the current status of a client through
the Status icon in front of the client. For information on the Status icons, please refer
to section "3.4.7 Client Status Icons".

3. A window appears prompting for confirmation.

The page at https://localhost: 10443 says: .

@‘ Do you want to PUSH settings to Group?

| ok || #u

4. Click OK to confirm.
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5. The Pushing Settings window appears showing the progress and result of pushing settings.

Push Settings (Server to Client) X
Status:
[
C
6. After completion, click Close to exit.
X

Push Settings (Server to Client)

Status:

1 client(s) succeeded.

Close

7. Check the status of clients in the group through the Status icon in front of clients. If needed, restart clients to
complete the configuration changes on clients.
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Pushing Settings to All Client Groups
To push settings to all client groups, please do the following:

Note [|To ensure that your ADM is in sync with the setting values on managed clients, it’s

recommended to pull client settings from all managed clients for ADM before editing
individualized client settings. For detailed instructions on how to pull client settings

from managed clients, please refer to section "3.4.16 Pulling Client Settings through
Your Local Network".

1. On Thin Clients tab, right-click on Thin Clients in Navigation area to open a popup menu.

Navigator goAdd Group & View (
» il Profiles
v [ Thin Clients
i Us1 f*) us120f 1 Thir
- ¢ Add Thin Client Group Client Group
WUs3}—————————————
B Ung # Pull Settings
< & Push Settings Us310e 1 Thi
» WFiters| ~ — Client Group
(% Update Firmware
TS Ungrouped
O Reboot Client Group

Q Shutdown
O Wake On LAN

|

2. Click to select Push Settings.

Note Ensure that all clients in the group are powered up. Otherwise, you may fail to push

settings to some clients. You can remotely know the current status of a client through

the Status icon in front of the client. For information on the Status icons, please refer
to section "3.4.7 Client Status Icons".

3. A window appears prompting for confirmation.

The page at https://localhost: 10443 says: -

Q‘ Do you want to PUSH settings to Group?

| ok | e

4. Click OK to confirm.
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5. The Push Settings window appears showing the progress and result of pushing settings.

Push Settings (Server to Client) X
Status:
[
C
6. After completion, click Close to exit.
Push Settings (Server to Client) X

Status:

2 client(s) succeeded.

Close

7. Check the status of clients through the Status icon in front of clients. If needed, restart clients to complete the
configuration changes on clients.
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3.4.16 Pulling Client Settings through Your Local Network

The Pull Settings feature enables you to retrieve settings from a client and store in ADM, which help you sync up the client
configuration in ADM with the one set up locally on a client.

Pull Settings from a Client
To pull setting from a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and click to select the client group to which
the desired client belongs.

2. The Client list appears.

= Delete ,# Edit 8} Edit Configuration | [ Command | \'¢ Select All | e Unselect All | & Export

Name = IP Address Mac Address Model
W] atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e

Firmware

WESS 1.30-INTL
3. Click to select the desired client, and then click Command on the top of the Client list.

Note e To select more than one client, Ctrl-click to select the desired clients.
Ensure that all selected clients are powered up. Otherwise, you may fail to push
settings to some clients. You can remotely know the current status of a client

through the Status icon in front of the client. For information on the Status icons,
please refer to section "3.4.7 Client Status Icons".

4. The Command menu appears.

1 Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

7 Shadow

[4/Take Snapshot

[¥)Install Snapshot

(% Update Firmware

[% Partial Update b
[%Push Certificate

[%Send Message

(J Reboot
Q Shutdown
) Wake On LAN

5. Click to select Pull Settings.

6. A window appears prompting for confirmation.
7. Click OK to confirm.
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8. The Pull Settings window appears showing the progress and result of retrieving settings.

Pull Settings (Client to Server) x

Status:
[
r")

9. After completion, click Close to exit.

Pull Settings (Client to Server) X

Status:
|

1 client(s) succeeded.

Close

Pull Settings for a Client Group
To pull settings for a client group, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group list.

2. Right-click on the desired client group to open a popup menu, and then click to select Pull Settings.

Navigator = Delete  Edit
» il Profiles
- @ Thin Clients [ atrust-013E0E

| us120f

i Us31o

i Ungrod @_]Rename

= Delete

» Wl Filters

& Pull Settings
& Push Settings

(% Update Firmware

O Reboot
() Shutdown | B
(© Wake On LAN M5 v

7

Note [|Ensure that all clients in the group are powered up. Otherwise, you may fail to push
settings to some clients. You can remotely know the current status of a client through
the Status icon in front of the client. For information on the Status icons, please refer
to section "3.4.7 Client Status Icons".
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3. Awindow appears prompting for confirmation.

@ Do you want to PULL settings from Group?

oKk | | #ee

4. Click OK to confirm.

5. The Pull Settings window appears showing the progress and result of retrieving settings.

Pull Settings (Client to Server) X

Status:
[
(@]

6. After completion, click Close to exit.

Pull Settings (Client to Server) X

Status:
|

1 client(s) succeeded.

| Close |
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Pull Settings for all Client Group
To pull settings from all client groups, please do the following:

1. On Thin Clients tab, right-click on Thin Clients in Navigation area to open a popup menu.

HoAdd Group E View (

Navigator

» [ Profiles
v @ Thin Clients
f UsS120f 1 Thir

i Us1
& us3
i Ungj # Pull Settings

& Push Settings

go Add Thin Client Group Client Group

Us310e 1Thi

» Wl Filters Client Group
% Update Firmware
—— Ungrouped
(J Reboot Client Group
() Shutdown
© Wake On LAN

Note [|Ensure that all clients in the group are powered up. Otherwise, you may fail to push
settings to some clients. You can remotely know the current status of a client through
the Status icon in front of the client. For information on the Status icons, please refer
to section "3.4.7 Client Status Icons".

2. Click to select Pull Settings.

3. Awindow appears prompting for confirmation.

The page at https://localhost: 10443 says: B3|

Q“ Do you want to PULL settings from Group?

ok || #een

4. Click OK to confirm.

5. The Pull Settings window appears showing the progress and result of retrieving settings.

Pull Settings (Client to Server) X

Status:
[

(a]

117



Chapter 3 3.4 Managing All Your Clients

6. After completion, click Close to exit.

Pull Settings (Client to Server) X

Status:
|

2 client(s) succeeded.

Close |
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3.4.17 Pushing Certificates
You can push certificates imported on ADM to clients.

Before using this function, the certificates must be installed on ADM. For information on how to import certificates, please
refer to "3.2.7 Managing Certificates".

Important | The function to push certificates is supported only by US120f. This function is not
supported by US320f/US310e.

To push a certificate to clients, please do the following:

Note ] All the certificates imported to ADM are pushed to the client. You cannot select which
certificates to push.

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. The Client list appears.

= Delete . Edit g Edit Configuration % Command | i ¢ Select All e Unselect All | & Export

Name IP Address Mac Address Model Firmware Profile
LLl  Atrust-033EB2 | 192.168.7.111 00:1F:D8:03:3E:B2  US120f  ARM Linux 8.43-FAKC N/A

3. Click to select the desired client, and then click Command on the top of the Client list.

Note Je To select more than one client, Ctrl-click to select the desired clients.

e Ensure that all selected clients are powered up. Otherwise, you may fail to push
settings to some clients. You can remotely know the current status of a client
through the Status icon in front of the client. For information on the Status icons,
please refer to section "3.4.7 Client Status Icons".
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4. The Command menu appears.

b Move

& Pull Settings (Client to Server)
& Push Settings (Server to Client)

[ Shadow

mTake Snapshot

[ Install Snapshot

% Update Firmware

[% Partial Update >
[ Push Certificate

% Send Message

(J Reboot
() Shutdown
(© Wake On LAN

5. Click to select Push Certificate.

6. A window appears prompting for confirmation.

@ Do you want to PUSH certificates to 1 Thin Client(s)?

OK | | Cancel

7. Click OK to confirm.

8. The Push Certificate window appears showing the progress and result of pushing the certificate.

Push Certificates (Server to Client)

x

Status:

[
v
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9. After completion, click Close to exit.

Push Certificates (Server to Client) X

Status:
[ —

1 client(s) succeeded.

Close
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3.4.18 Sending Messages to Clients
To send a message to the managed client(s), please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. The Client list appears.

= Delete ,~ Edit 8} Edit Configuration | g% Command | \ o Select All i e Unselect All | © Export

a

Name IP Address Mac Address Model

Firmware
(] | atrust-013E0E 192.168.7.118

00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL

3. Click to select the desired client(s), and then click Command on the top of the Client list.

4. The Command menu appears.

«Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

[ Shadow

[4/Take Snapshot

[¥/Install Snapshot

% Update Firmware

[% Partial Update 3
[%Push Certificate

[%Send Message

() Reboot
() Shutdown
© Wake On LAN

5. Click to select Send Message.

6. A window appears prompting you to type in the countdown second(s) and message.

Send Message

Countdown Second(s): [10 ]

Message Content: [ ]
OK || Cancel
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7. Type in the data, and then click OK to confirm.

Send Message [x]

Countdown Second(s): [30 ]

Message Content: |Test Meszaze |
OK Cancel

8. The message will be sent to the desired client(s).
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3.4.19 Editing or Viewing the Basic Information about a Client
To edit or view the basic information about a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. The Client list appears.

= Delete  Edit 8¢ Edit Configuration | [ Command | & Select All i e Unselect All | & Export

Name e IP Address Mac Address Model Firmware
(] | atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL

3. Click to select the desired client, and then click Edit on the top of the Client list.

4. The Thin Client Information pane appears.

Thin Client Information - (atrust-013E0E)

Name: *latrust—01 3EQE I
Description: [ ]
Profile: [Mo Profile v]
Asset ID: [ ]
| save || cancel || Back
IP Address:

MAC Address:

Serial Number:

Model Mame:

Last Boot Time:

Firmware:

Packages: Installed Date
Japanese Language - 2017-03-14
Package ' 12:42:08(UTC+09:00)

5. Adjust the data of the client or view the basic information about the client.

Note Je To adjust the name, comment, profile (group configuration), Asset ID for the client,
or type in the new data, and then click Save to apply.

e When selecting a profile (group configuration) from the drop-down menu, you add
the client into the applicable scope of the selected profile.

e After viewing the basic information, click Back to return to the Client list.
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3.4.20 Rebooting Clients through Your Local Network

The Reboot feature enables you to restart multiple clients through your local network without one by one going through the
restart procedure. Most of the time, adjusting client settings and updating client firmware require a restart for those changes

to take effect. With this feature, you are equipped with a necessary element for remote and centralized management of a
large number of endpoint devices.

Rebooting a Client through Your Local Network

To restart a client through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client group to
which the desired client belongs.

2. The Client list appears.

= Delete ,~ Edit 45 Edit Configuration | [ Command | | ¢ Select All i e Unselect All | & Export

Name IP Address Mac Address Model

Firmware
W] atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e

WESS 1.30-INTL
3. Click to select the desired client, and then click Command to open the Command menu.

Note Je To select more than one client, Ctrl-click to select the desired clients.

e Ensure that no important tasks are performed on the selected clients.

4. The Command menu appears.

«* Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

™ Shadow

(A Take Snapshot

[¥)Install Snapshot

[# Update Firmware

[% Partial Update b
[%Push Certificate

[%Send Message

(J Reboot
Q) Shutdown
) Wake On LAN

5. Click to select Reboot.

6. On the selected client, a warning message appears to notify the user of the planned reboot and allow the user to
cancel the action if necessary.
7. After completion, the Status icon will indicate the client is on-line again.
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Note | For information on the meanings of the Status icons, please refer to "3.4.7 Client Status
Icons".

Rebooting a Client Group through Your Local Network
To restart a client group through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu.

= Delete / Edit

ry
Name

W1 atrust-013E0E

Navigator

» [l Profiles
~ @ Thin Clients
i us12o0f
B Us310a
i Ungroy

B_lRename
= Delete

» W Filters
« Pull Settings
& Push Settings

[%Update Firmware

(J Reboot
Q Shutdown
© Wake On LAN MDA

3. Click to select Reboot.

Note Ensure that no important tasks are performed on clients in the selected group.

4. On each client of this group, a warning message appears to notify the user of the planned reboot and allow the user
to cancel the action if necessary.

5. After completion, the Status icons will indicate clients of this group are on-line again.

Note | For information on the meanings of the Status icons, please refer to "3.4.7 Client Status
Icons".
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Rebooting All Client Groups through Your Local Network
To restart all client groups through your local network, please do the following:

1. On Thin Clients tab, right-click to open a popup menu.

Navigator HoAdd Group 5o View (

» i Profiles

v [ Thin Clients
& us1 ) us120f 1 Thir
- & Add Thin Client Group Client Group
Wus3}—— —

@ Ung{ # Pull Settings

& Push Settings Ussl0e 1. Thi

» I Filters Client Group
[%Update Firmware
—————————— U Ungrouped
{J Reboot Client Group
Q Shutdown
O Wake On LAN

2. Click to select Reboot.

Note Ensure that no important tasks are performed on clients in the selected group.

3. On all managed clients, a warning message appears to notify the user of the planned reboot and allow the user to
cancel the action if necessary.

4. After completion, the Status icons will indicate all managed clients are on-line again.

Note | For information on the meanings of the Status icons, please refer to "3.4.7 Client Status
Icons".
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3.4.21 Shutting Down Clients through Your Local Network
Shutting Down a Client through your Local Network
To shut down a client through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client group to
which the desired client belongs.

2. The Client list appears.

= Delete ,~ Edit 4 Edit Configuration | [ Command | | ¢ Select All

Name IP Address Mac Address Model
W] ' atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e

o Unselect All | & Export

Firmware

WESS 1.30-INTL

3. Click to select the desired client, and then click Command to open the Command menu.

Note Je To select more than one client, Ctrl-click to select the desired clients.

e Ensure that no important tasks are performed on the selected clients.

4. The Command menu appears.

1 Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

™ Shadow

[4/Take Snapshot

[Install Snapshot

(% Update Firmware

[ Partial Update b
[#Push Certificate

[%Send Message

(J Reboot
Q Shutdown
() Wake On LAN

5. Click to select Shutdown.

On the selected client, a warning message appears to notify the user of the planned shutdown and allow the user to
cancel the action if necessary.

7. After completion, the Status icon will indicate the client is off-line.

Note | For information on the meanings of the Status icons, please refer to "3.4.7 Client Status

Icons".

128



Chapter 3 3.4 Managing All Your Clients

Shutting Down a Client Group through Your Local Network
To shut down a client group through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu.

Navigator = Delete / Edit
» [l Profiles
~ @ Thin Clients %] atrust-013E0E
i us120f
i Us310
i Ungrou B Rename
= Delete
» Il Filters

« Pull Settings
& Push Settings

% Update Firmware

( Reboot
() Shutdown s

©Wake OnLAN | | 2 d

3. Click to select Shutdown.

Note Ensure that no important tasks are performed on clients in the selected group.

4. The Shutdown window appears prompting for confirmation.

Shutdown (X

Command will be sent to these clients

1 Affected Thin Clients:
atrust-013E0E

Now Cancel

5. Click Now to confirm.

6. On each client of this group, a warning message appears to notify the user of the planned shutdown and allow the
user to cancel the action if necessary.

7. After completion, the Status icons will indicate clients of this group are off-line.

129



Chapter 3 3.4 Managing All Your Clients

Note For information on the meanings of the Status icons, please refer to "3.4.7 Client Status
Icons".

Shutting Down All Client Groups through Your Local Network
To shut down all client groups through your local network, please do the following:

1. On Thin Clients tab, right-click to open a popup menu.

HoAdd Group o View (

Navigator
+ il Profiles
~ [ Thin Clients
% USH f US120f 1 Thir
- & Add Thin Client Group Client Group
Wus3}——
B Ung| # Pull Settings
oo & Push Settings Usaioe. 1. Thi
» Wl Filters Client Group
[ Update Firmware
_——————— Ungrouped
{J Reboot Client Group
() Shutdown
© Wake On LAN

|

2. Click to select Shutdown.

Note Ensure that no important tasks are performed on clients in the selected group.

3. The Shutdown window appears prompting for confirmation.

Shutdown %]

Command will be sent to these clients

2 Affected Thin Clients:

Atrust-033EB2
atrust-013E0E

Now Cancel

4. Click Now to confirm.
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5. On all managed clients, a warning message appears to notify the user of the planned shutdown and allow the user
to cancel the action if necessary.

6. After completion, the Status icons will indicate all managed clients are off-line.

Note | For information on the meanings of the Status icons, please refer to "3.4.7 Client Status
Icons".
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3.4.22 Starting Up Clients through Your Local Network

The Wake on LAN function can start up multiple clients through your local network if they are connected to a power outlet and
the local network.

Important JUS120f does not support resume from suspend via Wake on LAN.

Starting Up Clients through Your Local Network
To start up a client through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client group to
which the desired client belongs.

2. The Client list appears.

= Delete  Edit i Edit Configuration | (3 Command | | ¢ Select All e Unselect All | & Export

Name - IP Address Mac Address Model

Firmware Profile
L3  atrust-013E22 192.168.7.115 00:1F:D8:01:3E:22  US310e

WESS 1.30-INTL N/A

L3  atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e  WESS 1.30-INTL N/A

3. Click to select the clients to start, and then click Command on the top of the Client list.

Note To select more than one client, Ctrl-click to select multiple clients.

4. The Command menu appears.

1 Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

[ Shadow

[4/Take Snapshot

[¥)Install Snapshot

(% Update Firmware

[% Partial Update 3
[%Push Certificate

[%Send Message

) Reboot
() Shutdown
O Wake On LAN

5. Click to select Wake On LAN.

6. The selected clients start up.

7. After completion, the Status icon will indicate the clients are on-line.
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Starting Up a Client Group through Your Local Network
To start up a client group through your local network, please do the following:
1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu.

Navigator

Note For details on status icons, please refer to "3.4.7 Client Status Icons".

» @ Profiles

& us120f
i@ Us310e

~ B Thin Clients

& Ungrou|
» il Filters

8_Rename
= Delete

« Pull Settings
& Push Settings

% Update Firmware

(2 Reboot
() Shutdown
O Wake On LAN

3. Click to select Wake On LAN.

4. The "Wake On LAN" window is displayed for confirmation.

= Delef

\C ?'A‘
=il

Wake On LAN

3

2 Affected Thin Clients:

Command will be sent to these clients

atrust-013E0E
atrust-013E22

Now

Cancel

5. Click Now to confirm.

6. The clients in the client group start up.
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7. After completion, the Status icon will indicate the clients are on-line.

Note For details on status icons, please refer to "3.4.7 Client Status Icons".
Starting up All Client Groups through Your Local Network

To start up all client groups through your local network, please do the following:

1. On Thin Clients tab, right-click to open a popup menu.

EoAdd Groug

Navigator

» @ Profiles
~ [l Thin Clients
| ys1:

W US120T | e Add Thin Client Group | Clier
@us3oe |-
& Pull Settings
oo & Push Settings usel
» il Filters Clier
% Update Firmware
—— | Ungi
(J Reboot Clier
() Shutdown
© Wake On LAN

2. Click to select Wake On LAN.

3. The "Wake On LAN" window is displayed for confirmation.

Wake On LAN [x]

Command will be sent to these clients

3 Affected Thin Clients:

Atrust-033EB2
atrust-013E0E
atrust-013E22

Now Cancel

4. Click Now to confirm.

5. Allclients start up.
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6. After completion, the Status icon will indicate the clients are on-line.

Note For details on status icons, please refer to "3.4.7 Client Status Icons".
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3.4.23 Updating Client Firmware

To update the firmware for your client, please do the following:

Note Je Toinstallaclient firmware, the client firmware must be installed on A, or the client

firmware must be taken. For information on how to import firmware, please refer
to "3.2.4 Managing Thin Client Firmware Files".

Updating client firmware will NOT erase any client configuration.

Updating client firmware through Your Local Network
To updating client firmware through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. The Client list appears.

= Delete ,# Edit 4 Edit Configuration | (g% Command | | ¢ Select All i e Unselect All | & Export

a

Name IP Address Mac Address Model

Firmware
W] atrust-013E0E 192.168.7.118

00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL

3. Click to select the desired client, and then click Command on the top of the Client list.

Note Je To select more than one client, Ctrl-click to select the desired clients.

e Ensure that no important tasks are performed on the selected clients.

4. The Command menu appears.

+* Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

7 Shadow

4/ Take Snapshat

[¥)Install Snapshot

(% Update Firmware

[% Partial Update 3
(% Push Certificate

[%Send Message

(J Reboot
() Shutdown
) Wake On LAN

5. Click to select Update Firmware.
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6. The Update Firmware window appears prompting you to select the firmware version and system language.

Update Firmware (x|
Awailable Firmwares:
Firmware :
[WESS 1.30-NTL v
Language :
[Enzlish v]

WARNING! This will remove all data you have placed on the client except configuration files.

|£| |_ Cancel |

7. Click drop-down menus to select the desired firmware version and system language, and then click OK to confirm.

8. A warning message to notify the user of the planned reboot appears on the selected client. In US120f, the user is

able to reboot later if necessary.

Reboot client

Client needs reboot for firmware update.

‘h Your system will reboot to update firmware,
£ —

If you don't respond in 54 seconds
this action will execute automatically

[ ves ][ no ]

US320f/US310e us12of

If you don't respond in 56 seconds this action will execute automatically.

9. After completion, the client is updated with the desired firmware and system language.

137



Chapter 3

3.4 Managing All Your Clients

Updating the Firmware of a Client Group through Your Local Network

To update the firmware of a client group through your local network, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree.

2. Right-click on the desired client group to open a popup menu.

Navigator

» [l Profiles
~ @ Thin Clients
i us120f

= Delete  Edit

ry
Name

%] | atrust-013E0E

i Us310
& Ungro B_Rename

= Delete
» [l Filters

« Pull Settings
& Push Settings

(J Reboot
© Shutdown
(© Wake On LAN

[%Update Firmware

< J.

B[]

7

3. Click to select Update Firmware.

Note

Ensure that no important tasks are performed on the clients registered in the selected
client group.

4. The Update Firmware window appears prompting you to select the model, firmware, and language.

Update Firmware (%]

Awailable Models:
Madel :

|Us310e

Awailable Firmwares:
Firmware :

[WEBS 1.30-TL

Language :

| English (United States)

WARNING! This will remove all data you have placed on the client except configuration files.

Ok Cancel

5. Click drop-down menus to select the desired model, firmware, and language, and then click OK.
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6. The Update Firmware window appears prompting for confirmation

Update Firmware [x]

Command will be sent to these clients

2 Affected Thin Clients:

atrust-013E22
atrust-013E0E

|_Now | | Cancel |

7. Click Now to confirm.

8. A warning message to notify the user of the firmware update appears on the selected client.

. Client needs reboot for firmware update.
|! Your system will reboot to update firmware,
. If you don't respond in 54 seconds
If you don't respond in 56 secands this action will execute automatically. this action will execute automatically
— - I Yes ] [ No l

US320f/US310e us12of

9. After reboot, the client is updated with the desired firmware and system language.
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3.4.24 Installing and Uninstalling Software Packages

To install or uninstall a software package on a client, please do the following:

Important JUS120f does not support distribution of WES packages.

Note |The WES packages must be installed on ADM. For information on how to import WES

packages, please refer to "3.2.5 Managing WES Package Files".

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. The Client list appears.

= Delete ,~ Edit 4 Edit Configuration | [ Command | | ¢ Select All © e Unselect All | & Export

Name a IP Address Mac Address Model

Firmware
%] ' atrust-013E0E 192.168.7.118

00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL

3. Click to select the desired client, and then click Command on the top of the Client list.

Note Je To select more than one client, Ctrl-click to select the desired clients.

e Ensure that no important tasks are performed on the selected clients.

4. The Command menu appears.

« Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

[ Shadow

[3Take Snapshot

[¥)Install Snapshot

(% Update Firmware

[% Partial Update b
[%Push Certificate

[%Send Message

() Reboot
() Shutdown
() Wake On LAN
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5. Click to select Partial Update > Install Package or Uninstall Package.

> Mave

& Pull Settings (Client to Server)
& Push Settings (Semver to Client)

[ Shadow

[4/Take Snapshat

[¥/Install Snapshot

% Update Firmware
| ©*Partial Update b % Install Package

[%Push Certificate & Uninstall Package

[ Send Message

(4 Reboot
(") Shutdown
(O Wake On LAN

6. Inthe opened window, select the desired software package to install or uninstall, and then click OK.

Awvailable Packages:
EOitrix Feceiver 4.4 with Z20R-1.2 vl

0K Cancel |

7. A warning message to notify the user of the planned reboot appears on the selected client. The user is able to
reboot later if necessary. Multiple reboots are required to complete this task.

Q The system will reboot to install package. 0 The system will reboot to uninstall package.

If you don't respond in 57 seconds this action will execute automatically. If you don't respond in 58 seconds this action will execute automatically.

[ Restart Now | | Restart Later [ Restart Now | | Restart Later

Installing Packages Uninstalling Packages

8. After completion, the WES package is installed on the selected client.

Tips
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3.4.25 Taking Client Snapshots

A snapshot is the system copy of a client at a specific point of time, which you can use for mass deployment, system backup,
and recovery.

Important | US120f does not support taking snapshots.

To take a system snapshot for a client, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client group to
which the desired client belongs.

2. The Client list appears.

= Delete ,~ Edit 4 Edit Configuration | [ Command | | ¢ Select All i e Unselect All | & Export

a

Name IP Address Mac Address Model

Firmware
%] ' atrust-013E0E 192.168.7.118

00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL

3. Click to select the desired client, and then click Command on the top of the Client list.

Note ] You can take system snapshot for only one client at a time.

4. The Command menu appears.

« Move

< Pull Settings (Client to Server)
& Push Settings (Server to Client)

7 Shadow

TTake Snapshot

[¥)Install Snapshot

% Update Firmware

% Partial Update 3
[#%Push Certificate

[%Send Message

(J Reboot
() Shutdown
© Wake On LAN

5. Click to select Take Snapshot.
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6. The Take Snapshot window appears prompting you to provide the name of the system snapshot.

Take Snapshot [x]
Description: (S ENmRRE)] *

[ custom administrator password is used on thin client.

Password:

Confirm Password:

oK | [ cancel |

7. Type the name for the snapshot or use the default, and then click OK to confirm.

Note |in the case of changing the US310e built-in Administrator account default password,
enable "Custom administrator password is used on thin client" and specify the changed
password.

8. A warning message to notify the user of the planned reboot appears on the selected client..

Your system will reboot to disable Write Filter for
y !‘ snapshot taking.

If you don't respond in 52 seconds this action will execute automatically.

9. After completion, taking the snapshot starts. Wait for a while until the process is complete.

10. After completion, the taken snapshot is added to the Snapshot list.

Note e To access the Snapshot list, click System tab, and then click Deployment > Snapshot.

e Refer to section "3.2.6 Managing Client Snapshots" for instructions on how to
manage your snapshots.
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3.4.26 Installing Client Snapshots

To install a client snapshot, please do the following:

Important JUS120f does not support installation of snapshots.

Note [|To install a client snapshot, the client snapshot must be installed on ADM, or the client

snapshot must be taken. For information on how to import snapshots, please refer to

"3.2.6 Managing Client Snapshots". For information on how to take client snapshots,
please refer to "3.4.25 Taking Client Snapshots".

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

2. The Client list appears.

= Delete ~ Edit 4 Edit Configuration | [ Command | | ¢ Select All | e Unselect All | & Export

a

Name IP Address Mac Address Model

Firmware
%] ' atrust-013E0E 192.168.7.118

00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL

3. Click to select the desired client, and then click Command on the top of the Client list.

Note [Je To select more than one client, Ctrl-click to select the desired clients.

e Ensure that no important tasks are performed on the selected clients.

4. The Command menu appears.

1 Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

[ Shadow

[4/ Take Snapshot

[¥)Install Snapshot

[ Update Firmware

[% Partial Update b
(% Push Certificate

[%Send Message

) Reboot

Q Shutdown
() Wake On LAN

5. Click to select Install Snapshot.
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6. The Install Snapshot window appears prompting you to select a snapshot.

Install Snapshot [X]

Available Snapshots:

Test—Snap vl
Wersion : WESS 1.30

Type : Deployment

Supported Model - US310e

Language : English

WARMING! This will remove all data you have placed on the client.

|W|| Cancel !

7. Click the drop-down menu to select the desired snapshot, and then click OK to confirm.

8. A warning message to notify the user of the planned reboot appears on the selected client.

1 Your system will reboot to install snapshot.
y h

If you don't respond in 51 seconds this action will execute automatically.

9. After completion, installation of the snapshot starts. Wait for a while until the installation is complete.
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3.4.27 Using the Shadow Feature

The Shadow feature can be used to connect to a client to directly view or operate the client's desktop or sessions. The Shadow
feature enables you to assist client users in resolving problems or configuring local settings.

Note To use the Shadow feature, it must be enabled on ACS of the client.

To connect to a client by using the Shadow feature, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click to select the client group to
which the desired client belongs.

2. The Client list appears.

= Delete ~ Edit 4 Edit Configuration | [ Command | | ¢ Select All e Unselect All | & Export

a

Name IP Address Mac Address Model

Firmware
%] ' atrust-013E0E 192.168.7.118

00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL

3. Click to select the desired client, and then click Command on the top of the Client list.

Note Je You cannot use the Shadow feature with multiple clients specified.

e However, you can specify and connect to another client during connection using
the Shadow feature.

4. The Command menu appears.

1 Move

« Pull Settings (Client to Server)
& Push Settings (Server to Client)

[ Shadow

[4/Take Snapshot

[¥)Install Snapshot

(% Update Firmware

[% Partial Update b
[%Push Certificate

[%Send Message

) Reboot
Q Shutdown
© Wake On LAN

5. Select Shadow.
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6. The "Authentication" window is displayed.

Passward: | |

7. Enter the password of the shadow, and click OK.

8. A window appears prompting you to choose whether to accept shadow connection on the selected client. Click
Accept if connection can be accepted without problem. In this document, connection is accepted.

WinVMNC has received an incoming connection from

192.168.7.1

Do you wish to Accept or Reject the connection?

AutoReject: 25 Reject |

9. The desktop screen of the selected client appears.
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3.4.28 Exporting Client Data

The Export feature available on the top of the Client Group list or the Client list allows you export an inventory of managed
clients.

To export an inventory of managed clients, please do the following:
1. On Thin Clients tab, click to select the desired group in the Navigation area.

2. Click Export on the top of the Client Group list or the Client list.

EoAdd Group Ed\View Group BZRename = Delete Command & Export
» i Profies

~ @ Thin Clients

& US120f US120f 1 Thin Client(s)

Client Group
i US310e
i Ungrouped US310e 2 Thin Client(s)
» Il Filters Client Group

Ungrouped 0 Thin Client(s)
Client Group

3. Awindow appears prompting you to select the Export format: CSV or XML.

Export (%]
Export Format:

: Export-: - Cancel

4. Click the drop-down menu to select the desired format, and then click Export.

5. A window appears prompting you to choose the save destination of the exported file. Save the exported file at the
desired location.

] Enter name of file to save to...

T [l Desktop » v & Search Desktop

.g_g.bn

L]
4

Organize = New folder

L1 12

-~
W Favorites

’ i [ 1
B Desktop '& administrator ‘A, This PC

& Downloads

. Recent places Libraries @' Network
w—wl X

1% This PC
m Desktop ~
File name: | [SETRAINTEe] v
Save as type: Compressed (zipped) Folder W
= Hide Folders | Save | Cancel
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3.4.29 Digging Out Profiles, Clients, or Event Logs with Quick Search

Quick Search allows you to detect profiles, thin clients, and logs.

Note

You can also use filters to find

out the desired clients within the managed clients. For

details, please refer to section "3.4.30 Digging Out Clients with Filters".

To dig out the desired profile, client, or event log on a Profile, Client, Event Log list, please do the following:

1. Open the Profile, Client, or Log List.

2. The Profile, Thin Client, or Log list appears in Management area. In this document, Thin Client is selected as an

example.

o

Atrust

LEMEIGTS

- i Profiles
B US120f_Profile
i Us310e_Profile
- ungmuped

~+ i Thin Clients
i ust20r
W Us310e
& Ungrouped

» il Filters

Atrust Device Manager

Thin Clients | Scan | System |

= Delete ' Edit 4 Edit Configuration | g Command

IP Address
192.168.7.118

Name
] | atrust-013E0E

03  atrust-013E22 192168 7 115

<
Bz s

Pagel _ Jr1 » i

I

Logout: Administrator

Logs | About

o Select All " & Unselect All | i Export

Mac Address Model Firmware
00:1F:DB:01:3E:0E  US310e WESS 1.30-INTL
00:1F:D8:01:3E:22  US310e WESS 1.30-INTL

' Displaying 1to 2 of 2 items

= Clear [18 Y

3. At the bottom of the list, click the Quick Search button ( £ ).

Bz

Page[l /1

4. The Quick Search bar appears.

’ Quick Search [Name

(Y.

Displaying 1 to 2 of 2 items

vl

” Search H Clear |

Pz _ s

PageC]H L

" Displaying 1to 2 of 2 items

5. Click the drop-down menu to select the desired search type and enter the desired search keyword.

6. Click Search to start searching for profiles, clients, or event logs.
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7. On completion, the Result list appears above the Quick Search bar.

= Delete ,# Edit 45 Edit Configuration | & Command | | ¢ Select All | 'e Unselect All | & Export

Name = IP Address Mac Address Model Firmware
W] atrust-013E0E 192.168.7.118 00:1F:D8:01:3E:0E  US310e WESS 1.30-INTL
< | m [ >
‘Quick Search |]F' Address vHHB ]l iSearchi ” Clear l

~ 4 4  Page /1 ¥ Ik & Displaying 1to 1of 1 items
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3.4.30 Digging Out Clients with Filters

ADM enables you to create filters for digging out clients from all managed clients. With filters, you can access and manage a
specific set of clients quickly.

Adding a Filter
To add afilter, please do the following:

1. On Thin Clients tab, right click on the Filters in Navigation area.
2. A popup menu appears.

3. Click to select Add Filter

+ Add Filter

4. The Add New Filter and Filter Preview panes appear in Management area.

Field Name Operator Value Action Filter Preview
|Name v| |equa|s vl [ ] Add
Condition List
Preview Save Cancel

5. Type in the desired name for this filter.

6. Click to select the desired field name, operator, and then type in the value for a filter condition.

Note Most information about a client, which can be used as filter conditions, is available in
the Thin Client Information pane. To access Thin Client Information pane, please refer
to section "3.4.19 Editing or Viewing the Basic Information about a Client" for detail.

7. Click Add to add a condition to a filter.

8. Repeat steps 6 through 7 to add a new condition.
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9. Click Preview to view the result of a filter. The result is displayed in the Filter Preview pane.

Add New Filter

Filter Preview

Name:  “jabc Name Group
Field Name Operator Value Action atrust-013E22 US310e
[Model v] [cauals v] los310e ] | Aqg | || atustO13E0E US310e
¢ Condition List
! [Model v| [camle v| [0s3102] | Delete

| Preview Save || Cancel _'

10. Click Save to create the filter.

Using a Client Filter

Once client filters are created, you can access the desired client list quickly just by clicking the corresponding filter. All clients
which meet the defined conditions will be specified in the client list.

To use a client filter, please do the following:
1. On Thin Clients tab, click Filters to expand the Filter tree.
2. Click to select the desired filter.

3. The desired Client list appears.

~ W Profiles
1 US120f_Profile
& US310e_Profile
& Ungrouped
~ W Thin Clients
& Us12o0f
& US310e
& Ungrouped
~ [l Filters
W abc

= Delste ,~ Edit {5 Edit Configuration | (g Command | ,# Edit Filter
o Export

IP Address
192.168.7.118

Mac Address
00-1F-D8-01:3E:0E

W atrust-013E0E

O3 atrust-013E22 192.168.7.115 00:1F:D8:01:3E:22

< m [

je] 44 pagel i1 or @

o Atrust Device Manager \;li-
Atrust Thin Clients | Scan | System | Logs | About Logout: Administratar

o Select All

US310e
US310e

Displaying 1 to 2 of 2 items

o Unselect All

Firmware
WEBS 1.30-NTL
WESS 1.30-NTL

Cc Clear Messages | 19 Messages 4
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3.4.31 Managing Your Filters

Deleting a Filter
To delete a filter, please do the following:

1. On Thin Clients tab, click Filters in Navigation area.

2. The Filter list appears in Management area.

Name

» [l Profiles

~ @ Thin Clients
i us120f
i US310e
& Ungrouped

abc

v [ Filters ﬂ
i abc

3. Click to select the desired filter, and then click Delete on the top of the Filter list.

Note To delete more than one filter, Ctrl-click to select multiple entries in the Filter list.

4. The Delete window appears prompting for confirmation.

Delete
Do you want to DELETE these 1 filter(s)?

Yes Mo

5. Click Yes to confirm.
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Adjusting a Filter
To adjust a filter, please do the following:

1. On Thin Clients tab, click Filters in Navigation area.

2. The Filter list appears in Management area.

+ Add = Delete  Edit
Name

abc

» [l Profiles
~ @ Thin Clients
i us120f

i US310e
& Ungrouped

v [ Filters U
i abc

3. Click to select the desired filter, and then click Edit on the top of the Filter list.

4. The Filter Condition List and Filter Preview panes appear in Management area.

Edit Filter Filter Preview

Field Name Operator Value  Action
|Name v| |equals v| [ ] Add
s Contdifon st s s esmrss s rnnr s sn et s ns s s st e e s ity
|M0del v| |equals v| Delete

Preview Save Cancel

5. Adjust conditions for the filter, and then click Save to apply.
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3.5 Viewing and Managing Event Logs

3.5.1 Logs Tab Overview

Logs tab enables you to view event logs about the management of your clients. To access the functionality of Logs tab, click
the tab on ADM.

Logs Tab Overview

L=

Logout: Administrator

«a Atrust Device Manager

Atrust Thin Clients | Scan | System | Logs | About

-—|AII Claszes leII Levels leII Scopes leII Statuzes v | All Time v| Apply Reset

@ Export [& Empty Log

Status

Description

Thinclient: Install Snapshot ACTION Server | 2017-03-21 16:51:06 | Success | 1 clients will install snapshot to 1.30-Test-Snap :
Filter: Add ACTION Server  2017-03-21 16:40:36 Success  Add Filter: abc =
Thinclient: Put into Group Folder ACTION Server | 2017-03-2116:11:57 | Success | Put Thin Client: atrust-013E22 e——
Thinclient: Delete ACTION Server  2017-03-21 16:01:21 Success  Delete Thin Client: atrust-013E22

Snapshot: Scan ACTION Server  2017-03-21 15:58:23 | Success | Scan Snapshot:pass

Snapshot: Scan ACTION Server  2017-03-21 15:58:22 Success  Scan Snapshot:pass

Thinclient: Put into Group Folder ACTION Server  2017-03-21 15:34:08 | Success | Active Thin Client: atrust-013E0E ~

> 4 4 Page:’Z L o Ly

Displaying 1 to 50 of 73 items

R e

Interface Elements

No. Name Description

es | 20 Messages 4

1 Navigation Bar Click to select the desired type and scope of event logs.

2 Management Area Manage event logs.

3.5.2 Available Tasks at a Glance
No. Available Task Section
Viewing your event logs 3.5.3 Viewing Event Logs
2 Exporting your event logs 3.5.4 Exporting Event Logs
3 Emptying your event logs 3.5.5 Emptying Event Logs
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3.5.3

Viewing Event Logs

To review event logs of ADM, please do the following:

1. On ADM, click Logs tab.

2. The Log list appears.

B

] Atrust Device Manager
Atrust ThinClients | Scan | System | Logs | About Logout: Administrator
All Classes v]allLevels v]AllScopes v [All Statuses v [Al Time v Apply | | Reset

& Export [@ Empty Log

Thinclient: Install Snapshot
Filter: Add

ACTION
ACTION

Thinclient: Put inta Group Folder ACTION

Status

Description

2017-03-21 16:51:06
2017-03-21 16:40:36
2017-03-21 16:11:57

Server Success 1 clients will install snapshot to 1.30-Test-Snap
Add Filter: abc

Put Thin Client: atrust-013£22

mj>

Server Success

Server Success

Thinclient: Delete ACTION Server  2017-03-21 16:01:21  Success  Delete Thin Client: atrust-013E22

Snapshot: Scan ACTION Server  2017-03-21156:58:23 | Success  Scan Snapshot:pass

Snapshot: Scan ACTION Server  2017-03-21 15:58:22 Success  Scan Snapshot:pass

Thinclient: Put into Group Folder ACTION Server  2017-03-21 15:34:08 | Success  Active Thin Client: atrust-013E0E v

M~ 4 « Page.u‘z # k4% Displaying 1to 50 of 73 items

2 Clear Messages | 20 Messages 4

Note

To view log entries on different pages, click ( " ) (% ) (¥ ) (¥ )tochange to

the first/previous/next/last page.
£ 44 pagell_Jrz »» ©

To view log entries within a specific scope, click the drop-down menus to limit the
scope, and then click Apply to confirm.

Displaying 1 to 50 of 73 items

All Clazzes w | All Levels w | All Scopes v | All Statuzes v | &l Time w
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3.5.4 Exporting Event Logs
To export event logs of your system, please do the following:
1. On ADM, click Logs tab.

2. The Log list appears.

Note Je To export log entries within a specific scope, click the drop-down menus to define
the scope, and then click Apply to confirm.

e You can click Reset, and then click Apply to get the complete log entries.

3. Click Export.

4. The Export window appears prompting you to select the desired export format.

Export (%]
Export Format:

Export Cancel

5. Click the drop-down menu to select the desired format (.CSV or .XML), and then click Export to continue.

6. A window appears prompting you to choose the save destination of the exported file. Save the exported file at the
desired location.

] Enter name of file to save to... “
T I Desktop » v & Search Desktop L
Organize « MNew folder el o

~
- Favorites

B Desktop J& administrator ‘k This PC

& Downloads

L R I — :x
= Recent places Libraries | Netwerk
e

/™ This PC
m Desktop v
YIS erver |L0G.CSV v|
Save as type: | Compressed (zipped) Folder w
~ Hide Folders | Save | Cancel
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3.5.5 Emptying Event Logs

To empty event logs of your system, please do the following:

Important | Emptying log will delete all log entries. Ensure that you do not need the information in

the future before proceeding.

Note ] You cannot partially delete log entries.

1. On ADM, click Logs tab.

2. The Log list appears.

] Atrust Device Manager
Atrust ThinClients | Sean | System | Logs | About
[0 Classes v[allLevels v[allGcopes v Al Statuses v [all Time |

. Export [2 Empty Log
Type Level Scope | Time - Status Description

Filter- Add ACTION Server  2017-03-21 16:40:36  Success  Add Filter: abc
Thinclient: Put into Group Folder ACTION Server  2017-03-2116:11:57 | Success  Put Thin Client: atrust-013E22

Thinclient: Delete ACTION Server  2017-03-21 16:01:21 Success  Delete Thin Client- atrust-013E22
Snapshot: Scan ACTION Server  2017-03-21 15:58:23 | Success  Scan Snapshot:pass
Snapshot: Scan ACTION Server  2017-03-21 15:58:22 Success  Scan Snapshot:pass

Thinclient: Put into Group Folder ACTION Server  2017-03-21 15:34:08 | Success  Active Thin Client: atrust-013E0E
M~ 4 4 Page 1‘2 L o L' Displaying 1 to 50 of 73 items

Thinclient: Install Snapshot ACTION Server  2017-03-21 16:51:06 | Success 1 clients will install snapshot to 1.30-Test-Snap

B

Logout: Administrator

Apply Reset

m|>

[20 -

e e

3. Click Empty Log on the top of the Log list.

4. The Empty Log window appears prompting for confirmation.

Empty Log
Do you want to empty all logs?

Yes Ma

5. Click Yes to confirm.
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6. All log entries are deleted from ADM.

Atrust ThinClients | Sean | System | Logs |

[0 Classes

o Export [& Empty Log

v[allLevels v[allGcopes v [allStatuses v AN Time v

iption

About Logout: Administrator

| Apply H Reset |

Log: Delete ACTION Server  2017-03-21 17:37:05 Success  Empty log database.
o 4 4 pagel /1 ¢ b 4 Displaying 1to 1 of 1items
ol Clear Messages | 1 Messages 4.
Note | A new log entry about emptying log will be added to the Log list.
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3.6 Viewing Software Information

3.6.1 About Tab Overview

About tab provides the information about ADM and Atrust Computer Corporation. To access the information of About tab,
click the tab on ADM.

About Tab Overview

L Atrust Device Manager — O *

Atrust Thin Clients | Scan | System | Logs | About Logout: Administrator

About Items Product Information

Ll

- Product - Product
+ Contact
+ License Name : Atrust Device Manager

- Version e

Version : 2.09.001-NEC

Revision : g0ba5edd

Build : 2017-11-03 13:32:57 +0800

= clear Messages [ o messages aw

Interface Elements

No. Name Description
1 Navigation Area Click to access the desired information.
2 Information Area Displays the selected item.

3.6.2 Available Tasks at a Glance

No. Available Task Section
1  Viewing information on ADM 3.6.3 Viewing Information on ADM
2 Viewing Atrust contact information 3.6.4 Viewing ADM Contact Information
3 Viewing Atrust Software License Agreement 3.6.5 Viewing ADM Software License Agreement

3.6.3 Viewing Information on ADM
To view information on ADM, please do the following:
1. On About tab, click Product in Navigation area.

2. The version of ADM, the supported client models, and imported firmware versions are shown in Information area.
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3.6.4 Viewing ADM Contact Information

To view ADM contract information, please do the following:

1. On About tab, click Contact in Navigation area.

2. Our website address and contact information are shown in Information area.

3.6.5 Viewing ADM Software License Agreement
To view Software License Agreement, please do the following:
1. On About tab, click License in Navigation area.

2. Software License Agreement is shown in Information area
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This chapter provides basic instructions on client configuration.
4.1 Desktop Virtualization and Client Configuration
Endpoint configuration in a desktop virtualization infrastructure
4.2 Client Settings at a Glance
Available client setting items on ADM
4.3 Editing or Adjusting a Group Configuration
How to edit or adjust a group configuration (profile) shared by a group of clients
4.4 Editing or Adjusting an Individual Configuration
How to edit or adjust an individual configuration applied only to a single client
4.5 Using Custom Wallpapers on Clients with ADM
Using Custom Wallpapers on Clients with ADM
4.6 Configuring Client Settings with ACS

How to configure client settings with ACS
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4.1 Desktop Virtualization and Client Configuration

The desktop virtualization is available in various forms: user state virtualization, application virtualization, session based
virtualization, virtual machine based virtualization, or even a hybrid approach.

NEC thin client can meet a wide range of desktop virtualization forms and needs. To get your client device ready for use in your
IT infrastructure, you might need to customize client settings to meet the specific needs in your desktop virtualization plan.
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4.2  Client Settings at a Glance

The following table provides brief descriptions of client setting items that can be configured from ADM.

Setting items that can be configured are different on US320f and US310e and US120f.

4.2.1 US320f

The setting items that can be configured for US320f from ADM are as follows.

Setting Icon

Tab

Applications

Note |

Remote Desktop

The available tabs and setting items may vary, depending on: the client model,
firmware version, and the used operating system.

Description

Click to configure Remote Desktop connection

settings and create connection entries for
Remote Desktop on the local desktop.

Citrix ICA

Click to configure Citrix ICA connection
settings and create connection entries for
Citrix ICA on the local desktop.

VMware View

Click to configure VMware View connection
settings and create connection entries for
VMware View on the local desktop.

Web Browser

Click to create browser connection sessions on
the local desktop. Or click to configure global
settings of the browser.

User Interface Desktop Click to configure icons displayed on the local
) desktop.
Devices USB Storage Click to configure settings for USB storage
Lr devices.
Audio Click to configure settings for audio devices.
ﬁ
h11]]
System Password Click to configure settings to require a

~.

password when accessing ACS and Shadow
settings.

Appliance Mode

Click to configure Appliance mode settings. If
Appliance mode is enabled, the client
automatically connects to the specified
session upon startup, and automatically shuts
down when the user logs off the session.
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UWF Click to configure Unified Write Filter
1 (hereafter called UWF) settings.
[ 15
Advanced Click to configure detailed settings such as

auto registration settings.

4.2.2 US310e

The setting items that can be configured for US310e from ADM are as follows.

Setting

Applications

Remote Desktop

Description

Click to configure Remote Desktop
connection settings and create connection
entries for Remote Desktop on the local
desktop.

Citrix ICA

Click to configure Citrix ICA connection
settings and create connection entries for
Citrix ICA on the local desktop.

VMware View

Click to configure VMware View connection
settings and create connection entries for
VMware View on the local desktop.

Web Browser

Click to create browser connection sessions
on the local desktop. Or click to configure
global settings of the browser.

User Interface

Desktop

Click to configure icons displayed on the local
desktop.

Devices USB Storage Click to configure settings for USB storage
Lf devices.
Audio Click to configure settings for audio devices.
ﬂ
i
System Password Click to configure settings to require a

~.

password when accessing ACS and Shadow
settings.

Appliance Mode

Click to configure Appliance mode settings. If
Appliance mode is enabled, the client
automatically connects to the specified
session upon startup, and automatically
shuts down when the user logs off the
session.

UWF

Click to configure Unified Write Filter
(hereafter called UWF) settings.
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4.2.3 USsi120f

The setting items that can be configured for US120f from ADM are as follows.

Tab Setting Icon Description

Applications Remote Desktop Click to configure Remote Desktop

— connection settings and create connection
r entries for Remote Desktop on the local
desktop and Start menu.

Citrix ICA Click to configure Citrix ICA connection
settings and create connection entries for
Citrix ICA on the local desktop and Start
menu.

VMware View Click to configure VMware View connection
settings and create connection entries for
VMware View on the local desktop and Start
menu.

SSH Click to configure SSH connection settings
and create connection entries for SSH on the
local desktop and Start menu.

User Interface Display Click to configure display settings.

Desktop Click to configure settings for display and
' system language.

Keyboard Click to configure keyboard layout and
keyboard settings.

Mouse Click to configure mouse settings.

Screen Saver Click to configure screen saver settings.

Devices USB Storage Click to configure settings for USB storage
devices.

Audio Click to configure settings for audio devices.

ﬂ
il

Network Hosts Click to create IP address mapping to host
server names to create a list of failover
clusters.
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Wireless Click to configure wireless network settings.
Proxy e Click to configure proxy settings.
{8
Lo
Ly
System Timezone Click to configure time zone and time server
i ? settings.
U
Password Click to configure settings to require a

password when accessing ACS and Shadow
settings.

Appliance Mode

Click to configure Appliance mode settings. If
Appliance mode is enabled, the client
automatically connects to the specified
session upon startup, and automatically
shuts down when the user logs off the
session.

Auto Setup

If Auto Setup mode is enabled, a client can
obtain preset settings upon startup and
automatically enter an appropriate user
environment.

Quick Connection

Click to configure quick connection mode
settings.

Terminal

Click to configure terminal function settings.

Advanced

Click to configure detailed settings such as
auto registration settings.
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4.3  Editing or Adjusting a Group Configuration

On ADM, you can edit client settings for a group of clients through the Edit Configuration window for a profile (group
configuration). Through this window, all remotely configurable settings can be edited, then you can push settings to the target
group of clients defined in that profile through the Push Settings feature.

Note Je To have a basic understanding of client configuration, please refer to section "3.4.8
Client Settings".

e Please note that, although the Edit Configuration window for a profile (group
configuration) looks almost the same as the Edit Configuration window for a client
(individual configuration), their functions are different. The latter will only affect
some specific client when the configuration is applied. For information on the
editing or adjusting of an individual configuration for a client.

To configure settings in the Configuration (Profile) window (group configuration), please do the following:

1. On Thin Clients tab, click Profiles to expand the Profile Group tree, and then click the profile group to which the
desired profile settings belong.

2. The Profile list appears in Management area.

#+ Add = Delete  Edit 43 Edit Configuration < Move %I Copy
Name Platform Model Description Number of Clients

ABC Group Windows Embedded 8 Standard US310e ABC 0

3. Click to select the desired profile setting.
4. Click Edit Configuration to display the Configuration (Profile) window.

5. Edit settings on the Configuration (Profile) window.

o Atrust Device Manager |L|i-

Edit Configuration (Profile) - ABC Group@Windows Embedded 8 Standard

Atrust Applications | UserInterface | Devices | System

' Remote Desktop
¥ Citrix ICA [ Rem_ute Desktop Available Sessions: 0 .
¥ Configure RDP (Remote Desktop Protocol) connection settings
» VMware View
* Web Browser Citrix ICA Available Sessions: 0
Configure Citrix ICA connection settings

g VMware View Available Sessions: 0
> Configure VMware View connection settings

Web Browser Available Sessions: 0
Configure local browser settings
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Note |In this document, the Configuration (Profile) window for US310e is shown as an
example. Setting items displayed on the Configuration (Profile) window that can be
configured are different on US310e, US320f and US120f.

6. To edit a setting, click the gray icon (<) near the setting item to enable the item.

Note |, When an item is enabled, the icon becomes blue ( 1‘).

o When profile settings are pushed to a client, setting items with a blue icon are
locked on ACS of the client and cannot be changed with ACS.

7. After editing settings, click Save at the bottom of the Configuration page to save the changes.

8. Repeat steps 6 through 7 to edit all the desired settings.

Note []To push the changes to a client, "Apply Profile Configuration" must be performed for
the target group of clients defined in profile settings to push the changes.

9. After completion, close the Configuration (Profile) window.

10. When the Configuration (Profile) window is closed, the Apply Profile Configuration window appears.

- Atrust Device Manager |;|£-

Apply Profile Configuration E‘

When should these changes take effect?

2 Affected Thin Clients
atrust-013E0E
atrust-013E22

Note [The clients specified as clients to which profile settings are applied are displayed. For
information on how to specify clients to which profile settings are applied, please refer
to "3.4.9 Creating Setting Profile Groups".

11. Click Now.
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12. The Push Settings window appears showing the progress and result of pushing profile settings.

Push Settings X

Status:

13. After completion, click Close to exit.

Push Settings X

Status:
|

2 client(s) succeeded.

Close

14. Check the status of the client through the Status icon in front of the client to which profile settings are pushed. If
needed, reboot the client to complete pushing of profile settings.

Note e You can check the client status in ADM is Thin Clients tab - Thin Clients - <Client
group in which the target client is registered>.

e For details on client status icons, please refer to "3.4.7 Client Status Icons".
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4.4 Editing or Adjusting an Individual Configuration

On ADM, you can apply an individual configuration to a client through the Edit Configuration window for that client. Through
this window, all remotely configurable settings can be edited, then you can push settings to the client through the Push Settings
feature.

Note [Je In this section, we will focus on the editing/adjusting of an individual configuration
in greater detail. For general instructions on how to create an individual
configuration or on how to open the Edit Configuration window for a client, please
refer to section "3.4.13 Using Individualized Client Settings".

e The Configuration (Thin Client) window for individual configuration looks almost
the same as the Configuration (Profile) window for profile settings. However, note
that their functions are different. The Configuration (Thin Client) window for
individual configuration pushes settings to the selected client only when settings
are applied. In contrast, the Configuration (Profile) window for profile settings
pushes settings to all clients defined in profile settings.

To configure settings in the Configuration (Thin Client) window, please do the following:

1. On Thin Clients tab, click Thin Clients to expand the Client Group tree, and then click the client group to which the
desired client belongs.

The Client list appears in Management area.
Click to select the desired client.

Click Edit Configuration to display the Configuration (Thin Client) window.

o 0N

Edit settings on the Configuration (Thin Client) window.

-l Atrust Device Manager \L‘i-

Edit Configuration (Thin Client) - atrust-013E0E@00:1F:D8:01:3E:0E)

Atrust Applications | User Interface | Devices | System

* Remote Desktop
b Citrix ICA Remote DesktnP Available Sessions: 0 . .

b Configure RDP (Remote Desktop Protocol) connection settings
b VMware View

' Web Browser Citrix ICA Available Sessions: 0
Configure Citrix ICA connection settings

VMware View Available Sessions: 0
> Configure VMware View connection settings

Web Browser Available Sessions: 0
Configure local browser settings
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Note . R . o .
e If the lock icon near a setting item is blue ( ), the setting value cannot be

edited on the Configuration (Thin Client) window because it is configured in profile
settings.

e You can lock a setting item by clicking the gray lock icon (=) near the setting item.
When an item is locked, its lock icon becomes orange ( [ ).

e When client settings are pushed to a client, setting items with an orange icon are
locked on ACS of the client and cannot be changed with ACS.

e In this document, the Configuration (Profile) window for US310e is shown as an
example. Setting items displayed on the Configuration (Thin Client) window that
can be configured are different on US320f/US310e/US120f.

(2]

. After editing settings, click Save at the bottom of the Configuration page to save the changes.

N

Repeat step 6 to edit all the desired settings.

Note | To push the changes to a client, "Apply Thin Client Configuration" must be performed
for the client to push the changes.

©

After completion, close the Configuration (Thin Client) window.

9. When the Configuration (Thin Client) window is closed, the Apply Thin Client Configuration window appears.

ol Atrust Device Manager \;‘i-

Apply Thin Client Configuration |z|

When should these changes take effect?

Now Later

10. Click Now.
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11. The Push Settings window appears showing the progress and result of pushing client settings.

Push Settings (Server to Client) X

Status:
[ ]
3

12. After completion, click Close to exit.

Push Settings (Server to Client) x

Status:

1 client(s) succeeded.

Close

13. Check the status of the client through the Status icon in front of it. If needed, reboot the client to complete pushing
of client settings.

Note For details on client status icons, please refer to "3.4.7 Client Status Icons".
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4.5 Using Custom Wallpapers on Clients with ADM

ADM allows you to set custom wallpapers on clients.

Important JUS320f and US310e do not support specification of client custom wallpapers from
ADM.

To set a custom wallpaper on a client from ADM, please do the following:
1. On acomputer on which ADM is installed, search for the next path.

"C:\Program Files (x86)\Atrust\autosetup\images"

Note | The path shown above is for default installation of ADM. If you have changed the path
when installing ADM, replace it with an appropriate path.

2. Store the image file you want to use as a wallpaper in the folder in step 1.

File Home Share View 0

= v < Program Files (x88) » Atrust » autosetup » images v O Search images =]

~
Mame Date modified Type Size
st Quick access

[ Desktop
3 Downloads

|Z| Documents

@ wallpaper.png 71172018 1:47 PM PN File 3,979 KB

X% %N

&= Pictures
firmware
firmware
firmware
firmware

/@ OneDrive
3 This PC

|_ﬂ Network

1item =

Note []The supported image file formats are JPG, JPEG, BMP, and PNG. File size is 5 MB or less.

3. On Thin Clients tab, click Thin Clients to expand the Client tree, and then click to select the client group to which the
desired client belongs.

4. The Client list appears.

= Delete  Edit 42 Edit Configuration % Command | ¢ Select All e Unselect All | & Export

Name z IP Address Mac Address Model Firmware Profi
LLl ' Atrust-033EB2 192.168.7.111 00:1F:D8:03:3E:B2 US120f  ARM Linux 8.43-FAKC N/A
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5. Click to select the desired clients, and then click Edit Configuration on the top of the Client list.

Note To select more than one client, Ctrl-click to select multiple clients.

6. The Configuration (Thin Client) window appears.

Edit Configuration (Thin Client) - Atrust-033EB2@00:1F:D8:03:3E:82)

Atrust Applications | User Interface | Devices | MNetwork | System

* Remote Desktop

b Citrix ICA e . Remote Desktop Available Sessions: 0

é Configure RDP (Remote Desktop Protocol) connection settings
b VMware View

b SS5H Citrix ICA Available Sessions: 0
Configure Citrix ICA connection settings

VMware View Avzilzble Sessions: 0
.. Configure VMware View connection settings

SSH Available Sessions: 0
Configure SSH (Secure Shell) session settings

7. Click to select User Interface > Desktop. Scroll down to show the Desktop Background section.

Edit Configuration (Thin Client) - Atrust-033EB2@00:1F:D8:03:3E:82)

Atrust Applications | User Interface | Devices | MNetwork | System

Navigator
-

* Display | 1con ront size:

~ Desktop
+ Keyboard — Desktop Background

¢ Mouse ; WIEnable Desktop Wallpaper

¥ Screensaver ~
[ [Enable custom Wallpaper

Wallpaper Style: ‘Stretched

Wallpaper: ‘E””e

| Save H Cancel |
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Select Enable Custom Wallpaper, and select Device Manager in Download From.

) Atrust Device Manager l;‘i-

Edit Configuration (Thin Client) - Atrust-033EB2@00:1F:D8:03:3E:82)

Atrust Applications | User Interface | Devices | MNetwork | System

Navigator
General

+ Display

~ Desktop

r— Desktop Background
* Keyboard

» Mouse & M Enable Desktop Wallpaper

? Screensaver £ MEnable custom Wallpaper

[Stretched M=

Wallpaper Style:
Download From: Devics Marazer Ve

Custom wallpaper File: Bl 4

* Supported Wallpaper Formats: JPG, JPEG, BMP, and PNG.

* Wallpaper Size Limit: 5 MB

Cancel

Click the Custom wallpaper File field to display the Select Image window.

Select Image

File Name: ‘ ‘l Browse: ‘

Note: Please select image Files (*.jpg *.jpeg *.png *.bmp).

Cancel
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10. Click Browse, select the image file prepared in step 2, and then click Open.

" File Upload

&« v P <« Atrust » autosetup > images ~ 0 Search images yel

Organize » Mew folder

=~ [ @

~ Mame Date Type Size Tags

s Quick access
I Desktop
; Downloads
Documents
[&=] Pictures

& wallpaper.png 7/11/2012 1:47 PM PNG File 3,070 KB

L T S 8

firmware
firrmware
firmware

firmware
¢ OneDrive

L This PC
- v <

File name: | wallpaper.png | [anFiles v

| Open ‘ ‘ Cancel |

11. Click Select.

Edit Configuration (Thin Clien

Select Image

File Name: |C¥Program Files (36)Atru]| Browses

MNote: Please select image Files (*.jpg *.jpeg *.png ~.bmp)

Seledt || Cancel
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12. Check that the file name of the selected image file is reflected in the field.

W Atrust Device Manager

Edit Configuration (Thin Client) - Atrust-033EBB@00:1F:D8:03:3E:BB)

Atrust Applications | User Interface | Devices | Network | System

Navigator
eners

» Display

— Desktop Icons

~ Desktop
» Keyboard & Oremote Desktop
* Mouse & Ocitrix
b Screensaver -
& Ovmware view

Icon Size:

Icon Font Size:

— Desktop Background

£ M Enable Desktop wallpaper

£ MEenable custom wallpaper

wallpaper Style: [Stretehed

Download From: [ Device Manager

Custom wallpaper File: =wallpaper png

* Supported Wallpaper Formats: JPG, JPEG, BMP, and PNG.
* Wallpaper Size Limit: 5 M8

Cancel

13. Click Save.
14. Close the Configuration (Thin Client) window.

15. When the Configuration (Thin Client) window is closed, the Apply Thin Client Configuration window appears.

Apply Thin Client Configuration [Z|

When should these changes take effect?

| Now || Later |

16. Click Now.

17. The Push Settings window appears showing the progress and result of pushing client settings.

Push Settings (Server to Client) X

Status:
[ |
o Progress:0%
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18. After completion, click Close to exit.

Push Settings (Server to Client) X

Status:

1 client(s} succeeded

Close

19. Check the status of the client through the Status icon in front of it. If needed, reboot the client to complete pushing
of client settings.

Note For details on client status icons, please refer to "3.4.7 Client Status Icons".

20. Check that the wallpaper has been reflected on the client.

S JE us @ 0 lw 14:17
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4.6  Configuring Client Settings with ACS

ACS allows you to configure client settings on a local client. Some settings can only be configured with ACS on a local client.

For details on how to configure client settings on a local client by using ACS, please refer to the user's guide of your thin client.
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This chapter describes advanced uses of ADM.

5.1 Using ADM as an Auto Setup File Server
Using ADM as an Auto Setup File Server
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5.1 Using ADM as an Auto Setup File Server

You can use ADM as an auto setup file server.

Important JAuto setup is supported by US120f. This function is not available on US320f and
US310e. For details on auto setup, please refer to "3.2 Auto Setup" in the US120f User's
Guide.

To use ADM as an auto setup file server, configuration INI files must be stored in the autosetup folder in advance. The following
is a configuration example of the autosetup folder.

Folder (autosetup)

— cert
| I <rootCA>.pem
(Certificate file, PEM, DER)
- firmware

I— <Firmware> image

(Firmware image)
r— image

l— F o <image>.bmp
L

(Wallpaper file, JPG, JPEG, BMP, PNG)
m—  mMacini

5 <mac>.ini
]

(MAC address configuration INI file)

f— screensaver

— userini

l j <username>.ini

i
(User configuration INI file)

— j autocfg.ini
(Global configuration INI file)

Note ] The autosetup folder and its subfolders are created automatically when ADM is
installed. By default, the location of the folder is "C:\Program Files
(x86)\Atrust\autosetup\". If you have changed the path when installing ADM, replace it
with an appropriate path.
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Important | To use auto setup, autocfg.ini (global configuration INI file) is essential.

To use ADM as an auto setup file server, please do the following:

Important | Do not use auto setup and pushing of client settings from ADM simultaneously. If
client settings from ADM are applied to US120f using auto setup, the settings of auto
setup have precedence.

1. Sign in to the ADM server with the Administrator account.
2. Store the files required for auto setup under the autosetup folder.

3. After storing the required files in step 2, start ACS of US120f.

Note ]You can also configure the settings in steps 3 through 9 by editing the group settings
and individual settings of ADM and pushing them to the client. For information on how
to edit group configuration, please refer to "4.3 Editing or Adjusting a Group
Configuration". For information on how to edit individual configuration, please refer to
"4.4 Editing or Adjusting an Individual Configuration".

4. Click to select System > Auto Setup.

Atrust Client SetUp

Atrust Applications User Interface Devices Network System
Time Zone
Password - Basic Settings

Firmware Update

Enable Auto Setup
Appliance Mode =

* This setting will take effect after reboot.

Quick Connection
Terminal

Error Report Save cancel
Certificate Manager
Advanced

System Information
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5. Select Enable auto setup.

Atrust Applicati User Interf: Devices Network System
General
ime Zone
assword Basic Seftings
Firmware Update I-. ¥ Enable Aute Setup
liance Mode
b Use Interface: [Ethernet 1&
Quick Connection
erminal Web/FTP Server Address: [ | [
Alternate Web/FTP Server Address: [ | =
ystem Informsation Web/FTP Username: | | &
Web/FTP Password: [ | B
* This setting will take effect after reboot.
Check

6. Click to select Use Interface, and type in the server address of ADM in Web/FTP Server Address.

Atrust Applicati User Interf: Devices Network System

Nav General
ime Zone
assword Basic Seftings

Firmware Update I‘ ¥ Enable Auto Setup
Appliance Mode

p Use Interface: [Ethernet o
Quick Connection
erminal Web/FTP Server Address: [http://2012R2-ADM usta.nes:1q| |
rror Report
ertificate Manager Alternate Web/FTP Server Address: | | =

dvanced |

System Information Web/FTP Username: | &

Web/FTP Password: [ | B

* This setting will take effect after reboot.

Check
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Note Je The format for entering the server address of ADM

FQDN>:10080/autosetup>".

is

"http://<Server

e To use ADM as a file server, leave "Web/FTP User Name" and "Web/FTP Password"

blank.

7. Click Check to see the values you entered are OK.

Atrust

Naviga

-Time Zone
Password

- Firmware Update

liance Mode

Quick Connection

- Terminal

Error Repeort

- Certificate Manager

~Advanced

ystem Information

Applications User Interface Devices Network

General

Basic Settings
.. |¥| Enable Auto Setup

Use Interface: |Ethernet

-1

Web/FTP Server Address:

[http://2012R2-ADM. usta.nes:10]

Alternate Web/FTP Server Address: [

Web/FTP Username: [

Web/FTP Password: [

* This sefting will take effect after reboot.

Check

LRl RN RN AR

Valid address (and credentials)
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8. Click Save.

Atrust Applicati User Interf: Devices Network System
General
-~ Password Basic Seftings
- Firmware Update L. ¥ Enable Auto Setup
liance Mode
b Use Interface: [Ethernet ™
Quick Connection
- Terminal Web/FTP Server Address: [http://2012R2-ADM usta.nes:10] |
- Error Report
- Certificate Manager Alternate Web/FTP Server Address: [ | E
~Advanced
‘- system Information Web/FTP Username: | | &
Web/FTP Password: [ | &

* This setting will take effect after reboot.

Check

‘Your settings have been saved.

9. Exit ACS, and then reboot US120f.

10. After completion, US120f refers to ADM as an auto setup file server.
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This chapter describes notes and restrictions on using ADM.
6.1 Synchronizing ADM with ACS Settings
Notes on synchronizing the settings of ADM with those of ACS
6.2 Adding to and Releasing from Management
Notes on adding clients to and releasing them from the management of ADM
6.3 Notes on Taking and Installing Snapshots
Notes on the behavior of Default User Account at Snapshot Installation
6.4 Notes on Updating Firmware and Installing Snapshots
Notes on updating firmware and installing snapshots
6.5 Notes on Accessing the ADM Management Console
Notes on accessing web-based ADM Management Console
6.6 Notes on Using VNC (Remote Shadow)
Notes on using VNC (Remote Shadow)
6.7 Notes on Backup and Restoring ADM Server
Notes on Backup and Restoring ADM Server
6.8 Restrictions

Restrictions on using ADM and known issues
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6.1 Synchronizing ADM with ACS Settings

If the administrator changes ACS settings on a thin client without doing so as a remote operation from ADM, the settings of
ACS will not be identical to those of ADM. ADM does not update the settings automatically when it communicates with ACS.
The administrator needs to synchronize the settings by performing Pull Settings (from Client to Server) from ADM

Management Console to the thin client where the changes were made.
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6.2

Adding to and Releasing from Management

In the case of US310e, when ACS is registered in an ADM Server, the managed status is enabled, and any other ADM Servers
become unable to manage the ACS. This specification is intended to prevent access from the malicious ADM servers. When
using US320f and US120f, ADM add the terminal which is already registered in another ADM server, and become able to
manage the ACS. When these device is registered with another ADM, The client can’t be controlled from the ADM server
registered prior. To restrict register thin client operation from another ADM, enable Enable Password Protection. Please refer
to “3.2.12 Configuring Password Protection for Managed Devices” for detail.

When thin client isn't registered as a management target of the ADM server, or thin client unregistered as a management
target of the ADM isn’t effective stealth mode, it is detected by a malice server, and settings may be changed. Therefore, please
be sure to make the thin client running in the production environment to the state registered as a management target of the
ADM server. When you do not use an ADM server, thin client makes the stealth mode effective.

For details on stealth mode, please refer to "2.10 Enabling / Disabling Automatic Registration and Stealth Mode" in the US320f
User's Guide or “2.1.10 advanced” in the US120f Use’s Guide. Stealth Mode in US120f is supported in 8.51-CAKD or later version.
To release the managed status, remove the thin client from the ADM server or reset the thin client by selecting Reset Mode.
Please refer to the User's Guide of the thin client for Reset Mode.

To cancel management registration, "remove" the thin client from the ADM server to which it is registered, or execute Reset
Mode on the thin client. For details on Reset Mode, refer to the user's guide of the thin client. In US120f, you can also cancel
the management registration of ADM without initializing ACS settings by executing Disconnect from ADM. For details on
Disconnect from ADM, refer to the user's guide of US120f.

Important Je If thin client that ACS configuration is set in kitting environment is migrated from
kitting environment to production environment, it is necessary to be careful. In
this case, you need to remove this thin client information from the kitting
environment ADM server. If this operation is not performed, production
environment ADM server cannot register this thin client. Reset Mode remove ACS
configuration not only ACS managed status. Please be careful.

e The production environment ADM server executes “Pull Settings” after detecting
thin client. As a result, the thin client ACS settings are synchronized to the ADM
server. Thin client ACS settings are overwritten on the settings of the ADM server
side when you execute the "Pull Settings". Please be careful.

e |f US320f or US120f is used, you can register it on the production ADM server
without removing client registration from the ADM server in the kitting
environment by using the method described in "Discovering Clients Including
Password-Protected Devices".

Note [Je The registration information in thin client is not removed when the thin client is
removed by ADM in the condition that thin client is disconnected from network. In
this case you need to execute Reset Mode at thin client.

e Even if Reset Mode is executed at the thin client, registration information on ADM
isn't updated. Administrators need to remove the thin client at ADM side.
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6.3 Notes on Taking and Installing Snapshots

You can use a snapshot to capture a customized OS image that you can re-use in your organization.
Notes on taking and installing snapshots are described below.

Important Je Taking snapshots and installing ones cannot be used for a wireless LAN client.

e Taking snapshots and installing ones are not available on US120f.

6.3.1  Types of Snapshots

When a snapshot is installed, the System Preparation Utility (Sysprep) executes. The System Preparation Utility initializes
terminal-specific information such as the SID, making it possible to install that information in multiple terminals as a master
image.

Important |In ADM2.08.045 or later, "Backup" has been deleted from types of snapshots.

6.3.2 Behavior of Default User Account at Snapshot Installation

When a snapshot is installed, the Administrator account is re-created. Accordingly the Administrator profile (desktop items
such as files, shortcuts, and folders, as well as My Documents, Favorites, etc.) is initialized. Therefore, after installing a snapshot,
the Administrator's profile settings from before a snapshot is taken are not reflected.

The profile of the User account is retained the settings of before the snapshot is taken but there are some exceptions. Input
language, display language, format, location, user locale, region and language settings such as the system locale are not
retained. These settings are initialized. If you want to retain these settings after snapshot installation, you need to use Unattend
Files (C:\Windows\Panther\unattend.xml). Unattend.xml is the response file for the Windows setup. It is possible to configure
the default settings of Windows.

The following are the steps to keep the changes of regional and language settings and time zone.

1.  Sign in with the Administrator account, and disable the UWF.

2.  Signin with the User account.

3. Setregional and language settings and time zone. If you need to set the display language, please install the language
pack (the Internet environment is required). Depending on the settings, you will have to sign out or restart. Please
make sure that all settings are reflected properly after setting completion.

4.  Sign in with the Administrator account.

5. Open the response file (C:\Windows\Panther\unattend.xml) in Notepad, and edit the value of the following
elements. The following value is the default value of English OS. Specifies the time zone (For example, Eastern
Standard Time, Romance Standard Time) and language code you want to use. Language is 1ISO-639 language code,
and Area is I1SO 3166-1 country or region identifier. (For example, en-US, fr-FR or es-ES)

<TimeZone>GMT Standard Time</TimeZone>

<InputLocale>en-US</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UlLanguage>en-US</UlLanguage>
<UlLanguageFallback>en-US</UlLanguageFallback>
<UserlLocale>en-US</UserLocale>

6. Enable the UWF and take snapshot.
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6.3.3  About Joining a Domain

A snapshot cannot be taken for a thin client that is joined to a domain. The snapshot feature uses the System Preparation
(Sysprep) tool for imaging. Sysprep will remove all system-specific information such as the security identifier (SID) of
computer from the installed Windows image. Sysprep is executed only in case of a member of workgroup and is not executed

in case of a member of a domain. If the thin client is joined to a domain, please take a snapshot after you removed the thin
client from the domain.

Important JUS120f cannot be added to a domain environment.
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6.4 Notes on Updating Firmware and Installing Snapshots

This section describes notes on updating firmware and installing snapshots

6.4.1 Maintenance of ACS Settings

When the firmware is updated or a snapshot is installed, ACS settings are retained as described below.

ACS settings after updating firmware
The ACS settings of the thin client on which the firmware is distributed are retained.

ACS settings after installing a snapshot (US320f and US310e)
The ACS settings of the thin client from which the snapshot is taken are retained.

6.4.2  Canceling Activation (License Authentication) (US320f and US310e)

Thin client has been activated at the factory. But if, by using ADM or Atrust Device USB Disk Creator, thin client firmware is
updated or snapshot is installed, activation (license activation) is also needed. Please be careful. Please refer to the User’s
Guide for more details about activation.

Important JUS120f does not require activation.
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6.5

Notes on Accessing the ADM Management Console

ADM is a web-based application running on Apache HTTP Server. Use prism to access the site. prism allows you to use web
applications as if they were local applications. In addition, prism eliminates the risk of crashing or restarting that might occur
when using a browser. You can easily launch ADM through the prism shortcut (ADM shortcut) created on your desktop.

Since the ADM site is configured using HTTPS, if the site is accessed from a web browser, you can access the top page (login
screen), but you cannot log in due to access restrictions. Please note that the ADM Management Console cannot be accessed
from a web browser.
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6.6 Notes on Using VNC (Remote Shadow)

VNC (remote shadow) is useful, but it requires attention to security. If the remote shadow feature is enabled, anyone who
knows the password can connect to US320f/US120f/US310e from other VNC client software as well as from ADM. It is

therefore important to implement security measures (such as using us310e only within the firewall or disabling VNC when it is
not being used) when using this feature.
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6.7 Notes on Backup and Restoring ADM Server

A notice about a backup and restoration of the ADM server is indicated here.

6.7.1 Database and Firmware and Package Backup

When you must install ADM server newly because ADM server broke down by some kind of troubles, the following backup files
are necessary to restore ADM server.

Database backup archive file
firmware file

snapshot file

package file

Before importing firmware file and package file to ADM server, please save the file to another computer. Please regularly save

for database backup archive file, too. Please also export snapshot from the ADM server and save it to another computer.

Please refer to following sections.

3.2.6 Managing Client Snapshots
3.2.15Backing Up the Management Database
3.2.16 Managing Database Archive Files

6.7.2 Restoration of ADM Server

It is possible to import the Debase backup archive file and firmware file to the new ADM server in order to restore. New ADM
Server’s IP address and computer name does not have to be same.

Please refer to following sections.

3.2.4 Managing Thin Client Firmware Files
3.2.5 Managing WES Package Files

3.2.6 Managing Client Snapshots

3.2.17 Restoring a Database Archive File
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6.8

Restrictions

This section describes various restrictions.

6.8.1

6.8.2

Restrictions on ADM

1.

10.

When configuring the external management database in the ADM database source settings, you are not allowed
to locate the database in an existing ADM server. An operation in which multiple ADM servers reference a single
database is not permitted.

When specifying Use External Server in Deploy Server for ADM, the URL cannot be an https (SSL) URL.
Firmware and packages cannot be registered to a shared folder on the network.

When exporting a snapshot of US320f and US310e, make sure that you have at least 20 GB of free space on your
disk. This space is required to compress and copy the snapshot image file and ensure stable system operation.

Updating firmware to US320f and US310e or installing snapshots from ADM configured on a VMware ESXi virtual
machine may cause delay in the network, leading to an image file download failure. In this case, setting flow
control of virtual NIC of VMware ESXi to disable may improve the delay. For details on how to set flow control of
virtual NIC of VMware ESXi to disable, refer to the following knowledge base:Configuring flow control on VMware
ESXi and VMware ESX. (http://kb.vmware.com/kb/2079125)

When the database of ADM is archived and restored on another ADM, the "Pull Settings" and "Push Settings"
features do not operate normally

When deleting a client group, the following message appears even if no client is registered in the group.
[Message]
'<Client Group Name>' contains items.
Please select whether to move all items to Ungrouped or delete all of them.
When deleting a profile group, the following message appears even if no client is registered in the group.
[Message]
'< Profile Group Name >' contains items.
Please select whether to move all items to Ungrouped or delete all of them.

After profile settings including settings requiring a reboot are pushed to a client and the client reboots, the client
status icon may remain Reboot needed (i%+). It may take some time until the client status icon is updated.

Make sure that ADM build only one in the identical segment. When more than one ADM is built in the identical
segment, there is a possibility that unexpected error may occur in ADM.

Restrictions on US320f

1.

If image delivery is canceled due to disconnection from the power supply or the network while firmware is being
upgraded through ADM or while snapshots are being installed, the operation system cannot be launched. In this
case, press Esc while starting up the thin client to launch NEC Thin Client Menu. Select Firmware Update from the
menu and locate the file server (ADM) IP address from thin client to recover the firmware. Additionally, you can
also recover the device image by using Atrust Recovery USB Disk Creator. For details, refer to each guide.

Note | Specify the IP address of the ADM server as the default server path of ADM.
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Chapter 6

6.8 Restrictions

6.8.3

6.8.4

When creating a Citrix ICA connection shortcut in ADM or ACS, specifying the SSL/TLS+HTTPS server location for
Connection Settings > Network Protocol will cause an error when connecting to a Citrix ICA session.

In Citrix ICA session connected with XenDesktop 7 or later, "RC5 128 bit (login only)", "RC5 40 bit", and "RC5 56
bit" keys cannot be used for encryption due to specification of XenDesktop. In Atrust Client Setup, "RC5 128 bit
(login only)", "RC5 40 bit", "RC5 56 bit", and "RC5 128 bit" keys can be used for encryption by specifying an option
on Add / Edit Citrix ICA Session. However, if you use XenDesktop 7 or later and use encrypted connection, use only
"RC5 128 bit" key. Do not use "RC5 128 bit (login only)", "RC5 40 bit", or "RC5 56 bit" key.

If other than Default is specified for Window Size in the option settings for adding/editing a Citrix ICA session of A
DM and ACS, the DesktopViewer toolbar is not displayed in the Citrix ICA session. To display the DesktopViewer
toolbar, specify Default for Window Size, or connect to the Citrix ICA session by using Citrix Receiver.

Restrictions on US310e

1.

If image delivery is canceled due to disconnection from the power supply or the network while firmware is being
upgraded through ADM or while snapshots are being installed, the operation system cannot be launched. In this
case, press Esc while starting up the thin client to launch NEC Thin Client Menu. Select Firmware Update from the
menu and locate the file server (ADM) IP address from thin client to recover the firmware. Additionally, you can
also recover the device image by using Atrust Recovery USB Disk Creator. For details, refer to each guide.

Note | Specify the IP address of the ADM server as the default server path of ADM.

When creating a Citrix ICA connection shortcut in ADM or ACS, specifying the SSL/TLS+HTTPS server location for
Connection Settings > Network Protocol will cause an error when connecting to a Citrix ICA session.

In Citrix ICA session connected with XenDesktop 7 or later, "RC5 128 bit (login only)", "RC5 40 bit", and "RC5 56
bit" keys cannot be used for encryption due to specification of XenDesktop. In Atrust Client Setup, "RC5 128 bit
(login only)", "RC5 40 bit", "RC5 56 bit", and "RC5 128 bit" keys can be used for encryption by specifying an option
on Add / Edit Citrix ICA Session. However, if you use XenDesktop 7 or later and use encrypted connection, use only
"RC5 128 bit" key. Do not use "RC5 128 bit (login only)", "RC5 40 bit", or "RC5 56 bit" key.

If other than Default is specified for Window Size in the option settings for adding/editing a Citrix ICA session of A
DM and ACS, the DesktopViewer toolbar is not displayed in the Citrix ICA session. To display the DesktopViewer
toolbar, specify Default for Window Size, or connect to the Citrix ICA session by using Citrix Receiver.

Restrictions on US120f

1.

If image delivery is canceled due to disconnection from the power supply or the network while firmware is being
upgraded through ADM or while snapshots are being installed, the operation system cannot be launched. In this
case, press Esc while starting up the thin client to launch NEC Thin Client Menu. Select Firmware Update from the
menu and locate the file server (ADM) IP address from thin client to recover the firmware. Additionally, you can
also recover the device image. For details, refer to the user's guide of US120f.
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