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BoTHOUwY LGS, Wb A FADA Z 2 —fEBINERELBYVET, TOBE. TS50 —0
DO—KRE22ZE2)vo3 50, L LLIEWLWS=AILD Webf o8 —TJ 2 —RADOS 79 F4ETLTEE
Og 4 LTLESLY,

ff#8 - ¥ TF ook ® 0P OO g ?

WE  tFalFoHvvafi—F g /AR ILOAa AT =TI A Y

Active Health SystemO%/ 32

@ ST aAT—420K

VTR FERE
H—)i—HWEyD:  Disabled

LFaUT I5A—F— JaT-az RAE AR
EaUF A S ER AT 0ok or a
[PMIDCMI over LN 9ok = O
BANi2D-FE @ 0K 0K O
ILO RBSUADOSAEHR 9 0K A O
feviiat] v oK ) @
It oK A O
ok A a
9 oK =h O
90K oK ®
- — -
HARERTDEE
Overview  Security Dashboard  SessionList  ILO EventLog  Integrated Management Log

Active Health System Log Diagnostics

©  Overall Security Status - OK

Security State Production
Server Configuration Lock:  Disabled

Security Parameter JStatus. State Ignore
Securty Override Switch 9ok o O
IPMUDCMI Over LAN oK Disabled @)
Minimum Password L ength 90K ok G}
Reauire Login for L0 RESU 9ok Enabled O
90K Enabled O
Secure Boot 90K Enabled O
Paseword Complexit 90K Enabled O
LA s -
9 0K oK () I
== — B A
RED ﬁ =D i’a’ =

@ MEFSATDAT—FAEERONP 5 v TBHOA 7 — 3 ANERRABITET SRLISONT
YE RS A TORT—HRERHONP ~ 5y TBHMICENT, O7—2 3 VEBHIRET 2HEENHYET .
04— 3 UERICBL TIE, iL0 webf A2 —T 2 —ROIERI-[1 > TIL—Tv FYxTAv rOdlT
RLCA Ay DAY — 3 ViERE RS,

£

Abnormal, physical drive status change detection, iLO SNMP Trap, mgr_WIN-UGHIHPNIH1Q, uru-rhel83, 192. 168. 0. 57, , 2021/10/01
15:22:57, iL0, Oxc0000beb, “A physical drive status change has been detected. Current status is 3.

(Location: ot 12 Controller: Slot 12)”, “If the physical drive status is 'failed(3)', 'predictiveFailure(@)’,
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@ L0 Web1 > 5 —7 = —RXMAgentless Management Service (AMS) DR T—45 R[IZDULVT

iLO Webo1 >4 —27 = — XM [System Information] - [Summary] - [Subsystem and Devices] MAgent|ess Management

Service (AMS) DR T—AR RIZHWT, FEA(FERIEFIARTEE) XERRTINIGE, L0ty bETHoTLE

S, Ff-. FO#%. 1092EZB L%, LITDAgentless Management Service (AMS) DEFTENF EDXHR0S

#=5E|Z. Agentless Management Service (AMS) ZH#EEIL TL EELY,

% Agentless Management Service (AMS) DX T—4 XA (F=IFXFIFAFEIEE) DIREDIZE. iLO Web
A 2B —TJx—AMD[System Information] - [Storage] *> [Network] D—EPDIEHMA B TES . ELL
RRSINFEHA,

< Agentless Management Service (AMS) DE#2EIAE >
- WindowsDi5&

WindowsDEEY—)L — H—ER — “Agentless Management Service”z=H4 1 wv4o L. B£EILT
CfEELY,

« Red Hat Enterprise Linux 7.x/8. xMDiH&
UT0Davy RERTLET,

# systemct!| restart smad
# systemct!| restart amsd

- ESXi6.5/6. TOiHE
LUTDavy FEERITLET.

# /etc/init. d/amsd. sh restart
HLLIE
# /etc/init. d/ams. sh restart

X BEVLDOMSN—T 3 o(ckY Ty FAERLGY FET,
O ESXi7.0/8.0i5&
UTFDavy FEFERITLET,

# /etc/init. d/amsd restart

@ il05T77—LUTT/IN—2a 2 5L LEDEFER

iLOwebf 2B —2J 1 —ZAD DR T LIEHI > [T/NM XL 2R 1) ] T BackPlane (BP) DAIEEFHRARIEIC
BAHGEEAHY FTIHRTETOMETIHEICEEIHY FEA.

IEHERE) Slot=f:Port=#1:Box=# XHTEREICKYBSHEDY FT,

TIERF) Slot=#:Port=?1:Box=? HEDEDI?IERTENET,
F7-I% Boxt Box DARTEINFET .

@ Java IRCDtE Y 38 A LT FEFICERRICEAT 5EERIEICDLNT
Javafi& ) E— ba >V —JL(Java IROEEIRIZUE— oV V—ILDtE v 3 o INESIZ. Eyi 3y
MIN=C EZRIRYy T7yTE—RKIZtEy L a PN EFEEBROGVARTDRY T7y T RRESh
9,
Java IRC Dt v a ohtInt=B&Zld. IRRDTFEIZUTDA vE—UHARTENET, AA YvE—UNKRT
SNTWBIERIZIE, BRRENTWARY T7 Y TORBFERL TSN,

B ‘Yl aVERALTIRARBHESINGNWT I ERIZE>THLOAFELS 7
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@ Rapid Setup=E{TIZRT S FEZIEICDULVT

iL0 57 7—LHxz7/IN\—232 2 NERIFR2 RESHEADES:

Smart7 L4 SW RAIDFERLEF(Z. POST BFIZ[F10]%F—38T > Provisioning > EXPRESSBUILDER H™i5Rapid Setup%
E179 A%, EHTZIL0 Weba >4 —T = —RXD[System Information] - [Device Inventory] ©. Smart Array

E=1T
S100i SRMDStatushY” Enabled” [ZAE->TWA I EFFERL TSN,
e 0)

StatusH” Unknown” &EFRRENTULVAIKEET., Rapid SetupZE(Td 5 & “HE I ARAIDIER %D
REDEIZUTOA v —URRTEINDIEENHYFET,

“Rapid Setupld, CHOURTFLIZRBESNTWWSYR— MR T ARV ERDHFONFELFATLT .
TARIPREINTUWEWLD, y—JILEGLEEDRDOMENH Y £9, Rapid SetupF#ET L.
N—FO T TPHEREZHEEL TSN, 7

@ H—/\—HiEEROFANGEILIZBY HFRBEICONT

iL06T7 7 —Lz7/N\—2 a2 0LEE CHERADHE!
Y—N—DBEBZTI &, WISFANOEEEEA S0 Y ENTHULBET SHEEA”HYET,

CDGEIF, BEY—N\—0OBEFZEREL TS,

@ ERICEHTHIEEE

L5 7—LHzF7/\—2 33 00LE CERDGE:

ESMPRO/ServerManager # RIS T\ 2156, W K54 JOREZILIZEHE., F5—FE2—7IZHNT
B RS A TORT—RRELEE] D7 53— FHARTREINFET,

COE. WERSA TORAT—RRIZHLT, AF—2 3 VEBRNAUTOZ/R2—0 DO NWVTF MW TRREINE

ER

@ (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))
Aoy ro—SOEEROY FES)

BB RSA IJDHR— +ES

CHERSATDRY I REE

DB RSA TDRABS

@ VROCODSATA RAIDRRICEES X E5H1E

L6 7—LxzF7/N—2 3 3. 04L%E CHEADIES:
VROCODSATA RAID¥ERLEE. iLO WebA > 32— = —X M [System Information] — [Storage] — [Drives]EETIZ K5
4 TiREMKRIRIEINT . TUnconfiguredDrives] ERREINFET,
VROCOSATA RAIDIERLFRD K5 4 JiERESRT 215 E(Z1&. 0S_EMIntel VROC GUIZE =1 Intel VROC CLIZ{&FH

LTLFEEL,
L. TlIntele Virtual RAID on CPU —F « ') T« VROC8 1—H—HA K1 ZSBLTLEELY,

@ Intelligent Platform Management Interface (IPMI) DEESIER A — FZ2FHAT A BEDFEEHE
iLO 51%. IPMIOEEELR A — T Y R— L TLWEEA,
“ipmitool " A—F 4 ) T4 N\—= 3 1.8 BUEEFEALT, 102—7 x4 X% lanplus”, BEILXA—F
ZATIZ3EEL. IPMOT Y REETLESBE. UTOIS—0HFAEL, IPMIOavTY FETHAREBLET,

Error in open session response message : no matching cipher suite
Error: Unable to establish IPMI v2 / RMCP+ session.
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4) OSICBE9 B EEFE

@ EXPRESSBUILDERT®DWindows F&i1 1 >R b—JLIZDLVT

EXPRESSBUILDER /> Windows &4 Y X b—ILY 5 & &, TFE AT aVEBRLIEBFATH>TH, 1R
F—IWETARIDNN—T 423 VNFRTY YT ENES, B VR ML, 21— —T—40HFET S
BRIFFEL TS,

@ Windows Server 05 C{EREDIERIE

HR— bR D Windows Server 0S8 TUSB 7/31 REHHELDIHFE. UTDLVATLAARY FOTHFREREINDS
ZERBHYFET,
ZhIZTDOWTIE, SRATFLEMELRIESHY T A,

AR g
ID 1
Yy—X . \DS Basic Provider
LRIV D I5—
EREA CFHLEWIS—AEELEL, T5—3— F:32€01000004

@ Windows ServerIZEiE TdAgentless Management Service (AMS) DiF=ZIH

Windows Server 2012 R2, Windows Server 2016, Windows Server 2019MIRiZIZAgentless Management Service
(AMS) version 1.40.0.051 >R b—ILENTWBIGE. ams.exe TAEAH/N\Y FILEDEMZERLET,
NFILY—=9([FAE) OBREEEICKYRBHOBRE ELITNTH+—I VO RDOBEES| S I IR
HYFET,

O RER(FAgent less Management Service (AMS) 1.43.0.0TEESIhTLET,
AMSIEStarter PacklZ&EMN TLVETY . Starter Pack Version S8.10-006. 03LL L ZEFERAL TL &Ly,
FTIZAMS 1.40.0.001 VR b—ILENTULVAEEE TStarter Pack Version S8.10-006. 03%{EF3 215484,
BRIZASET v TT— T 2RHEMHY FI, Starter PackhBEF ST SWebH 14 FORBEHEZEL T
TYTT—FrLTLEELY,

@®Agentless Management Service (AMS) 1.40.0.0%FEHINBIGEIEX. —EUTOFIEEZEKET 5L T
N FLBIEEML GG YET,
M UTFOavy FZ2avr 7OV T R TEITLTMSEEIELET,
>net stop ams
(2) “C:¥Program FilesYOEM¥AMSYService” T4 L4 ) ZITH A TO—5TRZEEY,
(@) “storelib.dl|"M7 7 A L& %" storelib.dl | bak"[ZZEEBELET,
@ UTOaRY R&#av 2 RF7AV T FTEITLTAMSERIELET,
>net start ams
(%1) ANSEELEEEICLITDOA v E—UNRREINLZENHY FTIHREHY FE A,
Agentless Management Service H—E X Z{EILFTH ..
VAT IS—HhFEELEL
SATFL T5— 1061 FEELE L=,
TOEREFSRFTHFAET LEL
Agentless Management Service H—E RIFIEE(IZFIEShE L=,
(3%2) AVSEEENRFICLAITDA v E—UMNRREINDZENHY FTIHREHY FEA,
ERLE=H—EXRIIBRICEAB SN TLET,

@®Agentless Management Service (AMS) D/\— 3 VDFERAEICIILUTD2ODHEELHY £,
s XREBDOS L THESRT 4%
(1) Windows PowerShel | Z##28) L TUU TN Y REXRTLET,
> Get-WmiObject Win32_Product | Select—Object Name, Version | Select-String “Agentless Management
Service”
2 a7y FETREREMNSN—Da VFERALET,

< iL0 WebAf > 2 —Txz—XZEFEALT., VE— O OHERT HHE
N VE—FREIZBEWNT, WebITSHoHF—m5IL0 Webf 42—z —XIZOF1 2 LET,
(2 EAZa—D D7—L9xz7 &0SYT rHx7] Z&RL, VI rHz7] 2BIRLET,
(3) EE® [Product Related Software] @ lams.exel D/N— 3 VEHERLET,
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@ Windows Server 2019/2016/2012 R2 IRiBEH#EEHKR. CPUR— FOBREEEZ{TS5HEDEESRE
RDOOptionIZEFEIP7 FLR/BEIENSEHRE L TWVBIHE. UTOFIECTHEERC(PUAR— FEBERL TS
(CPUIEERZ L EIEIP7 FLRREZLS I =/ CT=OIZKFIENBETT),

N8104-182 10GBASE-T $Ef5e"— K (2¢h)
N8104-183 10GBASE-T $Ef5e"— K (2¢h)
N8104-185 10GBASE fEfitEtAR— K (SFP+/2ch)
N8104-187 25GBASE fEftEtAR— K (SFP28/2ch)
PCI-to-PCI D) w & FHFDIERPCIH— K

(1) ZEDATLarvESBTLIH—EXNBHEFHLLEVKSICHEEZEEL. Y—EXFELT S,
Tt ZEDA TV aVIZA ML= FERLTOSEE. UTOEERIIZZREDA T 3 Uh b
T—INENTERAL—UFBH LAWK SIZT S,

(2 BHUEDA T a3 TLMNOF—I VIR EELTLSES SV ERERT B,

Q) ZEDA T avDIPFT KLR/H TRy I~7Z7/T77HL |~'7 k9 1 A /1B SEDNSH—/ \—/4XE5DNS
Y—/N\—%5ET B (TERDFEERD)

A H—Fy b FORIL JT—T32 4 (TCHIPE)DIT/ T |
ES -] \

%33 *ﬁ" rma LA, Fo %'J"JEE% @ﬂ]f i EﬁF‘it

P PEL2EE#E AT H0)

TURLIFR PR E St
P PELAD:
pEES S

T F A (D) .

-

& W) DNS 4=/ -7 BLAERGES(E:
{B5E DNS H—i—(F):

45 DNS )L A)

[ A THEREERIE TS EEHIERTE(Y)..

Feon

@) BEDOA T avDIP7 FLARE TIP7 FLAZEBMICEGT 51 . INS7 LR % [DNSH—/\—D
7I~1/Z€EE)JE’JI WGY 21 ICRELEET S

(6) HEERCPUR— F&E1—H—XHA FIZfiE> THEERT 5.

6) E?%oﬁ-?":/a VICFIE®) TEREFRLIIPT RLR/H TRy MRV /TIHINTF— o4 /8%
DNSH—/ S—/HBINSH —/ " — % EXTET .

D INOF— VT &#BHRET 5.

@) FIE() THREXEL-Y—ERZEHETHT HLSITBRET H. Ffo. BEDF T a VI
AML—UFEHLTVEE, INT—JLEBERLA FL—U2BETES L5127 5,

Y}@ LEREFIETITHEN>=BE. EEIP7 FLADREIDTNA ATHEASNTVWERED A vE—UART
éhr@EW7va#&ir%ﬁu:aﬁ%Uito
ZTOFE. UTDAT Y RFE#aI RFTAVT R TEITLT, TNA RIR—V v —FREEIL T LY,
T, [FFR] - FERTTNAADRTR] #0)vo L, 2y b= F7FT2a—y1)—%EHL.
FJU—RRICE>TWARFERADT/NA AZHIBRLTLZELYN,
>set devmgr_show_nonpresent_devices=1
>Start DEVMGMT. MSC

ESMPRO/ServerManager T kD —9 #SB LI5S, EERC(PUAR— FOBRERRICHRY fT—Y h— KA
BEELTRREINET, BLETRALZWLRY FT—0 T/ RDOHMIE TUnknown] ERTRENFET DT, EE
LTLEELY,
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@ ESMPRO/ServerManager WindowshR) 5 LU T Y R T LR EHF—E R MG) [ZE8d 35X =E1E

AEED L0 J7—LH Tz TF/N—2 38, ESMPRO/ServerManager (Windows FR) B & U T Y R T L REHR
H—E X MG) D/A— 3 VDA EHEIZ & > TIL ESMPRO/ServerManager Windows fflR) & & U L0 B IRMEER I+
DREBREREIT7AINDT Y TT— bHRBEIZHEDIGELHY ET,
UTZ28BOD5%Z. 7Yy 7T— FARELBEF. B/ N—2 a7y TTF—RLTLESLY,
BN—2 3 VDHERFEICONTIE, KFEBEDKREICEHLET,

@ESMPRO/ServerManager (Windows ) [ZB89 2RLERZ

iLO ESMPRO/ REHR
27—L 7 | ServerManager
(Windows ki)
Version Version - RS T - —/—iREE
2.10 LIk 6. 25 ki “SNWP s@$RERSE” AY "EIRICKBLELEE" EXRFTEND

JE—rES2 T - iL01EER - I OFRFR. ILOFRE. IL
BHROEFIZKBM L. RERELVRENTERL
7o53—hrEaA—7
TJ7—Lz77yv7T—hrMZEBLBWEMENFz/N—F
DIT7OEENTS—FE1—TIC "FBREA T OTFS—

ELTEREREIND
Version + P5—FEa—7
6. 47 ki TJ7—L9zT7T7yvIT—hMzZEBBEMSNE=N—F

VITOEENT7 I —FEa—T7ICRREINGEL, 3L
"FHEAT DT F—rELTERTEEND

@ ESMPRO/ServerManager Ver.6 Windows fR) D7 v 77— kA%
(1) LLTD Web 44 k&Y R#FhRD ESMPRO/ServerManager 24~ >0—KL%ET,
https://www. support. nec. co. jp/View. aspx?id=9010103524
(2) TESMPRO/ServerManager Ver.6 4 YA bL— 324 KWindows #®) 1 @ M12FE A VX b—JL) S8
L T ESMPRO/ServerManager 7 v 75—k LET,

@ESMPRO/ServerManager Ver.7 Windows i) ~AD7 v 77— hAiE
(1) LLT®D Web -+ k&Y ESMPRO Platform Management Kit 24— >O0—KLET,
https://www. support. nec. co. jp/View. aspx?id=9010109532
ESMPRO/ServerManager Ver.7 (& ESMPRO Platform Management Kit IC&ENTWLVET,
(2) ESMPRO Platform Management Kit @ ESMPRO 4 > X k—JLY—)LZEEILET,
@ AR =ILY—)LEEOHRAZEES ) 4 L. Software Manuals Hvi5 ESMPRO/ServerManager 4 1) w5
LEY,
(4) TESMPRO/ServerManager Ver. 74 X bL— 3 A4 KWMWindows#®) 1 29w o LET,
(5) TESMPRO/ServerManager Ver. 74 X bL— 3 A4 KMWindows#w) 1 @ MNE A VX b—)L] TSR
L T ESMPRO/ServerManager % Ver.6 /5 Ver. T A7y J5F—kLET,

&iL0 EEERRAITORERBRRE I 7ML [CEHT HRERR
KIJRATLRABEHY—EZAMO) Z CFIASN TS ALSHERTY,

iLO iLO BB RERITD | RAERR
27—Lx7 | 2ERHERTE
7ML
Version ilo_jp.mtb Version | 77 —Lxz 77y IT—hrZEdBNENESAI=ZN—FKITT
2.10 Lk 1.4.0 Xii5 DEZERMTHIENTELR, BZEZTZERIT SN
TEREL,
iml_jp.mtb Version | XZEBEBREZXE I 7ML ET7 v IT—rLIEATH-TH.
1.5.0 ki ESMPRO/ServerManager M7 v 77— kS TULVEWNE EIE, £5E
ERMRICEMEN-N—F YT 7EEORMPLUVERNTSE
Xil0 EIE#EER T A AW
DZEFBHRHRTE
T7AIIL 25858
HYET,

(RR—=2I12i<)
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@ Wware ESXi Z#fEFH T 5BE DT EERIE

& iL0 BEEBEEMITOREB/RIE 7 7MIILDT Yy TT— bHE
(1) UTDWeb A b &k YRFODZEFBRRE 7 74 )L (i lo_jp.mtb, iml_jp.mtd) ZxH>oO—KLET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
i lo_jp. mtb, iml_jp. mtd [ MGMTB. zip [CE&E L TLVET,
@ TZHORTLRABHRI—ERMG) 14 >R FL—2 3284 KWindows &) 1 @ 13.1.5 Z{EEHRDETE
FrzlE 13.2.4 ZEFHROFTE] 2R L TCRERROBRTEER CERFADZERBREZHRLET,
@) HTHEYA—FLERFROZERBREETI 7ML EEZRLET,
TTHORTLRBHRY—ERMG) 4 VR bL—23 A FWindows #8) 1 [ZLUTD Web 44 kH S
Aooa—RKLTLESLY,
https://www. support. nec. co. jp/View. aspx?id=9010102124

QL0 T7—LoT7ON—2 3 VHERAE
- Server Health Summary CHEERT 55k
H—N\—FKED UID R2 UFBT LT, —N\—(ZEHRSnza Y —IILIZR TSNS L0 Firmware @
N—2 3 VMR LES (Server Health Summary MFEMIE iL0 5 1—H—XH4A KSH),
-3y MOV RBTHERT SAE
L0 2y FD—OEEAIREREE. IS5y —h 5 il0Izad4 LT, AZa—TI77—L 7 &0S
YI b9z 7] Mo il0DNN—2 3 o FERLET,

@ESVPRO/ServerManager (Windows hRR) 0D/ \— 3 UHER A%
(1) ESMPRO/ServerManager [cO45' 4 > LET,
(2) E@EALD TESMPRO/ServerManager [IZDULNT1 DY U2 ZEIRLET,
(3) FrR&N B ESMPRO/ServerManager M/\— 3 UIEREFERLE T,

@ il0 EEERER I TOREBHERTE 7 7 A IWD/N— 3 UFERF
[THORTLABHRY—EAMG) 41 > RA FL—>3>H4 KWindows #5) 1 @ 3.1.5 Z{EFRDEBTE] £1=
% 13.2.4 ZEHERDETE] 2SB L TCREBERDHTEET T MEEMIERL A TiLO SNWP Trap) d/N—2 3>
EHRALET,

ESXi #2EhRFO) Wware vSphere MESHR > N\— K9 x7 > AT Lt H— > 2oH—DRFRIZDOWNT,

(1) TEED& 5% Heartbeat Lost £ —DFREMN [BE (FEB)] LLLEELRHYET,
[Device] 1/0 Module (n) LOM_Link P (n) : Heartbeat Lost-Assert
[Device] 1/0 Module (n) NIC_Link P (n) : Heartbeat Lost-Assert
*n: INR—+rBEESDPI~4EZRLET,

GLOS 7Z7—Loz7/N\—2321.30, 1.35, 1.8 A ERHIN-IRER
ESXi #2EI5E T #%. Heartbeat Lost &9 —DE=EM (Venter : RT7—42 R) DFERTH MESE (FER)] &
B5EAE. LN 77— JILhER SR — IS BFE L L MBS ER) ] o NEE (&) ]
[TBELEIDT., LIESBHLLEEN, INS—TJILAER SN TULVELR— MME 24 (ER) ]
FHGELETH., ERLREHY FEADTEDEFESHEALCLE S,
BE. INT—JILHEGESNZIRIET B4 (EB)] ARRINGTI5EE. LN y—J L DS
TEDAREMNEZ SNFETOTILNERSEZEREAL TS

LS T77—Loz7/N\—2 32 1. 40 LI EABERSIN-RERD
ESXi #CENSE T . Heartbeat Lost &z H—DfE£t (vlenter : R T7—42 X) DFRTH [ELE (EHEB)] &
BAHEE. BREFbV < E EEER)] i MEEGE)] ITBBLEIDOT, LIESL
BELBLLIEELY,

(2 Y RTLRM/N—2 32216 (05/25/2020) LI TDIHE. FETLR FAN #RLIZHEULVT ESXi EEISETH#. Tid
Dt oH—nEEMH (VCenter : AT—R X) DRI [EBE FEB)] EHZEENHYETHA. N—FDzx
T OBEETRT HLDTIEECGERICHEH Y FHADT, TOEFFERAVVLETET,
- Cooling Unit 1 Fans

(3) ESXi EESET .. Tt P—Df@e (vCenter : AT—R X)) DRTH [N EL2BEEABYET
N, N—FOz70OHEFTTIOTIIEGERIZEEZHY FEADT, TOEFFEARWEITET,
- System Chassis 1 UID
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@ Wware ESXi CTPM: v F &R T 5580 EFEIE

ORTLROM /A— 532 v2.00 (02/02/2019) LLE. AD N8115-35 TPM & RAMEEH SN TLVEIHE TPM Mode
Ce1) I TTPM 2.0 12T, VWWare ESXi & ZfER =& LY,
H L. TPM Mode A% TTPM 1.2) ISERE SN TULVSI5A. FHIZPSOD (Purple Screen of Death) MFE4ET 5 LAY
HYET,
(1) HREBFOMEALEE TTPM 2.01 T,
TPM Mode DIERS L URELEBITTRRA a2 —K YREZEL TSN,
- System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module
Options > Current TPM Type (GREED)
> TPM Mode Switch Operation (GEEZEE)

@ RAIDEStRESHARXDEEIZDULNT
VMware ESXi [ZdULyT. N8103-189/190/191/192/193/194/195/196/201/237/238 RAID =1 > k B—5 & N8103-239 0S
J—FEASD R— KZTHERSNTULVSI5E. RAID ES25@EHRIL SNWP Trap [Tk B@IRICERIZAY FT,
HMIX. TEEDWeb oA bE THEEELL EELY,
« NEC Y7 R— kA R—% )L
https://www. support. nec. co. jp/View. aspx?&id=3140108419

@ VWware ESXi 6. 0D EBRIZH TS FEFEIE

VMware ESXi 6.0 Z;EFHI 5i5&(X. Wware ESXi 6.0 AMRET % LAN DR— D EFRICIRALT 516D, 0S &
AR R=ILTBFIZ, UTOVRATLA—T 4T« DEEZFEHRALTHE LAN % Disabled [ZEREL T
Gr-1AN

System Utilities (F9) > System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device
Configuration > Embedded LOM1:HPE Ethernet 1Gb 4-port 369i Adapter > PCle Device Disable [Auto] —>
[Disabled]

@ Linux OSZEERT 58 NDFEEIE
OSHAYEEIRNIZERHT ALONOF T 3 UNICDT/NA REHFEAL TL &Y, JHBudev/L—)LEBINT B,
PCI7 FLARZHEIINICT/NA REZLEHELI=Y., BELEYITBIHREIFIITHHENTLEEL,
F1=. PCI7 KLREEL /dev/disk/by-path/BEFDR b L—IT N RAZIXMEALGENTL EELY,

PCI7 FLRZEEIZLI=T/N\A RBZE - ERANRERISAE. POIRO Y hADH— FER/IRE. LU,
CPUBRLZERE Z1THIE T 12E LY, PCINZADT FLREHRMAEIL L., PCHERD T/ RBICHEMNTH &
[Z&Y. RY RT=IORX L—DADT IV EANTELGLRY, SRATLNERICEBTELCLHHEN
HYFES,

@ Red Hat Enterprise Linux 8.5 £71-13. FhLEI2FERAT 1BADTEHRE

DB LT— kA a—MoEHT HI5E. 0ST— Y H—Tr—#l: Red Hat Enterprise Linux) % iR
LTLEEELY,

0SH A R b—JL & T=HDDAOSSDZAL ED T— kT34 A% #IR L1-B A . Red Screen of Death (RSoD) MFEAET S
ZERBYFET,

One-Time Boot Menu

Red Hat Enterprise Linux

Generic USB Bool
.Embuddnd LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adplr - NIC (HTTP(S) IPv4

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adplr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv8)
'Emboﬁdud LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adplr - NIC (HTTP(S) IPvB

Embedded SATA Port 1 ; ST1000NX0423
Run & UEFI application fram a file systam
Boot from & URL

Legacy BIOS Ona-Time Boot Manu

TUBALT— A= a—EM@
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5 EMROHREICEADLSIEFE

Q@ JATFLIA—F 41T 4@ IBMC Configuration Utilityl DEEICDOWLNTODFEEEIR
DAFLA—TFT 4)TF 4@ TBMC Configuration Utility]l] TOREIZEWLT. LT DRy T7 v THRE
SNEHEEIEQ UBEDOFIEERESF LTS,
AEFHEICK S EBEEERINALMES. Memory Initialization Start] M A vt+—TPOSTIELE, HBLY
[FEBIEEEE SN TULV SSerial Number, Product IDODHEMNFLET BiEAMNHY ET,

1) YRFLA—FT 1) FT4® IBIC Configuration Utilityl IZEBWVWTHRENEEEITS &. ILODBEREEFZE
T51=IZ. ROWarning GEE) Ry T7 v THARTRESNBZZENHY T,

{1 Warning

EMC configuration has changed and EMC needs to be reset The configuration ublity will not be available unti
nart system reboot

Enter to Continue / Esc to Cancel

0K

EMCRECRELN, EMCRYUE? AYESRTY, ARI-FAUFQ, REXAFLAMEREZNILT
HATEREA,

BOTOLEBEMer / # v L TICBES:

BARERTROGE

(2 TOK] =L TEDFET,

Q) JkWarning CXE) Ry T7 v THARTENET,
ZOWarning GEE) Ry T7 v THARTEINTNDREIZT, BFI9UEREFE L,
ZOR. AIHIEELLENTCIEEL,

)

{0 Warning

The management processor is resetting! Please wait @ minute for the reset to complete, then hit Esc to et the
configuration utiity and reboot the server

HERTDES

BMCR YUY NRTTI VY MIRTIDNEBHELEN, LT, Esc2BLTRRI-TAUT1 %
BTL, ¥=N-2BEBLTLEEL,

HAREBERTDGE

@ 19 A%, EBIEORAT—2ASUTHARETRITLTWA I EZHEELTLEELY,
¥ iILOAE#EE L AT—RRSUTHRBETRR (BR1E)
iLODBEEIIET LEREE : RT—2 RS THGETHLT
b)) BEIOTTHIERTE 5, 0K ZHLTLESLY,
6) <ESOOF—ZEHEMLTURATLLI—FT 4 ) T4 DE@AICERY ET,
N SRAFLA—F 1) T 4@ MReboot the System] #BIRLTHEHLET,
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@ Serial Number. Product ID ANk SNi-BEDORMIZDINT
Serial Number. Product IDAVE.kSNI-IGE. UTOFIEICTEIRT L ENTEET,

(1) £EOERZYY. EBRa—FZa 2 b LET,

@2 LU ERBLI-DE, ERa—FZa vty MIEGELET,

(3) POWNERR A v F CEEDERZNIZLET,

@) HY—n—piEEg L, POSTEEARTEINET,

G FPXF—%#WLTCUARATLA—T )T+ E2EHLET, H L. VRTLI—T 4 T4 HEENTEAHL
KEICHE->TWBGEEF. NMEJ.33 SRTLEEET 74 MEIZREY) ] #88L. DXTLAY
TFHUORRA v FEEEL T, RBSUBRED#WEALZEZ LET,

6) YRTFLa—T4")T4® [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced
Options > Advanced Service Options] * —a—d& Y. Serial Number &Product IDDEZEMHERALET .

(7) Serial Number &Product IDDEAEARFS HIEDZEI(L. FlIEID ITEAFFET,

(8) Serial Number &Product IDDEAEAET HIETIEALLCELLTLS)IGEIE, Y RTLA—T14 )T+«
i, [System Configuration > BIOS/Platform Configuration (RBSU) > System Default Options) %:EiR
LEY,

(9) TRestore Default Manufacturing Settings] ZZEIRLZET,

(10) IYes, restore the default settings. | Z#E&ERLFET,

(1) BFMICEENFEF L. POSTEENRRTINET,

12) FPF—%#WLTURTLA—T A T4 Z=REEILET,

(13) EBDRS A KA2JIZE& Tl BSerial Number &Product IDE S R FLa1—F 1) T 4@ [System

Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options,
Ama—&Y, BELET,

Serial Number

DERERUERRERE
[LLLUERTL

N8100-2557Y

® S‘EE]

Prseccom/ erpress/

Product 1D

[EZE] Product ID&IE, [N8100-2640Y] D&k 5 HEEDZ & TY,
(14) RBSUBREEE 2T 74 /)L MENGER SN TNSIGEIE. TORBUEEDHERLBHREZLET,

@ UPS s DI EER
- WPSZ2 ) 7ILAR— MR L TEAT HHESE. LITOREZED Misabled) (TLTLFEELY,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options >
BIOS Serial Console and EMS > BIOS Serial Console Port % [Disabled] 2SR L T FZ&LY,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status % [Disabled]
[SERELTLIEELY,

- N8181-160 EJR1 =y k (B0OW/Platinum) Z L REBH TEEH L TL\SIEE. UTDHRELXZEE L TLZELY,
System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Power Options ~&#A. Redundant Power Supply Mode)] % THigh Efficiency Mode (Auto) ) IZEREL T
&L,

% High Efficiency Mode (0dd Supply Standby). ZE7=I&. High Efficiency Mode (Even Supply Standby)IZ
BRESNTNAEERICONTIE, EEEOEBRIFIFRETT,

-19 -




@ N8116-83 SAS TR/ VA h—F ZHEAROIEEER

Starter Pack Version S8.10-009.01 [C&FENTUL A, N8116-83 SAS TX R/ A H— KO TFEI7—LDT7T
Ty TT—FrEDa—)LNVer.5.08) (&, BALGZWLTLEELY,

Ny — & F5]
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware for
HPE Smart Array Controllers and HPE HBA Controllers

(firmware-smartarray2de15b6882-5. 08-1. 1x86_64)

SEMCDEELTIE. LTOWeb U oA MMIIBH SN TWARABREHERL TS,
[Starter Pack Version S8.10-009.01]
https://www. support. nec. co. jp/
( TNEC 4 R— FAR—A LIt &Y. [S8.10-0091 #i%%FK)

@ HHEBRENEEIZDINT
UTDA T 3 v ERBET558E. REREBO-OXREZDSENT 7 o DEREE lNncreased Cooling] ~ZE
BLTLEEELY,
BEIZAEI T 7 o DEREH lncreased Cooling] FE7=I% Maximum Coolingl IZ/REINTULNBIESIL. AxtEH
T5LEEHY FHA,

XEF T3
- N8150-551 1&5% A3 300GB HDD
- N8150-552 1&5% A8 600GB HDD
- N8150-553  1&5% A3 900GB HDD
- N8150-602 155% A3 900GB HDD
- N8103-184 SASa> hO—3

O EFIRE
(1) POST HRIZ <FOF—ZHT L. System Utilities #EBILE T,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal
Options Z#ERLZFET,
(@) Thermal Configuration A —a1—% [HLFTBHKEI ICEBELET,
@) FIDX—%2H/TL. REEZRELTORTLEEEELET,

X AT 7 VEREDEEITHL. SEROERRECERICE > TTAET 7 o OEEHN LN D EM
HYFES,

@ N8103-184 SAS o> kO—5 C{HADTEERIR
(1) N8103-184 SAST > bO—S ARG T IHERAICLHI5R(T. TEDFHELTH-IRLENHYET.

- N8181-169 MR 77 ¥y FZFBE LT &L,

+ N8103-184 SASa > b O—S IR AIME TIEEAIEETT,
f=t=L. iStorage M 1) — XM A2 E THEEAIEETT

- N8103-184 SASa > FO—S MiB&HAEER O k&, PCIR A 1,3,5,6,7, 8MA LY FT,
==L, PCIR Ay MIZEE T SBESIZIE. PCIRAOw F2E4[ZPCIA— REIBEH LGWLWTLEELY,
Ff-. PCIR Oy FIZEH T RBEICEHPCIR Ay F2E4ZPCIH— FEBH LWL TLESLY,

cVRTLA—T 4 ) T4 KYKRRRDSE T 7 /R TE % [Increased Cool ing] ITEER L TLZELY,
BREICDOVDTIERIRD T@AENFJRENEEICDOLNT) ZFITSHBFEELY,

(2) N8103-184 SASO > bO—S % FHT H15E. iL0 Web1 > 2 —T = —AMD[System Information] -
[Storage] — [Storage Controller] MStatush® “FA<BA (Unknown)” &EFRTRENDBENHY T HEEIEE
EHY FEHA
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@ N8102-713 128GB &5 A £ R— F BEBROIESRE
ARH—/\—I[d RDIMM (N8102-708, 709, 710, 711) & LRDIMM (N8102-712) & 3DS LRDIMM (A DIMM) & B (T
TEFEEA,
WINODIEAEHE TRESE D&, POST FITH—N—DMELT DIEENH L. EAEYITIL—TT
AEYZEBELTLESL,
{5 : RDIM R DHD A E 1) #ERL, LRDIW DHD * E 'J#ERL, 3DS LRDIM DAHD A E 1) #ERk,

Ff=. FY—/\—[F, 128GB LRDIM (N8102-713) % 1CPU &=V 7 #LLE (768GB A 5 A E ) &) BET HIC(E.
CPU ZFRDKREIZM AT < CPU (N8101-1451~1464) THEILELHY FT .

FHBITAME (T120h) DR TLEHA A FESRL T ZEL,

@ Smart Storage Battery [CDULNT

Smart Storage Batteryld, RBSUAX —1—7%: & TEnergy PackE RREN B ENBHY FT,
BE., StABATLESLY,

@ EXPRESSBUILDER A JL FIZDINT
EXPRESSBUILDER DAL T & A VT U RFTA RTEEBNRLDIGEF. A VTF XA FORBERBELT
{fEaly,

@ H—\EBHhILTIZTONT
Y—N\BEHILTIE, HRELOFEIKREFTLR L. A ZEICREREDZHAIL T ERIHT 529 —EXTT,
H—N\EWAILT DML, Starter PackAD TH—/\BZWAILT Y b7y THA K] #8BLTLESL,

H—N\ZHDILTOFEFBBEIZDONWTIEITED Web U F&ECHERLFEELN,
WWindows %tikR
NEC H7Rk— b7R—% )L (Windows xtrhR)
https://www. support. nec. co. jp/View. aspx?&id=9010106809

B\VMware ESXi xtIhR
NEC H7R— k7AR—4&JL (Wware ESXi tishR)
https://www. support. nec. co. jp/View. aspx?&id=9010107805
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N 727 —LDz7EBITHIXER

B BIO0S/Platform Configuration (RBSU) A =21 —®MZEE(ZDILNT

AEMOEH I 7 — LI T TDEHITHEWN, A1 —DO—HRIEELHYFT.
T, ERERZERHLFES.

(1) Server AvailabilityA=a1—
ATFLA—TFT 1) T4 5, [System Configuration > BIOS/Platform Configuration (RBSU) > System Options
> Server Availability] #EiRYI B&. [Server Availability] * =a—mRFREINET,
BMDA T3 UIZDNVT, RORESBLTLIZELY,

15H INGA—H— B
IPMI Watchdog [Disabled] IPMI 2280 L =#2BIBF D (POST) U+ v F K5 24 <— (WDT) =H%h
Timer Enabled ICTEFET, CDFAT—IE. I—F—DIXFAIZHLTIPM O
GEN T RERTITHEEMLGY . BEIRICITENIZGY FHA,

IPMID A v F Ky T84 <7—WDT) (&, POSTHRIZFO>F—  F = (E<F10>
F—EWIELFUETEFT,

POSTHRDFRF—, FIZFIOF—ZHRL LS DIHE. WTILER
SN+ Y F Ry T RAI—DF A LT MIBORIZZA
L7 L DRATLITBIRENIMMIDA v F Ry T2 4 < —EitE

#=HRITLET,
IPMI Watchdog 10 Minutes H—nN—DOv I 7y THEELEEICY—N—IZH L TRER
Timer Timeout ¢ | 15 Minutes BALTY FEEERITT HECOFERFEEZRETEET,

20 Minutes
[30 Minutes]
IPMI' Watchdog [Power Cycle] | H—I—DAVIT VT ICE2TI+YF Ky T84 T—mEREY)
Timer Action ¢z | Power Down NIZIEST2EZDFA LT FEMEERETEET,

Warm Boot

[ 11 HERORE
FVVRTLRMN—=D 32 254 LBICTRHIATE A4 T3 v,

(2) Diagnostics Options A —a1—
DRTFLA—T4) T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > System Options
> Diagnostics Options] #EiR3 5 &. [Diagnostics Options] * —a—MEREFEESNFET,

BMOA T 3 VICONT, RORESBLTIZEL,

IEHH INGA—H— iR

Embedded Diagnostics Igllinabled] KT H— b SN EH A,
isabled

[ ] HERORE

(3) Memory Options A =a1—
DRTFLA—T 4) T4 H 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options]
#ERGBE. Memory Options] A —1—MFRREINET,
BMOA T 3 VICONT, RORESBLTIZE,

IEH NG A—H— E5EA

Memory [Auto] AEYaArbO—5—[BOA 22— —TEMEZEIRLET,

Control ler Disabled fAuto] #FRL =&, A EY Y bO—F—[BOA 42— —TEEIL

Inter leaving ABOAEERICIECTEBMICERESINET, Disabled) ZFEELT
BE. AEYaY O—5—[0OA 22 —)—THEILRHAIEMNIZER
EINET,
AATavik, Thutol TRIRTHZEZHELET,

Opportunistic | [Disabled] lOpportunistic Self-Refreshl % [Enabled] IZERTEL-BE. AEUNT

Self-Refresh | Enabled A4 FILREIZHESEBEICAEYDEILIY Ly azT70VET,
[Disabled] MBEITBEED!) 7Ly 1 ETWVET,

[ ]! HERORE
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(4) Power and Performance Options A =a1—

Q)

(6)

SRTLA—T 4 V)T4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options] #3&{R3 B & . [Power and Performance Options] A —a1—ARRENFET,
BMDA T 3220V T, RORESBL TS,

1EH INGA—H— B
Energy Performance | [Disabled] CDATLaVvEFERLT, IRILX—/INTH—T Y
Preference GX¥1) Enabled REBREEDFITEDICLET,

[ ] HEFORE
FDRTLRWA—2 3 22 0LIFICTRIATEZ 4 T2 arTY,

Intel UPI Options A =a1—

SARATFLA—TFT 4 )F 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Intel UPI Options)] Z#E{RF S &. TIntel UPI Options] A =—a—MRRrENhET,
BMDA T3 VIZDNT, ROREFSBLTLIZELY,

I5H INGA—H— E5EA
Direct To | [Auto] MDirect To UPI (D2K) | % [lEnabled] 129 % & . Last Level CachedF+ v
UPI (D2K) | Enabled AZIRICKDBLATUO—FERBLET, EESNBLWDEY, BEEELL
Disabled WTLEEELY,
BHITOE Yy —IBRDOGEEDHRREINET,

[ ]! HfkORE

Advanced Performance Tuning Options A =1 —

SATFLA—TFT 4 )F 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Advanced Performance Tuning Options] %:#E{R9 B &. [Advanced Performance Tuning
Options] A =a—MKRRINFET,

BMDA T3 UNIZDNVT, RORESBLTLIZELY,

HE INGA—R— EREA
Processor Optimized for Throughput | &4 7S 3 VISHEEHDIGEZDE LT, HARKFRENSEEL
Jitter Optimized for Latency A A R i AW
Control [Zero Latency] ZOFX T a vk, Ty U—RIRHRZES0) B BEAEMEEEDR
Optimization ExmEELET,

Optimized for Throughput] #FERT 5 &. REMLTENIE
BENICEE LBWESEZHARLIHEE LET,

lOptimized for Latencyl ##IRT B L. IOt v —FEH%E
FIFBEZIWMINEBAHD L EHBL-HEELET,

[Zero Latency| Z#EIRT S &, BEIREZESHZER YR &S5 12H]

wLES,
10DC [Auto] AATLaVIFBEEHDGEEDZT VT, HRABRENSERL
Configuration | Enable for Remote InvitoM | ZELNT L =&Y,
Hybrid Push I0DG (IO Direct Cache) DIERERELET .
InvitoM AllocFlow COXToavIizkY,. 1 /0S¥ s o avhdotyyds

InvitoM Hybrid AllocFlow | ¥ v o EBIET B-ODRY —FRBETEET,
Enable for Remote
InvItoM and Remote WCilLF

[ 1 HERORE
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(7) Server SecurityA—=a1—
SRATLA—T 1) T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Server Security]
[Server Security] *—a—MRERINET,

BMOA T 3 UICONT, RORESBLTIZEL,

EERT DL

I5H

INGA—H—

Bl

UEFI Variable
Access

[Disabled]
Enabled

ARL—T A VT VRTLGEEMDY T b7 71k HHEDUEFIZEE

DEZRAHZE. VATLBISSTEZICHETESLSIICKRELET .

Firmware MDisabled] MBIRESNTLBESRIE. TRTOUFIZEHHAEEAHT]
Control ¢z BETY, [Enabled] ASEIRENTULNREES. S ATFLBIOSLSAD Y T +

DITPICK > TEELRUEFIZEHRICMA SNBERIFTRTIOAY Y &h
FF, BIRIE, ARL—F A VIV RTFLAHLWI— AT a3 0%
T—HMEFOZRLLMISEMLES ET5E. ERICIET— MNEFORT
PIICEEBINET, ;¥ EFIZEHT7 VAN T77—Loz7ar kA
— LB -2 TWBETE, ARL—T 4 U F VR T LOMEED—E]
NEIFEBYICEMELLBEW I EAHBY ET, FILWLWARL—T T
ATLDA VA F—=)LHRIZIS—HREETDIGEELHY FT,

[ ]! HfeEkORE

FEVVRATLRMN—=D 32 254 LBICTRHIATE A4 T3 v,

(a) Advanced Trusted Platform Module Options A =21 —

SRATFLA—T 4T 4h ., [System Configuration > BIOS/Platform Configuration (RBSU) > Server
Security > Trusted Platform Module Options > Advanced Trusted Platform Module Options] ZEiRT B &.
lAdvanced Trusted Platform Module Options] A —a—MRERENET,

BIDA T3 VIZDNT, ROREFSBLTLIZELY,

EE INGA—H— E5EA

Omit Boot [Disabled] T—rTNARA R FEBBOEERERELET, [Enabled) IZRET S

Device Event | Enabled &, PRT— FERITORIENESNZAY . PCRIA] THRIEMGEERSINAL L
UEd,

[ 18 HEFORE

FEVSRTLRMA—=32 2.80 LIBICTRIATE A4 73> T,

(8) PCle Devices ConfigurationA —o1—
SRATLA—T 4 ) T4, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
Configuration] Z&E{RJ%5&. [PCle Devices Configuration] A Za1—MRERSNFET,
EBMDA=2—IZDNVT, ROKEZSELTLZEL,

IEH INGA—H—

Advanced PCIe Configuration -

Bl

(a) Advanced PCle Configuration* —a1—
SARATFLA—TFT )T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
Configuration > Advanced PCle Configuration] Z:&iR9 5 &. TAdvanced PCle Configuration] » =a—A%

RRENFET,
BIDA =2 —[ZDNVT, RDERESBL TSN,
1EH ING A—H— EEA

PCle Bifurcation Options
PCIe MCTP Options
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@ PCle Bifurcation OptionsA* =a1—
DRTFLaA—T4) T4, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
Configuration > Advanced PCle Configuration > PCle Bifurcation Options] %#:&iRd % & . TPCle Bifurcation
Options] A=—a1—MRTREINFET,
BDA TS 3 UIZDONVT, RORESBLTLIEZSL,

EHH NG A—H— iR
PCle Slot XX | [Auto] PCle Slotl=3E#Ed BPCledhik— FASlot BifurcationtégeZzHHR— +9 2
Bifurcation | Slot S&. WEIZIG LT ISlot Bifurcated] 28BFLTLEELY,
Bifurcated TAuto] #E&ET B &. PCle Slotld, Y R— F SN ARAETERINET,
ISlot Bifurcated] &% F 9 5 & . PCle Slot& PasEHh— RREAMDIERAS. 2{EIZ
REISNFET,
XX: 1/2/3... (CPUBAOS A —HhH— FIEFEICKE L TRTRAEDY FET, )

[ ]! HfeEkORE

@ PCle MCTP Options A = 21—
SRATLA—T 4 )T 14h 5. [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
Configuration > Advanced PCle Configuration > PCle MCTP Options] #EiR3 S5 &. [PCle MCTP Optionsy
A2 —PRERINFET,
BMOA T3 UIZDONT, ROXEFSBLTLIZELY,

15H INTGA—H— E5BR
PCle Slot XX [Enabled] lBESNF-ROY FOPCleBEEa R— Y FEEEZO )L (NCTP) %
MCTP Disabled HELET,

Broadcast AT aviE, PCleTy KR4 ¥ bIxtd BMCTPHR— k&SI
Support THEOITERLET, COATLaVEVRTLOEHEEICR LT
BNNRETHEEHRELETS,

XX: 1/2/3... (CPUBIOS A H—h— FTIEFEICIG CTRRAED Y ET, )

[ ] HEFRORE

(9) Fan and Thermal OptionsA—=a1—
SRATLA—T 4 1) T 4 h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options
> Fan and Thermal Options] #&{Rd 5 &, [Fan and Thermal Options] A = a—MFRRENFET,
T3 DN A—E—EBMIZDNT, ROXESBLTLES,

I5H

INGA—AR—

A

Thermal
Configuration

[Optimal Cooling]
Increased GCooling
Maximum Cool ing

Enhanced CPU Cool ing

AD T 7 A EEERLET,

Optimal Cooling) (&, WU AENERIEEICT ANER/INED T 7 >
REICERET S LT, RVDIENLGAINFEEERELET,
lNncreased Coolingl TlX7 7 & E&ERTHESH. HHEENZEESH
F9 ., [lncreased Coolingl &, H#t&EDOAX FL—Par bO—5—
BRE/N— F RS54 Tr—oI2r—JERESN TV SIS, 3
AHEOEEOREE ENDHECTHRRATERMEGEICFERALET,
Maximum Coolingl I&. 77 V& HRER CREREE. mEELVGHEIA
EEEHLEY,

lEnhanced CPU Cooling] . Aty H—DAINELYRIELET,
Ty —IZEROMIMBT—I 00— REETTHEHEE. Aty
H—DREABRIEIZK Y, NN T+r—I U RANRET BHELHY FT,

[ 18 HEFORE
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(10) Advanced Debug Options A = a1—
RTFLA—T 4 ) T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options
> Advanced Debug Options] Z:&RT B &
BMOA T 3 VICONT, RORESBLTIZEL,

l'Advanced Debug Options] * = a—ARRENFET,

15H INGA—H— B
Advanced [Disabled] AATLaVIFEEHDIGEEERE. HEHEENSER LELTLEELY,
Crash Dump | Enabled lEnabled] [CERE LT-GE. VRATLNY S v a L=GEIZ, AHSOY (2B
Mode MOTINY JEREFEERT DEIITVRATLEEBRLET,

(11) Embedded Applications A —1—

DRTLA—T 4 )T 4B,

RRSNFET,

lEmbedded Applications] ZEiRT B &,

BINDA TS 3 UIZDNT, ROXRESBLTLIEELY,

[ ] HERORE

lEmbedded Applications] * —a—A%

I5H

INGA—R—

FiEA

Embedded Diagnostics

AETIFHR— FEShFERA
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B)

R

anj

Cal1E

B Express5800/T120h

A—H—XHA FIZDT

I—4—XH A RIEREAHY ELEOT, UTISTEN: LET,

iR 3
P.25 - RK1.5TBOKRKB= A E)*6 - RKR3.0IBOKXRKB=AE)*6
IHEE
P.26 *6 : 20PUREB Rk, 1CPURBRKAFIZERKT68GB | *6 : 20PUERRF, 1CPUREHRRRIL&K1. 5TB
IHE mA1.5TBYR— k9 %CPUIKGold mKR3.0BH KR— k9 5CPUILGold
6100M < 1) — X & Platinum 8100M 6100M < 1) — X & Platinum  8100M
) —ZXDH ) —ZXDH
P.31 ® T4 RTLAHKR—F ® F4RTLAR—+
5.3 Hm T4 AT LA R— FOEEIX, N8005- HR—FLTULERA,
1007 DP-VGAZE# ORI Z [T THEEEL T
WETH, BEHRTHIRIEDS 2. &
BLEE,
p35 BHDJFL KE I AL BHDJFL KEICGAI
5.5.2 DIMROY b | | ] i i
[ | ] | I
PI DIWR Oy FES | | i i
| =1 : | =l
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Precautions for Using Express5800/T120h

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

1) Introduction

2) Notice about the function of the System ROM
3) Notice about the function of the iLO5

4) Notice about the OS

5) Notice of the function in general

A) The additional options by firmware update

B) Errata Information

1) Introduction

e About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the
following URL. Regarding Starter Pack, it is also provided as an optional product.

< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Tower
-> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC

ESMPRO ServerAgentService and Express Report Service / Express Report Service (HTTPS) / Express Report Service
(MG).

< https://www.58support.nec.co.jp/global/download/ >
->ESMPRO

e About Starter pack
Please see the following website to check the latest Starter Pack.

< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Tower
-> (Select your server model)

e About service and driver modules for VMware ESXi
Please see the following website to check the latest modules.

(1) Agentless Management Service and iLO Channel Interface Driver

< https://www.58support.nec.co.jp/global/download/ >
->VMware

(2) WBEM Provider and CLI tool

< https://www.58support.nec.co.jp/global/download/ >
-> Utility

e Notice about service operation time of this product

The service operation hour of this product may require more hours than usual depending on the combination of the
equipped firmware and driver.
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2) Notice about the function of the System ROM

e Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up while changing the configuration in the System
Utilities, discard the changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-
enter the System Ultilities. Selecting OK to continue the changes may cause some server settings such as Serial Number

and Product ID to be lost.

@) Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from a Red Screen of Death (RSOD) screen
If you have changed the server configuration/settings or the system status, a Red Screen of Death (RSOD) screen
appears in rare cases before starting up the OS. This may cause the server to become uncontrollable. However, the
server may recover from the RSOD by tuming off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.

e Server may become unresponsive during Network PXE Boot

When System ROM versions are below v3.10 (02/22/2024), the server may occasionally become unresponsive when
booting via Network PXE Boot with an OS. If this issue occurs, please follow one of the procedures below to restart the

server:

a) Press and hold the power button to turn off the server. Then, press the power button again to turn on the server.

b) Select “Power” -> “Press and Hold” from the iLO Web Interface to tum off the server. Then, select “Power” ->
“Momentary Press” from the iLO Web Interface to turn on the server.

This issue has been fixed in System ROM v3.10 (02/22/2024).
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e How to recover stop POST by the message of "Memory Initialization Start"

If the server stops POST by a message of "Memory Initialization Start", recover them by setting to the default value by
SW6 of the system maintenance switch.

Refer to “Chapter 1 - 7.3.3 Restore the Default Settings of System Configuration” of the maintenance guide.

e About UEFI Serial Debug output on BIOS Serial Console

UEFI Serial Debug output could inadvertently be seen over BIOS Serial Console with System ROM v2.32 (03/09/2020).
This issue would be seen periodically on server reboots. POST time will increase by about 2 minutes.
This issue has been fixed in System ROM v2.34 (04/09/2020).

o Notes on the Server Configuration Lock (SCL)

(1) Set SCL function to disabled and operate the system.

(2) Set the password when the SCL function is enabled and keep the password in a safe place. If you lose your SCL
password and it is locked by the SCL function (stopped before booting the OS), you will not be able to unlock it and
you will not be able to boot the server OS again.

You will be charged for recovery / recovery to the bootable state.
If you lose your SCL password, there is no way to clear it.

(3) When you will be requesting maintenance, it is necessary to disable the SCL function.
If you cannot be disabled the SCL function, maintenance will be a charged one.

(4) Set "Halt on Server Configuration Lock failure detection." option to disabled and operate the system. If it was enabled,
when the SCL function detects an unrecoverable condition and is locked (stopped before the OS boots), the system
utility will not be able to start and the server configuration lock will never be disabled.

You will be charged for recovering to the bootable state.
Unrecoverable conditions of SCL function:
- When the server boot is locked by the SCL function due to change in the RBSU settings.
- When the server boot is locked by the SCL function due to the update of firmware, and the original firmware
version cannot be restored.
- When the server boot is locked by the SCL function due to a failure of the DIMM or PCI option card

e Notice of the backup and restore of RBSU Settings by REST ful interface tool.

In the case of iLO5 firmware version 2.40 or later, backup and restore of RBSU Settings should be done from "Backup
and Restore Settings" menu under System Utilities. (See "Backup and Restore of RBSU Settings" in Maintenance
Guide (Common).)

e About the change of specification in Fault tolerant memory function (ADDDC)
Specification of the Fault tolerant memory function (ADDDC) has been changed by firmware update. Change points are
below.
- For the system ROM version 2.00 (02/02/2019) or later
Even if the system has other than 8 or 12 DIMMs per channel but has the fault tolerant memory function (ADDDC)
available configuration, the system will change its setting automatically and starts to use this function.

- For the system ROM version 2.10 (05/21/2019) or later

* The Fault tolerant memory function (ADDDC) can be used even if the amount of RANK number per channel does
not exceed 2.

*N8102-709 becomes ready for use of the fault tolerant memory function (ADDDC).

e About the internal DVD-ROM (N8151-137/138) display

When System ROM Version v 2.00 (02/02/2019) or later and Embedded SATA Configuration setting (* 1) is set to [Smart
Array SW RAID Support], two internal DVD drive information is displayed in the Disk Utilities menu (* 2) depending on
the operating environment.
Both can refer to the same internal DVD information.
(*1) 'System Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller Options >
Embedded SATA Configuration |

(*2) 'System Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities |
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o Factory settings on the following items of BIOS/Platform Configuration (RBSU) are as below.
(1) System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile : Custom

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Core C-State : No C-states

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Package C-State : No Package States

o "IPMI Watchdog Timer Timeout" may be logged in the iLO event log (IEL)

When System ROM is v2.62 (03/08/2022) and the IPMI Watchdog Timer option is set to Disabled (factory setting),
the following "IPMI Watchdog Timer Timeout" may be logged in the IEL:

iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: 0x44, TimerActions: 0x00.

Event Class: 0x23

Event Code : 0xB3

Recovery procedure:
This problem will be solved by exercising either of the recovery options (A or B) described below.

Recovery option A
1. Power off the server. Then disconnect the plug from the outlet.
2. Wait for 30 seconds. Then plug the server into the outlet again.

Recovery option B
In System Utilities, change the setting of the IPMI Watchdog Timer option two times as follows:

1. Power on the server.

2. During the POST, press the F9 key to start System Ultilities.

3. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog
Timer option to Enabled.

4. Press the F12 key, save the change, and then restart the system.

5. During the POST, press the F9 key to start System Utilities again.

6. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog
Timer option to Disabled.

7. Press the F12 key, save the change, and then restart the system.

e About the System Utilities and One-Time Boot Menu display

(1) To protect the change permissions on the menu under BMC Configuration Utility, enable BMC Configuration Utility >
Setting Option > Require user login and configuration privilege for BMC Configuration.

It isn't protected by setting of BIOS/Platform configuration (RBSU) > Server Security > Set Admin Password.

(2) The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor Information” are
indicated by the values that a 1MB is converted into 1024000 bytes.
When the version of System ROM is v2.00 (02/02/2019) or later, it is indicated by converting 1 MB to 1048576 bytes.

(3) In System ROM version 1.36 (02/14/2018) or 1.36 (02/15/2018), the mouse cursor may be displayed as a black
square on rare occasions when System Utilities screen or One-Time Boot menu is shown.
This is merely a problem with indication, and the operation on the System Utilities works normally.
This symptom can be solved by moving the mouse in a usual way.

(4) In the PCle Device Configuration menu of BIOS/Platform Configuration (RBSU) (*) and in One-Time Boot Menu, the
name of a RAID controller may not be correctly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-
197, N8103-201, N8103-237, or N8103-238
The above problem occurs if both of the following conditions are met:
1. The version of the RAID controller firmware is v4.11 or higher, or v3.01.04.072 or higher.
2. The version of System ROM is lower than v2.68 (07/14/2022).

However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.

* Select BIOS/Platform Configuration (RBSU) > PCle Device Configuration.
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e About the PCle Slot X MCTP Broadcast Support menu (X is PCle Slot number)

In the device with the system ROM version v2.10 (05/21/2019) or later, when the PCle MCTP Options menu is
selected (as described in *1 below) for the first time, the pop-ups (*2) informing that the settings for the device will be
forcibly set to default will be displayed as many as the number of settable PCle slots.
When PCle MCTP Options menu (*1) for the first time, the pop-ups (*2) with the contents to force the default settings is
displayed.
Meanwhile, in the device with the system ROM of the following versions, when the settings are tried to be saved, the
pop-up (*3) appears and the settings are not saved. As a result, the pop-ups (*2) will be displayed as many as the
number of the PCle slots every time this menu is displayed. In this case, MCTP Broadcast always operates in an
enabled state.

-v2.22 (11/13/2019)

- v2.32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration > Advanced PCle
Configuration > PCle MCTP Options
*2:

]

8 Error

Current value of "PCle Slot 1 MCTP Broadcast Suppornt® setting does not match possible ophion values Setting
is forced to the default value

Pruss ENTER to continue

OK

X
o Question

Submit Fail For Form: BIOS/Flatform Configuration (RESU).

Select Cancel to discard changes for this page. Select OK to go to this page.

e About set value of Extended Memory Test option

When System ROM Version is v2.36 (07/16/2020), Extended Memory Test option is set to "Disabled" automatically after
a system reboot.
System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test
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3) Notice about the function of the iLO5

e Caution about ResetiLO

Do NOT Reset iLO during the period from server boot start to the completion of OS boot. This period includes the
execution of POST (Power On Self Test)
Do NOT Reset iLO while users are using the System Utilities.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Ultilities, Reset iLO may lead to loss of server settings such as Serial
number and Product ID. If the iLO is reset during POST execution, the screen display of UUID and UUID logic in iLO
Web Interface : [Information] - [Overview], may be corrupted. Please tumn off and turn on the power this product.

iLO Resets which is subject to this caution
- ResetiLO via network such as iLO Web interface
- ResetiLO via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Utilities below, for the cases where iLO is reset
after changing the settings in “BMC Configuration Utility” in the System Ultilities.

e Caution about iLO Downgrade Policy

In case thatiLO License for Remote Management is installed with iLOS firmware 1.40 or latest, Do NOT set “Permanently
disallow downgrades” in [ Security] - [Access Setting] - [Update Service] - [Downgrade Policy] setting.

If the setting “Permanently disallow downgrades” is set, downgrade of any firmware cannot be done afterward. The
setting of this “Permanently disallow downgrades” is permanent and irreversible, and users cannot change this setting
from any iLO interfaces or any uiilities.

This setting cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is
kept unchanged.

e Caution about iLO security function

In case that ILO5 firmware 1.40 or latest is used, @ is always displayed in [Information] - [Security Dashboard] and in
iLO Web interface screen.

Depending on the setting of RBSU or iLO, the status of security may be displayed in red showing security is at Risk.
Please set security settings appropriately in order to follow customer’s security policy.
For the recommended settings, please review the iLO5 User’s Guide.

For the settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where
Admin Password is set from System Utilities(*1), or the case where the setting “Require Host Authentication”
is enabled from iLO Web interface(*2).

The matching condition is different by iLO5 Firmware version.

iLOS5 Firmware matching condition(s)
Version 1.40 (*1),and (*2)
Version 1.43 and later (*2)

The iLO security icon on the right upper portion of Web interface may be transparent even if “Overall Security Status” of
[Security Dashboard] is “Risk”.
"Overall Security Status" of [Security Dashboard] indicates the current security status.
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e Caution for the case where Admin Password is set from system utility (*1), or the case where the
setting “Require Host Authentication” is enabled from iLO web interface (*2).
(*1) This caution is for iLO firmware version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security”
Set password by “Set Admin Password option”

(*2) This caution is for iLO firmware version 1.40 and higher.
Set “Require Host Authentication” Enabled in “Security > Access setting > iLO”

When the setting described above is executed, the following symptoms are expected
- Many messages “Remote Insight/Integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.

= Error occurs, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
- Report services for hardware faults in Express Report Service

- RAID Report Service
* Function to display Device information and configuration collected by iLO

* Function to collect event logs collected by iLO

e Caution about iLO time function

This caution is for iLO firmware version lower than 1.45.

In case that SNTP setting is disabled, and if the iLO is reset, iLO time may be slipped.
Itis recommended that SNTP is set enabled at iLO Web interface.

For the details of ILO SNTP setting, please refer to iLO5 User’s Guide.

e About the corrupted screen display of UUID in iLO Web interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web interface : [Information] -
[Overview] page may be corrupted.
When any corrupted texts are displayed, please turn off and on the system.

e Caution about Virtual NIC settings on iLO Web interface

The default value of “Virtual NIC” in [iLO] of [Security] depends on the version of the iLO 5 firmware.
If "Set to factory default” is executed in the BMC configuration utility, check the following:

(1) If you use iLO 5 firmware version between 2.10 and 2.18, the default value of “Virtual NIC” is “Enabled”.
A waming may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not
support virtual NIC or Windows Server 2016/2019/2022 where USB CDC-EEM driver is not installed.
If you do not use the iLO virtual NIC functionality, go to [Security] > [iLO], and set “Virtual NIC” to “Disabled”.

(2) If you use iLO 5 firmware version between 1.40 and 1.47, or 2.31 or later, the default value of “Virtual NIC” is
“Disabled”.

e Caution about IPv6 address of Network Adapter on iLO Web interface if vEthernet(Hyper-V Virtual
Ethernet Adapter) is configured on Windows

If iLO 5 firmware version between 2.10 and 2.18 below is used and vEthemet(Hyper-V Virtual Ethernet Adapter) is
configured on Windows, “IPv6 Address” of [Network Ports] in each Adapter may be not accurate on [Information] >
[Network] > [Physical Network Adapters].

Please comfirm The Property of each network apater on Windows, if vEthemet(Hyper-V Virtual Ethemet Adapter) is
configured on it.

e Display of Network information on iLO Web interface

If iLO 5 firmware version 2.31 or later is used and the network bridge is configured, the information displayed (for each
adapter) in [Physical Network Adapters] in [Network] of [Information] on iLO Web interface may differ from the actual
status on OS.

For the detail of the bridge information, please check the Property of each network adapter on OS.
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e Displaying Device Inventory information in the iLO web interface

< Enviroment with SAS Expander card (N8116-83) >
iLO firmware version 2.31 or later, SAS Expander card information might be displayed as follows, but it does not affect
server operation and SAS Expander card operation.

- Firmware Version  : N/A
- Status : Disabled

¢ About Storage Information of iLO web interface
If you are using the iLOS firmware 3.00 or later

iLO 5 may not retrieve Storage Information after server reboot.
In this case in the iILO 5 web interface, under "System Information," clicking on the "Storage" tab displays the following:
"Failed to retrieve complete  storage device information. Refresh the page in a few minutes. "

If above the message is displayed on "storage" page in iLO web interface, please run the iLO reset.

e Caution for the Security Dashboard of iLO Web interface

If you update to iLO5 firmware greater than or equal to 1.43 and lower than 2.10, “Last Firmware Scan Result” is displayed
in “Information > Security Dashboard”. Do not click this Hyperlink.

If you click this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload button of the browser.

Or you log out the current session of iLO Web interface, and please log in again.

Information - Security Dashboard ;

® 0BG 9 A 7

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

U  Overall Security Status : OK

Security State Production
Server Configuration Lock: Disabied

Security Parameter J,Sla(us State Ignore
Security Override Switch 9 0K off O
IPMIVDCMI Over LAN 9 OK Disabled O
oK oK O
9 0K Enabled O
9 OK Enabled O
Secure Boot 9 OK Enabled O
Passwor mplexity 9 OK Enabled O
9 OK Disabled O
9 oK oK O

e What todo when corruption of SNMP alert about the physical drive status changed is recived?
When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the

"«

same event at “Information” - “Integarated Management log” of iLO Web interface.

eg.
Abnomal, physical drive status change detection,iLO SNMP Trap,mgr_WIN-U6HIHPNIH1Q,uru-rhel83,192.168.0.57,,2021/10/01
15:22:57,iLO,0xc0000be6,"A physical drive status change has been detected. Current status is 3.

(Location: ot 12 Controller: Slot 12)","If the physical drive status is failed(3)’, 'predictiveFailure(4)’,
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e About status of Agentless Management Service(AMS) on iLO Web interface.
When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the
same event at “Information” - “Integarated Management log” of iLO5 Web interface.
When status of Agentless Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web interface,
please resetilLO.
After about 10 minutes, please restart Agentless Management Service(AMS) by following procedures.

* Verifying AMS status
Please confirm the status from iLO Web interface : [System Information] - [Summary] — [Subsystems and Devices] —
"Agentless Management Service".
If the status of Agentless Management Service(AMS) is “Unknown” or “Not available”, iLO can't collect some part of
information of storage, network and iLO can't display those information correctly.

< Restarting AMS >
Procedure
* Windows
Navigate to the Windows Services page and restart AMS.

* Red Hat Enterprise Linux 7.x and 8.x
Enter the following command:

# systemctl restart smad
# systemctl restart amsd

- ESXi6.5/6.7
Enter the following command:

# /etc/init.d/amsd.sh restart

Or
# /etc/init.d/ams.sh restart

* Command depends on the version of AMS you are using

- ESXi7.0
Enter the following command:

# letc/init.d/amsd restart

¢ About Java IRC session timeout message.

While Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired
appear after that session has expired. At the same time, irrelevant popup appears too together.

When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

- “Sessions Closed due to Timeout or Unauthorized Access.”

e Note About Rapid Setup
If you are using the iLOS5 firmware 2.71 or 2.72:

Before using Rapid Setup for configuring the Smart Array SW RAID on your system, open the iLO web interface, go to
[System Information] > [Device Inventory], and then confirm that “Status” of Smart Array S100i SR is “Enabled”. During
a POST after that, press the F10 key, select [Provisioning] > [EXPRESSBUILDER], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID configuration” and then the
following message:

m “Rapid Setup did not find any supported disk installed on this system.
Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Setup and check your hardware configuration.”
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¢ Possible high-speed fan rotation and abnormal sound
If you are using the iLO5 firmware 2.90 or later

Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

e SNMP Alert
If you are using the iLOS firmware 3.00 or later

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when it is detected.
Depending on the status, the location information is displayed in either of the following two patterns:

1. (Location: Slot=(A):Port=(B):Box=(C):Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (slot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive

e VROC SATA RAID
If you are using the iLOS firmware 3.04 or later

When the VROC SATA RAID is configured, the drive information is not displayed under [System Information] - [Storage]
- [Drives] in the iLO web interface, and "Unconfigured-Drives" is displayed.

Refer to the drive information under the VROC SATA RAID configuration using the Intel VROC GUI or Intel VROC CLI
on the OS.

For more information, see the Intel® Virtual RAID on CPU Utility VROCS8 User Guide.

e Caution about Using Cipher Suite for Intelligent Platform Management Interface (IPMI)

iLO 5 does not support IPMI Cipher suite 17. If you run the "ipmitool" utility version 1.8.18 with
the interface specifed as "lanplus" and cipher suite as "17" for an iLO 5, the following error will be displayed.

Error in open session response message: no matching cipher suite
Error: Unable to establish IPMI v2 / RMCP+ session.

-4) -




4) Notice about the OS

o About EXPRESSBUILDER Manual Installation

Partitions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the
"Manual" option.

Pay attention to the user data stored in the system drive when re-installing Windows.

o Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next event log is sometimes registered.
But ignore this message since it does not cause any problem for the operation.

<EventLog >
ID 1
Source : VDS Basic Provider
Level : Error

Unexpected error occurred. Emror code :32@01000004

o Notice of Agentless Management Service (AMS) on the server running Windows Server OS
The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019 operating system with

Agentless Management Service (AMS) version 1.40.0.0 installed, the ams.exe process will exhibit an increasing handle
count. Handle leaks can cause performance issues overtime due to over consumption of memory.

& This symptom is fixed in the Agentless Management Service (AMS) 1.43.0.0.
This AMS is included in the Starter Pack. Please apply the Starter Pack Version S8.10-006.03 or later. If the AMS
1.40.0.0 is already installed in your server, and you want to apply Starter Pack Version S$8.10-006.03, you need to
update the AMS separately. For further explanation about the updating, please check the Starter Pack website.

<If you want to use Agentless Management Service (AMS) 1.40.0.0, please do the following steps to stop the
increasing of the handle count.

(1) Stop the AMS service by typing "net stop ams" in a command prompt.

(2) Explore to C:\Program Files\OEM\AMS\Service folder.

(3) Rename the file storelib.dll to storelib.dll.bak

(4) Start the AMS service by typing "net start ams" in a command prompt.

(*1) The following message may be displayed when stopping AMS, but there is no problem.

A system error has occurred.
System error 1067 has occurred.
The process terminated unexpectedly.

The Agentless Management Service service was stopped successfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

#There are 2 ways to check the version of Agentless Management Service (AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.
> Get-WmiObject Win32_Product | Select-Object Name,Version | Select-String "Agentless Management
Service"
(2) Check the version from the command result.

- The way to confirm on the remote system with using iLO Web I/F.
(1) Login to iLO Web I/F with Web browser on the remote system.

(2) Select the "Firmware & OS Software" on the left menu, and then select "Software".

(3) Check the version of "ams.exe" displayed in "Product Related Software".
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e Notes on changing configuration of CPU board after setting up Windows Server 2019/2016/2012 R2

When a fixed IP address or DNS is set for the following options, add a CPU board by the following procedure.
(The procedure is necessary to take over the fixed IP address setting even after the CPU expansion.)

N8104-182 Dual Port 10GBASE-T Adapter (2ch)
N8104-183 Dual Port 10GBASE-T Adapter (2ch)
N8104-185 Dual Port 10GBASE SFP+ Adapter
N8104-187 Dual Port 25GBASE SFP28 Adapter
Expanded PCI Card with PCl-to-PClI bridge

(1) Change settings such that the service that refers to the relevant option does not start up automatically and stop
service. In addition, when the storage is connected to the option, remove the LAN cable from the option before
the following work so that the option does not recognize the storage.

(2) When setting LAN teaming at the option, cancel teaming.

(3) Record IP address of the options / sub netmask / default gateway / preferred DNS server / alternate DNS
server (the parts in the red frames below.)

Internet Protocol Version 4 (TCP/IPv4) Properties X
General
You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an 1P address automaticall

(@) Use the following TP address:
1 acress: I
Subret mosk [ . . ]
[A— . . ]

@) Use the folloning DNS server addresses:
Preferred DNS server: O
Alternate DNS server: O]

[ validate settings upon exit

Advanced...

e

(4) Change the settings of the option as follows: “Obtain an IP address automatically”, for IP address and “Obtain
DNS server address automatically.” for DNS address.

(5) Follow the user’s guide to add a CPU board.

(6) Set IP address /sub netmask / default gateway / preferred DNS server / altemate DNS server, which are recorded
in Step 3), to the option.

(7) Set LAN teaming again.

(8) Set up again the service whose setting was changed in Step 1) so that the service starts automatically. When
the option is connected to storage, connect the LAN cable again such that the option can recognize the storage.

Tips
If you do not follow above procedure, a message appears, telling for example, that the fixed IP address is used
by another device, and you may not be able to set a fixed IP address.

In that case, execute the commands below by command prompt and boot the device manager. Then, click [View]
- [Show hidden devices] and expand the network adapter tree, and then delete the grayed out devices that are
not in use.

>set devmgr_show_nonpresent_devices=1

>Start DEVMGMT.MSC

When you refer to network of NEC ESMPRO Manager, a duplicate network card will be displayed after the configuration
of the expanded CPU board is changed CPU processor kit. Please ignore the network device that is not displayed on
the OS, and the detail information of the network device will be displayed as “Unknown®.
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o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO firmware version of this product with NEC ESMPRO Manager (Windows) and
Express Report Service (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO
Receiving Information (ilo en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

#Phenomena regarding NEC ESMPRO Manager (Windows)

iLO firmware | NEC ESMPRO Phenomena
version Manager
(Windows) Version
2.10 or higher | Lower than 6.25 - Configuration Tab - Server Status screen
"SNMP Alert setting" will show error message "Failed to get SNMP Alert
setting".

Remote Control Tab - iLO Information - Show IML or Save IML
NEC ESMPRO Manager will fail to get IML information and Show IML or
Save IML feature will not work.

- AlertViewer
New Alerts of hardware failure added with firmware update will be
displayed as "Unknown" alert on AlertViewer.
Lower than 6.47 - AlertViewer
New Alerts of hardware failure added with firmware update will be
displayed as "Unknown" alert on AlertViewer, or they will not be displayed
on AlertViewer.

4 Updating NEC ESMPRO Manager Ver 6 (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
https://mww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6
Installation Guide (Windows) [PDF]".

#Phenomena regarding iLO Receiving Information (jlo_en.mtb)
* Intend for users of NEC Express Report Service (MG)
iLO firmware | iLO Receiving Information | Phenomena

version Version
2.10o0r higher | ilo_en.mtb It is impossible to detect a failure of the hardware added along
Lower than 1.4.0 with the update of hardware and to issue an alert of this failure.
* If iLO Receiving Information has been updated and NEC
iml_en.mtb ESMPRO Manager has not been updated, it is impossible to
Lower than 1.5.0 detect the failure of the added hardware and issue the alert of the

failure, as with the above.
* There are 2 kinds of iLO
Receiving Information.

#Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (ilo_en.mtb, iml_en.mtd) from the following website.
https:/Amwww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows) Receiving Information
-iLOZip

(2) Delete current Receiving Information from Express Report Service (MG) (Windows).
For details refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express
Report Service (MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)" from the following website.
https:/Amww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows)
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#The steps of confirmation for iLO FW version
- Server Health Summary
Push the UID button on the server and check the version of the iLO firmware on the console connected to the server.
(For the detall, refer to Server Health Summary in iLO5 user guide.)

- Remote
Check the version of the iLO firmware on "Firmware & OS Software - Installed Firmware" by iLO web interface.

#The steps of confirming version for NEC ESMPRO Manager (Windows)
(1) Log in NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.
#The steps of confirming version for iLO Receiving Information (ilo_en.mtb, iml_en.mtd)
Confirm the version of “iLO SNMP Trap” in "Setting for receiving information” screen.

Regarding "Setting for receiving information" screen, refer to 3.1.5 Setting for Receiving Information or 3.2.4 Setting
for Receiving Information in "Express Report Service (MG) Installation Guide (Windows)".

e Note on using VMware ESXi

This caution is about the screen display of VMware vSphere : Monitor > Hardware > System Sensor > Sensor when
the ESXiis booted.

(1) There are cases where the following Heartbeat Lost sensor displays “WWaming(Yellow)’.

[Device] I/O Module (n) LOM_Link P (n) : Heartbeat Lost-Assert
[Device] I/O Module (n) NIC_Link_P (n) : Heartbeat Lost-Assert
*n represents LAN port number P1-P4

<Environment :iLO5 firmware 1.30. 1.35. 1.38is applied >
In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows “Waming (Yellow)”
after ESXi completes boot, for the ports whose cables are connected, the “Warning (Yellow)” will disappear and
tumn to “Normal (Green)” within a couple of minutes after connecting LAN cable. Please wail for a couple of
minutes. For the ports without LAN cables, the “Warning (Yellow)” will be continuously displayed, but this does
not indicate hardware malfunction and there is no impact to the system operation. Please continue operating the
system as is.
If a LAN cable is connected and the “Warning (Yellow)” does not disappear, there is a possibility that the
connection of the cable is bad, so please check the LAN cable connection.

<Environment iLO5 firmware : 1.40 or latest is applied>
In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows “Warning (Yellow)’
after ESXi completes boot, the “Warning (Yellow)” will disappear and turn to “Normal (Green)” within a couple of
minutes. Please walil for a couple of minutes.

(2) In case of non-redundant FAN configuration, there are cases where the screen display of following sensor Health
(vCenter : Status) shows “Waming (Yellow)” after ESXi completes boot, This “Warning (Yellow)” does not indicate
hardware malfunction and there is no impact to the system operation.

- Cooling Unit 1 Fans

(3) There are some cases where the screen display of following sensor Health (vCenter : Status) shows “ ? ” after
ESXi completes boot, this does not indicate hardware malfunction and there is no impact to the system operation.

- System Chassis 1 UID
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o Notes for using TPM in VMware ESXi
If your system has TPM kit (N8115-35) and OS is VMware ESXi with System ROM Version v 2.00 (02/02/2019) or later

and the, should be used "TPM 2.0" in TPM Mode.(*1).

PSOD (Purple Screen of Death) occasionally occurs when TPM Mode is set to “TPM 1.2".
(*1) The factory default setting is “TPM 2.0”.

Check TPM Mode and change setting from the following menu.

Menu Location : System Ultilities > System Configuration > RBSU > Server Security > Trusted Platform Module

Options
Indicating : Current TPM Type
Settings : TPM Mode Switch Operation

e Change of RAID monitoring and reporting method

If VMware ESXi uses N8103-189/190/191/192/193/194/195/196/201/237/238 RAID controller and N8103-239 SSD
Adapter for OS Boot, the RAID monitoring report will be changed to snmp trap reporting.
For details, please check the following website.
NEC Support Portal
http://mww.58support.nec.co.jp/global/download/N8103-239/WBEM uninstall_en.pdf

e Notes of using VMware ESXi 6.0
When VMware ESXi 6.0 is used on Express5800/T120h, the upper limit of the number of LAN ports which VMware ESXi

6.0 defines will be exceeded. Therefore, please set the embedded LAN to Disabled in the BIOS settings, before installing
Os.

System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Embedded LOM1:HPE
Ethernet 1Gb 4-port 369i Adapter > PCle Device Disable Auto -> Disabled

e Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. When adding a unique udev rule,
do not change or fix the NIC device name based on the PCI address.
In addition, do not use the storage device name under /dev/disk/by-path/ that includes the PCI address.

If operation using a device name based on the PCl address is required, do not add/remove the card to/from the PCI slot,
or change the CPU configuration. If the PCI bus address information changes and the name of the PCl-connected device
is affected, you may not be able to access the network or storage, and the system may not boot normally.
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5) Notice of the function in general

e Caution for operating BMC Configuration Utility in the System Utilities

If you execute POST or change the BMC configuration while rebooting the iLO, some server settings such as Serial
Number and Product ID may be lost.

In addition, there is a possibility that it does not operate normally in the restart process immediately after.

To avoid this trouble in rebooting the iLO, follow these steps:

(1) In the System Utilities, changing the settings of BMC Configuration Utility may display the following pop-up before
rebooting the iLO:

Warning

BMC configuraton has changed and BMC needs to be reset The configuration utilty will not be avadable untl
next system reboot

Enter to Continue / Esc to Cancel

(2) Press OK to proceed.

(3) The iLO will start to reboot and then the following pop-up appears:

() Warning

The management processor is resetting' Please wat a minute for the reset to complete, then het Esc to sxt the
configuration utiity and reboot the server

(4) Leave this pop-up at least for one minute.
(5) Confirm if the iLO reboot is completed.
Kthe iLO is restarting : the Status LED flashes in green (once per second) the iLO is operating normally through
the restart completion : the Status LED lights in green.
(6) If the confirmation succeeds, press OK to proceed.

(7) Press the ESC key several times to return to the top screen of the System Utilities.

(8) From the top screen, select Reboot the System to reboot the server.
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o How to recover lost Serial Number and Product ID
If the server loses Serial Number and Product ID, recover them as follows:

(1) Power off the server. Then disconnect the plug from the outlet.
(2) Wait 30 seconds. Then plug the server into the outlet again.
(3) Tum on the server with the POWER button.
(4) The server starts up and the POST screen appears.
(5) Press the F9 key to enter the System Utilities.
If this fails, initialize the RBSU settings with the system maintenance switch (refer to “Chapter 1 7.3.3 Restore the

Default Settings of System Configuration” of the maintenance guide).

(6) Check the values of Serial Number and Product ID by selecting the menu of the System Utilities: System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

(7) If the values of Serial Number and Product ID are satisfactory, go to step 14.

(8) If the values are unexpected or lost, select the menu of the System Utilities: System Configuration >
BIOS/Platform Configuration (RBSU) > System Default Options.

(9) Select the Restore Default Manufacturing Settings option.

(10) Select this option: Yes, restore the default settings.

(11) The server restarts automatically and the POST screen appears.

(12) Press the F9 key to enter the System Ultilities.

(13) Set the proper Serial Number and Product ID (indicated on the pull-out tab of the server) via the menu of the

System Utilities: System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options >
Advanced Service Options.

DERERUERNRRTE
[ITELELLLLEREE

N3100-2557Y
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Serial Number

[i].’-‘ﬁ[?]
Product ID -

[Important] Product ID is the model number like "N8100-2640F". Product ID is not PID.
(14) If the RBSU settings have been changed from the defaults, check and configure the new values.

e Note on using UPS
- When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options >
BIOS Serial Console and EMS > BIOS Serial Console Port — [Disabled]
(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]
- Ifthe N8181-160 (power supply unit [BO0VV/Platinum]) is used by redundant configuration, change the following settings:

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Power Options > Redundant Power Supply Mode — [High Efficiency Mode (Auto)]

2 The customer set as High Efficiency Mode (Odd Supply Standby) or High Efficiency Mode (Even Supply Standby)
is unnecessary for change above-mentioned.

-49 .




e Note on using N8116-83 SAS Expander Card

When updating firmware from this Starter Pack (Ver S8.10-009.01), please do NOT apply the following firmware update
module (Ver.5.08).

[Package Name]
Supplement Upate / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware for
HPE Smart Array Controllers and HPE HBA Controllers
(firmware-smartarray2de15b6882-5.08-1.1x86_64)

Please check the following Starter Pack Version S8.10-009.01 public page for detailed application procedures.
[Starter Pack Version S8.10-009.01]
< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Tower
-> (Select your server model)

eChanging the cooling setting
This topic pertains to the following HDDs:

N8150-551 300GB 15K Hot Plug 2.5-inch SAS HDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD
N8150-553 900GB 15K Hot Plug 2.5-inch SAS HDD
N8150-602 900GB 15K Hot Plug 2.5-inch SAS HDD

If your HDD is any of the above, but its current cooling fan setting is Increased Cooling or Maximum Cooling, leave
it as itis (i.e., no need to change the setting). With neither of the two specified, for the HDD'’s stable operation, please
change the setting to Increased Cooling as follows:

#Procedure for changing the setting
(1) Power on the server. During the POST, press the F9 key to start System Utilities.
(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and
Thermal Options > Thermal Configuration.
(3) Change the setting to Increased Cooling.
(4) Press the F12 key, save the change, and then restart the system.

Note:
Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment
for and the load on the system.

o Notes of using SAS controller (N8103-184)

(1) To use SAS controller (N8103-184) installed on this product, please ensure that the following conditions are met.
* Redundant Fan Kit (N8181-169) is installed in this product.

= Normally, up to three SAS controllers (N8103-184) can be installed in this product. However, for connecting with
NEC Storage M Series, up to two SAS controllers (N8103-184) can be installed.

- Normally, PCl slots 1, 3, 5, 6, 7 and 8 are available for SAS controllers (N8103-184). However, when slot 1 or 3 is
used for the SAS controller (N8103-184), please leave slots 2 and 4 blank with no PCI card installed.

- Configure System Utilities as below.

System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal
Options > Thermal Configuration [Optimal Cooling] — [Increased Cooling]

(2) When using N8103-184, “Status” of iLO Web interface [System Information] - [Storage] - [Storage Controller] is might
display to “Unknown”, but it does not affect server operation and SAS Controller operation.
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e Precautions for using 128GB DDR4-2666 LR Memory Kit (N8102-713)

This server cannot be intermingled with RDIMM (N8102-708,709,710,711), LRDIMM (N8102-712) or 3DS LRDIMM (this
DIMM).

If it is intermingled with any of them, the server may stop during POST.

Please compose memory in each memory group.

Examples of memory configuration: Combination of RDIMMs. Combination of LRDIMMs. Combination of 3DS
LRDIMMs.

When T120h installs 7 or more N8102-713 per CPU, which means the capacity is beyond 768GB per CPU,
please prepare CPU (N8101-1451 to 1464) that has “M” at end of CPU name, e.g.: Xeon Gold 6134M.

Please refer to the system configuration guide of this server (T120h) for details.

e About Smart Storage Battery
Smart Storage Battery is indicated with Energy Pack on the RBSU menu. Please paraphrase.

e About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.
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A) The additional options by firmware update

m About changing the BIOS/Platform Configuration (RBSU) menu

Some options are added or changed by firmware update of this product.
The additional options are listed below.

(1) Server Availability Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server
Availability from the System Utilities, the Server Availability menu appears.
For details about the additional options, see the table below.

Option Parameter Description
IPMI Watchdog | [Disabled] Use this option to enable a Boot Time (POST) IPMI compliant Watchdog
Timer »1 Enabled Timer (WDT) that is disabled when an IPMI command is issued to the system
by the user and will not automatically be disabled.

IPMI Watchdog | 10 Minute Use this option to set the wait timer before performing the desired timeout
Timer Timeout~ | 15 Minute action on the server in the event of a server lockup.

20 Minute

[30 Minute]
IPMI Watchdog | [Power Cycle] | Use this option to set the timeout action upon expiration of the watchdog timer
Timer Action =1 Power Down | due to a server lockup.

Warm Boot

[ I Default setting
*1: an option usable with System ROM Version 2.54 or later.

(2) Diagnostics Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Diagnostics
Options from the System Ultilities, the Diagnostics Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Embedded Diagnostics [Enabled] This product does not support it.
Disabled
[ ] Default setting
(3) Memory Options Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options from the
System Utilities, the Memory Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Memory [Auto] Use this option to control the Memory Controller Interleaving option. When set to Auto,
Controller Disabled the system will automatically enable or disable memory controller interleaving based
Interleaving on the configuration of the system. When set to disabled, the user may force disable

memory controller interleaving. In certain memory configurations, setting this option to
disabled has showed a performance benefit across all memory in the system. It is
recommended to leave this option to set to Auto.

Opportunistic | [Disabled] | When "Enabled" is selected, selfrefresh of memory is performed when the main
Self-Refresh | Enabled memory is in the idle state.

When "Disabled" is selected, regular-refresh of memory is performed.

[ I Default setting

(4) Power and Performance Options Menu
In System Utilities, selecting System Configuration > BIOS/Platform Configuration (RSBU) > Power and
Performance Options displays the Power and Performance Options menu.
Its additional options are described in the following table:

Option Parameter Description
Energy Performance | [Disabled] Use this option to enable/disable Energy Performance
Preference(*1) Enabled Preference.

[ I Default setting
*1: an option usable with System ROM Version 2.80 or later.
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(5) Intel UPI Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance
Options > Intel UPI Options from the System Ultilities, the Intel UPI Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Direct To UPI (D2K) [Auto] When "Enabled" is selected, Latency of the last level cache is reduced.
Enabled Please don't change this setting unless it's designated.
Disabled This options appears on only dual processor configuration.

[ ] Default setting

(6) Advanced Performance Tuning Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance
Options > Advanced Performance Tuning Options from the System Utilities, the Advanced Performance Tuning
Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Processor Optimized for Throughput This option optimizes the thresholds used when the Auto-tuned
Jitter Control Optimized for Latency function detects fluctuations in processor frequency. Optimized for
Optimization [Zero Latency] throughput allows only the amount of fluctuations that doesn't

impact overall compute throughput. Optimized for Latency allows
for a very small amount of occasional fluctuations to occur before
reducing processor frequency. Zero Latency attempts to eliminate
any frequency fluctuations.

I0DC [Auto] Enable/Disable IODC (IO Direct Cache): Generate snoops instead
Configuration Enable for Remote InvitoM | of memory lookups, for remote InvltoM (110) and/or WCILF (cores)
Hybrid Push

InvltoM AllocFlow

InvitoM Hybrid AllocFlow
Enable for Remote InvltoM
and Remote WVILF

[ ] Default setting

(a) Trusted Platform Module Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted
Platform Module Options from the System Utilities, the Trusted Platform Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Omit Boot [Disabled] Use this option to record Omit Boot Device Event. If enabled, PCR Boot Attempt
Device Event | Enabled Measurements will be disabled and measurement in PCR[4] will not be recorded.

[ I Default setting

*1: an option usable with System ROM Version 2.80 or later.

(7) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security > from the
System Utilities, the Server Security menu appears.
For details about the additional options, see the table below.

Option Parameter Description

UEFI [Disabled] | Use this option to allow the system BIOS to completely control certain UEF| variables from

Variable Enabled being written to by other software such as an OS. When Disabled is selected, all UEFI

Access variables are writable. When Enabled is selected, all changes made by software other

Firmware than the system BIOS to critical UEFI variables will be blocked. For instance, new boot

Control options the OS attempt to add to the top of BootOrder will actually be placed at the bottom
of the Boot Order. Note: When UEFI Variable Access Firmware Control is Enabled, some
OS functionality may not work as expected. Errors may occur while installing a new OS.

[ I Default setting

*1: an option usable with System ROM Version 2.54 or later.

(8) PCle Devices Configuration Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCI Device Configuration from
the System Utilities, the PCI Device Configuration menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Advanced PCle Configuration - -
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(a) Advanced PCle Configuration Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration >
Advanced PCle Configuration from the System Utilities, the Advanced PCle Configuration menu appears.
For details about the additional options, see the table below.

Option Parameter Description

PCle Bifurcation Options - -

PCle MCTP Options - -

i. PCle Bifurcation Options
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices

Configuration > Advanced PCle Configuration > PCle Bifurcation Options from the System Utilities, the PCle
Bifurcation Options menu appears.

For details about the additional options, see the table below.

Option Parameter Description

PCle Slot XX [Auto] If the device installed in the slot supports this capability, the "Slot Bifurcated"

Bifurcation Slot Bifurcated can be selected.
When "Auto" is selected, the PCle slot will train at the maximum width
supported by the slot and end point.
When "Slot Bifurcated" is selected, the PCle slot will be bifurcated into two
equal width slots.
XX: 1/2/3... (XX appears as specific slot number by the processor or the riser
card configuration.)

[ ]: Default setting
ii. PCle MCTP Options

When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
Configuration > Advanced PCle Configuration > PCle MCTP Options from the System Utilities, the PCle
MCTP Options menu appears.

For details about the additional options, see the table below.

Option Parameter Description
PCle Slot XX | [Enabled] Use this option to control the PCle Management Component Transport Protocol
MCTP Disabled (MCTP) Support for a given slot. This option can be used to disable MCTP support
Broadcast to a given PCle endpoint that may not properly support this protocol. It is
Support recommended that this option remain enabled for full system functionality.
XX: 1/2/3... (XX appears as specific slot number by the processor or the riser card
configuration.)

[ I Default setting

(9) Fan and Thermal Options Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and
Thermal Options from the System Utilities, the Fan and Thermal Options menu appears.
For details about the additional parameter, see the table below.

Option Parameter Description
Thermal [Optimal Cooling] Use this option to select the fan cooling solution for the system.
Configuration | Increased Cooling "Optimal Cooling" provides the most efficient solution by configuring fan
Maximum Cooling speeds to the minimum required speed to provide adequate cooling.

Enhanced CPU Cooling | "Increased Cooling" runs fans at higher speeds to provide additional
cooling. Select "Increased Cooling" when third-party storage controllers
are cabled to the embedded hard drive cage, or if the system is
experiencing thermal issues that cannot be resolved.

"Maximum Cooling" provides the maximum cooling available on this
platform.

"Enhanced CPU Cooling" provides additional cooling to the processors.
When running certain processor intensive workloads, this option can
provide additional cooling to the processors which can result in improved
performance.

[ ] Default setting
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(10) Advanced Debug Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced

Debug Options from the System Utilities, the Advanced Debug Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Advanced [Disabled] | Use this option to enable the Advanced Crash Dump Mode. When enabled, the
Crash Dump Enabled system will be configured to log additional debug information to the Active Health
Mode System logs when an unexpected system crash is experienced. This option should
only be enabled when directed by qualified service personnel.

[ ] Default setting

(11) Embedded Applications Menu
When you select Embedded Applications from the System Utilities, the Embedded Applications menu appears. For

details about the options, see the table below.
Option Parameter Description
Embedded Diagnostics - This product does not support it.
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B) Errata Information

m Errata Information for Express5800/T120h User’s Guide

The following table covers corrections for User's Guide.
Please read the following information and use it as reference.

Error Correct
pP.22 Large capacity memory of up to 1.5TB *6 Large capacity memory of up to 3.0TB *6
3.Features
Expandability
pP.27 DisplayPort operation is confirmed by the | Not Support
4.3 Rear View N8005-1007 DP-VGA conversion
(3) DisplayPort connector, however, please try to
perform a full verification before use.
P.31 BHDJFL __ KEICGA BHDJFL KEICG A
452 DIMM slot . { : :
: E I
i I | i
| I | I
| | I I
i (m 2 | K P :
. | : :
I I | I
| I 1 I
| ] I I
1 1 1 i
: N |
b ' I I
| ] L I
. ] =] =)
234ss | 421110 9 8 7 654321!
ICHE CH5 CHa | | B | M| [ S | —
bbbl LSRRI L el ICECH5 CH4 CH1 CH2 CH3 |
P.53 Install the TPM (Trusted Platform Module) kit | Install the TPM (Trusted Platform Module) kit
1.6 TPM Kit to this machine following the procedure in to this machine according to the procedure
1.6.1 Installing the TPM kit. in 1.6.1 Installing the N8115-35 TPM.
P.73 Up to 1536GB (64 GB x 24) can be installed | Up to 3,072GB (128 GB x 24) can be
1.11 DIMM - Tips in 2-CPU configuration. Up to 768 GB (64 installed in 2-CPU configuration. Up to 1,536
GB x 12) can be installed in 1-CPU GB (128 GB x 12) can be installed in 1-CPU
configuration. No DIMM is factory installed in | configuration. No DIMM is factory installed in
standard configuration. standard configuration.
P.73 1.5TB 3.0TB

1.11.1 Maximum
supported memory
size - The maximum

memory size

supported on the

server (5points)

P.79 From System Ultility, set "System From System Utility, set "System

(1) Memory Mirroring Configuration > BIOS/Platform Configuration | Configuration > BIOS/Platform Configuration

Function (RBSU) > System Options > Memory (RBSU) > Memory Options > Advanced
Operations > Advanced Memory Memory Protection" to "Mirrored Memory
Protection" to "Mirrored Memory with with Advanced ECC Support".
Advanced ECC Support".

P.81 From System Ultility, set "System From System Utility, set "System

(2) Memory Sparing Configuration > BIOS/Platform Configuration | Configuration > BIOS/Platform Configuration

Function (RBSU) >System Options > Memory (RBSU) > Memory Options > Advanced
Operations > Advanced Memory Memory Protection™ to "Online Spare with
Protection” to "Online Spare with Advanced | Advanced ECC Support".
ECC Support".

P.81 From System Utility, set "System From System Ultility, set "System

(2) Memory Sparing Configuration > BIOS/Platform Configuration | Configuration > BIOS/Platform Configuration

Function (RBSU) >System Options > Memory (RBSU) > Memory Options > Advanced

Operations > Advanced Memory
Protection" to "Online Spare with Advanced
ECC Support".

Memory Protection" to "Online Spare with
Advanced ECC Support".
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Error

Correct

P.83 From the System Ultilities, select "System From the System Ultilities, select "System

(3) Memory ADDDC Configuration > BIOS/Platform Configuration | Configuration > BIOS/Platform Configuration

function (RBSU) > System Options > Memory (RBSU) > Memory Options" to set
Operations" to set "Advanced Memory "Advanced Memory Protection" to "Fault
Protection" to "Fault Tolerant Memory Tolerant Memory (ADDDC)".
(ADDDC)".

P.83 The DIMM compatible with the memory The DIMM compatible with the memory

(3) Memory ADDDC ADDDC function is "N8102-709", "N8102- ADDDC function is "N8102-

function - Note 711", and "N8102-712". 709/711/712/713".

P.118 *3 A maximum of 1 battery can be *3 A maximum of 1 battery can be

1.16.2 Supported PCI
cards and available
slots

implemented per device

implemented per system

P.134

1.21.2 Installing
N8103-198 Extension
Battery in a Normal
Setting

1.21.2 Installing N8103-198 Extension
Battery in a Normal Setting

1.21.2 Installing N8103-203 Extension
Battery in a Normal Setting

P.137

1.22.1 Installing the
Internal Drive DVD-
ROM N8151-
137/DVD-Super
MULTI N8151-138

o T-10 hexalobular driver
eOptical disk drive cable kit
(K410-375(00))

oT-15 hexalobular driver
einternal DVD Drive Installation Kit
(N8154-122)

P.139

1.22.1 Installing the
Internal Drive DVD-
ROM N8151-
137/DVD-Super
MULTI N8151-138

7. Connect the optical disk drive connector to
the onboard SATA port 5 connector on the
motherboard with the SATA cable for optical
disk drive (K410-375 (00)).

Wire the cables as shown below.

7. Connect the optical disk drive connector to
the onboard SATA port 5 connector on the
motherboard with the SATA cable for
Internal DVD Drive Installation Kit (N8154-
122).

For the wireing of cables, refer to the
diagram below.

P.141
1.23.1 Notes on
Building RAID System

If the optional RAID Controller (N8103-189/
195) is used, the RAID System cannot be built

If the optional RAID Controller (N8103-189/
195) is used, the RAID System cannot be built

in RAID5/RAID6/RAID50/RAIDG60. in RAID6/RAID50/RAID60.
The minimum number of hard The minimum number of hard
disk drives required to set up disk drives required to set up
RAID level a RAID System RAID level aRAID System
N8103- N8103- N8103- N8103-
189/195 | 190/191/196/201 189/195 | 190/191/196/201
RAID 0 1 1 RAIDO 1 1
RAID 1 2 2 RAID 1 2 2
RAID 5 3 RAID 5 3 3
RAID 6 3 RAID 6 4
RAID 10 4 4 RAID 10 4 4
RAID 50 6 RAID 50 6
RAID 60 6 RAID 60 8

P.204

1. Specifications -
Memory - Standard /
Maximum

Not included / Registered DIMM: 768GB (24x
32GB), Load Reduced DIMM: 1.5TB (24x
64GB)

Not included / Registered DIMM: 768GB (24x
32GB), Load Reduced DIMM: 3.0TB (24x
128GB)

P.204

1. Specifications -
Memory - Memory
module

DDR4-2666 Registered DIMM (8/16/32GB),
DDR4-2666 Load Reduced DIMM (64GB)

DDR4-2666 Registered DIMM (8/16/32GB),
DDRA4-2666 Load Reduced DIMM
(64/128GB)
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Error

Correct

P.204

1. Specifications -
Power supply units
*only a part of
difference

AC Power Unit (N8181-159, 160)
500W/800W 80 PLUS® Platinum power
supply unit (Outlet with two pole parallel
earth) (Hot-plugged) (Max:2)
AC100-120V/200-240V +£10%, 50/60Hz
1+3Hz (Power code is selectable)

AC Power Unit (N8181-159)

500W 80 PLUS® Platinum power supply
unit (Outlet with two pole parallel earth) (Hot-
plugged) (Max:2)

AC100-240V +10%, 50/60Hz +3Hz (Power
code is selectable)

AC Power Unit (N8181-160)

800W 80 PLUS® Platinum power supply
unit (Outlet with two pole parallel earth)
(Hot-plugged) (Max:2)

AC100-240V *10%, 50/60Hz +3Hz (Power
code is selectable)

m Errata Information for Express5800/T120h Maintenance Guide

The following table covers correction for Maintenance Guide.
Please read the following information and use it as reference.

Error Correct
P.71 [Disabled] [Enabled]
(2) Processor Options | Enabled Disabled
Menu - Intel(R) Hyper-
Threading
P.83 iSCSI Boot Configuration iSCSI Configuration
(c) iISCSI Configuration
Menu (4 points)
P.103 Advanced Secure Settings Advanced Security Settings
(b) TLS (HTTPS)
Options Menu
P.104 Advanced Secure Settings Advanced Security Settings
@. Advanced Secure
Settings Menu
P.163 http:/jpn.nec.com/esmsm/download.html | https:/mwww.58support.nec.co.jp/global/do
6.2 NEC ESMPRO whnload/
Manager
P.165 oN8103-195 RAID Controller (0GB, RAID oN8103-195 RAID/SAS Controller (0GB,
8. Smart Storage 0M1) RAID 0/1)
Administrator

m Errata Information for Express5800/T120h Installation Guide (Windows)

The following table covers correction for Installation Guide (Windows).
Please read the following information and use it as reference.

Error

Correct

P.14
1.4 Supported Mass
Storage Controllers

N8103-195
RAID Controller (RAID 0/1)

N8103-195
RAID/SAS Controller (RAID 0/1)

P.21

*1 May be 300MB in size depending on

3.1 Precautions of hard disk drive type.

Windows Server 2016

Installation **It is added on *2

o When installing using

Assisted option

P.117 oN8103-195 RAID Controller (0GB, RAID oN8103-195 RAID/SAS Controller (0GB,
1.3 Smart Storage 0/1) RAID 0/1)

Administrator
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m Correction of DIMM installation order

There are misdescription about DIMM installation order in user's guides.
The following is the correction.

Correction point

- Express5800/R120h-1M User’s Guide
Chapter 2 Preparations 1.10 DIMM 1.10.2 DIMM installation order

DIMM installation order

The order of installation may be different on x1CPU configuration, x2CPU configuration, and mounted
number of the DIMM.

- When only CPU1 is mounted

DIMM

slot number

1 DIMM
2DIMM
3DIMM
4 DIMM
5 DIMM
6 DIMM
7 DIMM
8 DIMM
9DIMM | 6
10 DIMM | 6
11 DIMM | 6
12DIMM | 6 Vi
(Continue to the next page)
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-When CPU1 and CPU2 are mounted

DIMM CPU2 CPU1
slotnumber [1 [ 2345678 9][10[11]12 1[2]3]4]5]6]7]8]910[11]12
o |2 DIMM H B 2 H B 1]
=[3DIMM H B 2 B H B K
< [4DIMM [ H B H B
S [5DmMm B H O H B 5
8 |6 DiMm B H A b H B 5
£ |7DiMm B H B H B
g |8 DIMM 6 H O H B
(9 DIMM [ 6| 2+ H K 5
< [10 DiMm 8 | H A E ol 7 5
& [11 DIMMm B H O DEll B B2 5
%- 12 DIMM | 12 [ 8 | H A E H B K 5
o [13DIMM [ 12 [ 8| H BB Dl 80 i 5
& [14 DIMM | 12 [ 8| H B Dl B0 i 5

15 DIMM | 12 B H A 7EH 5

16 DIMM | ¢ KK 2 EFI 4 I 7HH 5

17 DIMM [ 6| 21+ H B K 5

18 DIMM | 12 [ 8| H<HAsOmkl B K 5

19 DIMM | 12 8 | H<sBsDOmkl ElK 5

20 DIMM | 12 [ 8 | HsfA E 1Mo ] 7] 5

21 DIMM | 12 [ 8 | HsfA E 11 o B 7] 5

22 DIMM | 12 8 | EHsfsE d B> 5

23 DIMM | 12 A s | 2y 4 HH s 1M s Bl 7| 5

24DIMM | 12 24.2zﬂzo 16 [ 18 B i 23 [F) 21 |4 10 5

- Notice for the combination of DIVIM
When more than one kinds of DIMM is combined, install them in the order from the following list to the
installation order on the above table.

(High priority) N8102-711 > N8102-710 > N8102-709 > N8102-708 (Low priority)

m For Inquiries Regarding this Matter

If you have any questions on the contents of this document, please contact the dealer where you purchased the product or

our sales representative.
NEC

August 2024 22th Edition
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