Express5800/R120h-1E, R120h-2E Z{EFHBFDFEEIE

COF-VIFEHRBZSBEOEFWNZE RHYMNES TETVFET,

AHEBOTHEAICENT, TEBEVEESCIEAHYFET, RBETNAYEIN. CERMICTERETZLY
T EEL,

BE. REIRELGLEEITT CIZBRTESL SIKRYIREL TS,

1 [FLoHIZ

2) AT LRMDHEEICEY HTBEE
3) iLO SDOHEREICREY 5T BRIA

4) OSIZEHY HFBEE

5 EMROEEEICEHHIEEE

N 27—Loz7EBICHIEER
B) RRAECETIE

1) [FCHIC

@ AEZDT=2FI)IZD\T

AEGIZEAT HEEMIE. LLTDWeb 54 MEBEHE L TWAST =2 F7ILIZEE&H L TLVET,
https://www. support. nec. co. jp/

INEC H#r7R— FAR—Z ILIRtRTER] &Y. LT ID THREL T &L,
R120h-1E : 3170101982
R120h-2E : 3170101983

F7-. ESMPRO/ServerManager. ESMPRO/ServerAgentService, T4 X L RABHY—ER/TH XA T LR EH
H—EXHTTPS)/TH R T LR EHY—E R MG) IZBI LTI,

ESMPRO BAEEAR—%4 L4 <https://jpn. nec. com/esmsm/>

NEC H-#R— kAR—%4 JL<https://www. support. nec. co. jp/View. aspx?id=9010102124>
DEFDERELUVN—2a3 U ETHEEDS 2. CHIALCESL,

@ Starter PackizDL T

AR THEMT 5 Starter Pack [X, LUT®D Web 4 MMZBREFRABEH IATLET,

Web HA MZIEBEHINTWAIRBZEZEL, /A\—2 3> $8.10-007.02 LI EFFERALTLIEELY,
https://www. support. nec. co. jp/

( TNEC H7R— FAR—AR JLINFEER] &Y. T1S8.10-007) Z##&EKR)

@ Wware ESXiD K54/ - H—ERXEL 2 —)LIZDLVT

AR THERT S Wware ESXi D RS54 /N H—EXED 2 —)LIE, LITD Web 44 MZHFRRABH INT
WET, Web B FMIBH SN TVIRREHERL. BEYGN—U 3 VEBRALTIESLY,

(1) Agentless Management Service & & U iLO Channel Interface Driver
https://www. support. nec. co. jp/
( TNEC H7R— hR—% JLKEZR] &Y. TAgentless Management Service] %1% L. [F#hR] &FxR"Eh
% TAgentless Management Service &) iLO Channel Interface Driver (VMware ESXi 6.x kR (x=0, 5 & 1=
&7, 7.0/8.08R) 1 #@EALTLZELY
() WBEM FR/NA A E LU CLI v—)L
https://www. support. nec. co. jp/
( TNEC H7R— rAR—2JLINEZE] &Y. TWBEM ZFO/N4 &1 Z#F L. [[EHIR] WBEM o1 LU
CLI »y—JL (Wware ESXi 6.x hR (x=0, 5 FE7=IX7), 7.08R) 1 Z@EAHALTLEELY
() Wware ESXi T/81 A K54/
https://www. support. nec. co. jp/View. aspx?id=3140105866
( TPCH—s\/ T L— FH—/\(Expressb800 1) —X) | MEFROSD [T/IAA R RS A /N\—& | Z&ER)




O FHRORTERRREICEL T

AEMT. FEERERFICHSIRTERICEL. RFEMEEH T 7—LDz7. FSA4/\DEAEHEIZE
2T, RFERICHEEET S EA”BYFET,

2) VAT LRMNDEEEIZRET 5 FEEIE
@ Submit Fail For Form®Question (BR) Rw F7 v FTHRRIZDOVLNTODIEEIE

DRATFLA—T A4 )T AIZEWTHRENDLEERIZ, XROSubmit Fail For FormdQuestion (BERE) Ry FT7 v IH
TRShEBEIE, Frotil] ZBRUTEEZHELTLESL,
THIZ, Y—N—DBFEHFHZET O TCIVARATALALI—TA )T AICAYEELTHOERENEEEZHETH-T
KIEEEWL, HL T0K) ML TEDEERTEERZEDH D &, BEICEER SN TLVSSerial Number, Product 1D
HEDKREBREHALTHENHYET,

0 Question

Submit Fail For Form: BIOS/Platform Configuration (RESU)

Select Cancel to discard changes for this page. Select OK to go to this page

HERTDBE

O =m

Submat Fail For Form: BIOS/IZ 9 7 K7 2 — LRR(RESV)

COR-VOREEERTINABF T LAEARLEY, COR-JCACHABOKERRLEY,

BARERTOBE

@ [Memory Initialization Start] M A v+—TPOSTELE LT-BEDFNIZDUINT
[Memory Initialization Start] MA vt—ITPOSTBIE LI=EE. PATLAVTFURRAYFD N6 (2
FYIRTLEEET 74 MEICRET CETHIBT A ENTEET,

M FIEIE. AVTFUARAAA R ME(.3.3 SRTLEEET 74 MEIZEY) ] OEEISEES
LY

@ S UTFILaALY—ILIZPOSTTF /3w H IR AIh B EIZDUNT

2R L ROM v2.32 (03/09/2020) [Z5LNT. POST E4T7EF. FNIZ POST T/ 3y JHEHRAYS ) 7ILR— MM
Eh. POST RITHREINEE L E 2 ARG HIENBYFET,
ST L ROM v2.34 (04/09/2020) Tld. COMEAMBESNTLNET,

@ Extended Memory Test4 7S 3 VDR EIEIZDULNT

AT LRMD/N—2 3 Y236 (07/16/2020) DiZE . Extended Memory Test 72 3 » Ik, BEIRIIZ Disabled
ERYFET,

System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test




@ Server Configuration Lock (SCL) [ZDL\T D EEIF

(1) AT LIERAPIF SCLEREEZEMIC L, FEALGLTLEEL,

(2) SCL ##REAMBFICERTE S 5/ R T— RIERYNRE L TS ZE Y, SCL D/ART— FZE#k LT-IRRE T, SCL
HEEIC K YD v (S T—REINSEL) Shbd e, OV IEIRTET, ZELIT—FTELGLRYET,
T— raREREE~DE B/ EEIEHEICTERS C LICHEYET,

HH. SCLDNNRT—RFZEPK LGS, SCLDONNRT—FREH UTTBIEEEIHY FEA,

Q) RFEIKET HIRE. SCLEEEZENEL TLV LK BELXHY FT,

SCL #EEZ BHI-TE LGS, BFEHEICTERLCEITHYET,

4) RBSU®M THalt on Server Configuration Lock failure detection. | #REITEELENTLEEL, £ LE
BITEETE L1156, SCLAZEEN EIERRESHOZREEREL, Oy Y 0S T—rlIEL) ShTLES &,
DATLA—TA4)TALEITES. ZEEY—\—BROVIEEHTEENTEEREA,

J— FOTEEREE~DEIR/EHEIFEEICTRD S LITHEY FT,
SCL HREDEE T RES Y
- RBSUMEREZEREICK Y A Y I Shi-1HE
- I7—LDITEHICKYOYI SN, TDT7—LDT7 N—T3VICRT ZENTELRES
- DIM, F/IFPCIA T arh—FOMEICLY OvY ShiziEE

@ RESTful/ 22— 2 —RAY—ILIZLBRBUBRFED/Av I 7Ty TR VR M7 (83X OFEEE

iL0b D7 —LxF7/IN\—3 0 240U EDBE. RESTful 4 V42— 2 —XY—)LZER L F-RBSUSREDRTF
EETIIFERATEEEA,

RBSUEREDIRFE L ETIE. Y RATFLI—TFT 1Y) T 1 DBackup and Restore Settings A —a1—mM5fToTLFEEL
(AVTFURAA FEER D [SRTFLI—T4)T1DRBU BREDREFELET] 288,

@ F3C=FEHE (RSOD : Red Screen of Death) AR R ENi=HEDRMIZDLNT

REDEREECREEELEVRTLOREEZERL-HGEL, BHET/N\A AANDTIEREZA4 0TI
&Y. OSEBRIIZIHICHFXFEE RSD) AR TSN, AEGDIRENEEELLBHIENHY EFT, BREEL
RELEIHES —BHEDBEROBENH Y EJROFF/ONIZL>THEELET,

FRXFEmE RSD) HFREINIGE. HEDEROFF/INEHFELNLET,
RIEAEER LG WNE ZIE, 77—X a8 9 bEUA—IZEBIVNADHE LS,

FRXFEEDHI




® Jr—)Lb LS AT HEEE(ADDDC) OHHREEIZONT

AEROBE T 7 — LI TOEHIZHEWN, T+—ILE LT AT HEE (ADDDC) DIERICEEMNH Y
Y. Tit. EERERHBLFT.

- AT LRMD/AN—2 3 »AW2.00 (02/02/2019) LARE, CPU#&7T=YDIMM 84K, £ L < [XDIMM 1245 LA DHERL T
HoTH, TA—IL kLT b AT HEE (ADDDC) AMERATE SR THNIL, AEIXBBRIIZEREN
EHEL. RHEDFERZIROET,

- VAT LRND/N—2 3 2HWV2.10 (05/21/2019) LIRE, BF v RILHT=Y DRANKEDEETM2LLEIZIEH K S
CAEVZEEHLLGCTH, T4—ILb LSV FAEYHKEE (ADDDO) XFATEET,

- VAT LRMD/N—2 3 2AW2.10 (05/21/2019) LARE, T4 —JL b kLS 2 kA E 1) #AE (ADDDC) AME AT AE
7EDIMME LT, NB8102-709A%hn4> Y £ 97

@ SW RAIDE%IBS. PAEDVD K5+ J (N8151-137/138) H32fBHHRT SN HHIZDLVT

AT LRM/ANA—T 3 A v2.00 (02/02/2019) LARE. v2. 32 (03/09/2020) KD 154 . Embedded SATA Configuration
%7 (x1) Z [Smart Array SW RAID Supportls%iERs. ERIRIEIZ LY Disk Utilities A =a—(x2) [ZAEL DD
RS A JIERMN 2 BRREINET,
EELMN R4 TERIRLI-GATERCANEDD RS54 JDERMNSBTEET,
(x1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(x2) TSystem Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities]

@ ITISHFRFDIREIZDOLNT
UTOIEHIZCDONWTIE, THHARFCUTOLSICHRELTLET,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile% [Custom) [ZE%7E.,

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Core C-Statex [No C-states) IZE&%E,

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum

=1

Processor Idle Power Package C-State% [No Package States) IZE&%%E.,

@ L0 R> A4 (IEL) [ZIPMI Watchdog Timer Timeout®) O o A& Eh B,

AT L\ROM v2. 62 (03/08/2022) H%EA SN TLNBIHE. A DIPM Watchdog TimerA 7' 3 % [Disabled (H
FIEFDHRE) | [THRELTWAES., il R FOSIZTEEOIPM Watchdog Timer Timeoutm&E4dEhbdZ &
NHYET,
UTOFIEFEMET 5 & CTABEMNRELET,

iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: Ox44, TimerActions: 0x00

AR ISR 0x23

AR ka—FK: 0xB3

EIBFIE
LTOEIBFIE., £-ER20DELLMNERBL TV T T, AEEVFETEET,

#EI8FIE1
(1) XBOEREZYIY. EBFEa—KEa tY M B4T,
2 LB LI-DE, ERa—FZa2t2 MIERT S,

#18=FE2
DRTLA—T 1) T4 &Y. IPM Watchdog TimerA 7> 3 U DBREX2BMEELET,
(1) POSTHIZKFRF—ZFHTL, P RTLLI—T 4 T4 %EET D,
(2) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability >
IPMI Watchdog Timer#A < 3> % TEnabled] IZERET %,
@) <FIDF—%#WTL. BEZRFELTCORATLEEEHNT 5,
@) POSTHIZKFRF—ZHTL, Y RTALI—T 4 T4 %HEIT D,
() System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability >
IPMI Watchdog Timer#A 7 3 > % [Disabled] (ZERET %,
6) <FIDF—%#WTL. BEZHRFELTORATLBEEHNT S,

4




® SATFLA—TFTAVTABEVIVEA LT— A= 2—DRRITONT

(1) BMC Configuration Utility BB FD A =21 —DEEMERIZDULVTIL, BMC Configuration Utility > Setting
Option > Require user login and configuration privilege for BMC Configuration Z8%h-9 5 Z & TR
ELTLLESEL,

BI0S/Platform configuration (RBSU) > Server Security > Set Admin Password MERETIXREINEE A,

(2) System Information > Processor Information Tz xE415L2 Cache, L3 Cachedd Maximum Size, Installed
Sizeld1MB#1024000/\ 1 FZHME L-FETERRINET,

AT LRND/N— 3 2HW2.00 (02/02/2019) LIBEDIHZE (L. IMBZE1048576/ N1 ~ZHE L-FIETERT
ENEY,

@) TRTLRMN— 3 h v1.36 (02/14/2018). Ff=Idvl. 36 (02/15/2018) MDiFE. L RATLI—T 1)
T4, FEEIDUVEIALT— b AZa—%KRRLIEE, FNITIVRA—VILHNBRVEBRORTE
BHIENHYZET,

NniEx, RROAFDERETHY . PRATLA—T4) T4 LOBREIXEREICHEELET,
Ffz. CORRBIETIVRZIEETHIETRERELET,

@) LUTOREEHEFE-TIEES., T34 LT—A=2—ERBU M PCle Device Configuration * =a1—
BIZ, RAID oY FA—ZEMNELLRREINGENZELAHY FET, RAID oY FA—FERROHDERE
ThY. RAID o bO—F(TEHINTLVS HD/SSD MDD T— MIITFEELFEFEA,

(¥)BI0S/Platform configuration (RBSU) > PCle Device Configuration

(FEAEZH]
- N8103-189, N8103-190, N8103-191, N8103-192, N8103-193. N8103-194, N8103-195, N8103-196.
N8103-197. N8103-201. N8103-237. N3103-238 Miz&
LT 2 ODEHEIRTHETES, RELFT,
. RARIDa> hrA—5T77—Lox7hvA 1T LIE, FF=1Ev3.01.04.072 LI E
2. ORTLROMAYV2.68 (07/14/2022) Kiia

@ PCle Slot X MCTP Broadcast Support A =a1—I[ZDLVT (X [&PCle SlotES)

DRTLRMAN—2 3 2hv2.10 (05/21/2019) LIBEDEEIZH LT, #18T PCle MCTP Options A=a— (1) %
BRLEZBE, BEOT 74/ FEEFBRFINICHRET DEDRY T7 v T ) A, FRETTHEA: PCle Slot #14
RRINFET,
REE—ERETDHE. RELERY 77y ITREREISNFETA,
BE. FRRVATLRMN— 3 VD56, RERERKICKRY 779y TE) ARREINEZEFRESAFEA,
BEINLGENIEIZEY ., KAZ1—FRRTSES-UIZPCle Slot HHPDRY T7 v TR MNRRTEINDI &
24 Y ET, ZOIFA. MCTP Broadcast (XFIZHESITEMELE T,

«v2.22 (11/13/2019)

- v2. 32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options
*2 :

QD I5—

"PCleAOY R MCTP7O—KF¥ ¥ AROHR— KN BEORTEAREAREA T a2 lE—BLEEA
o BEMBEMNICF 74 MNECREZAET,

Enter¥—Z#L TRMITL TS EZ L,
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Submit Fail For Form: BIOS/Z'2 v N 7 # — LM (RBSU)

COR—DOEFLEFEMIDBEABF YL ERRLEY, COR-TJCHUBEBOKERRLETY,

@ vy FI—IPXET— b TH—N—DRENEELC LD ENHD
DR LROM v3.10 (02/22/2024) KiEDIHEE. v FT—IPXET— ML BH0SEEIFIZ. FHITARRRAIEE
LG GH I EnHYET,
COMEARE LGS, UTa). b, WIhAhDFIEEEREL, AERZHEEHL T,

a) BRAZ VERHLLTARBOEREZF 7I2L., £D&R. BRAZ VOB TICKYARRAROEREL >~
[TLTLEEELY,

b) iLO Webf > 2—7xz—XH5 [ERI - THLEKITS] ZBERLTCAREROEREZL IICL, ZDE.
MEE] - MEFNICET ) 2RI TARSOERZA VIZLTLESL,

DRTLRMAA—2 3 23,10 (02/22/2024) TlE. COREAMBESNTULET,

3) L0 bOHEREICREd HXETR

@ ILODHEBZT S HEDIEFH

H—N\—FEEH S0SOIENT T £ THRI (POST (Power On Self Test) BTt EAET) (L. ILODFEEIE
ThREWTLEEL,

Ftz. VRATLA—T 1) T4 DEFEEF D, ILODFEEZITHHENTL LY,

BLUAA IV TILODBEEZITS> &, BIFLEVBMELLDEENHY ET,

e ZEVRTLA—T AT ADBRELEEDICILOOBERE(X) ZT5&L. BROVATLEREHULE
(Reboot) MIEE ZENME L AZ MBSO, EEIZEEERShTUVASerial Number, Product ID%: EMDEREIEIRZE K
TH5IEABHYET, £7f-. POST (Power On Self Test) E{THIZILONEHEREEZITS &. iLO Weba 52—
7 x—X : [Information] - [Overview] R—[Z#1+5UWID, UWIDGRIB) MAELRTRIZHEZBELRHY ET,
RELGRREGSIHEF. KAEEDOEREZA 7. 2 LTS,

<HRELDILODBEREEIDSE>
- iLO Webf 2 —T x—RLGEZFALERY =V EBETOILOOFERE,
- UIDR A v FZEA L= iIL0DEES,

¥ URFLI—TF 41T 1@ IBMC Configuration Utility] THORELTHEZDILODBEH-DOUL\TIE, &A=
D ITORFLA—T4YT42@® IBMC Configuration Utilityl DREIZDOWVWTOIEEE) 23BLT
BELTLERL,

@ ILODFI LT L— FRY) O—HEDIERE

il0 57 7—Lx71.A0LETILODILES A o ADNA VA F—ILENTUWSIEHS., [Security] — [Access
Settings] — [Update Service] — [Downgrade Policy] DE%XE % [Permanently disallow downgrades] [ZZE&E L74LY
TLEELY,

[Permanently disallow downgrades] IZERXELI=HGE. 77 —LDITDIIUTL—REITSI ZEMNTELEL
BYFET, Fi=. L0 L TKREMNEEELNTTHN ST, [Permanently disallow downgrades] [ZE%E%IL.
iILODRIES A — T —RPREL—T A ) TADOERBRENDEREZITHIELTHEERETHEN
TEFEHA.

HEH. RHTE(LSet to factory defaultsA T a3 UhSil0ZHEREDT 74U FREICY Y FEITo-15BE
[ZBWWTE. Uty & [Permanently disal low downgrades] Z#EFLET,
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@ iL0DEF2 Y T4 HEEDTEER

L0507 7—LDx71. 0L L% CERADIZE., iL0Web1 2 —7 = —RXMD[Information] - [Secur ity Dashboard]
BEUVILO WebA >4 —T7 —REAEDE LI U RIDBRTINDIGENHY FT
RBSUDEEERILODEREDARIZL T, il0EFa ) 74 DIKEMN) X VIKEE (FB) TRRSINEFT DT, BF
BOtEXa 7R O—IZELTEF L) T2 DORLEITH>TLEELY,

HESREAR EDFMIZDLTIE, L0 ba—5—XHA FESBLTLEEL,

f=1= L. [Require Host Authentication] SREIZDWTIL, AEZERAD IV R FLA—T 1 V)T 14 &Y. Adnin Password
FEE (%1 LTI=IBEA0, iL0 Webf o 2—D x—ZAM 5, [[RR FESIADEIREEZHBI CK2) ICREL-IEE
DEERIE] ITREHNHYFITOT, THERELIZILY,

iL0 57 7—LY9TT7DIN—2 3 Tk TEHRYTHEENERY T,

iL0577—LDx7 EEESis
N=32 1.4 XN, BEUVEX2)
N—=3r 1.8LE (%2)

iLODBEFTDIREEIZ L Y [Information] — [Security Dashboard] D" &AtFa1)F4—AF—E2R" B [YRY]
TH-oTH., il0 Webf 2 —T7 z—RBEEODALED” iIL0EFa1UT4" FAIUNERBIZHEBIGEN
HYFET, [Information] — [Security Dashboard]®” &ktxa1) T4 —XT—2R” PNBREDEF1Y T4
KEERLET,

@ VARTLA—T 4 T4 &Y, Adnin PasswordZE%5E (O%1) LT=1HEX0, iLOWebf 2 —T z—Xhvb, [[RR k
PERIAEIREEAM KD ITRE LIIBEDEEER
(X1 05 T77—LDxzT7N—2ay L BXREETEALELREDSENARELY FT,
[System Configuration] — [BIOS/Platform Configuration (RBSU)] — [Server Security]d Y. Set Admin
Password & 73 3 VI T/IRART— KR #HRET 5,
(%2 IL0 77—LDzT7NN—2 32 LAOULEZERLEZREOBENHRELZY FT,
[Security] - [Access Setting]l - [iLO]IZ& % [FRR FEREEAWAE/Require Host Authentication] %
[E#] [CLBENTLIEE0L,

REZITHBE. RISRTIKENRKELEFT,
75— hEa—7IZ. “Remote Insight/Integrated Lights-Out FRFEShALAY A DERITRE" O
A ytE—IUMNBRRREINFET,
- Starter Pack (Standard Program Package) #@Ad 5T T—MHEELFET,

Fiz. ROY—ERPHEEE CFIREITEE A,
s IHRATLRABHRY—ERIZENT/N\— Kz 7REZIZET 588K
- RAID @Y —E X
- H— I\ AHILTD/N— Ko = 7 2MHEE
- L0 ARET B/ — RO = 7ICET 27/ RIFRAOFREFBHRODSE., BLUA R ~OJEREEEE

@ ILODEZIZDL\TOIEEH

iL0 57 7—L 7 71 LT TILOONIPOREANENDS S, ILODFEEZITD L iIL0DKRZINTHTLED
BEENHYFET,

iLO Webo 252 —J = —RIZTNIPORFEZEITLY, THEAVESCEEHELET.
iILODSNTPDERFEAEIZDWLTIL, iL0 5a—H—XH4 FESBLTZELY,

@ Xy rI—H Ty DEHEEDILO Nebf >4 —T 2 —ADFy FT—HFROFTRICDOLNT

2y hI—9FTYyOHETHERL, IL05T77—LDx7 : 23MLUEZTHEADES., iLO Wb 24—
— XD [Information] - [Network] — [Physical Network Adapters]IZF&RRENAZABEHNSLOREE—FH LAY
BEAHYET, TV v IEROFEME. SEDRYT—IF7ETAOTOINT 4 IZTITHERLFZELN,




@ L0 Webf B2 —T A RADR F L—UNERIZEET 2FFHIEICDOLNT
iL057 7—LA™ 7 3.00LU %% CEADSE:

Y—N\—FEEFEIZ, L05Webf B —T A AT [PRATLRBRI-[RFL—T12TEI V9 ITHE UT
DA vtE—UMRREN, RAIDOY FO—FO R4 TEREDR b L—UEBRARTENGIMGEEARHY F
ER

“Failed to retrieve complete storage device information. Refresh the page in a few minutes. ”
LA VE—UDR FL—UERR—VICRREINIGE. L0V LY FETH>TLIEELY,

@ il0 Webf >%—7 = —ROWIDFEERRIZDOULT

POST (Power On Self Test) EfTHIZILODBFEEFNZETTS &. iLO Webo > 42— =—X D [Information] — [Overview]
R—IOUID, WIDGHEE) DIENFTRICFELRTELRDZZEAHYET,
FELGRREGHIZHEIE. KAEBOEREZA 7. 72 LTLIZELY,

@ L0 Webf 22— 1 —RADFRy FT—VBEHRDORTRIZDONT

T7AN—F R0 FOA—F—DEEINTWNELRATALT, iL0 Webf o2 —T7 z—RADEEICAAREDL
BREINTWEEE, [VATLER] - [FY FT—I]ITRRINDIT7A4/N\—F¥R)La> btA—5—0D
"R—bFDRT—R RN [TA] ERXRTENFET,

NETFAN—=F YR bO—F—DEGN [Fo2] ORETHIZEERLETDT, HABZAT
CRIALCEELY,

@ il0 Webs > 84— x—RMDVirtual NICSREDTEEH

[Security] — [iLOI® “Virtual NIC” @FT 74U MBI, ILOST77—LDzF7DN—a VIZKYERY FET,
BUCHER1—T « VT« I2T “TIHHFABROT 74 MMty b #EBELEBAIX. UTZSHEELESL,

M 057 7—ALDx7 : 210LLE 2 18UTH#ZHERADIGSE. T 74/ MEX [E%)Enabled)] TT,
{RAENICEZH7R— k L TUL VAL Windows Server 2012 R245USB CDC-EEM K5 A /3HA U R F—)LENTLVELY
Windows Server 2016/2019/2022 LM F /34 AR H— ¥ —T [Virtual NIC] NEERTRINDIEENHY
E3 2
[Security] — [iLOI®” Virtual NIC” MDEREZ [ESNDisabled) ] IZEE L TLZELY,

2 L0 577—Lox7 1.40LLE 1.47UTF. £ LKL, 23MLULEH%THERADEZE. T4/ MBI T3
(Disabled) ] T,

@ VWindows_E TOvEthernet (Hyper-V Virtual Ethernet Adapter) {#&RiEE®ilL0 Webf B — T T—RXD Ry F7—4H
FETADIPV6T FLARRICET 5E8FE

iL0 57 7—LDx7 : 210LL 2 18UT % ZEADES. Windows 0S_ETvEthernet (Hyper-V Virtual Ethernet
Adapter) BB INTWLBIES. iL0 Weba >4 —7 = —X®D[Information] - [Network] - [Physical Network
Adapters]IZHULVT, B EINTL S % [Adapter] ® [Network Ports]®” IPv6 Address” 1Z&UNTIE LULMPYE7 KL
ADNRTRENGEEENH Y FT, vEthernetiEFEFDIPV67 FLRIZEEL TIX. SEDR Y I—HOF7HETEADT
ONT A IZTTHERL SN,

® MERTA TDRT—E AEERONP 5 v TEHMDO O — 3 VERRABIZEIT 5D T

YIB RS A TDRAT—2 ZAEEEONP ~S v FEHIZH T, OF— 3 UERIARIET 38E80HYET,
O4—< 3 UIERIZEIL TIE, iL05 webf 2 — D7 1 —AD[EHRI-[1 > TFF L—T v KR AL OS] TH
CARYbDAT—2 3 UIEHRE SRS,
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Abnormal, physical drive status change detection, iLO SNMP Trap, mgr WIN-UBHIHPNIH1Q, uru-rhel83, 192. 168. 0. 57, , 2021/10/01
15:22:57, iL0O, 0xc0000be6, “A physical drive status change has been detected. Current status is 3.

(Location: ot 12 Controller: Slot 12)”, “If the physical drive status is 'failed(3)', 'predictiveFailure(@)’,




@ L0 Webf >Z—T7 x—RMDevice InventorylEERMDFRIZDULNT

<R120h-1E LOMA— K (N8104-193/194/195) ¥&Ricis>
DR T LROMD/A— 3 22,34 (04/08/2020) AT % CfERADIZE. iLO Web1 >3 —T =—ZX®D[Information] -
[Device InventorylIZEHEULVT, LOMA— RORTFIEBBUTDL S IZRRINDIGENHY TITH. H—/\DE
AELULNA— FOEMEICEZEHY FHA,

— Location : Unspecified
- Firmware Version : N/A
- Status : Unknown

SASTHF R/ A H— K (N3116-84) HERLES>

L0577 7—LH 7 :231LUEHECHERADIZS. iLO Web1 >4 —T = —X®D[Information] — [Device Inventory]
[ZBNWT, SASTFX R/ A H— FORTEBOBUTDE S IZRRTEINDIGEGENHY FIH. b—/\OEBARE &
USASITHF RN A H— FOEMEICEEIEH Y £ A

- Firmware Version : N/A
- Status : Disabled

@ il0 Webf o B3—Dx—ADEXAV T4 F Y1 R—FNFEEE
L0507 7—Lox71.43L k., 2. 10KE%H CERADIGS. [Information] — [Secur ity Dashboard](Z [Last Firmware
Scan Result] MJREINF T, RNAN=Y 20 FD )9 LIBENTLIESELY,
BoTHO )Y LI=5E . Nebt A FRD A Z 1 —RBINEELLBYET, TOHE. T59¥F—n)O—FK
REVES Y9 ITDh, HLLIEWS1=AIL0 Webf 2 —TJx—A0OF 79 b 2ETFLTEEOS (MY
LTLEELY,

B8 - X )T F v af—F ®e 0O 0w A 7

e e e G e TalLE e iLo-r~oka AVTIL =T oA A0l

Active Health SystemO % SEBT

Y  EfEtEiUFARF-—232-0K

tza LT ikl FEIRRE
-2 Disabled

e R oz it 1R
AT A SR T 9ok or O
|PMI/DCIMI over LAN ¥ OK Esh O
B2 —PE ¥ oK oK O
ILO RESUDO -/ H5 ¥ 0K Hih O
R e 9 0K Hih O
2Tk 90K A O
PR —FOEMES 9 OK Hib O

F - SDE W OK HEih O
BN IF— O T A+ AR ¥ 0K oK O

BARERROSE




Information - Security Dashboard ® 0 & O© e & 7

Qverview Security Dashboard Session List ILO Event Log Integrated Management Log

Active Health System Log Diagnostics

W Overall Security Status - OK

Security State Production

Server Configuration Lock: Disabled
Security Parameter J,Staius State Ignore
Security Override Switch @ 0K off O
IPMI/DCMI Over LAN 9 0K Disabled O
Minimum Password Length 00K oK O
Regquire Login for iLO RESU ¥ 0K Enabled O
Authentication Failure Logging [ Nele Enabled O
Secure Boot ¥ oK Enabled O
Passwiord Complexity ¥ oK Enabled O
Require Host Authentication ¥ 0K Disabled O
Last Firmware Scan Result ¥ 0K OK O

@ il0 Web1 > &2 —27 T —RXMAgentless Management Service (AMS) DR FT—4 X[ZDL\T

iLO Web1f > 32— =—X M [System Information] - [Summary] - [Subsystem and Devices] MAgent|ess Management

Service (AMS) DR T—AR RIZHEWT., FEHFERIIFIAFRAEE) XERTINGEES., L0V Y b&ETHTLE

=LY, Ff=. FTDR., 109EESB L%, LITDAgent|ess Management Service (AMS) DEBEENGZDRIRISE

2£#(Z. Agentless Management Service (AMS) #Ei#2&IL TL &L,

% Agentless Management Service (AMS) DR T—4 AMTER (F1=ILFIFRAIRE) DIREEDISE . iILO Web1f >4
— 27 x—R®M[System Information] - [Storage] 4> [Network] D—EZBDIFEHRAEBTET. ELLF RS
FtA,

< Agentless Management Service (AMS) DE#EEIAE >

O WindowsDim&
Windows &Y —)L — H—E X — “Agentless Management Service” &4 1) v4 L.
BEH LTS,

O Red Hat Enterprise Linux 7.x/8. xDiH&
DLTFDaT Y FEETLEYT,
# systemct| restart smad
# systemct| restart amsd

O ESXi6.5/6. 1mi5&
LTy FEEFTLET.
# /etc/init. d/amsd. sh restart

HLLIE
# /etc/init. d/ams. sh restart

¥ BEVOMSAN—TavIckYavy FARLYET,
O ESXi7.0/8.0i5&

LTIy FEEITLET,

# /etc/init. d/amsd restart
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@ iL05 Ver2. 65LIBEMDEE A

iLOwebf 2 —27 1 —XMD VR T LIEHR] > [T/54 XA AR k1] T BackPlane BP) DB EHRMNFIEIZAL
BIHENHY FTHLRTEITORBETIHEICEEIHY T A,

IEHERF) Slot=#:Port=#1:Box=# XHIHEREIC K YBSHAEDY ET,

AIERE) Slot=tt:Port=?1:Box=? HEDERHI?ERTSINET,
F7-I% Boxt Box DAHRTEINET,

@ Java IRCDtEY > 3 034 L7 FMRICRRICEY HFEFRIZONT

Javafigd ') E— o>y —)L (Java IRC)EBEIHRIZY E— Fa VY — LDty a3 ohYInf-8BEIc. Evyi 3y
MIN=C L ZRIRY T7yTE—HITE YL 3 N EFEEBEROGVDVARDRY T7y THRRSh
9,

Java IRC Dt v 3 ohUINI=IEEIZIE, IRRDTEIZCLUTDA vE—HNRRESNET, KA VE—UHRTE
SNTWBIGERIZIE, BRERESNTWARY T7 Y TORABITEERL TSN,

B ‘Yl a @ERALTIARBHEINGNT I ERIZE>THALbAFELE 7

@ Y—/\—HiLBROFANEEILIZEET 5 FEFEIEICOLNVT

LT 7—L T 7/N\—2 32 VUEZE CERADES:
Y—N\—DBEBZITS &, MICFANDEERER S 3 Y BT U LR T S580HY FT

COGAEIF. BEY—N\—0OBEBZEBL TS,

@ Rapid Setup=R1TICEHT S ERFHEICDOULVT

LS 7—Lo 72 NNEEIX2. 2% CERADIGE:

Smart7 L4 SW RAID#ERE:IZ. POST BEIZ[F10]3—38T > Provisioning > EXPRESSBUILDER H»HRapid Setupz
E1T79 BIE. FFIIZIL0 Webf > & —7 = —XD[System Information] — [Device Inventory] ©. Smart Array
S100i SRMStatushY” Enabled” 127> TWNS T EF#FEZELTL &L,

StatusA” Unknown” &FRFREINTULNBIREET, Rapid SetupZE1TT B LR INARAIDERZEFES---" D
RROFBIZUTDA vE—OhRREINDIHEELHY FT.

B “Rapid Setupld, CHOLAFALIZHEESN TS HR— FARTA RV ERDITOoNEFATLE,
TARINBRESINTWELD, F—TIILEGLEEDRORENHY £9, Rapid SetupZ#&T L.
N— R T PREREHEREL TSN, 7

@ ERICET HEEBRICONT

L0577 —Loz7/\—2 3 3. 00LU%% CERDSE:

ESMPRO/ServerManager # CFIFR SN TUL\BI5E. YIE FS4 JORELILIZHEL, 75— FEa2—7IZENT
MRS A TDRAT—R2RAEREE] DT 5— FARTEINET,

O MEBRSATORT—ARIZIELT, O5—2 3 UERNRD /M —2DWVTINTRRESNET,

M (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))

Aoy rO—SOEE(RAY FES)
B:¥IE K54 JDHR— +ES
CHBERRSA TDRy Y RES
DY RS A TORAEE

11




@ Intelligent Platform Management Interface (IPMI) DEFEILR A — FEFHET ABEDIEEIE

iLO 51%. IPMIDESSIER A — M7 ZHR—FLTLEEA,
“ipmitoo!"A—F 4 YT 4/N\—D a3 1.8 18LIEEFERAL T, 13— x4 A% lanplus”,
EEIERA—FZ" 1T (ZHEEL., IPMIa< Y FEERTLEEE. UTOIS—DFAEL., IPMIav 2 FETAL

BLET,
Error in open session response message : no matching cipher suite

Error: Unable to establish IPMI v2 / RMCP+ session.

@ VROCODSATA RAIDRRICEE Y 5 EFEE

iLO57 7—L . 7/\—2 3 L3 MLUEE CHERADIGE:
VROCOSATA RAID#ERKES. iLO Webo >4 —2J = —X®M[System Information] — [Storage] — [Drives]E2 FIZ K5

1 JIEHARTEINT . TUnconfigured-Drives] EJRFRINET,
VROCOSATA RAIDEEREFD KS 4 JiEHRESBI BB 4121, 0SEdDIntel VROC GUI Ef=IZIntel VROC CLIZ{#EF

LTLEELY,
%L, Tlntel® Virtual RAID on CPU 2—F 1 ') 74 VROC8 —H—H4A K] ZSHBLTLEELY,

12



4) OSICEEY HEEEH

@ EXPRESSBUILDERTWindows F&hl 1 X F—JLIZDUVT

EXPRESSBUILDER M5 Windows 4 VR h—ILF L&, [FH AT a v EBRLI-BATH-TH.
AR M=IETFARIDIN—T 4 I oBNITRTHOYTENFET, BA VR =L, 22— —F—4M
FETAEEIETELTLESL,

@ Windows Server 0S Z{EFEEFDIEEIF

HR— RO Windows Server 05 TUSB 7/34 REHFHEVDIZE, UTDL AT LA AN FOTHERIREND
CERBYFET,
CNIZDOWTIE, YRATLEMELRESHY FE A,

AR OG>

ID o1

Yy—X : \DS Basic Provider

LRIV IT5—

&R CFRHLEVWIS—AREELFEL-, T5—a— F:32001000004

@ Windows ServerIBiETdAgentless Management Service (AMS) DI=EIF

Windows Server 2012 R2, Windows Server 2016, Windows Server 20190DIRiEIZAgentless Management Service
(AMS) version 1.40.0.054 VX b—JLESNTULVNBIEE. ams.exe TAE XM\ KILEDEMERLET,

N EIL)—=DFAE) DBEEEICKYRBRORBALE EBIT/NT+—I o ADOREZES|I E{E I AIEeEMN
HYET,

O KREZK(TAgent|less Management Service (AMS) 1.43.0.0TIEIEEEShTULVET,
AMSIEStarter Packlz&EMN TLVET, Starter Pack Version S8. 10-006. 03LAf$ = @R L TL &Ly,
I TIZAMS 1.40.0. 05341 > R k—JLEN TULVSIREE TStarter Pack Version S8.10-006. 033 5154
&, BERIZAMSZET v TT— 3T 2RENHY ET, Starter PackhiEF s TLVBWebH 4 FDORE EFESR
LT7yFTT—hrLTLEELY,

@®Agent|ess Management Service (AMS) 1.40.0.0ZERH SN 2HEX. —EUTOFIEEZEHET S & T
N FILBIEEM LG G Y ET,
M) UTFDaRY FZ2avr F7AaV T hTEITLTASZEILELET,
>net stop ams
(2) “C:¥Program FilesYOEM¥ANSYService” T4 LY ) ZITH R TJO—S5TRHZEZEY,
Q) “storelib.dII”"® 77 A JLE& % storelib.dl | bak"[ZZEELET,
@ LTFoavy RO R7O0VT FTEITLUTANSZRIIELETD,
>net start ams
(C%1) AISELEBIZUTOA v E—UMRRREINDZENHY TTHREH Y T A,
Agentless Management Service Y—E X Z#{EILFTY ..
VAT IT—MNEELELT,
SARATFL T5— 10670 FELE L=,
TRERE&FTHREFETLEL:,
Agentless Management Service H—E R (XIEE(Z{EIEESNhFELT=,
(%2) AVSEEBIRFICLITDA v E—UNKRREINLHIENHY FIHREHY T A,
ERLE=Y—EXRIIBRICEIB SN TULET,

@®Agentless Management Service (AMS) D/\—0 3 DRERSEIZIZLUTD2DODAENHY £9,
- SREEBEDOOSETHERT HHE
(1) Windows PowerShel | ##E8) L CTUTDIaT Y FEEITLET,
> Get-WmiObject Win32_Product | Select-Object Name, Version | Select-String “Agentless Management
Service”
(2 ATy FETHERNON—Da VU EHERELET,

-iLOWeb £ A —Tz—XFFIAL T, VE— MO OHERT HHE
M JE—FREIZBENT, WbITSHHF—mn5il0 Web 1 > 4—T7x—X(ZAFAL 2V LET,
2 EAZa—D D7—L9x7 &0SYT rHx7] Z&RL, VYT rH7] ZBIRLET,
@) EmE® [Product Related Software] @ lams.exel M/N— 3 U EHERLET,

13



@ Windows Server 2019/2016/2012 R2 BRiEHESER, CPUR— FOBREEREZ1TSBEEDIEEE

ROOptionl<EFEIPF KL Z/EENSERE L TNSBE. UTFOFIETHBOUR— RERBL TS
CPUBER % L EEIPT KL RBE LS| S CEOICAFIEABETT),

N8104-173 10GBASE-T#&#zLOMAB — K (2¢h)

N8104-177 25GBASEfzE#5tLOMA — K (SFP28/2ch)

N8104-182 10GBASE-T #&E#i~R— K (2ch)

N8104-183 10GBASE-T #&#i~R— K (2ch)

N8104-185 10GBASE #EfiEA7R— K (SFP+/2¢h)

N8104-187 25GBASE #EfGcEA7R— K (SFP28/2ch)

PCI-to-PCI J1) v S £ HDIEPCIH— K

() BLUOA TS a V8RBT 2 H—EXNEBEHLANE SICRELETL. Y—EXEBLT S,
Fh. BUDATLAVIZR FL—UEBELTOSEE. UTOELAICZUOA T 3 wh SLAN
T—IONLENTERML—DZFBELEVESI1ZT 5,

() ZEOFTL 3V TMDF—I U IREELTVDHBE, F—I VT ERRT 5,

@) BEDA TS 3 VDIPT ELR/H TRy hIRD/FIA4IL b b x4 BN —s S—/FL NS
Y—N—ZiRT 5 (TROFRED) .

A=y b TO b3 S —Ta 4 (TCRIPW)DTO/ 67 7 x|
2 |

#3? *J“I" rsna VA UB T F’J bgi!%[ Jﬁﬂ]f e ;E&Fﬁ(,

P PELARS GBI ARSI 200}
RIS DSE
[ TP PELAD: }

HF Rk TRHU)
Tk =2 (D)

-

© D NS ) - OIT KL AR

1B DNS ) §-1P) ——
48 DNS H—/§—(A)

I RTECRERSTRL BEHERE)

sen

@) ZEDA T a>DIP7 ELRE TIP7 KLREBEMICEET 51 . INS7 KL R % TDNSH—/\—dD
7#&1&5?)&5’]( BST 5] ICREEET D,

(5) HERCPUAR— FEA—H—XHA RIZHE->THEET 5,

(6) Eﬁ%o)#jva VIZFIBEQ) TEERL=IP7 KLR/H TRy ERRY/TIAIL T — oA /B%
DNSH—/\— /AR BDNSH—/\—Z R TET 5,

M) LNOF—= VI E#BRET 5.

@) FIE() CHREEEL-Y—ERZBEREHT 5L SICHEET 5, iz, ZADF T avIc
APL—YFEHLTWEE, INT—DJILEBEERELRA NL—UFRBETED L5127 5,

‘L'};:@ LEREFIETITOEN>HE. EEIP7 FLADRENMDTNA ATERAINTVWERED A yE—UhKRT
SNTEEIP7Z FLANERETEHWNI EABHYET,
Z0HE. UTOIARU FE2aTU RTAVT RTEITLT, THNARAIR—Dv—ZRBE LTI FZELY,
D&, [FRFR] - [ERRTNARADRTR] 20y L. 2y D=0 F7FTa—y1)—%EEL.
JUL—REICHEOTWSKRERDT /N1 REHIBRLTLEELY,
>set devmgr_show_nonpresent_devices=1
>Start DEVMGMT. MSC

ESMPRO/ServerManager T v k7 —49 SR L1-15E . RCPUR— FOBRZERRICHRY fT—9 h— KA
BELTRREINFET, SETRALGLRY FT—9 T34 ADOFM(E TUnknown] ERTRENFIT DT, R
LTLESLY,

@ ESMPRO/ServerManager WindowshR) 8 XU TH X TR EHY—E X MG) [ZBd A X5F1F

AEED L0 J7—LoxTF7/N—23 &, ESMPRO/ServerManager (Windows fR) B EUTH X T L REH

"j‘— EX MG D/ N— 3 > DA EHEIZ L o TIL ESMPRO/ServerManager Windows kfR) 85 & U iL0 EIEHEEER) 1+
= #&.:Q;E?T'HWDT 9 I T— FBREICRBGENHY FT,

l/JTF%_" SENIZ. 7Y ITT— DR BEGEX. RF/N—DaVIZTy TT—RLTLEELY,

BN—2a VDERFEIZOVTIE, KIFEBHOKREICEHLET,
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@ESMPRO/ServerManager (Windows k) (R8T R4S

iLO ESMPRO/ FREFRR
27—Lx7 | ServerManager
Windows hR)
Version Version - BBRA T - Y—/ ke
2.10 Lk 6. 25 K “SNWP @BERERTE” A "ERICKRBRLELE" ERTEIND

JE—FHIESZ2 T - iL0OTEHR - INL OFRFR. I OFRE I
RHROIMBIZKB L. KRR LUCRENTELEL

75— kEa1—7
J7—LOxF77yIT—hRrzELBVEMEShEN—F
7 OEENRTS—rE1—TIZ "FREAT OTFTS—+

ELTEREIND
Version - P5—FEa—7
6. 47 ki J7—L9zTF7T7yvIT—hMzEBLLGELEMENF=/N—F

VITOEENTS—FEa—T7ITRREINGEL, 3 LLIE
"FREAT DT F—FELTERTEND

@ ESMPRO/ServerManager Ver.6 Windows ER) D7 v 77— Ak
(1) LATD Web 54 b & Y kR ESMPRO/ServerManager 24> 00— KLZET,
https://www. support. nec. co. jp/View. aspx?id=9010103524

(2) TESMPRO/ServerManager Ver.6 f YA kL— 3> HA KWindows#m) 1 @ N E A VX +—JL] &5
L T ESMPRO/ServerManager 27 v 75—k LET,

@ESMPRO/ServerManager Ver.7 Windows kr) ~D7 v 75— kAL
(1) LAT®D Web H4 k&Y ESMPRO Platform Management Kit Z4ro>n0— KL ET,
https://www. support. nec. co. jp/View. aspx?id=9010109532
ESMPRO/ServerManager Ver. 7 [& ESMPRO Platform Management Kit IZ&Fh TLVET,
(2) ESMPRO Platform Management Kit @ ESMPRO 4 > X b—JLY—ILZEEILFE T,

@) 41 2R F—ILY—ILEEDHBAEZEZES ) w4 L. Software Manuals /5 ESMPRO/ServerManager 49 1) w4
LEY,

(4) TESMPRO/ServerManager Ver.7 4 Y X kL— 3 0HA KWindows %) 1 22U v o LET,

(5) TESMPRO/ServerManager Ver.7 4 X bL— 3 HA KWindows#m) 1 @ M2FE 4 X b—JL) SR
L T ESMPRO/ServerManager % Ver.6 i Ver. T A7y JF— rLET,

&iL0 EEEERITOZEFERRE I 7ML [CEHT HRERR
KIJRATLREHY—EX MO Z CHASNTLSANRETY,

iLO iLO EEEH#EER [TD | REERR
27—Lx7 | ZEHERE
2714
Version ilo_jp.mtb Version | 27 —Lxz 77y IT—hrEbBNEMEINI=ZN—FKITT
2.10 Lk 1.4.0 k& DEZZRMTEIENTELL, BHEEFERITEHEMN
TEARLY,
iml_jp. mtb Version | XZEBREBXE I 7ANETYITT—rLIEBETHLTH.
1.5.0 ki ESMPRO/ServerManager 57 v 75— kS TLVELVE = (. E5C
CRMEICEMEN-/N—FY Tz 7EZEDRAMB LUVERNTE
Xil0 EIEMEERIT | ALY,
D ZERBERTE
T7AILIX2EEE
HYFET,

& L0 EEMEER TOREBRBE I 71 ILDT v TT— A%
(1) LATDWeb 4 k& YERFIRDZEFERRZE 7 74 /L (ilo_jp.mtb, iml_jp.md) ZFH>O—FLET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp.mtb, iml_jp. mtd [& MGMTB. zip [CE& L TULVET,
@ TTZTHORTLRBHRY—ERMG) 4 >R L— 3284 KWindows #®) 1 @ 13.1.5 Z{EHEMDRE]
Frzld 13.2.4 ZEHERODFRTE] SR L CREFRROJ[TCEE CEZEADZER/REEMRLET,
@) HTHHA—RFLERFROZERBEEE I 7MIILEEZFELET,
TTHORTLRBHY—EZRMG) A >VRAL—a B4 KWindows #&) 1 [ZLLTD Web 44 FHiS
Aoono—RLTLEEL,
https://www. support. nec. co. jp/View. aspx?id=9010102124
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Q0 T7—LoTT7DOIN—2 3 VHERAE
- Server Health Summary CTHEERT % 55%
Y—N\—FKED UID R VHFBT LT, —/N\—(ZEfSnfza VY —ILIZR TSNS L0 Firnware @
N—2 3 UERER LET Server Health Sumary DEMIE iL0 5 1—H—XH 4 FSH),
-3y M=V RBATHERT 5HE
iLO Iz FD—HEERIRERIES. To5oU—m5 il0IzAad4 VLT, AZa—TJ7—L 7 &0S
YIbrz71 Do il0DN—Da vEERLET,

@ESMPRO/ServerManager Windows hlR) D/ \— 3 URERA %
(1) ESMPRO/ServerManager ® Web -« <z 44 > LET,
(2) EEALD TESMPRO/ServerManager IZDWLNT] DY) o EEIRLET,
(3) FREN B ESMPRO/ServerManager D/N\— 3 NEHREFERLE T,

€ iL0 EEHEER ITORERBBRTE 7 71 IWVD/IN— 3 VHERAE
[THORTLABHRF—ERMG) 4 VR FL—32HA KWindows #7) 1 0 13.1.5 ZEIFHROFHTEL F£1-
IZ 13.2.4 ZUEFERDEKRTE] SR L TREFROKTCEET MEEHMEER] A MiLO SNWP Trap) d/s\—2 3>
EHEELET,

@ Linux 0SEEAT 158D XEEIE

OSHAYBEEIRTIZER T ALONOA TS 3 INICDT/NA REEFEAL TL &L, HBudev/L—)LZEBINT B,
PCI7 KLRZEEIINICT/NA REZZEEL-Y ., BE LY T EREFITHHENTLEEL,
Ff-. PCI7 KLRZEL /dev/disk/by-path/BEFDR b L—I T/ RBIEEARALIENTLESLY,

PCl 7 FLREHEICLI=T/N\A RBEE - ERANREGRIHSE, POl 20y bADh— FEBR/IRE. B&
U, CPUBHERZITHIENTLZEL, PO NZADT FLRERNEIE L. POl E#RD T/ N1 RBITHEMNT
B2&I2&Y, Y RT=IORM—DADT I EANTEGLGY DRATLDNERISEEBTELG LGS
BENHYFET.

@ Red Hat Enterprise Linux 8.5 LIET#fEAd 5158 NDI=HEIE

DR LT— A Za—hSEET BHHE, 0ST— < r—Tv—@#5l: Red Hat Enterprise Linux) %:&iR
LTLEELY,

0SHS A R b— )L ENT-HDDAOSSDZAE ED T— kT /354 A% FEIR L1=18 4. Red Screen of Death (RSoD) W FE4T 5
ZERHYET,

One-Time Boot Menu

[ Red Hat Enterprise Llnux]
Generic USB Boot
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4
)

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1I000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

DB AL LT— A 2—EE
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@ Wware ESXi #EFT 5155 NDFEEHIE
ESXi #ZEIRFOD Wware vSphere DEEIR > /N\— K17 > SRTFLEUH— D> 2o —DOFRFRIZDOWNT,

(1) TED& 57 Heartbeat Lost £ oH—DFRTM [BE FEB)] LG HG5EM/HYET,
[Device] 1/0 Module (n) LOM Link P (n) : Heartbeat Lost-Assert
[Device] 1/0 Module (n) NIG Link P (n) : Heartbeat Lost-Assert
*n: LINR— +FBEEDPI~4 % RLET,

GLOS T7—Lox7 :1.30, 1.35, 1.38 AERASh-IRE
ESXi #Z&h5E T #&. Heartbeat Lost &z H—mDELME (vlenter : R T—4 R) DRTA [EL ER)] &
BAHEE. N r—JLhER SNz R— MIES BFb L2 E EEER) ] o TEE @Ge) ]
[CEBRBLEIDT. LESCHBHELLESL, IINT— TR SN TULVELR— MM & ER) ]
MG LETH, ERLBEEHY FEADTEDEFESFERLLZELY,
BHE. INT—TJILAEGRINRIET [BEER)] ARTINGITIEEE. LN 7—JILDiEs:
FEOTHEMAZZ ONFTOTIMNBEREZERIL T EEN

GLOS 77—Lmz7 : 1.0 LLUEAERIN-IRE
ESXi #CENSE T#%. Heartbeat Lost &z H—DfE&ts (vlenter : R T—2 X) DFRTFH [ELE ERB)] &
BA5E. BobEbV 1< L E5&ER)] ho MBEGER)] ITBBLEIDT, LIESL
BEFBLIESLY,

2 SRATLRM®D/IN— 3 2h 2. 16 (05/25/2020) LARTDIHE. JETUR FAN BBRIZH ULV T ESXi EEEISE T 4.
TROt U H—DfELM (Venter : RT—2 X) DFRTHD [EE FEB)] LLGIHEENHYETH. /\—
RO 7DHEZTTHOTIIECERICEEHY FEADT, TOFEFFERWLEZTET,

— Cooling Unit 1 Fans

(3) ESXi EESE T, FTiEDt U H—DESLM (WCenter : ATF—ARRX) DR [ &4 2BELHYFET
M. N—F Oz 70OHEFRTIOTIIEGERICEEHY FEADT, TOFFERAWV-EITET,
- System Chassis 1 UID

@ Wware ESXi TTPM&w & AT 5158 DEEEIE

ORTFLRMD/N— 3 2H3v2.00 (02/02/2019) LIFE. 5D N8115-35 TPM v FHMEE, S TULV5154E TPM Mode
Gk1) (& TTPM 2.01 [ZT. VWWWare ESXi Z R &L,

H L. TPM Mode AY TTPM 1.2] ISERE SN TULVSI5E. FHIZPSOD (Purple Screen of Death) hFE4AET 5 & AN
HYET,

(1) HETBFOFEAERE(E [TPM 2.01 T,
TPM Mode DIERES K U EEFRILTRRA —a—K YREEL TLZELY,
- System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module
Options > Current TPM Type EREMESR
> TPM Mode Switch Operation GEEZEE)

@ RAIDES#REHAXDEREICDINT

VWware ESXi 245U VT, N8103-189/190/191/192/193/194/195/196,/201/237/238/240 RAID 2> kO—S & N8103-
239 0S J— FEA SD R— FZ# THEASINTULSIHA. RAID BE2R:@HRIE SNWP Trap Sk A @MICERICAHY
EX I8
FEME. TEEDWeb A FETHEFZRELCFEELN,
« NEC B R— kR—42 L
https://www. support. nec. co. jp/View. aspx?&id=3140108419
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5 EMROHEEICEDHHEEFER

@ VRATLI—T 1) T1® IBMC Configuration Utilityl DEBEIZDWL\THIEEIE

DRATLA—T 4T 14® BIC Configuration Utility]l TOREIZEWLT, UTDO (M) DRy T7 v IThERTK
SNEHEIEQ LIBOFIEZFESF LTS,

BB S IREEER SN MBS, Memory Initialization Start] DA w+—TPOSTEL., HBLN
(T, HEBIZEESRSN T SSerial Number, Product IDDEAENRET ZBENHYET,

M) SRFLIA—TFT4)FT 1@ BMC Configuration Utility]l ICBVLWTERENDTREEITS &. ILODHEEIETS
=8I, koWarning CEB)RY T FYTHRREINBZENBHYET,

Warning

BMC configuration has changed and BMC needs to be reset The configuration utility will not be available unti
next system reboot

Enter to Continue / Esc to Cancel

RBRROBE

EE

BMCREGREEZ h, BMCRULY AZRTY, BRI-FAVF/(R, RCATFLANBEBENDIRT
HATEREA,

RTTICREMer/ F v A TILBEsc

2 TOKI ZRLTEDET,

@) ZWarning CEB) Ry T7 v THRRENFET,
ZWarning CEB)RY T7 v THRRENTLHIKEEICT, FI3UESFL S,
Z O, AIHBIELGNTLIEZSLN,

Warning

The management processor is resetting! Please wait a minute for the reset to complete, then hit Esc to exit the
configuration utiiity and reboot the server

H
P

BMCRUEY RRTTI Uty RFRTIDDEBHELEVN, TLUT, Esc2BLTHMRI-T1UT 1%

BTL, -/ E2BEBLTIEZ,

BARERTDIGE
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@) 1L A%, EBAEOARAT—E2RASVTHAFGETRITL TSI EZHEL TS,
X% iLOAVEH#EEIH  RAT—RARSUTHEREBETER (BR1E)
iLODEREMNTTT LIEREME : RT—2 XSV THGERTEIT
() BEEDSETHRERTE5. (0K WL TLEELY,
6) <ESOF—ZFHEHEWLTORTLAI—T 4T OEAIZCEYET,
(N YRAFLA—FT 41T 4@ MReboot the System] Z:BIRL THEEEFLET,

@ Serial Number. Product ID ASiHEESNI=BEDRLIZDINT

Serial Number, Product IDAGELEMI-IZE. LUTOFIEIZTEIRTHENTEET,

() EBDERZUIY., EFa—Fxa w2 LS LET.

2 L EFBLI-DE, ERa—FKZa Y MIEGLET,

(3) PONERR A v F CEENERZNZLET,

@) H—/\—hEFH L., POSTEHEARTENET,

G) FROF—%FWLTLARATLAA—TFT 4V T14%BELET., L. PATALAI—T o ) T4 HEETEHL
KEICHE->TWBAZEIK, NMET33 PRTLEEETIAINMEIZRY) ] 28BL. DRATLALT
FURRA wFEEEL T, RBUREDWEELELET,

6) SATLa—T 14T 4@ [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options
> Advanced Service Options] *=a—d& Y. Serial Number &Product IDDIEZEZELET,

(7) Serial Number &Product IDDEAERTFT HIEDIZEIEL. FIEID ITEAFET,

(8) Serial Number &Product IDDIEAEAFT AIETIIHZLCELKLTWR)BRIZ, YRATFLA—FT1 )T«
M5, [System Configuration > BIOS/Platform Configuration (RBSU) > System Default Options] #%:EiR
LEY,

(9) TRestore Default Manufacturing Settings) ZEIRLFET,

(10) TIYes, restore the default settings. ] Z&ERLET,

(1) BFMICEELNHBLE L. PISTEIEARRESNET,

12) <FPF—%/WLTIURTLAAI—T 4 T4 %=EEILET,

(13) EBDODRSA FaJIZitd&ian Tl vASerial Number &Product IDEFSRFLA—TFT 4 ') T4 ® [System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options]

Aza—&Y, BELFET,

Serial Number

N8100-2557Y e

Product ID

[E=] Product ID& (%, [N8100-2602Y] D&k S5 LEBBEND & TH,
(14) RBUSREIEB 2T 74/ MENOZTEINTLRIEAIEL. FORBUEBDHEZRLBREEZLET,

@ EEFEBDSANIILIZDLNT

ABRIZIE, UTOBREZH LI=SANUDY—N—D by ThA—D70a Yy FMIIZBESATHET,

- BRRE
- BERS
-Ra—F
S0 DT A MER

RFISHA T, Y—/\—DOHREFICChoDIERELHEL TSN,

Express5800/R120h-2E 8x3.5 BUETILLISHMCIE, LEDERELEHE LI NILHNEBEREDR S M4 F2JI12H
BEONTLEY,
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@ SHFREDEEIZ DT

UTDA T 3 UERBET 558%. REBREBO-OFXREGDSGE T 7 o DFEREZ lncreased Cooling]l ~ZE
BLTLESLY,

BRIZAE T 7 o DRTEE lNncreased Coolingl FE7=I% aximum Cooling] IZERE SN TULV\BIEEIE. AXtEE
T5LEEHY FEA,

HEF T3y

- N8150-551 &% FH 300GB HDD

- N8150-552 &% FH 600GB HDD

- N8150-553 &% A 900GB HDD

- N8150-602 &% FH 900GB HDD

- N8154-107 2.5 FY HDD 4~— <> (SAS/SATA, Y 7)

- N§154-120 2.5 F! HDD 4~— <> (SAS/SATA, Y 7)

- N8104-195 10GBASE-T #£#t LOM 1 — K (2¢h)

X IMNT77—LoxzT7/N\—23 001,308 RFEDFEIL. AAEEITHo>TLIEELY,
LAN 7 7—LzF7/8A—23 UM 1.3089 LIEDIZEIE. AAFEOLEEHY FEA

O ZEFIR
(1) POST (2 <FOF—ZIMT L. System Utilities #EEILET,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal
Options Z:ERLET,
() Thermal Configuration * —a1—% [HETRHEI ICEELET,
@) FIDx—%#8/TL, BEZREFELTUCRATLEBEBLET,

X AT 7 VEREDEREITHL. SEROERRECERICE > TIAE T 7 OEEHEA END M
HYFES,

@ UPS D EER
- WPSZ2 ) 7ILiR— MR L TEAT HHEE. LTOREZEL) Misabled] [TLTL &L,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options >
BIOS Serial Console and EMS > BIOS Serial Console Port % [Disabled] IZERELTL &L,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status % [Disabled]
[TERELTLIEEELY,

- N8181-160 TR ="y k (800W/Platinum) ZTRIBELTHEEH L TL\S15E8 . UTDREZEEL TLLEELY,

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Power Options ~&#EA.. TRedundant Power Supply Model % THigh Efficiency Mode (Auto)) IZEREL T
{FEELY,

% High Efficiency Mode (0dd Supply Standby). F7-I&. High Efficiency Mode (Even Supply Standby)IZ
BRESNTLWAEEHRIZOWNTIE, LEEDEREIFETT,

@ N8116-84 SAS TX R/ A Hh—F ZEHEAROIEER

Starter Pack Version S8.10-009.01 [Z&ZFhTL S, N8116-84 SAS TH R/ A H— KD TR I 7—LITT
FYTTF—FrESa—)L (Ver.5.08) (&, BALGWLTLEEL,

[Ny r— & F5]
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware for
HPE Smart Array Controllers and HPE HBA Controllers

(firmware-smartarray2de15b6882-5. 08-1. 1x86_64)

FHMICOETELTIE, LUITDWeb 5o MMIEBEH SN TWSIABRZEHREL TS,
[Starter Pack Version S8.10-009.01]
https://www. support. nec. co. jp/
( TNEC H7R— FR—%JLAIEER] &Y. S8.10-009] #i&)
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@ N8103-184 SASa > hO—5 Z{HARDIEEIA

N8103-184 SASO > FO—S % {ERHT BHE. L0 Web1 >4 —7 = —AD[System Information] — [Storage] -
[Storage Control ler]MStatush® “A~BA (Unknown)” ERRENBIHZENH Y FTHEMEICHEEHY T A,

@ Smart Storage Battery [CDULYT

Smart Storage Batteryld, RBSUA — 1 —7i & Tknergy PackéRRENBHZ ENHY ET,
BE., GiHBZTLEEL,

@ LOM H— K (N8104-173/177) FCoE #EEMDH7R— F=DLVT

A TILFCoE (FibreChannel over Ethernet) #fE# NEC & L THHR—FLTHBY EHA,
N8104-173 TI& LOM A— FICERAINTWE I 7—LDz7/\— 3 VIZEbH 59, N8104-177 TIE Family
Firmware Version 8.35.43 LAI%E T FCoE #aEAE ML SN TULVET,
0S ET FCE T/3/ RE LTERHINETH., 0S ORSA/NTHEEFIADREZ LW & T, ERLOEE
EHY FEHA
UTDT/NA AOBRHITEBF L TOEEVWTEVWEEA,
-HPE 533FLR-T FCoE Device
-HPE 622FLR-SFP28 FCoE Device

@ N8104-173 10GBASE-T % LOM 75— K (2ch) Wake On LAN #8EDHR— FZDLMT

N8104-173 10GBASE-T 24 LOM 51— K (2ch) DA— b 2 81T Wake On LAN #EE%EFAT 2581E. 77 —L9 17
N—=23 27192 LIgEE CERCEEL,

@ H—/N\BEHAHILTICDOLT
H—NEHAIL T, RRETOFEIRREZEH L. B L ICRBREDZHADILT #IBItT 2 H—EXTT,
H—/\BZWhILT DML, Starter PackAD TH—N\BWAILT £y b7y THA K] 28BLTLEEL,
H—N\EHILTOEEFIEICDWTIETEED Web 4 +ETHEEL SN,

WWindows X3kR
NEC H7R— k7R—% )L Windows xfRhR)
https://www. support. nec. co. jp/View. aspx?&id=9010106809

WVMware ESXi sthishi
NEC H7R— kR—%JL (Wware ESXi xtishR)
https://www. support. nec. co. jp/View. aspx?&id=9010107805

@ EXPRESSBUILDER ~JL F1ZDLNT

EXPRESSBUILDER DAL T & A VT VR A A RTERBHVRLGDIGEEIF. A UTFURAM FORBERELT
{fEaly,
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N 77—LIz7ERICHSIEER

W BIOS/Platform Configuration (RBSU) * —a1—®MZEE(ZDLV\T
AEUFOBE T 7—LO T T7OEHIZHED, AZ2a—0—EICEELAHY FT,

T, EERERHLFTT.

(1) Server Availability A=a21—

DRTLA—T )T ahDB,

> Server Availability] Z#IRI 5L,
BIDA TS a3 UIZDNT, RORESBLTLEELY,

[System Configuration > BIOS/Platform Configuration (RBSU) > System Options
IServer Availability] * —a1—MRJRINET,

15H INT A—H— A

IPMI Watchdog Timer [Disabled] IPMI [0 L =42 885D (POST) 9+ v F Ky 5% 4 <—WDT) %

62N Enabled BM-TEET, COEAT—IF, 2 —H—AIRTLIZHL
TIPMI Ov Y FERTTHEENCLGY . BBINICITENICE
YELA,
IPMIDH+ vF Ky o B4 <—WT) (&, POSTHRIZ<FRX—. Ff=1&
FIOF—%HF LEILLTEFET,
POSTHRDFHF—., F=IFFIOF—ZIM L -LISLDIFE . WTIHE
RENFEIPIOF Y F Ry T EAI—DE A LT FRBDEIC
BALTD ML, PATALITERSNZIPIIDO+ vy F Ky T2 4
T—EMEEHRITLET,

IPMI Watchdog Timer 10 Minutes H—N—DAY STy THRFERE LIS —/N—IZR LT

Timeout g 15 Minutes BRAA LTI FEMEEETI SFETOFEBHEZEETESE

20 Minutes ER

[30 Minutes]

IPMI Watchdog Timer
Action GE1)

[Power Cycle]
Power Down
Warm Boot

H—N—DOYITYTIZE>TI4YF Ry T 2L T—HE
BN o= DR A LT FEMEZRETEET,

[ ]! HEFRORE

FEVVRTLRMN—= 32 254 LRICTHIATE S4T30 Td,

(2) Diagnostics OptionsA—=1—

SRTLA—T 4T Db,
> [Diagnostics Options] ZEIRT B &,

ISystem Configuration > BIOS/Platform Configuration (RBSU) > System Options

MDiagnostics Options] *=a—MRFKINET,

BIDA T3 UIZDNT, RORESBLTIESL,

IHH

NG A—H— B

Embedded Diagnostics

[Enabled]
Disabled

AMETEYR—bEhFEEA

[ 11 HEFORE
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(3) Memory Options A =a1—
SRTLA—T 4 ) T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options,

#FEIRTDHE. Memory Options] A =—a—MRETRENET,
BIDA T 3 UITONT, ROREBBL TS,

1EH INSA—R— B
Memory Control ler [Auto] AEYarrO—S—RNA U8 —) —TEHEEZRE
Inter leaving Disabled RLFET, TAuto] ZERLI=-IHZS. AEYa> O

—S—RDA 32— —THEILARMED A £ FERK
IZIGCCEBMICERESNET, [Disabled) ZEETE
LE=BE. A*E'Yay bO—S—fOA48—1)—T
EMEISEAFIMICEMICRESNE T, XA T3y
(&, TAuto] TRIAT A ELZHELET,

Opportunistic Self- [Disabled] Opportunistic SelfRefreshl % lEnabled] [ZERE L
Refresh Enabled =BE. A BUDRTA KIVREIZH =T/ BICAEY

DEIILITYITLyDaEFTLNET,
[Disabled] DBEILBEED) IJL v 1ETVET,
[ ] HTEEOETE

(4) Intel UPI OptionsA—=a—
SRATLA—T 1) Ta4h b, [System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Intel UPI Options] &4 B &, [llIntel UPI Options] A —a—AFRrENET,
BMOA T3 UICONT, ROKRESELTIEEL,

IEH INGA—R— EiER
Direct To UPI (D2K) [Auto] MDirect To UPI (02K) | % lEnabled] 1295 & Last
Enabled Level CacheDF+v v aIRIZKBLATUI—%
Disabled BRLET, BESNLGWRY., ZHEEELELTL
=&y,
BH IOy —BROBEDHERREINET,

[ ] HEFRORE

(5) Advanced Performance Tuning Options HJA=a1—
ORTLA—T 4T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Advanced Performance Tuning Options) Z:#{RY S &. [Advanced Performance Tuning
Options] A Za1—ARTINFET,
BIDA T3 vITONT, RORESELTIESL,

1EH INGA—H— B
Processor Jitter Optimized for Throughput | &F4 7 a3 VIIHEEHBIBEAZDE T, HEFH%R
Control Optimization Optimized for Latency ENLEBRLLENTLIEELY,
[Zero Latency] XA T aviE, Tty H—RAERESHOEE

M REDRBIEZE REIE LET, [Optimized for
Throughput] #ZIRT 5 &. HREMNGTTENIEED
RELLBVWEREHSLIAEE LET,
Optimized for Latencyl #:ERI B&., TOty
H—ER#METITR EEITHPMEELRHD &
BLI=#HIHEZLEI, [Zero Latency] %#ERT S
L. BEBEHERMYRS KSIZHBLES,

10DC Configuration [Auto] AA T aVIFEEHDIGEEEDZ T, HREFHRE
Enable for Remote InvitoM | MBSZEE LAV TL FZELY,
Hybrid Push I0DC (IO Direct Cache) DI&EREERELET,
InvItoM AllocFlow AT avIzkY, 1 /0T avnT
InvitoM Hybrid AllocFlow | Aty HFx¥ v a1 EBIETH-HDKRY o—%5
Enable for Remote BTEET,

InvItoM and Remote WCiLF

[ 1 mRmO@E
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(6) Server Security *=a1—

SRTLA—T 4 1) T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Server Security]

BRI HE.

Server Security] A —a—MmKRRrENFET,

BIDA TS 3 UIZDNT, RORESBLTLEELY,

IHH

INSA—R—

5

UEFI Variable Access
Firmware Control

[Disabled]
Enabled

ARLV—TFT A4 VI VRTLBEMDY 7 b TIZEBEED
UEFIZEHDEEAHE,. VAT LBISTREICHETES LS
RELET, Disabled) AEIRENTULNBIHZEIL, X TOHUEFI
EHMNEZAHATEETT, [Enabled] MBIRENTULSIEE. &
AT LBIOSLSADY T bz F7ICK > TEEHUEFIZESRICIMZ S
NBEREITRTIAY Y ENFET, FIZIE ARL—FT1 25
DATFLRHLWIT— AT arvET— MEFORLEAIZE
MLESETRE, ERICIFT—MNEFOETRICEESNE
T, it UEFIZER 7O RADT77—Loz7ay bO—ILHKE
M2 TNBIGE, ARL—T 14 VT VR T LOMEED—ERH
HFEBYICEELBEWZ EABHYFET, FILLWARL—T 1>
GORTFLDA VA F—ILRIZIS—AKET ZBE5AHY
ER

[ ] HEFROKRE

F1ORFLRMANA—D 3y 254 LIBIZTRIATE 473> T,

(@) Trusted Platform Module Options A =1 —

SRFLI—TF A T ABND,
Security > Trusted Platform Module Options] #3&ERI B &,

[System Configuration > BIOS/Platform Configuration (RBSU) > Server

[Trusted Platform Module Options] A =2

—MNERRINFET,
BMOA T3 UICDONT, ROXRESELTLZELY,
1EH INGA—R— Brii
Omit Boot Device Event | [Disabled] T— b TINARAARY NEBRDRREFEFRELET, [Enabled] (2
Enabled RETDHE, PCRT— FEAITORIEHNEIZAE Y . PCR[4] TOHAEITE

GED

ARSNGB YES,

[ ] HEFRORE

F1LORTFLRMNA—D 32280 LIBICTRIETESA 723 0T,

(7) PCle Devices Configuration* —a1—

DRTLA—T 14T 4B,
Configuration] Z:EiRT B &,

System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
[PCle Devices Configuration] * —a—MWRFRENET,

BIOA T3 VITONT, ROKRESBL TS,

I5H

INGA—R—

B

Advanced PCle
Configuration

(a) Advanced PCle Configuration* —a1—

DRATLA—T 4 UT B,
Configuration > Advanced PCle Configuration] ZEiRd 5 &.

System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices

lAdvanced PCle Configuration] »=a1—H'F

RENFET,
BIDA=2—IZTDNVT, ROXRESHELTLEEELY,

1EH INTGA—H— B
PCle Bifurcation

Options

PCIe MCTP Options
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@ PCle Bifurcation Options A =a1—

SATLA—T 4 )T aMbB,
Configuration > Advanced PGle Configuration > PCle Bifurcation Options] ZE{RT 5 &.

Options] A= 1—ARRSINFEY,
BIOA T3 VITDONT, ROKRESBL TS,

I'System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices

[PCle Bifurcation

IEH INGA—H— 5B
PCle Slot XX [Auto] PCle Slot [Z 3 % 9 % PCle §ik 3 /7 — K A% Slot
Bifurcation Slot Bifurcated Bifurcationtége U H— b3 5158, BHEIZIELT

rSlot Bifurcated) ZE&EL TLZ&ELY,

fAuto] ZEB¥TET B & . PCle Slotlk, HiR—rEh3
RAETERINET,

[Slot Bifurcated] #&&E 9 % & . PCle Slot &HE5RD
— FREIDIEGA, BIZHEISNhET,
XX: 1/2/3... (CPUBOS A H—h— R C TR
TNEDHLYFET, )

@ PCle MCTP Options A =1 —

DRATLA—T ) TaDB,
Configuration > Advanced PCle Configuration > PCle MCTP Options) ZiEiRd 5 &,
ZaA—PREREINFET,

[ ]! HEFORE

I'System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices

[PCIe MCTP Options] 4

BMDA T 3 UIZDNT, RDRESBL T,

1EHH INTGA—H— EiEA
PCle Slot XX MCTP [Enabled] BEESIN-ZXAOY FOPCleBEO R—R bk T
Broadcast Support Disabled OrIJLMCTP) ZHIEILET, COA T 3 UId,

PCleT > RARA v M3t g HMCTPHR— & EHIZY
BEOIFERLEY., COF T3 VIS RTLD
EHREICH L THEMISRET S L EHELET,
XX: 1/2/3... CPUBAOS A H—h— FEEFEICE L TR
NN

EHYFEI,)

(8) Fan and Thermal Options A —a1—
AT LA—T 1) T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options

> Fan and Thermal Options] Z:EiRT B &,

[ ] HEFROKRE

lFan and Thermal Options] * —a—AFKRENFET,

AT 3 DINTA—RZ—EBMIZDNT, ROKESELTLEEL,

I5H

INGA—R—

Bl

Thermal Configuration

[Optimal Cooling]
Increased Cool ing
Maximum Cool ing
Enhanced GPU Cool ing

KD T 7 VUBHAEEERLET,

lOptimal Cooling) (&, EYIAAEIZRIREIZT B
ER/IRD T 7 EEIZRET S ET, xESE
MR EEERERLET,

lNncreased Cooling] Tl 77 v EEETHERE
. BEEEHZEHFET . [lncreased Cooling]
X, tEOX FL—Cay hO—5—h\NE \—
R RS Tr—IIcr—JIERESN TV HIHE,
FHIEAROSRDOMEZ MDA ETHRRTEGL
BEIERLES,

MMaximum Cooling) &, 77 v &BREETHERS
2. REBLVAHAEEERLET,

lEnhanced CPU Cooling) IE. 7Ot v H—DAH%E &
Y LEST . Tty s—IcBRONINDT—4 0
— R£2EFTT58BE8. 7Oty H—04aHFRIEICEL

Y, NIF—VANRETIBEAHY FT,
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(9) Advanced Debug Options * —a1—
DRTFLA—T4) T4, [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options

> Advanced Debug Options] %:3iR9 % &. TAdvanced Debug Options] A —a—ARRENFET,
BMOF T3 UIc220VT, RORESBLTLLIESLY,

=] S| INGA—H— iR
Advanced Crash Dump Mode | [Disabled] AA T aVIFEEHDIGEERE. HEARREND
Enabled FHELAEWLWTLEEEY,

lEnabled) IZERELT=H5E. YRATLNI Sy al
-15E12. SO IZEBMDT /Ny V&R %0 T 5 &
SITVRTLEERLETS,

[ ] HEFRORE

(10) Power and Performance Options A —=a1—
SRATLA—T 4 )T a4h . [System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options] #3&iR94 5 &. TPower and Performance Options] A Za—MRERESNFET,
BMDA T 3 UIZDNVT, ROKRESB LTS,

15H INGA—H— B
Energy Performance [Disabled] ZDFATLavEFERALT, IRILF—NRT+—T U REBEER
Preference (s Enabled ELITEDIZLES,

[ 11 HERORE
FLORTLRM A—2 3> 2 0LRICTRIATESA T3 T,

(11) Trusted Platform Module Options * —a1—
ORTLA—T 4 )T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Server Security
> Trusted Platform Module Options] Z#EiRd B &. TTrusted Platform Module Options] » —a—MRREEh

E3 IS
BMOA TS 3 UICDONT, RORESBL TS,
15H INTGA—H— £ BA
Omit Boot Device Event | [Disabled] T—bTNARARY NEBBDEREFRELET, [lEnabled) I
GED) Enabled HRET DL, PRT— FERITORIEHENIZA Y . PCRIA] THAEITE
MR INGELRYET,

[ ] HERHORE
SE 1 RTLROM Version 2.80 LABRIZTRIATESA T 30T,

(12) Embedded Applications A =1—

SRTLA—T 1) T 45, [Embedded Applications] Z:&iR9 5 &. [Embedded Applications] A =a—MmFE
RENFET,
BMDA TS 3 UIZDNVT, RORESBLTLIEZS,
HE INGA—H— B
Embedded Diagnostics - AETIIHR— FEShEEA,
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B)

TiE

*

1—F—XHA KIS

W Express5800/R120h—1E

ERHYELI=DT, UTIZETEW=LET,

A—H—=XHA FIZDIT

B i
P.2 FEFHMR& L TStarter Pack DVD [Z#&#h. EFhRE LTWeb 1 k
ABGOERHE F7=IdWeb - k (http://jpn. nec. com/) IZ | (https://jpn. nec. com/express/) (24 B
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Precautions for Using
Express5800/R120h-1E, R120h-2E

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

) Introduction

) Notice about the function of the System ROM
) Notice about the function of the iILO5

) Notice about the OS

5) Notice of the function in general

A) The additional options by firmware update

B) Emrata Information

1
2
3
4

1) Introduction

e About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the
following URL. Regarding Starter Pack, it is also provided as an optional product.

< hitps://mww.58support.nec.co.jp/global/download/ >
-> Document & Software
->Rack
-> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC

ESMPRO ServerAgentService and Express Report Service / Express Report Service (HTTPS) / Express Report
Service (MG).

< https:/Mmww.58support.nec.co.jp/global/download/ >
->ESMPRO

e About Starter pack

Please see the following website to check the latest Starter Pack.

< hitps://mwww.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

e About service and driver modules for VMware ESXi

Please see the following web site to check the latest modules.
(1) Agentless Management Service and iLO Channel Interface Driver

< https:/Mmww.58support.nec.co.jp/global/download/ >
->VMware

(2) WBEM Provider and CLI tool

< https:/AMww.58support.nec.co.jp/global/download/ >
-> Utility

o Notice about service operation time of this product

The service operation hour of this product may require more hours than usual depending on the combination of the
equipped firmware and driver.




2) Notice about the function of the System ROM

e Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up while changing the configuration in the System Ultilities,
discard the changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the
System Utilities. Selecting OK to continue the changes may cause some server settings such as Serial Number and

Product ID to be lost.

Question

Submit Fail For Form: BIOS/Platform Configuration (RESU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from a Red Screen of Death (RSOD) screen

If you have changed the server configuration/settings or the system status, a Red Screen of Death (RSOD) screen
appears in rare cases before starting up the OS. This may cause the server to become uncontrollable. However, the server
may recover from the RSOD by tuming off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.

e How to recover stop POST by the message of "Memory Initialization Start"
If the server stops POST by a message of "Memory Initialization Start", recover them by setting to the default value by
SW6 of the system maintenance switch.

Refer to “Chapter 1 - 7.3.3 Set the System Configuration Back to Default Values” of the maintenance guide.

e About UEFI Serial Debug output on BIOS Serial Console

UEFI Serial Debug output could inadvertently be seen over BIOS Serial Console with System ROM v2.32 (03/09/2020).
This issue would be seen periodically on server reboots. And, POST time will increase about 2 minutes.
This issue has been fixed in System ROM v2.34 (04/09/2020).
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e Notes on the Server Configuration Lock (SCL)

(1) Set SCL function to disabled and operate the system.

(2) Set the password when the SCL function is enabled and keep the password in a safe place. If you lose your SCL
password and it is locked by the SCL function (stopped before booting the OS), you will not be able to unlock it and
you will not be able to boot the server OS again.

You will be charged for recovery / recovery to the bootable state.
If you lose your SCL password, there is no way to clear it.

(3) When you will be requesting maintenance, it is necessary to disable the SCL function.
If you cannot be disabled the SCL function, maintenance will be a charged one.

(4) Set "Halt on Server Configuration Lock failure detection." option to disabled and operate the system. If it was enabled,
when the SCL function detects an unrecoverable condition and is locked (stopped before the OS boots), the system
utility will not be able to start and the server configuration lock will never be disabled.

You will be charged for recovering to the bootable state.
Unrecoverable conditions of SCL function:
- When the server boot is locked by the SCL function due to change in the RBSU settings.
- When the server boot is locked by the SCL function due to the update of firmware, and the original firmware version
cannot be restored.
- When the server boot is locked by the SCL function due to a failure of the DIMM or PCI option card

e Notice of the backup and restore of RBSU Settings by REST ful interface tool.

In the case of iLO5 firmware version 2.40 or later, backup and restore of RBSU Settings should be done from "Backup
and Restore Settings" menu under System Ultilities. (See "Backup and Restore of RBSU Settings" in Maintenance
Guide (Common).)

e About change of specification in Fault tolerant memory function (ADDDC)

Specification of the Fault tolerant memory function (ADDDC) has been changed by firmware update. Change points are
below.
- For the system ROM Version 2.00 (02/02/2019) or later
Even if the system has other than 8 or 12 DIMMs per channel but has the fault tolerant memory function (ADDDC)
available configuration, the system will change its setting automatically and starts to use this function.

- For the system ROM Version 2.10 (05/21/2019) or later
* The Fault tolerant memory function (ADDDC) can be used even if the amount of RANK number per channel does
not exceed 2.
*N8102-709 becomes ready for use of the fault tolerant memory function (ADDDC).

e About the internal DVD-ROM (N8151-137/138) display

When System ROM Version v 2.00 (02/02/2019) or later and Embedded SATA Configuration setting (* 1) is set to [Smart
Array SW RAID Support], two internal DVD drive information is displayed in the Disk Utilities menu (* 2) depending on the
operating environment.
Both can refer to the same intemal DVD information.
(*1) T'System Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller Options >
Embedded SATA Configuration |

(*2) 'System Configuration > HPE Smart Array S100i SR Gen10 > Disk Ultilities |

e Factory settings on the following items of BIOS/Platform Configuration (RBSU) are as below.
(1) System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile : Custom

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Core C-State : No C-states

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Package C-State : No Package States
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¢ "IPMI Watchdog Timer Timeout™ may be logged in the iLO event log (IEL)

When System ROM is v2.62 (03/08/2022) and the IPMI Watchdog Timer option is set to Disabled (factory setting),
the following "IPMI Watchdog Timer Timeout" may be logged in the IEL:

iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: 0x44, TimerActions: 0x00.

Event Class: 0x23

Event Code : 0xB3

Recovery procedure:
This problem will be solved by exercising either of the recovery options (A or B) described below.

Recovery option A
1. Power off the server. Then disconnect the plug from the outlet.
2. Wait for 30 seconds. Then plug the server into the outlet again.

Recovery option B
In System Ultilities, change the setting of the IPMI Watchdog Timer option two times as follows:
1. Power on the server.
2. During the POST, press the F9 key to start System Utilities.
3. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI
Watchdog Timer option to Enabled.
4. Press the F12 key, save the change, and then restart the system.
5. During the POST, press the F9 key to start System Ultilities again.
6. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI
Watchdog Timer option to Disabled.
7. Press the F12 key, save the change, and then restart the system.

e About the System Utility and One-Time Boot Menu display

(1) To protect the change permissions on the menu under BMC Configuration Utility, enable BMC Configuration Utility >
Setting Option > Require user login and configuration privilege for BMC Configuration.

It isn't protected by setting of BIOS/Platform configuration (RBSU) > Server Security > Set Admin Password.

(2) The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor Information" are
indicated by the values that a 1MB is converted into 1024000 bytes.
When the version of System ROM is v2.00 (02/02/2019) or later, it is indicated by converting 1 MB to 1048576 bytes.

(3) The mouse cursor may tum into a black square indication when System Utilities screen or One-Time Boot menu is
displayed. This is just an indication problem, and the operations of System Utilities work normally. This phenomenon
can be solved by operating the mouse.

(4) In the PCle Device Configuration menu of BIOS/Platform Configuration (RBSU) (*) and in One-Time Boot Menu, the
name of a RAID controller may not be correctly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-
197, N8103-201, N8103-237, or N8103-238
The above problem occurs if both of the following conditions are met:
1. The version of the RAID controller firmware is v4.11 or higher, or v3.01.04.072 or higher.
2. The version of System ROM is lower than v2.68 (07/14/2022).

However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.
* Select BIOS/Platform Configuration (RBSU) > PCle Device Configuration.

e About the PCle Slot X MCTP Broadcast Support menu (X is PCle Slot number)

In the device with the system ROM version v2.10 (05/21/2019) or later, when the PCle MCTP Options menu is selected
(as described in *1 below) for the first time, the pop-ups (*2) informing that the settings for the device will be forcibly set to
default will be displayed as many as the number of settable PCle slots.
When PCle MCTP Options menu (*1) for the first time, the pop-ups (*2) with the contents to force the default settings is
displayed.
Meanwhile, in the device with the system ROM of the following versions, when the settings are tried to be saved, the
pop-up (*3) appears and the settings are not saved. As a result, the pop-ups (*2) will be displayed as many as the
number of the PCle slots every time this menu is displayed. In this case, MCTP Broadcast always operates in an
enabled state.

-v2.22 (11/13/2019)

-v2.32 (03/09/2020)
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*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options

*2
Current value of "PCle Slot 1 MCTP Broadcast Support” setting does not match possible option values. Setting
is forced to the default value
Press ENTER to continue
OK
*3

¢) Question

Submit Fail For Form: BIOS/Flatform Configuration (RESLU).

Select Cancel to discard changes for this page. Select OK to go to this page.

(54 Cancel

e About set value of Extended Memory Test option

When System ROM Version is v2.36 (07/16/2020), Extended Memory Test option is set to "Disabled" automatically after a
system reboot.
System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test

e Server may become unresponsive during Network PXE Boot

When System ROM versions are below v3.10 (02/22/2024), the server may occasionally become unresponsive when
booting via Network PXE Boot with an OS. If this issue occurs, please follow one of the procedures below to restart the
server:

a) Press and hold the power button to tum off the server. Then, press the power button again to tum on the server.

b) Select “Power” -> “Press and Hold” from the iLO Web Interface to tum off the server. Then, select “Power” ->
“Momentary Press” from the iLO Web Interface to tum on the server.

This issue has been fixed in System ROM v3.10 (02/22/2024).




3) Notice about the function of the iLO5

e Caution about Reset iLO

Do NOT Resetil O during the period from server boot start to the completion of OS boot. This period includes the execution
of POST (Power On Self Test)
Do NOT Reset iLO while users are using the System Utilities.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Ultilities, Reset iLO may lead to loss of server settings such as Serial
number and Product ID. If the iLO is reset during POST execution, the screen display of UUID and UUID logic in iLO Web
Interface : [Information] - [Overview], may be corrupted. Please tum off and tum on the power this product.

iLO Resets which is subject to this caution
- Reset iLO via network such as iLO Web interface
- ResetiLO via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Ultilities below, for the cases where iLO is reset
after changing the settings in “BMC Configuration Utility” in the System Ultilities.

e Caution about iLO time function

This caution is for iLO firmware version lower than 1.45.

In case that SNTP setting is disabled, and if the iLO is reset, iLO time may be slipped.
It is recommended that SNTP is set enabled at iLO Web interface.

For the details of iLO SNTP setting, please refer to iLO5 User’s Guide.

e Caution about iLO Downgrade Policy

In case thatiLO License for Remote Management is installed with iLO5 firmware 1.40 or latest, Do NOT set “Permanently
disallow downgrades” in [ Security] - [Access Setting] - [Update Service] - [Downgrade Policy] setting.

If the setting “Permanently disallow downgrades” is set, downgrade of any firmware cannot be done afterward. The setting
of this “Permanently disallow downgrades” is permanent and irreversible, and users cannot change this setting from any
iLO interfaces or any utilities.

This setting cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is
kept unchanged.

e Caution about iLO security function

In case that ILO5 firmware 1.40 or latest is used, @ is always displayed in [Information] - [Security Dashboard] and in
iLO Web interface screen.

Depending on the setting of RBSU oriLO, the status of security may be displayed in red showing security is at Risk. Please
set security settings appropriately in order to follow customer’s security policy.
For the recommended settings, please review the iLO5 User's Guide.

For the settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where
Admin Password is set from System Utilities(*1), or the case where the setting “Require Host Authentication” is
enabled from iLO Web interface(*2).

The matching condition is different by iLO5 Firmware version.

iLO5 Firmware matching condition(s)
Version 1.40 (*1),and (*2)
Version 1.43 and later (*2)

The iLO security icon on the right upper portion of Web interface may be transparent even if “Overall Security Status” of
[Security Dashboard] is “Risk”.
"Overall Security Status" of [Security Dashboard)] indicates the current security status.
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e Caution for the case where Admin Password is set from system utility (*1), or the case where the
setting “Require Host Authentication” is enabled from iLO web interface (*2).

(*1) This caution is for iLO firmware version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security”
Set password by “Set Admin Password option”

(*2) This caution is for iLO firmware version 1.40 and higher.
Don't set “Require Host Authentication” Enabled in “Security > Access setting > iLO”

When the setting described above is executed, the following symptoms are expected
* Many messages “Remote Insight/Integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.

= Emor occurs, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
- Report services for hardware faults in Express Report Service

- Report services in RAID Report Service
* Function to display Device information and configuration collected by iLO

= Function to collect event logs collected by iLO

e About the corrupted screen display of UUID in iLO Web interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web interface : [Information] -
[Overview] page may be corrupted.
When any corrupted texts are displayed, please tum off and on the system.

e Caution about Virtual NIC settings on iLO Web interface

The default value for “Virtual NIC” in [Security]-[iLO] depends on the version of the iLO 5 firmware.
Check the following when "Set to factory default" is executed in the BMC configuration utility.

(1) If you use iLO 5 firmware version between 2.10 and 2.18, The default value of “Virtual NIC” is “Enabled”.
A waming may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not
support virtual NIC or Windows Server 2016/2019/2022 where USB CDC-EEM driver is not installed.
If you do not use the iLO virtual NIC functionality, go to [Security] > [iLO], and disable “Virtual NIC”.

(2) If you use iLO 5 firmware version between 1.40 and 1.47 or 2.31 or later, The default value of “Virtual NIC” is “Disabled”.
When you run “Set factory defaults” on BMC Configuration Utility, [Security] > [iILO] > “Virtual NIC” will be “Disabled”.

e Caution about IPv6 address of Network Adapter on iLO Web interface if vEthernet(Hyper-V Virtual
Ethernet Adapter) is configured on Windows

If iLO version between 2.10 and 2.18 below is used and vEthemet(Hyper-V Virtual Ethemet Adapter) is configured on
Windows, “IPv6 Address” of [Network Ports] in each Adapter may be not accurate on [Information] > [Network] > [Physical
Network Adapters].

Please comfirm The Property of each network apater on Windows, if vEthemet(Hyper-V Virtual Ethemet Adapter) is
configured on it.

o Displaying Network information in the iLO web interface

IfiLO version 2.31 or later is used and Bridge of network is configured on OS, the information in each Adapter may be not
accurate on [Information] > [Network] > [Physical Network Adapters].
Please comfirm The Property of each network apater on OS, Bridge of network is configured on it.

e Caution for the Security Dashboard of iLO Web interface

If you update to iLO5 firmware greater than or equal to 1.43 and lower than 2.10, “Last Firmware Scan Result’ is displayed
in “Information > Security Dashboard”. Do not click this Hyperlink.

If you click this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload button of the browser.

Or you log out the current session of iLO Web interface, and please log in again.
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Information - Security Dashboard :3’;

® 0O DO W9 A 7

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

U  Overall Security Status : OK

Security State Production
Server Configuration Lock: Disabled

Security Parameter J Status State Ignore
Security Override Switch 9 0K of O
IPMIVDCMI Over LAN 9 0K Disabled O
Minimum Password Length 9 OK OK O
Requir n for iLO R 9 0K Enabled O
9 OK Enabled O
Secure Boot 9 OK Enabled O
Password Complexity 9 OK Enabled O
¥ 0K Disabled O
9 oK oK O

e About Storage Information of iLO web interface
If you are using the iLO5 firmware 3.00 or later

iLO 5 may not retrieve Storage Information after server reboot.
In this case in the iLO 5 web interface, under "System Information," clicking on the "Storage" tab displays the following:
"Failed to retrieve complete storage device information. Refresh the page in a few minutes. "

If above the message is displayed on "storage" page in iLO web interface, please run the iLO reset.

e Displaying Device Inventory information in the iLO web interface

< Enviroment with R120h-1E has LOM card (N8104-193/194/195) >
System ROM version lower than v2.34(04/08/2020), LOM card’s information might be displayed as follows, but it does not
affect server operation and LOM card operation.

- Location : Unspecified
- Firmware Version  : N/A
- Status : Unknown

< Enviroment with SAS Expander card (N8116-51) >
iLO firmware version 2.31 or later, SAS Expander card information might be displayed as follows, but it does not affect
server operation and SAS Expander card operation.

- Firmware Version  : N/A
- Status : Disabled

e What todo when corruption of SNMP alert about the physical drive status changed is recived?

When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the

same event at “Information” - “Integarated Management log” of iLO5 Web interface.

eg.:
Abnormal, physical drive status change detection,iLO SNMP Trap,mgr_WIN-U6HIHPNIH1Q,uru-rhel83,192.168.0.57,,2021/10/01
15:22:57,iLO,0xc0000be6,"A physical drive status change has been detected. Current status is 3.

(Location: ot 12 Controller: Slot 12)","If the physical drive status is failed(3)', 'predictiveFailure(4),,
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e About status of Agentless Management Service(AMS) on iLO Web interface.

When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the
same event at “Information” - “Integarated Management log” of iLOS Web interface.

When status of Agentless Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web interface,

please resetiLO.

After about 10 minutes, please restart Agentless Management Service(AMS) by following procedures.

* Verifying AMS status

Please confirm the status from iLO Web interface : [System Information] - [Summary] — [Subsystems and Devices] -
"Agentless Management Service".

If the status of Agentless Management Service(AMS) is “Unknown” or “Not available”, iLO can't collect some part of
information of storage, network and iLO can't display those information correctly.

< Restarting AMS >
Procedure
* Windows
Navigate to the Windows Services page and restart AMS.

* Red Hat Enterprise Linux 7.x and 8.x
Enter the following command:

# systemctl restart smad
# systemctl restart amsd

- ESXi6.5/6.7
Enter the following command:

# /etc/init.d/amsd.sh restart
or
# /etcfinit.d/ams.sh restart

* Command depends on the version of AMS you are using

« ESXi7.0
Enter the following command:

# /etcfinit.d/amsd restart

e About Java IRC session timeout message.
While Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired
appear after that session has expired. At the same time, irrelevant popup appears too together.

When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

- “Sessions Closed due to Timeout or Unauthorized Access.”

e Note About Rapid Setup
If you are using the iLO5 firmware 2.71 or 2.72:

Before using Rapid Setup for configuring the Smart Array SW RAID on your system, open the iLO web interface, go to
[System Information] > [Device Inventory], and then confirm that “Status” of Smart Array S100i SR is “Enabled”. During
a POST after that, press the F10 key, select [Provisioning] > [EXPRESSBUILDER], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID configuration” and then the
following message:

H “Rapid Setup did not find any supported disk installed on this system.
Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Setup and check your hardware configuration.”
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e Possible high-speed fan rotation and abnormal sound

If you are using the iLOS5 firmware 2.90 or later
Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

o SNMP Alert
If you are using the iLO5 firmware 3.00 or later

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when it is detected.
Depending on the status, the location information is displayed in either of the following two patterns:

1. (Location: Slot=(A):Port=(B):Box=(C):Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (slot number)
B: The port number of the physical drive
C: box number of the physical drive
D: The bay number of the physical drive

e Caution about Using Cipher Suite for Intelligent Platform Management Interface (IPMI)

iLO 5 does not support IPMI Cipher suite 17. If you run the "ipmitool" utility version 1.8.18 with
the interface specifed as "lanplus" and cipher suite as "17" for an iLO 5, the following error will be displayed.

Error in open session response message: no matching cipher suite
Ermor: Unable to establish IPMI v2 / RMCP+ session.

e VROC SATA RAID

If you are using the iLO5 firmware 3.04 or later

When the VROC SATA RAID is configured, the drive information is not displayed under [System Information] - [Storage]
- [Drives] in the iLO web interface, and "Unconfigured-Drives" is displayed.

Refer to the drive information under the VROC SATA RAID configuration using the Intel VROC GUI or Intel VROC CLI
on the OS.

For more information, see the Intel® Virtual RAID on CPU Utility VROCS8 User Guide.
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4) Notice about the OS

o About EXPRESSBUILDER Manual Installation

Partitions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the
"Manual" option.

Pay attention to the user data stored in the system drive when re-installing Windows.

o Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next event log is sometimes registered.
But ignore this message since it does not cause any problem for the operation.

<EventLog >

ID 1

Source : VDS Basic Provider
Level : Error

Unexpected error occurred. Error code :32@01000004

o Notice of Agentless Management Service (AMS) on the server running Windows Server OS

The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019 operating system with
Agentless Management Service (AMS) version 1.40.0.0 installed, the ams.exe process will exhibit an increasing handle
count. Handle leaks can cause performance issues overtime due to over consumption of memory.

@ This symptom is fixed in the Agentless Management Service (AMS) 1.43.0.0.
This AMS is included in the Starter Pack. Please apply the Starter Pack Version S8.10-006.03 or later. If the AMS
1.40.0.0 is already installed in your server, and you want to apply Starter Pack Version S8.10-006.03, you need to
update the AMS separately. For further explanation about the updating, please check the Starter Pack website.

@ If you want to use Agentless Management Service (AMS) 1.40.0.0, please do the following steps to stop the
increasing of the handle count.

(1) Stop the AMS service by typing "net stop ams" in a command prompt.

(2) Explore to C:\Program Files\OEM\AMS\Service folder.

(3) Rename the file storelib.dll to storelib.dll.bak

(4) Start the AMS service by typing "net start ams" in a command prompt.

(*1) The following message may be displayed when stopping AMS, but there is no problem.

A system error has occurred.
System error 1067 has occurred.
The process terminated unexpectedly.

The Agentless Management Service service was stopped successfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

@ There are 2 ways to check the version of Agentless Management Service (AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.
> Get-WmiObject Win32_Product | Select-Object Name,Version | Select-String "Agentless Management
Service"

(2) Check the version from the command resuilt.

- The way to confirm on the remote system with using iLO Web I/F.
(1) Login to iLO Web I/F with Web browser on the remote system.

(2) Select the "Firmware & OS Software" on the left menu, and then select "Software".

(3) Check the version of "ams.exe" displayed in "Product Related Software".
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e Notes on changing configuration of CPU board after setting up Windows Server 2019/2016/2012 R2

When a fixed IP address or DNS is set for the following options, add a CPU board by the following procedure.
(The procedure is necessary to take over the fixed IP address setting even after the CPU expansion.)

N8104-173 Dual Port 10GBASE-T LOM Card
N8104-177 Dual Port 25GBASE SFP+ LOM Card
N8104-182 Dual Port 10GBASE-T Adapter (2ch)
N8104-183 Dual Port 10GBASE-T Adapter (2ch)
N8104-185 Dual Port 10GBASE SFP+ Adapter
N8104-187 Dual Port 256GBASE SFP28 Adapter
Expanded PCI Card with PCI-to-PCl bridge

(1) Change settings such that the service that refers to the relevant option does not start up automatically and stop
service. In addition, when the storage is connected to the option, remove the LAN cable from the option before
the following work so that the option does not recognize the storage.

(2) When setting LAN teaming at the option, cancel teaming.

(3) Record IP address of the options / sub netmask / default gateway / preferred DNS server / altemate DNS server
(the parts in the red frames below.)

Internet Protocel Version 4 (TCP/IPv4) Properties X
General

You can get IF settings assigned automatically if your network supports
this capabity. Otheruise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automaticall

(@ Use the following TP address:
p— r———
Subretmast . .
efult gten . .

@ Use the folawing :
Preferred DNS server: o
Alternate DNS server: O

[[validate settings upon exit

Advanced...

e

(4) Change the settings of the option as follows: “Obtain an IP address automatically”, for IP address and “Obtain
DNS server address automatically.” for DNS address.

(5) Follow the user’s guide to add a CPU board.

(6) Set IP address /sub netmask / default gateway / preferred DNS server / altemate DNS server, which are
recorded in Step 3), to the option.

(7) Set LAN teaming again.

(8) Set up again the service whose setting was changed in Step 1) so that the service starts automatically. When
the option is connected to storage, connect the LAN cable again such that the option can recognize the storage.

Tips
If you do not follow above procedure, a message appears, telling for example, that the fixed IP address is used
by another device, and you may not be able to set a fixed IP address.

In that case, execute the commands below by command prompt and boot the device manager. Then, click

[View] - [Show hidden devices] and expand the network adapter tree, and then delete the grayed out devices
that are not in use.

>set devmgr_show_nonpresent_devices=1
>Start DEVMGMT.MSC

When you refer to network of NEC ESMPRO Manager, a duplicate network card will be displayed after the configuration
of the expanded CPU board is changed CPU processor kit. Please ignore the network device that is not displayed on the
OS, and the detail information of the network device will be displayed as “Unknown®.
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o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO firmware version of this product with NEC ESMPRO Manager (Windows) and
Express Report Service (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO
Receiving Information (ilo en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

@ Phenomena regarding NEC ESMPRO Manager (Windows)

iLO firmware | NEC ESMPRO Phenomena
version Manager
(Windows) Version
2.10 or higher | Lower than 6.25 - Configuration Tab - Server Status screen
"SNMP Alert setting” will show error message "Failed to get SNMP Alert
setting”.

Remote Control Tab - iLO Information - Show IML or Save IML
NEC ESMPRO Manager will fail to get IML information and Show IML or
Save IML feature will not work.

- AlertViewer
New Alerts of hardware failure added with firmware update will be
displayed as "Unknown" alert on AlertViewer.
Lower than 6.47 - AlertViewer
New Alerts of hardware failure added with firmware update will be
displayed as "Unknown" alert on AlertViewer, or they will not be displayed
on AlertViewer.

@ Updating NEC ESMPRO Manager Ver 6 (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
https:/mww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6
Installation Guide (Windows) [PDF]".

@ Updating NEC ESMPRO Manager Ver 7 (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
https://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- NEC ESMPRO Manager

(2) Launch the ESMPRO installation tool included in the ESMPRO Platform Management Kit.

(3) On the “Installation Tools screen” click on “Instructions”, then from Software Manuals click on
“ESMPRO/ServerManager.
(4) Click on "ESMPRO/ServerManager Ver.7 Installation Guide (Windows)".

(5) For more details on “Update NEC ESMPRO Manager from Ver 6 to Ver 77, refer to Chapter 2 Installation in "NEC
ESMPRO Manager Ver. 7 Installation Guide (Windows) [PDF]".

@ Phenomena regarding iLO Receiving Information (ilo_en.mtb)
* Intend for users of NEC Express Report Service (MG)
iLO firmware | iLO Receiving Information | Phenomena

version Version
2.10 or higher | ilo_en.mtb It is impossible to detect a failure of the hardware added along
Lowerthan 1.4.0 with the update of hardware and to issue an alert of this failure.
* If iILO Receiving Information has been updated and NEC
iml_en.mtb ESMPRO Manager has not been updated, it is impossible to
Lower than 1.5.0 detect the failure of the added hardware and issue the alert of the

failure, as with the above.
* There are 2 kinds of iLO
Receiving Information.

44




@ Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (ilo_en.mtb, iml_en.mtd) from the following website.
https:/www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows) Receiving Information
-iLO.zip

(2) Delete current Receiving Information from Express Report Service (MG) (Windows).
For details refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express
Report Service (MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)" from the following website.
https://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows)

@ The steps of confirmation for iLO FW version
- Server Health Summary
Push the UID button on the server and check the version of the iLO firmware on the console connected to the server.
(For the detail, refer to Server Health Summary in iLO5 user guide.)

- Remote
Check the version of the iLO firmware on "Firmware & OS Software - Installed Firmware" by iLO web interface.

@ The steps of confirming version for NEC ESMPRO Manager (Windows)
(1) Log in NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.
@ The steps of confirming version for iLO Receiving Information (ilo_en.mtb, iml_en.mtd)
Confirm the version of “iLO SNMP Trap” in "Setting for receiving information” screen.

Regarding "Setting for receiving information" screen, refer to 3.1.5 Setting for Receiving Information or 3.2.4 Setting
for Receiving Information in "Express Report Service (MG) Installation Guide (Windows)".

e Note on using VMware ESXi

This caution is about the screen display of VMware vSphere : Monitor > Hardware > System Sensor > Sensor when the
ESXi is booted.

(1) There are cases where the following Heartbeat Lost sensor displays “Warning(Yellow)’.

[Device] I/O Module (n) LOM_Link_P (n) : Heartbeat Lost-Assert
[Device] I/O Module (n) NIC_Link_P (n) : Heartbeat Lost-Assert
*n represents LAN port number P1-P4

<Environment :iLO5 firmware 1.30. 1.35. 1.38 is applied >

In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows “Waming (Yellow)” after
ESXi completes boot, for the ports whose cables are connected, the “Waming (Yellow)” will disappear and tum to
“Normal (Green)” within a couple of minutes after connecting LAN cable. Please wail for a couple of minutes. For
the ports without LAN cables, the “WWaming (Yellow)” will be continuously displayed, but this does not indicate
hardware malfunction and there is no impact to the system operation. Please continue operating the system as is.
If a LAN cable is connected and the “Waming (Yellow)” does not disappear, there is a possibility that the connection
of the cable is bad, so please check the LAN cable connection.

<Environment iLOS5 firmware : 1.40 or latest is applied>
In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows “Waming (Yellow)” after
ESXi completes boot, the “Warning (Yellow)” will disappear and tum to “Normal (Green)” within a couple of minutes.
Please wail for a couple of minutes.
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(2) In case of non-redundant FAN configuration, there are cases where the screen display of following sensor Health
(vCenter : Status) shows “Waming (Yellow)” after ESXi completes boot, This “Warning (Yellow)” does not indicate
hardware malfunction and there is no impact to the system operation.

- Cooling Unit 1 Fans

(3) There are some cases where the screen display of following sensor Health (vCenter : Status) shows “? ” after ESXi
completes boot, this does not indicate hardware malfunction and there is no impact to the system operation.

- System Chassis 1 UID

o Notes for using TPM in VMware ESXi

If your system has TPM kit (N8115-35) and OS is VMware ESXi with System ROM Version v 2.00 (02/02/2019) or later
and the, should be used "TPM 2.0" in TPM Mode.(*1).
PSOD (Purple Screen of Death) occasionally occurs when TPM Mode is set to “TPM 1.2".

(*1) The factory default setting is “TPM 2.0".
Check TPM Mode and change setting from the following menu.

Menu Location : System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module

Options
Indicating : Current TPM Type
Settings : TPM Mode Switch Operation

e Change of RAID monitoring and reporting method

If VMware ESXi uses N8103-189/190/191/192/193/194/195/196/201/237/238/240 RAID controller and N8103-239
SSD Adapter for OS Boot, the RAID monitoring report will be changed to snmp trap reporting.
For details, please check the following website.

NEC Support Portal

http://Amwww.58support.nec.co.jp/global/download/N8103-239/WBEM _uninstall_en.pdf

e Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. When adding a unique udev rule,
do not change or fix the NIC device name based on the PCl address.
In addition, do not use the storage device name under /dev/disk/by-path/ that includes the PCI address.

If operation using a device name based on the PCl address is required, do not add/remove the card to/from the PCl slot,
or change the CPU configuration. If the PCI bus address information changes and the name of the PCl-connected device
is affected, you may not be able to access the network or storage, and the system may not boot normally.

¢ Cautions on using Red Hat Enterprise Linux 8.5 or earlier

Select "OS Boot Manager" when booting OS from "One-Time Boot Menu".
Selecting an OS boot device such as HDD/SSD on the "One-Time Boot Menu" may cause RSoD (Red Screen of Death).

One-Time Boot Menu

I Red Hat Enterprise Linux I
Generic USB Boot
;Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

One-Time Boot Screen
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5) Notice of the function in general

e Caution for operating BMC Configuration Utility in the System Utilities

If you execute POST or change the BMC configuration while rebooting the iLO, some server settings such as Serial
Number and Product ID may be lost.

In addition, there is a possibility that it does not operate normally in the restart process immediately after.

To avoid this trouble in rebooting the iLO, follow these steps:

(1) In the System Utilities, changing the settings of BMC Configuration Utility may display the following pop-up before
rebooting the iLO:

BMC configuration has changed and BMC needs to be reset The configuration utiity will not be avadable until
next system reboot
Enter to Continue / Esc to Cancel

(2) Press OK to proceed.

(3) The iLO will start to reboot and then the following pop-up appears:

Warning
The management processor is resetting' Please wait a minute for the reset to complete, then ht Esc to exit the
configuration utiity and reboot the server

(4) Leave this pop-up at least for one minute.
(5) Confirm if the iLO reboot is completed.
Kthe iLO is restarting : the Status LED flashes in green (once per second) the iLO is operating normally through the
restart completion : the Status LED lights in green.
(6) If the confirmation succeeds, press OK to proceed.

(7) Press the ESC key several times to return to the top screen of the System Utilities.

(8) From the top screen, select Reboot the System to reboot the server.

e How to recover lost Serial Number and Product ID

If the server loses Serial Number and Product ID, recover them as follows:
(1) Power off the server. Then disconnect the plug from the outlet.
(2) Wait 30 seconds. Then plug the server into the outlet again.
(3) Tum on the server with the POWER button.
(4) The server starts up and the POST screen appears.
(5) Press the F9 key to enter the System Ultilities.

If this fails, initialize the RBSU settings with the system maintenance switch (refer to “Chapter 1 7.3.3 Set the System
Configuration Back to Default Values” of the maintenance guide).
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(6) Check the values of Serial Number and Product ID by selecting the menu of the System Utilities: System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

(7) If the values of Serial Number and Product ID are satisfactory, go to step 14.

(8) If the values are unexpected or lost, select the menu of the System Utilities: System Configuration > BIOS/Platform
Configuration (RBSU) > System Default Options.

(9) Select the Restore Default Manufacturing Settings option.
(10) Select this option: Yes, restore the default settings.
(11) The server restarts automatically and the POST screen appears.

(12) Press the F9 key to enter the System Utilities.

(13) Set the proper Serial Number and Product ID (indicated on the pull-out tab of the server) via the menu of the System
Utilities: System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service

Options.
Serial Number
UERDRUERUERDD
[ ==
N3100-2557Y oo
Product ID [B ‘@A%

Jpanec.com/express/

[Important] Product ID is the model number like "N8100-2602F". Product ID is not PID.

(14) If the RBSU settings have been changed from the defaults, check and configure the new values.

e About labels of server information

A label with the following information are attached on the top front edge of the server.
= Product code
= Serial number
* QR code
+ Default iLO account information

Please record these informations before installing server for maintenance.

Other than the Express5800/R120h-2E 3.5-inch model, the label described the above information is attached
on Pull-out Tab.

e Note on using UPS

- When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:
(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS
Serial Console and EMS > BIOS Serial Console Port — [Disabled]

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]

- Ifthe N8181-160 (power supply unit [800VWV/Platinum]) is used by redundant configuration, change the following settings:

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >Advanced Power
Options > Redundant Power Supply Mode — [High Efficiency Mode (Auto)]

2 The customer set as High Efficiency Mode (Odd Supply Standby) or High Efficiency Mode (Even Supply Standby)
is unnecessary for change above-mentioned.
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e Changing the cooling setting
This topic pertains to the following Options:

N8150-551 300GB 15K Hot Plug 2.5-inch SAS HDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD
N8150-553 900GB 15K Hot Plug 2.5-inch SAS HDD
N8150-602 900GB 15K Hot Plug 2.5-inch SAS HDD
N8154-107 2.5-inch Hot Plug Drive Cage Kit
N8154-120 2.5-inch Hot Plug Drive Cage Kit

If your HDD is any of the above, but its current cooling fan setting is Increased Cooling or Maximum Cooling, leave it as
itis (i.e., no need to change the setting). With neither of the two specified, for the HDD’s stable operation, please change
the setting to Increased Cooling as follows:

#Procedure for changing the setting
(1) Power on the server. During the POST, press the F9 key to start System Utilities.
(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and
Thermal Options > Thermal Configuration.
(3) Change the setting to Increased Cooling.
(4) Press the F12 key, save the change, and then restart the system.

Note:
Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment
for and the load on the system.

e Note on using N8116-84 SAS Expander Card

When updating firmware from this Starter Pack (Ver S8.10-009.01), please do NOT apply the following firmware update
module (Ver.5.08).

[Package Name]
Supplement Upate / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware for
HPE Smart Array Controllers and HPE HBA Controllers
(firmware-smartarray2de15b6882-5.08-1.1x86_64)

Please check the following Starter Pack Version S8.10-009.01 public page for detailed application procedures.
[Starter Pack Version S8.10-009.01]
< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

o Notes of using SAS controller (N8103-184)

When using N8103-184, “Status® of iLO Web interface [System Information] - [Storage] - [Storage Controller] is might
display to “Unknown”, but it does not affect server operation and SAS Controller operation.

e About FCoE function in N8104-173/177
The FCoE function (Fibre Channel over Ethemet) isn't supported with this product as NEC.

The FCoE function is enabled in N8104-173 in spite of the LOM firmware version, in N8104-177 with Family Firmware
Version after 8.35.43.

It is recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not cause any problem
for the operation.

Please ignore detection of the following device.

-HPE 533FLR-T FCoE Device
-HPE 622FLR-SFP28 FCoE Device

o About Wake On LAN function in N8104-173

When using the Wake On LAN function with PORT2 in N8104-173 (Dual Port 10GBASE-T LOM Card), update the
firmware version to 7.19.2 or higher in advance.
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e About Smart Storage Battery
Smart Storage Battery is indicated with Energy Pack on the RBSU menu. Please paraphrase.

e About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.

A) The additional options by firmware update

H About changing the BIOS/Platform Configuration (RBSU) menu

Some options are added or changed by firmware update of this product.
The additional options are listed below.

(1) Server Availability Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server
Availability from the System Utilities, the Server Availability menu appears.
For details about the additional options, see the table below.

Option Parameter Description
IPMI Watchdog Timer -1 | [Disabled)] Use this option to enable a Boot Time (POST) IPMI compliant
Enabled Watchdog Timer (WDT) that is disabled when an IPMI command is
issued to the system by the user and will not automatically be
disabled.
IPMI Watchdog Timer 10 Minute Use this option to set the wait timer before performing the desired
Timeout = 15 Minute timeout action on the server in the event of a server lockup.
20 Minute
[30 Minute]
IPMI Watchdog Timer [Power Cycle] | Use this option to set the timeout action upon expiration of the
Action «1 Power Down | watchdog timer due to a server lockup.
Warm Boot

[ ] Default setting

*1: an option usable with System ROM Version 2.54 or later.

(2) Diagnostics Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options >
Diagnostics Options from the System Utilities, the Diagnostics Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Embedded Diagnostics [Enabled] This product does not support it.
Disabled
[ ] Default setting
(3) Memory Options Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options from the
System Utilities, the Memory Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Memory Controller | [Auto] Use this option to control the Memory Controller Interleaving option. When set
Interleaving Disabled to Auto, the system will automatically enable or disable memory controller

interleaving based on the configuration of the system. When set to disabled,
the user may force disable memory controller interleaving. In certain memory
configurations, setting this option to disabled has showed a performance
benefit across all memory in the system. It is recommended to leave this option

to set to Auto.
Opportunistic Self- | [Disabled] When "Enabled" is selected, self-refresh of memory is performed when the
Refresh Enabled main memory is in the idle state.

When "Disabled" is selected, regular-refresh of memory is performed.
[ ] Default setting
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(4) Intel UPI Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance
Options > Intel UPI Options from the System Ultilities, the Intel UPI Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Direct To UPI (D2K) [Auto] When "Enabled" is selected, Latency of the last level cache is reduced.
Enabled Please don't change this setting unless it's designated.
Disabled This options appears on only dual processor configuration.

[ ] Default setting

(5) Advanced Performance Tuning Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance
Options > Advanced Performance Tuning Options from the System Utilities, the Advanced Performance
Tuning Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Processor Jitter Optimized for Throughput This option optimizes the thresholds used when the Auto-
Control Optimization Optimized for Latency tuned function detects fluctuations in processor frequency.
[Zero Latency] Optimized for throughput allows only the amount of

fluctuations that doesn'timpact overall compute throughput.
Optimized for Latency allows for a very small amount of
occasional fluctuations to occur before reducing processor
frequency. Zero Latency attempts to eliminate any

frequency fluctuations.
IODC Configuration [Auto]
Enable for Remote InvltoM
Hybrid Push Enable/Disable I0DC (IO Direct Cache): Generate snoops
InvitoM AllocFlow instead of memory lookups, for remote InvitoM (IlO) and/or

InvitoM Hybrid AllocFlow WOCILF (cores)
Enable for Remote InvitoM
and Remote WVILF

[ ]: Default setting

(6) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security > Advanced
Security Options > Advanced Security Options from the System Ulilities, the Server Security menu appears.
For details about the additional options, see the table below.

Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain
Firmware Control Enabled UEFI variables from being written to by other software such as an OS.
*1 When Disabled is selected, all UEFI variables are writable. When

Enabled is selected, all changes made by software other than the
system BIOS to critical UEF| variables will be blocked. For instance,
new boot options the OS attempt to add to the top of BootOrder will
actually be placed at the bottom of the Boot Order. Note: When UEFI
Variable Access Firmware Control is Enabled, some OS functionality
may not work as expected. Errors may occur while installing a new
OS.

[ ] Default setting
*1: an option usable with System ROM Version 2.54 or later.

(@) Trusted Platform Module Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted
Platform Module Options > from the System Utilities, the menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Omit Boot Device Event | [Disabled)] Use this option to record Omit Boot Device Event. If enabled, PCR
* Enabled Boot Attempt Measurements will be disabled and measurement in
PCR[4] will not be recorded.

[ ] Default setting

*1: an option usable with System ROM Version 2.80 or later.
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(7) PCle Devices Configuration Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCI Device Configuration
from the System Utilities, the PCI Device Configuration menu appears.

For details about the additional options, see the table below.
Option Parameter Description

Advanced PCle Configuration - -

(a) Advanced PCle Configuration Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration >
Advanced PCle Configuration from the System Ultilities, the Advanced PCle Configuration menu appears.
For details about the additional options, see the table below.

Option Parameter Description

PCle Bifurcation Options - -

PCle MCTP Options - -

i. PCle Bifurcation Options
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
Configuration > Advanced PCle Configuration > PCle Bifurcation Options from the System Ultilities, the PCle
Bifurcation Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description

PCle Slot XX [Auto] If the device installed in the slot supports this capability, the "Slot Bifurcated"

Bifurcation Slot Bifurcated can be selected.
When "Auto” is selected, the PCle slot will train at the maximum width
supported by the slot and end point.
When "Slot Bifurcated" is selected, the PCle slot will be bifurcated into two
equal width slots.
XX: 1/2/3... (XX appears as specific slot number by the processor or the riser
card configuration.)

[ ] Default setting
ii. PCle MCTP Options

When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
Configuration > Advanced PCle Configuration > PCle MCTP Options from the System Utilities, the PCle

MCTP Options menu appears.
For details about the additional options, see the table below.
Option Parameter Description
PCle Slot XX MCTP | [Enabled] Use this option to control the PCle Management Component Transport
Broadcast Support | Disabled Protocol (MCTP) Support for a given slot. This option can be used to disable

MCTP support to a given PCle endpoint that may not properly support this
protocol. It is recommended that this option remain enabled for full system
functionality.

XX: 1/2/3... (XX appears as specific slot number by the processor or the riser
card configuration.)

[ ] Default setting
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(8) Fan and Thermal Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and
Thermal Options from the System Utilities, the Fan and Thermal Options menu appears.
For details about the additional parameter, see the table below.

Option Parameter Description
Thermal Configuration | [Optimal Cooling] Use this option to select the fan cooling solution for the
Increased Cooling system.
Maximum Cooling "Optimal Cooling" provides the most efficient solution by

Enhanced CPU Cooling | configuring fan speeds to the minimum required speed to
provide adequate cooling.
"Increased Cooling" runs fans at higher speeds to provide
additional cooling. Select "Increased Cooling" when third-party
storage controllers are cabled to the embedded hard drive
cage, or if the system is experiencing thermal issues that
cannot be resolved.
"Maximum Cooling" provides the maximum cooling available
on this platform.
"Enhanced CPU Cooling" provides additional cooling to the
processors. When running certain processor intensive
workloads, this option can provide additional cooling to the
processors which can result in improved performance.

[ ]: Default setting

(9) Advanced Debug Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options >
Advanced Debug Options from the System Utilities, the Advanced Debug Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Advanced Crash Dump | [Disabled] Use this option to enable the Advanced Crash Dump Mode. When
Mode Enabled enabled, the system will be configured to log additional debug information

to the Active Health System logs when an unexpected system crash is
experienced. This option should only be enabled when directed by
qualified service personnel.

[ ] Default setting

(10) Power and Performance Options Menu
In System Utilities, selecting System Configuration > BIOS/Platform Configuration (RSBU) > Power and
Performance Options displays the Power and Performance Options menu.
Its additional options are described in the following table:
Option Parameter Description
Energy Performance | [Disabled] Use this option to enable/disable Energy Performance Preference.
Preference « Enabled

[ ]: Default setting
*1: an option usable with System ROM Version 2.80 or later.

(11) Trusted Platform Module Options Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted
Platform Module Options from the System Ultilities, the Trusted Platform Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Omit Boot Device Event | [Disabled] Use this option to record Omit Boot Device Event. If enabled, PCR
*1 Enabled Boot Attempt Measurements will be disabled and measurement in
PCR[4] will not be recorded.

[ ] Default setting
*1: an option usable with System ROM Version 2.80 or later.

(12) Embedded Applications Menu
When you select Embedded Applications from the System Utilities, the Embedded Applications menu appears. For
details about the options, see the table below.

Option Parameter Description
Embedded Diagnostics - This product does not support it.
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B) Errata Information

The following table covers corrections for User's Guide.
Please read the following information and use it as reference.

H Errata Information for Express5800/R120h-1E User’s Guide

- Many built-in Features

Error Correct
P.2 Storing the electronic edition in Starter Pack | The electronic edition has been published on
Manuals DVD or releasing in the Website a website (https:/Mmww.nec.com/express/).
(http://jpn.nec.com/)
P.23 Power switch mask Incompatible
3.Features

P.30
5.5 Motherboard

(3) Micro SD card slot

(3) Micro SD card slot (Unsupported)

118 4x3.5-inch
drive model Optical
Disk Drive

Optical disc drive cable kit (K410-375(00))

(Unnecessary (It's attached to an optical disk
drive.))

1.18 4x3.5-inch
drive model Optical
Disk Drive

the SATA cable (K410-375(00))

(accessory)

P.116
11.20.1 Notes on
Building RAID System

If the optional RAID Controller (N8103-189/
195) is used, the RAID System cannot be
builtin RAID5/RAID6/RAID50/RAID60.

If the optional RAID Controller (N8103-192/
195) is used, the RAID System cannot be
built in RAID6/RAID50/RAID60.

1.specifications
- Standard interface

TX/10BASE-T, RJ45)

The minimum number of hard disk The minimum number of hard disk
drives required to set up a RAID drives required to set up a RAID
RAID level System RAID level System
N8103-192/195 | N8103-193/201 N8103-192/195 | N8103-193/201
RAID 0 1 1 RAID 0 1 1
RAID 1 2 2 RAID 1 2 2
RAID 5 3 RAID5 3 3
RAID 6 3 RAID6 4
RAID 10 4 4 RAID 10 4 4
RAID 50 6 RAID 50 6
RAID 60 6 RAID 60 8
P.154 Set System Configuration > Set System Configuration >
2.4 Cases that Require | BIOS/Platform Configuration (RBSU) > BIOS/Platform Configuration (RBSU) >
Configuration System Options > Memory Oprations - Memory Options - Advanced Memory
- Memory Advanced Memory Protection Protection
- Use memory RAS
feature
P.171 2x LAN (1000BASE-T/100BASE- 2x LAN (1000BASE-T, RJ-45)

H Errata Information for Express5800/R120h-2E User’s Guide

Error Correct
P.2 Storing the electronic edition in Starter Pack | The electronic edition has been published on
Manuals DVD or releasing in the Website a website (https:/Mmww.nec.com/express/).
(http:/jpn.nec.com/)

P.23 Power switch mask Incompatible
3.Features

- Many built-in

Features

P.31 (3) Micro SD card slot (3) Micro SD card slot (Unsupported)
5.5 Motherboard
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P.137
1.24.1 Notes on

If the optional RAID Controller (N8103-189/
195)is used, the RAID System cannot be built

If the optional RAID Controller (N8103-189/
195)is used, the RAID System cannot be built

1.specifications
- Standard interface

TX/10BASE-T, RJ45)

Building RAID System | in RAID5/RAID6/RAID50/RAIDEO. in RAID6/RAID50/RAID60.
The minimum number of hard disk The minimum number of hard disk
drives required to set up a RAID drives required to set up a RAID
RAID level System RAID level System
N8103-189/195 | N8103-190/201 N8103-189/195 | N8103-190/201
RAID O 1 1 RAID O 1 1
RAID 1 2 2 RAID 1 2 2
RAID5 3 RAID 5 3 3
RAID 6 3 RAID 6 4
RAID 10 4 4 RAID 10 4 4
RAID 50 6 RAID 50 6
RAID 60 6 RAID 60 8
P.174 Set System Configuration > Set System Configuration >
2.4 Cases that Require | BIOS/Platform Configuration (RBSU) > BIOS/Platform
Configuration System Options > Memory Oprations - Configuration (RBSU) > Memory Options
- Memory Advanced Memory Protection - Advanced Memory Protection
- Use memory RAS
feature
P.190 2x LAN (1000BASE-T/100BASE- 2x LAN (1000BASE-T, RJ45)

M Errata Information for Express5800/ R120h-1E, R120h-2E Maintenance Guide

Internal SD Card Slot

Use this option to enable or dis

able the Intemal SD Card Slot. When set to
disabled, the SD card slot is disabled,
regardless of whether an SD Card is installed
or not. The SD Card will not be visible in the
pre-boot environment or under the operating
system.

Error Correct
P.2 Storing the electronic edition in Starter Pack | The electronic edition has been published on
Manuals DVD or releasing in the Website a website (https://www.nec.com/express/).
(http:/fjpn.nec.com/)
P.8 Windows Server 2016 Essentials Incompatible
Abbreviations of
Operating Systems
(Windows)
P.65 6. Follow Chapter 1 (7.3.2 Operation 6. Follow Chapter 1 (7.3.2 Operation
7.3.3 Set the System Procedure of System Maintenance Switch) Procedure of System Maintenance Switch)
Configuration Back to of this document to set the system of this document to set the system
Default Values maintenance switch: SW6 back to ON. maintenance switch: SW6 back to OFF.
P.75 [Enabled] [Disabled]

This option setting is not currently
supported.The equipment do not support
devices dealing with this option.

This option is set as Disabled as the user
default setting in time of shipment from
factory.

Do not change this item from thedefault
setting.

-Target Name

P.80 When you select System Configuration > When you select System Configuration >
: BIOS/Platform Configuration (RBSU) > System | BIOS/Platform Configuration (RBSU) >
ﬁ) Memory Options Options > Memory Options from the System Utilities, the
enu Memory Options from the System Utilities, the Memory Options menu appears.
Memory Options menu appears.
P.82 When you select System Configuration > When you select System Configuration >
(a) Persistent Memory BIOS/Platform Configuration (RBSU) > System | BIOS/Platform Configuration (RBSU) >
Options Menu Options > Memory Operations > Persistent Memory Options > Persistent Memory Options
Memory Options from the System Ultilities, the from the System Utilities, the Persistent Memory
Persistent Memory Options menu appears. Options menu appears.
P.93 For example: For example:
i. (UEFI LAN ign.2015-02.com.nec:iscsitarget-iscsidisk- ign.2015-02.com.nec:iscsitarget-iscsidisk-
Driver)Menu target. target
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H Errata Information for Express5800/R120h-1E, R120h-2E Installation Guide (Windows)

Error Correct

P.2 Electronic manuals are stored on Starter Pack | The electronic edition has been published on
Manuals DVD or on the website a website

(http://www.nec.com/express/). (https:/iwww.nec.com/express/).
P.6 Windows Server 2016 Essentials Incompatible
Abbreviations of
Operating Systems
(Windows)

56




H Correction of DIMM installation order

There are misdescription about DIMM installation order in user's guides.
The following is the correction.

Correction point
* Express5800/120h-1E User’s Guide

Chapter 2 Preparations 1.8 DIMM 1.8.2 DIMM installation order
(Continue to the next page)
+ Express5800/120h-2E User’s Guide
Chapter 2 Preparations 1.9 DIMM 1.9.2 DIMM installation order

DIMM installation order

The order of installation may be different on x1ICPU configuration, x2CPU configuration, and mounted
number of the DIMM.

- When only CPU1 is mounted
DIMM
slot number

1 DIMM
2DIMM
3DIMM (3
4 DIMM
5 DIMM
6 DIMM
7 DIMM
8 DIMM

JapJo uonejesul pue
Jaquunu pajunoy NG

WWWw W

NINNDNDNDNDDN

aaaoalb~
(<]

- When CPU1 and CPU2 are mounted
DIMM CPU2

slotnumber| 1|2 (3|4|5|6|7|8 112
2DIMM 2
3 DIMM 2|
4 DIMM
5 DIMM
6DIMM | 6
7 DIMM

8 DIMM

9 DIMM

10 DIMM
11 DIMM
12 DIMM
13 DIMM
14 DIMM
15 DIMM
16 DIMM

[=2]
(3]

1
1
11
11
1
1

12
10|12
10|12
10|12
10|12

J9pIO UONE|ejSul pue Jagquunu pajunopy INNIG

6
6
8
8
8 (10
8
8
8
8
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- Notice for the combination of DIMM
When more than one kinds of DIMM is combined, install them in the order from the following list to the
installation order on the above table.
(High priority) N8102-711 > N8102-710 > N8102-709 > N8102-708 (Low priority)
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B For Inquiries Regarding this Matter

If you have any questions on the contents of this document, please contact the dealer where you purchased the product or
our sales representative.

NEC

August 2024 21th Edition
GZS-000755-032-15
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