Steps to update firmware by Starter Pack DVD

This document includes notice for using starter Pack DVD to update Firmware.
Please see the following steps to update firmware directly by Starter Pack DVD
without Windows and Linux OS environment.

(1) Disable the secure booting.
Run System Utilities, and then proceed to Secure Boot Settings in System
Configuration > BIOS/Platform Configuration (RBSU) > Server Security.

(2) When Windows(R) BitLocker(TM) function is set to "Enabled", install the
System ROM after making the function "Disabled". Then make the function
"Enabled" after install and reboot of the system. If you install the system ROM
without making the function "Disabled", you may need the recovery password
when you boot the system.

(3) Power off and power on the server or restart the server by pressing
<Ctrl>+<Alt>+<Delete> keys.

The POST will start as the following screen.

@ iLO Integrated Remote Console - Server: WIN-SISDTG5SRGS | iLO: BMCCN7731036. ‘Lli-

il0 5 IPv4: 192.168.1.190
il0 5 IPv6: FEBO::32E1:71FF:FE68:15D6

Systen Utilities expResSBUILDER (D) Boot Menu  (F12) Metwork Boot

1024 x 768 POST Code: 0034 w[u[>]s] AES 00®
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(4) Press <F11> key during the POST.

The following Boot Menu is shown.

iLO Inte - Server:

'G5SRGS | iLO: BMC

Power Switch  Virtual Drives ~Keyboard

NEC Boot Menu

A One-Time Boot Menu >

NEC One-Time Boot Menu
Express5800/R120h-1M
367

rver SN: CN773
Windows Boot Manager

Embedded SATA Port 2 HDD : ST91000640NS
Generic USB Boot

Embedded UEFI Shell
Select

Exit iLO Virtual USB 3 : iLO Virtual CD-ROM
Hely

Load Defaults

Save Run a UEFI application from a file system
Save and Exit

Legacy BIOS One-Time Boot Menu

ending O Reboot Required

1024 x 768 POST Code: 0038 W[ [F]e]

Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (iSCSI IPv4)

Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (HTTP(S) IPv4)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (HTTP(S) IPv6)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (PXE IPv6)

@ A 00®

The list of Boot Menu will be changed depending on the system environment.

(5) Choose the DVD drive set in step (2) on the One-Time Boot Menu.

The Starter Pack DVD will start and the following menu is shown.

iLO Integrated Remote Console - Server: WIN-SISDTG5SRGS | iLO: BMCCN7731036.

=G|

Power Switch  Virtual Drives ~ Keyboard

Automatic Firmware Update Version 5.0.0.0

Interactive Firmware Update Version 5.0.0.0

try will be executed automatically in 6s.

1024 x 768 POST Code: 003E I D Y |

AES  OO®
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(6) Choose Interactive Firmware Update by pressing <down> key and press
<Enter> key.

> If no key is pressed within 10 seconds, be careful another update process
will start automatically.

» Customers using Express5800/R110j-1 be sure to select "Interactive
Firmware Update" if System ROM v 2.00 (05/15/2019) is applied.

® iLO Integrated Remote Console - Server: WIN-SISDTG5SRGS | iLO: BMCCN7731036. u_-
Power Switch Virtual Drives  Keyboard
Automatic Firmware Update Version 5.0.0.0
[Intcl active Firmware Update Version 5.0.0.0 ]
1024 % 768 moe| @A 00

Wait for a while until the following screen appears.

iLO Integrated Remote Console - Server: WIN-SISDTG5SRGS | iLO: BMCCN7731036. \L‘i-
Power Switch  Virtual Drives  Keyboard

Standard Program Package 5.0.0.0

Select the preferred language

[+ English Japanese

Accept the End User License Agreement (EULA)

Accept

1024 % 768 moo| AES  OO@
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(7) Click Read under Accept the End User License Agreement (EULA).

Dialog box will appear.

(8) Read the EULA, and then click Accept.

iLO Integrated Remote Console - Server: WIN-SISDTG55RGS5 | iLO: BMCCN7731036.

Power Switch  Virtual Drives  Keyboard

NEC

Standal

Selec

Accef

Standard Program Package

NEC Software License Agreement

1. License

NEC Corporation (hereinafter referred to as "NEC") grants you a personal and non-exclusive license
1o use the provided software (the "Software") only on one machine at any one time, and only in the
country where you got the Software. You get no license other than those expressly granted you under
this Agreement.

2. Period

(1) This Agreement comes into effect on the day when you received the Software.

(2) You may terminate the license granted hereunder by notifying us in writing at least one month prior
1o the desired termination date.

(3) NEC may terminate the license granted you hereunder at any time if you fail to comply with any
terms and conditions of this Agreement.

(4) Upon termination of the license, you must destroy, uninstall or dispose of the Software, any copies
of the Software and manual and other materials provided with the Software.

3. Right of use

(1) You may use the Software only on the purchased products, the products which NEC defines as
the supported models for the Software.

(2) NEC grants you the right to use the Software only in the country in which you acquired the
Software in accordance with the conditions of the preceding paragraph.

4. Intellectual Property Rights including patent and copyright

Next

1024 x 768

W]

@ AEs 1 1o}

(9) Click Next on the lower right of the screen.

m

iLO Integrated Remote Console - Server: WIN-SISDTGS5SRGS5 | iLO: BMCCN7731036.

Power Switch  Virtual Drives  Keyboard

NEC

Standard Program Package 5.0.0.0

Select the preferred language

+ English Japanese

Accept the End User License Agreement (EULA)

4 Accept

1024 x 768

w[u[p]e]
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(10) Click Firmware Update.

iLO Integrated Remote Console - Server: WIN-SISDTG55RGS5 | iLO: BMCCN7731036. M
Power Switch  Virtual Drives  Keyboard

NEC

Standard Program Package 5.0.0.0

e W
Firmware Update Smart Storage Administrator
Update server and

option firmware
using SUM

Conthiguration,
management, and
diagnostics for Smart Array
and StorageWorks

1024 x 768

WUBREIE | @as  eee

If the installation stops with an error, see troubleshooting.
If the Localhost Guided Update Options window appears, check that

“Baseline or Install Set” is selected, and click OK. (Do not select iLO
Installation Queue).

= iL0) Integrated Remote Console - Server: Iocalhost locakdomain | iLO: BMCTCET12P3H). [=T=T=|
Poranar Switch  Wirtus| Drives  Keyboard

Localbost Guided Update

&) Baseline or Install Set

Bassline selection

[Diptional) S
1o this rocle. TF

Assign diferent baseline

1024 x 768 | 1 [F=]
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The Localhost Guided Update screen will appear and the inventory process will

begin. Wait for a while until "Inventory completed" message appears on the

screen like the below.
®

Power Switch Virtual Drives  Keyboard

iLO Integrated Remote Console - Server: WIN-SISDTGSSRGS | iLO: BMCCN7731036. [=T=f=]

NEC smart Update Manager 8.4.0

Localhost Guided Update
Exit
Actions V

Step 1

Inver

Inventory of baseline and node

v Inventory of baseline

®  Standard Program Package  Baseline successfully added [N  Total components 651

v Inventory of Localhost

®  iocainost || inventory I \\ode already has one or more installed components with version higher than the
completed

version available in the baseline.

m Abort Start Over Reboot

1024 x 768

W[u[PTs] | & AES  00Q®
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(11) Click Next. “Step 2 Review” will appear.

e} iLO Integrated Remote Console - Server: WIN-SISDTG55RGS5 | iLO: BMCCN7731036. \_‘_-
Power Switch  Virtual Drives  Keyboard
NEC 5mart Update Manag
Localhost Guided Update
Actions V'
Deployment summary
v localhost - applicable components
Applicable Components: 7
Suggested Components: 0
Selected Components: 0
Osetect ai  Deselect il
Search el
Select Taiae Ready to v i Installed  Available Reboot
Components ackage proceed ype cality Version Version Required
e Online Flash for Linux - Innovation Engine Firmware for & Fimware ~ Optional View 02011 Required
servers using Intel Xeon Scalable 3100/3200/4100/4200 Details
/5100/5200/6100/6200/8100/8200 series Processors
(firmware-ie-0.2.0.11-2.1.x86_64)
= inlina BN Elash Comnanag for |iniy - il 0 & ° Eimuware  Racammandad 142 140 N
1024 x 768 W[ el [ 1 @ A oe@

A list of firmware will appear.

The firmware displayed depends on the server hardware configuration.

® iLO Integrated Remote Console - Server: WIN-SISDTGSSRGS | iLO: BMCCN7731036. [=T==T
Power Switch Virtual Drives Keyboard
NEC 5mart Update Manager
S e
P

l Force Online ROM Flash Component for Linux - iLO 5 < Firmware Recommended 143 140 No
(firmware-il05-1.40-1 1.x86_64)

I Force Language Pack - Japanese (firmware-Ipk-ilo- ° Firmware ~Recommended  1.43 130 No

30-1.1.x86_64)

e HPE Broadcom NX1 Online Firmware Upgrade Utility ° Fimware ~ Optional View 22310 Required

orce :
for Linux x86_64 (firmware-nic-broadcom. Details
2.23.10-1.1 x86_64)

I E Online ROM Flash for Linux - Advanced Power Capping < Firmware Optional View 104 No

orce
Microcontroller Firmware for servers using Intel Xeon Details
Scalable 3100/4100/5100/6100/8100 series Processors
(firmware-powerpic-1.0.4-1.1 x86_64)

l Force Online Flash for Linux - Server Platform Services (SPS) <o Firmware Optional View 04.01.04.251 Required
Firmware for servers using Intel Xeon Scalable Details
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200
series Processors (firmware-
sps-04.01.04.251-2.1 x86_64)

l Force Online ROM Flash Component for Linux - System ROM < Firmware Optional U32 2.00 U322.00 - Required
U32 (firmware-system- (02/02 (02/02/2019)
o0em-u32-2.00_2019_02_02-1.1 x86_64) /2019)

Warnings/Alerts
Back Deploy Start Over X
1024 x 768 W] ] & AEs  00®

The blue bar means that the firmware will be installed at step (12).
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(12) Search for “Online ROM Flash Firmware Packages - iLO5” and “Language
Pack - Japanese”, and make sure status of the selected component.
If iLO5 is not selected, click “Select” or “Force” to change it to “Selected”

or “Forced”.

Select P Selected ||
Force ) Forced I

Do not change the selective state of other firmware by this step.

* When downgrading the firmware, set to "Selected" or "Forced" manually.
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(13) Scroll the window if necessary, and then click Deploy on the lower left of the

screen. "Step 3 Deployment" will start.

Wait for a while until "Deployment completed" message appears on the screen

like the below.

® iLO Integrated Remote Console - Server: WIN-SISDTGSSRGS | iLO: BMCCN7731036. [=T=15)
Power Switch  Virtual Drives Keyboard
NEC smart Upd.
Localhost Guided Update
Actions V.
Step 3
Deployment
Deployment
®  localhost I Ocpioyment done.
Search 0o
o Component Package Deployment stat Log
Oniine sh Component f
®  fimware-05-1.40-1.1 x86_64 .chws 2 b ML A A Success View log
®m  fimware-pk-ilo-1.30-1 1 x86_64 Language Pack - Japanese Success. View log
w fimware-system- Online ROM Flash Component for Linux - Success, reboot required to activate View |
oem-132.2 00. 2019_02_02-1.1 x86_64 System ROM U32 S i ew log
Start Over Abort Reboot
X
1024 x 768 W[ [P[E] & AEs 000

(14) To confirm the success of updating, check that the status icons are green like

the below.

@ iLO Integrated Remote Console - Server: WIN-SISDTG5SRGS | iLO: BMCCN7731036.

BE |

Power Switch  Virtual Drives ~Keyboard

Localhost Guided Update

Deployment
- localhost
Search 0o

4 Component
firmware-l05-1.40-1.1 x86_64
firmware-Ipk-ilo-1.30-1 1 x86_64

firmware-system-
oem-u32-2.00_2019_02_02-1.1.x86_64

CIEE

Start Over Abort Reboot

Deployment compicted NG

Step 3

Deployment

Deployment done

Package
Online ROM Flash Component for Linux
iLos

Language Pack - Japanese

Online ROM Flash Component for Linux -
System ROM U32

Deployment statu

Success.

Success.

Success, reboot required to activate
new version.

Actions V.

View log
View log

View log

1024 x 768

& AES 00®
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(15) Eject the Starter Pack DVD from the drive, and the click Reboot on the lower
left of the screen.

® iLO Integrated Remote Console - Server: WIN | iLO: BMCCN7731036. [= =)
Power Switch Virtual Drives Keyboard

o rel ?
Yes, Reboot Cancel

1024 x 768 W[ [PTe] [ ] @ AES 000

(16) If the system ROM has been updated to the latest version after
restarting and completing the POST (Power on Self Test), steps (17)
to (21) are not necessary. Please proceed to step (22).
To confirm the latest version, please refer to the release notes for the
target system under "System ROM related” in the "Release Notes”
section on the web page that publishes the Starter Pack. To confirm
the current system ROM version, please follow these steps:
(i) Log in to the iLO Web interface.
(ii) Confirm the "System ROM” item on the screen

"Information > Overview > Server”.

In another way

(i) During POST, press <F9>key to start System Utilities.
(ii) Confirm the "System ROM” item.
System Information > Firmware Information > System ROM
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(17) If the system ROM has not been updated to the latest version after
reboot, please proceed to step (3) to (11) again and proceed to the

"Step 2 Review” screen.

iLO Integrated Remote Console - Server: WIN-SISDTGSSRGS | iLO: BMCCN7731036. [=T==
Power Switch  Virtual Drives  Keyboard
NEC smart Update Manager 8.4.0
Localhost Guided Update
Exit
Actions V'
Step 2
Review
Deployment summary
v localhost - applicable components
Applicable Components: 7
Suggested Components: 0
Selected Components: 0
U setect all ¥ Deselect all
Search L
Select _— Readyto v e installed  Available Reboot
Components ackage proceed ype riticalily Version Version Required
I Oniine Flash for Linux - Innovation Engine Firmware for ~ © Firmware  Optional View 02011 Required
servers using Intel Xeon Scalable 3100/3200/4100/4200 Details
/5100/5200/6100/6200/8100/8200 series Processors
(firmware-ie-0.2.0.11-2 1 x86_64)
. Aniine BAM Elach Fmnnegd tor |inie - il A & IS Finmwora  Barnmemanda
1024 x 768 w[u [ Ts] B AES  00®

(18) Search for “Online ROM Flash Firmware Packages - System ROM Uxx”, and

make sure status of the selected component.

If System ROM is not selected, click “Select” or “Force” to change it to “S

elected” or “Forced”.

Select ™) Selected |
Force ™) Forced |

Do not change the selective state of other firmware by this step.

* When downgrading the firmware, set to "Selected" or "Forced" manually.
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(19) Scroll the window if necessary, and then click Deploy on the lower left of the

screen. "Step 3 Deployment" will start.

Wait for a while until "Deployment completed" message appears on the screen

like the below.

® iLO Integrated Remote Console - Server: WIN-SISDTGSSRGS | iLO: BMCCN7731036. [=T=15)
Power Switch  Virtual Drives Keyboard
NEC smart Upd.
Localhost Guided Update
Actions V.
Step 3
Deployment
Deployment
®  localhost I Ocpioyment done.
Search 0o
o Component Package Deployment stat Log
Oniine sh Component f
®  fimware-05-1.40-1.1 x86_64 .chws 2 b ML A A Success View log
®m  fimware-pk-ilo-1.30-1 1 x86_64 Language Pack - Japanese Success. View log
w fimware-system- Online ROM Flash Component for Linux - Success, reboot required to activate View |
oem-132.2 00. 2019_02_02-1.1 x86_64 System ROM U32 S i ew log
Start Over Abort Reboot
X
1024 x 768 W[ [P[E] & AEs 000

(20) To confirm the success of updating, check that the status icons are green like

the below.

@ iLO Integrated Remote Console - Server: WIN-SISDTG5SRGS | iLO: BMCCN7731036.

BE |

Power Switch  Virtual Drives ~Keyboard

Localhost Guided Update

Deployment
- localhost
Search 0o

4 Component
firmware-l05-1.40-1.1 x86_64
firmware-Ipk-ilo-1.30-1 1 x86_64

firmware-system-
oem-u32-2.00_2019_02_02-1.1.x86_64

CIEE

Start Over Abort Reboot

Deployment compicted NG

Step 3

Deployment

Deployment done

Package
Online ROM Flash Component for Linux
iLos

Language Pack - Japanese

Online ROM Flash Component for Linux -
System ROM U32

Deployment statu

Success.

Success.

Success, reboot required to activate
new version.

Actions V.

View log
View log

View log

1024 x 768

& AES 00®
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(21) Eject the Starter Pack DVD from the drive, and the click Reboot on the lower
left of the screen.

30240 e - alvls b e

(22) Enable the secure booting if necessary.
(23) Enable the BitLocker(TM) if necessary.
The procedure is complete after the system restarts.
When Internal Slim DVD-ROM drive [N8151-137] or Internal DVD-Super Multi
Drive [N8151-138] is used, the Starter Pack DVD can not be ejected after the

system restarts. For details, see Troubleshooting [1. Starter Pack DVD cannot eject
from the DVD drive].
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Troubleshooting
1. Starter Pack DVD cannot eject from the DVD drive

If the DVD eject button does not work after restarting the server, please see the
following steps to eject the DVD.

(1) Power off/on the server or restart the server by pressing <Ctrl> + <Alt> +
<Delete> keys.

The POST will start as the following screen.

iLO Integrated Remote Console - Server: WIN-SISDTG5SRGS | iLO: BMCCN7731036. [T
Power Switch  Virtual Drives  Keyboard

NEC

d
CN
Installed Systen

1 Pro
Prx

martHenory authenticated in all populated DIMM slots

Starting required devices. Please wait, this may take a feu moments....

System configuration has ed. Starting all devices. Please wait

il0 5 IPu4:
il0 5 TPu6b: :32E1:71FF : FE68 : 15D6

Systen Utilities (I EXPRESSBUILDER (FT1) Boot Mems [F12) Metwork Boot

1024 x 768 POST Code: 0034 W[ & AEBS 000

S8.10-010.12 (rev.001)



(2) Press <F10> key during POST.
The following screen will appear.

Power Switch  Virtual Drives  Keyboard

iLO Integrated Remote Console - Server: WIN-SISDTG5SRGS | iLO: BMCCN7731036. \;‘i-

Provisioning
Smart Storage Administrator
Scripting Toolkit Windows PE 64 Bit Mode

Server Hardware Diagnostics UEF|

1024 x 768 POST Code: 003E w[u [p]e]

& AES O0®

(3) Choose Provisioning. If no key is pressed within 10 seconds, the Provisioning will
start automatically.
After a while, the following screen will appear.

@

Power Switch  Virtual Drives Keyboard

iLO Integrated Remote Console - Server: WIN-5VONJV8KE10 | iLO: BMCCN7731036. I;IE-

NEQC  express5800/R120h-1M

EXPRESSBUILDER

OS INSTALL PERFORM MAINTENANCE

1024 x 768

W[u[>]e] @ AEs 00
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(4) To eject the DVD, press the DVD eject button on the DVD drive.

(5) To exit the EXPRESSBUILDER, click the power icon on the upper right and choose
Power off or Reboot system.

@ iLO Integrated Remote Console - Server: WIN-5VONJV8KE10 | iLO: BMCCN7731036. ‘LIE-
Power Switch  Virtual Drives Keyboard

NECQC  Express5800/R120h-1M

EXPRESSBUILDER

OS INSTALL PERFORM MAINTENANCE

1024 % 768 W[up]e ©H AES 00®

The procedure is completed.

2. Installation stopped with "Your connection is not secure"
If the installation cannot proceed with the following error, follow the steps below.

S

(1) Click the "Advanced" on the screen.
(2) Click the "Add Exception..." on the screen.

(3) On the pop-upped "Add Security Exception" screen, click the "Confirm Security
Exception".

The procedure is completed.
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