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About This Guide

NEC ESMPRO monitors the configuration, failures, and performance of systems across a network.
This user's guide is intended for the system administrator and describes NEC ESMPRO capabilities,
installation, features, and use.

This manual is composed of the following chapters.

Chapter 1, Introducing NEC ESMPRO, describes NEC ESMPRO features, configuration
and system requirements.

Chapter 2, Installing/Uninstalling the NEC ESMPRO Manager, provides instructions for
getting the appropriate network protocols running, creating a user group called the NEC
ESMPRO User Group, installing the Manager software on the system to be used for
monitoring Agents across the network, and uninstalling the Manager software.

Chapter 3, Using the NEC ESMPRO Manager, explains how to start the NEC ESMPRO
Manager, set up network maps, use toolbars and buttons, and get the most out of the NEC
ESMPRO Manager.

Chapter 4, AlertViewer, describes how to access and read the Alert Log, sort the Alert list,
and interpret Alert data.

Chapter 5, DataViewer, provides details about checking hardware and software features
on Agents being monitored, printing reports and statistical data, setting thresholds, and
creating graphs.

Chapter 6, Web Component, describes how to use the Web Component.
Chapter 7, HP OpenView Integration, explains how to use HP OpenView Integration.

Appendix A, Inter-Manager Communication, describes the communication capabilities
between network type and community levels.

Appendix B, Notes, provides information and restrictions regarding NEC ESMPRO
Manager.



Chapter 1

Introducing NEC ESMPRO

NEC ESMPRO lets a system administrator manage remote servers across a network. NEC
ESMPRO monitors server hardware and software configurations, failures, and performance. With
log data collected by NEC ESMPRO, a system administrator can track long-term and short-term
performance, monitor server usage, create graphs to record trends, and check server failure rates.
The administrator can use the information collected to create more efficient data routing procedures
and optimize server usage.

FUNCTIONS AND FEATURES

NEC ESMPRO offers many functions and features for managing remote servers across a network.
These features help the system administrator perform daily system operation, system extension, and
transfer tasks. Some features of NEC ESMPRO include:

m Hardware and software server configuration

— Hardware resources mounted in servers, such as the CPU, memory, disks, disk array,
and LAN boards.

- Software resources, such as operating system information and drivers running on each
server.

m Server failures

— On-screen real-time displays provide the system administrator with the failure type,
location, cause, and suggested corrective action.

— Failure data includes hardware failure information such as system board temperature,
memory failure, crashes, and software failure information.

m Performance

- NEC ESMPRO monitors server performance and displays information such as the rate
of CPU load, memory usage, disk usage, and LAN traffic. Usage threshold values can
help the system administrator monitor and prevent server overloads.
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CONFIGURATION

NEC ESMPRO consists of a Manager program that runs on a management computer and an Agent
program that runs on servers to be managed.

m The Manager collects hardware, software, and firmware information from Agents
connected to the network. The Manager displays Agent information, failures, and error
logs on the screen.

m The Agent monitors server hardware, software and firmware and transmits the information
over the network to the Manager using SNMP. The Agent lets you view system settings
and reset some NEC ESMPRO thresholds locally. See the NEC ESMPRO Agent User's
Guide.

Each managed server must have the Agent installed and running. Using SNMP, the Agent sends data
across the network to the Manager, which collects the server information.

In addition, when you install both I1S and the Web Component on the management computer, you
can manage servers through the web browser.

The following figure shows a sample Manager/Agent Configuration.

Browser
Agent Agent
Q,_ __________ Intranet / Internet
L Lv \/
Manager + 11S + Web Component Browser

Figure 1-1 Manager/Agent Configuration
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SYSTEM REQUIREMENTS

NEC ESMPRO Manager requires the following hardware and software:
m Hardware

- Memory: 30MB of free memory for 32-bit and x64 systems or 230MB for 64-bit
Itanium-based systems.

- Hard Disk space: 130MB (170MB with Web Component)
100MB (140MB with Web Component) is required for installing the program.
In addition to the above, disk capacity of 30MB is required at installation as the area for
creating work files in a temporary directory the operating system manages.

- Additional storage space
When operating ESMPRO, the files below are created.
Please confirm there is the capacity in addition to the 100MB (140MB with Web
Component) required for installing the program.

1) Automatic Data Collection
Approx. 40KB per information collection.

2) Alert information
Approx. 1KB per alert.

3) Others
Approx. 10MB as the management area of server registered in the Operation
Window.

— Network Interface Card

— Display: a high-resolution monitor (Some dialog boxes do not fit on a display set to
640 x 480 pixels.)

m Software

— Operating System:
Windows 2000 Advanced Server operating system
Windows 2000 Server operating system
Windows 2000 Professional operating system
Windows XP Professional operating system
Windows XP Professional x64 Edition operating system
Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Standard x64 Edition
Windows Server 2003, Enterprise x64 Edition
Windows Server 2003, Enterprise Edition for 64-bit Itanium-based systems
Windows Server 2003 R2, Standard Edition
Windows Server 2003 R2, Enterprise Edition
Windows Server 2003 R2, Standard x64 Edition
Windows Server 2003 R2, Enterprise x64 Edition
Windows Vista Business
Windows Vista Enterprise
Windows Vista Ultimate
Windows Server 2008 Standard
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Windows Server 2008 Enterprise
Windows Server 2008 Datacenter
Windows Server 2008 for Itanium-based Systems

— Communications Protocol: TCP/IP (comes standard with the OS)
— Web Server (required for the Web Component): 11S5.0 - 7.0

- Web Browser (required for the Web Component): IE 6.0 - 7.0 (JavaScript must be
enabled.)



Chapter 2

Installing/Uninstalling the NEC ESMPRO Manager

BEFORE INSTALLING

Setting Up Network Services

The NEC ESMPRO Manager uses TCP/IP as its communication protocol. Please set up network
services so that TCP/IP works properly.

Setting Up the NEC ESMPRO User Group

To use the NEC ESMPRO Manager, you must belong to a user group called the NEC ESMPRO
User Group for security purposes.

The NEC ESMPRO User Group name should be determined during the installation. The Manager
setup names it "Administrators” by default.

If you want to specify another user group name, you must create it before installing the NEC
ESMPRO Manager and specify the group name during installation. The NEC ESMPRO User Group
is case sensitive.

Also, to make this security feature function effectively, please install the NEC ESMPRO Manager
on a hard drive formatted with NTFS.

NOTE: When you create the NEC ESMPRO User Group as a global
group, make sure that there is no local group having the same name.
Also, when you install the NEC ESMPRO Manager on a backup
domain Controller, you must create it as a global group.
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Installing 1S

If you use the Web Component, install 1S before installing the NEC ESMPRO Manager.

In addition, to install the Web Component on Windows Vista or Windows Server 2008, you must
install the CGI feature and set feature delegation in 11S Manager by following the procedures shown
below:

- Installing the CGI feature
Windows Vista

1) Click [Start] - [Control Panel] - [Programs] - [Programs and Features] - [Turn
Windows features on or off].

2) Check the [Internet Information Services] checkbox in the Windows features list.

3) Expand [Internet Information Services], [World Wide Web Service], and
[Application Development Features] in turn, check the [CGI] checkbox, and click
[OK].

Windows Server 2008

1) Click [Start] - [Control Panel] - [Programs] - [Programs and Features] - [Turn
Windows features on or off] to start the [Server Manager] window.

2) Click [Roles Summary] - [Add Roles] to start the [Add Roles Wizard] window.
3) Click [Next] on [Before You Begin].
4)  Check the [Web Server (11S)] checkbox from the [Server Roles] list.

5) The message "Add features required for Web Server (11S)?" appears. Click [Add
Required Features], and click [Next].

6) [Web Server (11S)] appears. Click [Next].

7) Check the [CGI] checkbox under [Application Development] in the [Role
Services] list, and click [Next].

8) [Confirmation] appears. Click [Install].

— Setting feature delegation in 11S Manager

1) Click [Start] - [Control Panel] - [System and Maintenance] - [Administrative
Tools].

2) Double-click [Internet Information Services (11S) Manager] (or [IIS Manager]) in
the Administrative Tools list.

3) Double-click [Feature Delegation] in the feature list on Home.

4) Select [Handler Mappings] in the [Feature Delegation] list, and click [Read/Write]
on the [Actions] pane or on the right-click menu.
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About a Virtual Directory the Web Component Creates

A virtual directory "esmpro” is created at the first web site (it is usually "Default Web Site") on the
Web Server by installing the Web Component. If a virtual directory "esmpro" already exists, the
directory will be overwritten. Therefore, please change the directory name before installing the Web
Component.

Installing HP OpenView Network Node Manager

If you use HP OpenView Integration, install HP OpenView Network Node Manager before
installing the NEC ESMPRO Manager.

NOTE: HP OpenView Integration does not support Windows Vista
and Windows Server 2008.

Installation for multisession Terminal Server access

Perform the following operation to install the NEC ESMPRO Manager for multisession Terminal
Server access:

- For Windows 2000/Windows Server 2003
Use Add New Programs from Add or Remove Programs in Control Panel.

- For Windows Server 2008
Use Install Application on Terminal Server in Control Panel.

About Sample of Script Component
When you changed a sample of the Script Component and saved it as the original file name, change
the file name before performing update install.

If you perform update install without doing that, the sample will be overwritten and the changes
might be initialized.
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INSTALLATION

Installing the Manager Software

1. Log on as a user with administrative privileges.

2. Run the downloaded "SM2008.exe" file.

NOTE: If User Account Control is enabled on Windows Vista or
Windows Server 2008, the User Account Control window appears.
Click [Continue] to proceed.

3. After verifying system conditions, the "Customer Information™ screen is displayed. Enter
your user name and company name, and then click [Next].

NEC ESMPRO Manager x|
Customer Information ‘
Please enter your information. I {h

Pleaze enter pour name and the name of the campany for which you wark.

User Mame:

IUser

LCompany Name;

ICUmpaﬂy

IrstalShield

< Back Nexst > I Cancel |

4. Features that can be added to NEC ESMPRO Manager are listed. Select features you want
to add and click [Next].

NEC ESMPRO Manager x|
Select Features ‘ i
Select the options you want to install. I N ™

Please choose a component to add

I 'eb Component
| | HP Dpentfiew Integration

Select Al Clear all
IrstalShield
< Back | Next > | Cancel |

Features to be displayed in the list vary depending on your environment (features that can
be installed are listed). If no features can be added, this dialog box is not displayed.



Installing/Uninstalling the NEC ESMPRO Manager 9

[Features]

Web Component:
Enables you to access NEC ESMPRO Manager from Web Brower.
Internet Information Services is required to install this feature.

HP OpenView Integration:
Integrates NEC ESMPRO Manager with HP OpenView. This feature is
available when HP OpenView Network Node Manager is installed on
the same computer.

NOTE: The optional features can be added at any time after this
installation.

The "Choose Destination Location" screen is displayed. Select the installation target folder,
and then click [Next] (for update installation, this dialog box is not displayed).

x
Choose Destination Location “
Select folder where setup will install files. I\M

Setup will install NEC ESMPRO Manager in the following folder.

Tainstall to this folder. click Next. Ta install to & different folder. click Browse and select
another folder.

C:\Program Fles\ESMPRO

IrstallShield

" Destination Folder

cpock [T — |

NOTE: In the case of 64bit OS, a location under SystemDrive:
\Program Files cannot be specified.

The "Start Copying Files" screen is displayed. Click [Next].

NEC ESMPRO Manager x|
Start Copying Files “
Review settings before copying files I i

Setup has enough infarmation ta start copying the program filez. |F pou want ta review or
change any settings, click Back. |If you are satisfied with the settings, click Mext to begin
copying files.

Current Settings:

Please confim the configuration belaw. ;I
Name: User
Company: Company
Install Path: C:A\Program Files\ESMPRO
Additional features:
‘Web Component
HP Dpenview [ntegration

-
A »

IrstalShield

< Back I Mext > I Cancel |
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7. The "Enter Text" screen is displayed. Specify the NEC ESMPRO User Group, and then

click [Next].
x
Enter Text ‘
Please enter information in the field below. ~ 3

Specify MEC ESMPRO user group.

IAdmmlslraturs

IstalShield

< Back I Mext » I Cancel I

Wait a few minutes. As the software is installed, several windows open and then close
automatically.

8. The "Installation Completed" screen appears. Click [OK].

NEC ESMPRO Manager - InstallS |

i Installation completed,
Please restart the computer,

The installation of the NEC ESMPRO Manager is complete. You may close the NEC
ESMPRO Manager menu window manually.

Restart the computer before using the NEC ESMPRO Manager.

IMPORTANT: Depending on the environment, a setup window may
remain on the screen after you click [OK]. In such a case, follow the
instructions below.

1. Click [Close] on the title bar of the setup window.
2. An End Program dialog box appears. Click [End Now].

3. Aconfirmation dialog box for sending an error report is displayed.
Click [Don't Send].

4. Adialog box which says "1628: Failed to complete installation."
appears. Click [OK].

Installation of the NEC ESMPRO Manager has been successfully
completed. There will be no problem in later operations.
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NOTE: When installing the NEC ESMPRO Manager in an already
existing directory, the NEC ESMPRO Manager will not operate unless
the access permissions required for the NEC ESMPRO Manager
operation have been set.

When installing the NEC ESMPRO Manager in a directory created by
the installation software, the following access rights are set:

Administrators  Full Control (All)(All)
Everyone Read (RX)(RX)
SYSTEM Full Control (All)(AIl)

If you specified a user group other than the default (Administrators) as
the NEC ESMPRO User Group at the installation, Full Control access
rights will be set for it.
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UNINSTALLATION

Uninstalling the Manager Software

1. Close all opened NEC ESMPRO folders.
2. Start up Programs and Features (or Add or Remove Programs) from Control Panel.

Select NEC ESMPRO Manager from the list of the installed programs, and click
[Uninstall/Change] (or [Change/Remove]).

3. Select features you want to remove, and click [OK].
Remove All: Removes NEC ESMPRO Manager and all added features.
Remove additional features: Removes features you selected.

Features that were not added are grayed out and cannot be
selected.

§E Uninstallation Selection ﬂ

Select features you want to uninstall,

Al features will be uninstalled,

" Remove additional features
The features you selected from the following will be uninstalled.
[T Web Component
" HE Gpemiyiew Integration

Ik, I Cancel |

If no features are added, this dialog box is not displayed.
4. Confirm that any applications related to NEC ESMPRO are not running, and click [OK].

The selected features will be uninstalled.

™ Uninstall NEC ESMPRD Manager |

Uninstallation of NEC ESMPRO Manager will start,
Flease terminate all running applications before the uninstallation.

Cancel |
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Wait for a while until the uninstallation completes. During the uninstallation, some
uninstallation dialogs will appear.

5. The "Uninstallation Completed" screen appears. Click [OK].

Uninstall NEC ESMPRO x|

i Uninskallation completed.
Please restart the computer,

The uninstallation of the NEC ESMPRO Manager is complete.

Restart the computer.

NOTES:
After the uninstallation completes, pay attention to the following points:

[About the virtual directory for the Web Component after uninstalling]
If you have changed the default virtual directory name (esmpro) of IIS
used by the Web Component, the virtual directory is not deleted even
when you uninstall the Web Component. In such a case, uninstall the
Web component, and then manually delete the virtual directory.

[Uninstallation where NEC ESMPRO Manager coexists with other
NEC ESMPRO products]

If you uninstalled NEC ESMPRO Manager where other NEC ESMPRO
products coexist, restart the system before using the products.

[Alarm Category of HP OpenView Network Node Manager]

If you uninstalled the HP OpenView Integration, "ESMPRO Alarms"
remains in the alarm category of HP OpenView Network Node Manager.
In such a case, delete it by hand.
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Chapter 3

Using the NEC ESMPRO Manager

STARTING THE NEC ESMPRO MANAGER

Start the NEC ESMPRO Manager as follows:

m During NEC ESMPRO Manager installation, an NEC ESMPRO Manager folder is created
in the Start Menu. To start the NEC ESMPRO Manager, click the NEC ESMPRO
Manager icon.

When you start the NEC ESMPRO Manager, an Operation Window similar to the following appears.

The left side of the Operation Window is the Tree View that contains a list of icons that represent
Agents in the network or maps. The Tree View also displays Neighbor Managers if any are
registered.

On the right side of the Operation Window is the Map or Information View, which shows additional
details for the icon selected in the Tree View. Agents within your network are shown as icons on the
network map. An example is shown in the following figure. When the icons are displayed here, this
side is called the Map View. On the other hand, when the system information for a server is
displayed, it is called the Information View.

y& Operation Window - [(192.168.1.0@magr_manager)] o =] 4]
File Edit %iew Tools Options Help

o = A N YT e e e T =T

E|-] 3 Iy Manager{mgr_manager)
EIE Internet
=-[F 192,168.1.0
-8 120EF1
120EF3
120EF3
hiost1
hostz
hiosts
hosts:
hioste
i8] hoste

E MetWwareServer

|»

Tree View Map or Information View
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When the Operation Window first appears, servers on the same network can be detected and
recorded on the Map View. (See Detecting Agents Automatically, page 17)

The NEC ESMPRO Manager automatically monitors Agents at specific intervals. The background
color of the icon indicates the Agent status. Normally, the icon background is green. If the status is
red or yellow, use the DataViewer and AlertViewer to identify the problem.

Tool Bar and Menus

The tool and menu bars at the top of the Operation Window give you access to many NEC
ESMPRO functions. The tool bar gives you quick access to many frequently used menu items.
Simply click the button to access the function.

To obtain more details about a menu item, tool bar icon, or field, click the Help icon from the tool
bar and click the screen.
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Detecting Agents Automatically

NEC ESMPRO Manager can detect Agents automatically and register an icon on the Map View
when it finds them. If you prefer, you can add Agents manually. (See Adding an Icon Manually,

page 18.)

Initiate automatic Agent detection as follows.

1.

2
3.
4.
5

6.

Ensure that the SNMP service is running on the Agents.

Open the map where you want Agents registered automatically.
From the Tools Menu, select Autodiscover/Foreground.

Select TCP/IP Hosts.

Proceed as follows.

Enter the network address and network mask for the network you want to find. Also, enter
the value set for the Agent to be detected in the SNMP Community field. The default is
public.

If you are entering more than one SNMP community name, separate the names with
commas, as in public, xxx.

If you want to access the details of auto discovery, click [Details] and check the following
items.

- Update properties
To update server properties that have already been set, check this item.
— Discover DMI Agent
To detect DMI agent, check this item.
- Restrict the objects
To specify NEC ESMPRO Agent, check this item.
Please refer to on-line help for more details.

Click [Start].

7. When automatic detection is finished, click [Close]. Any Agents detected appear on the

map as icons.

It is also possible to detect Agents periodically in the background by specifying the SNMP
community name and the interval in Autodiscover/Background on the Tools Menu.

NOTE: To perform autodiscovery on Windows Vista, see "20. About
Setting a Windows Firewall" described in the MANAGER section of
the Appendix B Notes.
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Changing Icon Properties

After icons are added during Autodiscover, you may want to view and edit their properties.
1. Right-click the icon.
2. Select Properties from the popup menu.
3. Make changes in the Properties window. Use the on-line help for details on field entries.

To delete an icon, select it and select Delete from the Edit Menu. If your attempt is denied, make
sure that Enable Edit is selected in the Options Menu.

You can move an icon by dragging it.

Adding an Icon Manually

Follow this procedure to add an icon manually.

1. From the View Menu, select the Icon Palette. If it is already running, press [Alt] [Tab] to

access it.
S
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2. Click the icon in the palette that best represents the Agent.

3. Move your cursor to the Map View side of the screen and click to deposit the icon where
you want it.

4. When the Properties window appears, enter the appropriate information for the Agent or
map being created. Use the on-line help for a description of the fields.

5. When you finish, click [OK]. The icon is automatically added to the Tree View.
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Changing an Icon

Follow this procedure to change an icon's image.

You can only change a map icon to another map icon or change a server icon to another server icon.
You can determine which is a map icon and which is a server icon in the Icon Type window. (Select
Customize and Icon Type from the Options Menu.) In the following figure, city, factory, building
and floor are map icons. Fulltower and minitower are server icons. A floor icon can change to a

building icon but cannot be changed to a full tower icon.

1.

lcon Tepe: |
- 15 map
R ETE i Edit.. |
E | factory
{_il_ building Hemnye.. |
E |k floo
ol map
E]|!ﬂ hast
=8 {é server
----- elw] fullbower
..... | it
g ke )

o< |

Cancel |

Help

2. Select Change Icon Type from the Edit Menu.

Highlight the icon that you want to change in the Map View.

3. Click anicon in the Icon Palette. The old icon changes to the new one selected.
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Setting Up Inter-Manager Communication

These settings define the exchange of information between Managers on maps and agents registered

in the remote manager.

To establish the inter-Manager communication, you must specify the following.

My Manager

Neighbor Managers

Routing

Access rights

Notification options

My Manager

Inter-Manager communication requires that each Manager have a unique name. Define My Manager

as follows.

1. From the Options Menu, select Customize and then My Manager.

My Manager

Manager Mame:

Administrator: I

Location: I

Paort Murnber: GE06 =1
= I =l

X

Method of receiving SMMP Trap

* Use gwn method
™ Use SNMP Trap Service

Maximum &lerk Retry Counk; S00

o]

Cancel |
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2. Set parameters for each field. Details are available in the on-line help.

NOTE: Regarding the method of receiving an SNMP Trap, when
software other than NEC ESMPRO Manager receives an SNMP Trap,
NEC ESMPRO Manager may not be able to receive an SNMP Trap
correctly due to the SNMP Trap port conflict.

In this case, select "Use SNMP Trap Service".

When you have selected "Use own method", be sure to not start up
"SNMP Trap Service".
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Neighbor Manager

The Neighbor Manager communicates directly with My Manager. The setting for the Neighbor
Manager allows managers not registered as Neighbor Managers to communicate via the Neighbor
Manager. Define the Neighbor Manager as follows.

1. From the Options Menu, select Customize/Remote Manager.

Remote Manager ll

Neighbor Manager IRouting Manager I Access Permission I Motification Event I

Skatus | Manager MName | Address | Reconnect Time I

Commect | Properkies., .. | Back |
Disconmect | Remove | Zopy, | [ext |
OF | Cancel | Help |

2. Select the Neighbor Manager tab.
3. Click [Add] or [Properties].

Neighbor Manager ﬂ

Manager MName: I |

Address: I

Pasaword: I

Confirm Password: I

Port Rumber: I G806 é’

|7 Bukornatic Conneckion

Reconnect Time: I 10 ﬂ Iminutes j
[0]'4 I Cancel | Help |

4. Enter the appropriate information in each field. Field details are available from the on-line
help.

5. Click [OK].
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Routing

Inter-Manager communication to managers not directly connected (not neighboring) requires
routing tables. Set up routing paths as follows.

1. From the Options Menu, select Customize/Remote Manager.

2. Select the Routing Manager tab and click [Add] or [Properties].

Routing Manager x|

Destination Manager: I |

Forwarding Managet: I j

Ok Cancel | Help |

3. Set the parameters for each field. Help is available from on-line help.
4. Click [OK].

Access Rights

Defines read-only access or read/write access for inter-Manager communication from a specific
Manager.

1. From the Options Menu, select Customize/Remote Manager.

2. Select the Access Permission tab and click [Add] or [Properties].

Access Permission ﬂ
Manager Mame: I | j
fccess Permissions: v Read v Wirike

Ik Cancel | Help |

3. Enter the appropriate information in each field. Details about field entries are available in
the on-line help.

4. Click [OK].
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Notification Options

Define notification options as follows.
1. From the Options Menu, select Customize/Remote Manager.

2. Select the Notification Event tab and click [Add] or [Properties].

Notification Event X|

Managet MName: I j

Maotification Lewvel
& all level
€ Warning or a higher level
€ Mimar Fault ar & higher lewel
€ Major Fault or a higher level
£ Critical Fault ar & higher level

£ none

IV Motification SMMP-krap

— flert Retry
" Enable {* Disable

Rty count: I 1000 ﬁ
Retry cycle: I 5 ﬂlminutes j

(04 Cancel | Help |

3. Fill in the appropriate information for each field. Details on field entries are available in
the on-line help.

4. Click [OK].
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Monitoring Agents

After creating the network map, registering Agent icons, and establishing communications, the NEC
ESMPRO Manager automatically monitors the Agent status at specific intervals.
When the Manager detects a faulty Agent, the icon color changes according to the type of fault.
Default colors are:

Table 3-1 Agent Status

Color State Description

Green Normal All Agent components are operating normally.

Yellow Warning A minor error occurred in an Agent component.

Red Error A major error occurred in an Agent component.

Gray Unknown The Agent cannot be monitored or identified because the Agent is not

started, the Agent software is not set up, or the server is down.

If the Agent status is red or yellow, use the DataViewer and AlertViewer to determine the problem.

You can change the fault indicators by selecting Fault Indicators from the Customize selections
under the Options Menu. A screen similar to the following appears.

Fault Indicators x|

Eault Indicators:
ﬂ \ﬂ Defaulk |

rormal Warning Error Inkrown

(4 | Zancel | Help |
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BROWSING MIF

Screen

MIF Browser consists of the following views.

Menu
Tool Bar
Title View
Tree View
Detail View
List View
1. Menu

Displays the following menu on MIF Browser.

File View Help

- File menu
Displays the following menu on the File Menu.
File
Add Server... Ctrl+A
Delete Server
Exit

Add Server : Add the server to be monitored.
Delete Server  : Delete the server to be monitored.
Exit : Close the MIF Browser
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- View menu

Displays the following menu on the View Menu.

View

Tool Bar

Status Bar

Refresh

Status Bar : When Status Bar is checked in the View menu, the Status Bar displays at
the bottom of the screen.

Tool Bar  : When Tool Bar is checked in the View Menu, the Tool Bar displays at the
bottom of the screen

Refresh . Refresh the selected server information.
- Help menu

Displays the following menu on the Help Menu.

Help

Help Topics
About MIF Browser...

Help Topics . Accesses on-line help.
About MIF Browser : Provides revision information for the MIF Browser.

Tree View
The names of component, Group, Row, and Attribute are available from the Tree View.
Title View

The selected names (Component, Class, Row, Attribute) in the Tree View are available
from the Title View.

Detail View
The details of the selected names in the Tree View are available from the Detail View.
List View

List is available if the selected group in Tree View has multiple rows. Not available
otherwise.
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Browsing MIB

1.

Select MIB Browser from the Tools Menu or click the MIB Browser icon on the Toolbar.

NOTE: Browsing MIB (Management Information Base) needs expert
knowledge about SNMP (Simple Network Management Protocol) and

OID (Obiject Identifier).

S MIB Browser HE B
File Dperation  Yiew Help
1=
4 anager Mame: Imgr_BANDD j
Component: Innde bando J
—MIB
z0.org.dad. intermet. mgrit. mib-2
= is_o - £ udp
=8 org system Cleg
B=- d?d interfaces £ tranzmizsion
[l intemet at £ snmp
directany in £ host
icmp
tep
=
Top tIE-I Enterprize | Help |
Time Output
’]nlerval. IU ﬂl Seconds |™ I ’7 Style: ITaxt Vl
Ready

Select the destination Agent from the Manager Name and Component drop-down lists.

Specify the MIBs to be retrieved. You can specify several OIDs at one time. When the OID
is not the last one in the directory, all entries under the OID are also selected.

Set the interval of retrieval. When the interval is 0, the MIB Browser retrieves just once.

Select the output style for the information: Text, Line Chart, Bar Chart or Pie Chart.

Click il to start the collection.
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AlertViewer

The AlertViewer displays failures and warnings issued from servers running NEC ESMPRO Agent
software. The log provides the date and time of the alert, the server name, and a brief description of
the problem. The icon in the Summary column is displayed in alert colors that indicate the severity
of the problem.

ACCESSING THE ALERTVIEWER

To access the AlertViewer from the Operation Window, select AlertViewer from the Tools menu or
the AlertViewer icon in the tool bar. A screen similar to the following appears.

By clicking on any column title, alert messages are sorted by that column. You can also adjust the
column widths by dragging the edge of a column title box to the left or right.

~iix

File Edit Wew Tools Help
D”|H|><| %I Mlk?l EI Filter settings: I(None) j Add IMUdiFyI Deletel

e CPL gr_MAMNAGER

E;iFile system free ... File: Syskem magr_MANAGER. 192.168.1,156 2007-12-11 18:06
EHPU Load Error T=1 CPU mgr_MANAGER  Serverl 192,165.1,156 2007-12-11 18:05
nad W arning T mgr_| B ver 1681, -1Z2- :
ECPUL d \Warni T CPU MAMAGER 5 1 192.165.1,156 2007-12-11 15:05
E}File system free ... ot File System mgr_MAMAGER  Serverl 192.168.1.156 2007-12-11 18:01

Serverl

5 Ttems, 5 Unread [0 [irformation | [Minoe [l Maior 2
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The central part of the AlertViewer is the Alert Log in which alert messages are displayed. New
alert messages are added to the top of the list as they arrive. The following are columns of an alert
message and their descriptions:

Summary - gives a brief description of the alert message.

Icon (Summary column) - displays the icon of the component in trouble. The icon color
indicates the level of the alert. These colors include:

- Green is informational and indicates a slight error or a warning recovery.

- Yellow is a caution and indicates that the server has a problem that should be
investigated.

- Red is a warning and indicates a major problem with the server.

You can also use standard Windows icons without background color by checking "Use
standard icons for alert list" in the Options dialog box.

Check - lets you define and mark the status of an alert. Two marks are available, a cloud
and lightning.

Read/Unread - indicates whether the details of the alert message have been reviewed on
the Alert Detail screen. The Read icon looks like an opened envelope. The Unread icon
looks like a sealed envelope. (See Getting More Details, page 32, for more information.)

Type - identifies the type of alert, such as FT Disk, System Reboot, or System Error.
Manager - identifies the remote manager where the alert originated.
Component - identifies the server that sent the alert.

Address - gives the TCP/IP address of the server that sent the alert. For a NetWare server,
this address is the IPX address.

Received - shows the date and time when the alert was received by the AlertViewer.

Generated - shows the date and time when the alert was generated. (This column is not
displayed in the default configuration. To display this column, select Columns in the View
Menu.)

Source - identifies the service that sent the alert. (This column is not displayed in the
default configuration. To display this column, select Columns in the View Menu.)

Event ID - the Event ID of the alert. (This column is not displayed in the default
configuration. To display this column, select Columns in the View Menu.)

Severity - the severity of the alert: major, minor, or information. (This column is not
displayed in the default configuration. To display this column, select Columns in the View
Menu.)
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MESSAGE NOTIFICATION

When a new alert message arrives, you may hear a beep and see a notification message similar to
the one shown next. (These options are set in the View Menu. See Setting Notification Options,
page 35.) If your system has audio capability, you can also specify different sounds to signify
different alert levels. Otherwise, the system sounds a beep through the internal speaker.

Alert Lo
Q n CPU Load Error - £

Invoke

Fronn: S3WD@managerl
Help

dudh

[ Do not display a further notification message.

{fiose | Close Al |

Click [Alert Log] to open the Alert Log Detail screen, or click [Invoke] to start the DataViewer. If
you do not wish to view alert messages or details, click [Close].



32 AlertViewer

Getting More Details

For details on an alert message, double-click the message line in the AlertViewer. You can also click
[Alert Log] on the notification message. A window similar to the following displays the details of
the alert message, including corrective actions to take.

Once the Details window appears, the message is marked as Read in the Alert Log. (The symbol in
the Read/Unread column changes to an opened envelope.) You can also mark messages as Read or
Unread from the Edit Menu. Simply highlight the message and select Mark as Read or Mark as
Unread.

Details X

General | SNMF’I Report Statusl

E CPU “Warning Recovered

From: BETELGEUSE@mgr_alLDEBARAN
Address: 152.168.21
Received:  Thursday, December 02, 1933 07:13 P

Generated: -
I wour time 'l
D etail:
CPU total load factar has recovered from its warning state. ;I
I-]
Action:
=]
I-]

[ Diown | Help |
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Finding and Sorting Alert Messages

You can search for alert messages by specifying severity, component, or type. Do so as follows:

1. From the Tools menu, select Find.

2. Inthe dialog box that appears, enter the search criteria you want to use.

X
. allt Direction
Sewerity: = -
Up
Companent: I(AII) j
' Down
Type: [cainy [

Eind Mext I Cancel | Help |

3. Click [Find Next]. The next alert that matches the criteria is highlighted in the Alert Log.
(Double-click the line to see the Details screen.)

Sorting Alert Messages

The AlertViewer lets you sort alert messages in the Alert Log. This allows you to list a specific class
of messages first, for example, all warning messages or those related to fan errors.

1. From the View menu, select Sort.

2. From the drop down "Sort items by" list, select the sort criteria to use. You can use any of
the AlertViewer columns as your sort criteria.

3. Select the radio button next to Ascending or Descending to specify the order in which the
messages should appear.

Sork
* fscending
Cloze

" Descending

Help

i

4. Select Sort to sort the alert messages or Close to abort.

Another way to sort messages is to click a column title in the Alert Log. Clicking once will sort all
messages in ascending order using the selected column as the sorting criteria. Clicking again will

sort in descending order.
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Filtering Alert Messages

You can filter alert messages by specifying a set of conditions.
1. On the filter bar, click [Add].

Filter settings: IFiIterl j | &dd IM::u:IiFyI Deletel

2. Inthe dialog box that appears, select filtering conditions and name the filter.

Filtering Settings x|
Filter actions
Filter namne: || ’7 % Show  Hide
—Filtering conditions
Address: I (Don't filker) j Severity
- V¥ Infarmation v Minor
Companznt: I (Don't filker) j
W Maj ¥ Unknown
Alias: | (Dant fileer) =] ¥ Major
Manager: I (Don't filker) j Type: I {Don't filker) j
Evert ID: | (Dantt ilter) Tl chede [iwentt firer) |
J0Urce: I(Don't fier} j Read|Unread: I(Don't filker} 'I
SUMmmary's I (Don't filter) j
Received Generated
: M4 1S =] : - 20 =
[~ Start: IZDDG 04-20 14:59:01 Eal [~ Start: |1999 02-19 15:20:45 —
: [l4- |Gt = : 14 1S =
[~ End: IZDDG 04-20 16:54:25 = [~ End: IZDDIS 04-20 16:54: 25 —|

[~ also apply filkering to newly received alerts

QK I Cancel | Help

3. Click [OK] to save the setting and close the window.

4. Specify filter settings by selecting the drop-down list on the filter bar.
Please refer to on-line help for more details.
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Configuring the AlertViewer

You can configure the appearance of the AlertViewer in a number of ways. You can select the
information you want to appear in the Alert Log. You can also hide the tool and status bars from the
screen if they are not needed.

m To view or remove the Tool Bar and Status Bar

You can display the Toolbar and Status Bar on the screen or remove them from the screen
by checking or removing the check from the appropriate line under the View menu.

— Acheck next to the item indicates that it is displayed on the screen.
- No check next to the line indicates that the toolbar or status bar will not appear.
m To add or delete columns from the Alert Log

You can choose the information to include in the AlertViewer Log. From the View menu,
select Columns. A window similar to the following appears:

Check
Read/Unread

i Add - |
Source
<= REmove |

[0]4 I Cancel | Reset | Help |

- Information that appears in the Alert Log is listed in the box "Show the following
columns.”

- Information under "Available Columns" can be added to the Alert Log.

To add a new column to your screen, highlight an item from the "Available Columns™ box
and click [Add ->]. To remove a column from the Alert Log, highlight an item in "Show
the following columns™ and click [<- Remove].

Setting Notification Options

You can configure how you are notified of new alert messages. You can filter notification messages
by severity.

From the Tools menu, select Options. A screen similar to the following appears.



36 AlertViewer

General | alert Types | SMVMP Trap

—When new alert arrives

¢~ Don't display a notification message

% Display a notification message!
¥ Information |
v Minar I
¥ Major ||
v Urknown I

¥ Flay a sound

r Repeak
v abways center notification message dislog
[ Display received time on kitle

Maxirmurmn notification dialags: I 1 j

[ Use standard icons For alert lisk
v show "Generated” of alert list in your time
v wiarn before permanently delsting items
[ alert driven status contral
[" Enzhble For neighbor managet(s), koo
™ Don't make as "Read”, even when an alert is opened
[ Display a message when an alias Fails to be obtained

alert list reload cycle: I 0 ﬂ minutes
Maximurn lag caunt: I 500 ill

K I Cancel | Apply | Help |

Set up notification options as follows:

If you don't want to receive any notification messages when alert messages arrive at the
AlertViewer, select "Don't display a notification message."

If you choose to display notification messages (like the one on page 31), you can also
select the type. For example, you may not want to be notified when informational
messages arrive. To see a notification message when a new alert is received, select
"Display a notification message" and check a severity level. If no boxes are checked, no
messages are displayed.

To hear a warning tone or .wav file when new messages arrive, check "Play a Sound.”
Wave files have already been assigned to error messages types. If you want to review or
change these assignments, select the Alert Types tab.

Check "Always center notification message dialog"” if you want notification messages to
be centered on the desktop.
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m Check "Display received time on title" if you want the time to be shown on the title bar of
the notification message.

m "Maximum notification dialogs" allows you to define the maximum number of
notification messages displayed at one time.

Please refer to on-line help for more details.
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Receiving SNMP Traps

By default, AlertViewer only receives and shows Enterprise Specific traps originating from
ESMPRO Agent. You can configure AlertViewer to receive all other SNMP traps.

From the Tools menu, select Options and click the "SNMP Trap" tab. A screen similar to the
following appears.

Generall Alert Types  SNMP Trap |

Receive the Follawing SMMP traps

[ I Link Up
[~ warm Start ™ Buthentication Failure
I Link Down [~ EGP Meighbor Loss
— W Enterprise Specific
Registered Enterprise:
Description | Enterprise -
APC 1.3.6.1.4.1.318
CMM Blade Trap 1.3.6.1.4.1.119.2.3.133..., =

ESM Agent Confi... 1.3.6.1.4.1.119.2.2.4.4....
ESM Alert based ... 1.3.6.1.4.1.119.2.2.4.4...,
ESM BIOS Trap 1.5.61.4.1.119.22.4.453

ESM Bus Trap 1.3.6.1.4.1.119.2.2.4483
ESM CPU Trap 1.3.614.1.119.2244.23
ESM Criver Trap 1361411192244, -
:_l.__. ._......___..I’

[ also receive all Enterprise Specific traps
ather than abave

QK I Cancel &ppli Help

Set up SNMP Trap options as follows:

Check "Cold Start" if you want AlertViewer to receive cold start traps.
Check "Warm Start" if you want AlertViewer to receive warm start traps.
Check "Link Down" if you want AlertViewer to receive link down traps.
Check "Link Up" if you want AlertViewer to receive link up traps.

Check "Authentication Failure" if you want AlertViewer to receive authentication failure
traps.

Check "EGP Neighbor Loss" if you want AlertViewer to receive EGP neighbor loss traps.

Check "Enterprise Specific" if you want AlertViewer to receive Enterprise Specific traps.
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m "Registered Enterprise” shows the list of traps for which AlertViewer can show detailed
and meaningful information.

m Check "Also receive all Enterprise Specific traps other than above" if you want
AlertViewer to receive all Enterprise Specific traps.

After setting the options, you must restart the computer for the changes to take effect.

Forwarding Alert Messages

You can forward alert messages to various destinations by using Alert Manager. Select Report
Setting on the Tools menu to invoke Alert Manager. For details regarding Alert Manager, please
refer to the NEC ESMPRO Alert Manager User's Guide.

Automatically Save Alert Log Settings

The Automatically Save Alert Log Settings function automatically saves received alert data in files.
The received alerts can be saved as long as there is enough disk space. After you select this function,
newly received alerts after you set here will be logged. From the Tools menu, select
AlertLogAutoSave settings. A screen similar to the following appears.

AlertLogAutoSave Settings X

¥ Enable alertLogautoSave

" Do not switch Files
{* Switch files

' Daily
 Weekly
£ Monthly

= When file size reaches:

| L MByte

Log file directary:
I Browse... |

"Save as kype

% T
& caw

Cancel | Help |

NOTE: This function a portion (KB) of disk capacity whenever
receiving a new alert. Make sure to regularly create back up of or delete
alert log files. You cannot specify a network drive as the log file
directory.
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Chapter 5

DataViewer

This section describes the DataViewer and its many options. The DataViewer lets you check
hardware and software features on Agents that are monitored by NEC ESMPRO Manager.

Access the DataViewer as follows.
1. From the Operation Window, click an Agent icon to select it.

2. Once the Agent icon is selected, you can open the DataViewer using any of the following
methods.

- Selecting DataViewer from the Tools menu
- Clicking the DataViewer icon in the toolbar

- Selecting DataViewer from the Command menu (popup menu accessed with the right
mouse button)

A screen similar to the following appears.

E_E;: REGULUS?2 - Data¥iewer M= E3
File Edit “iew Toolz Help

I_E REGULUS2 [ESMPRO]

) Hardware
15 System
5| 140 Device

4! Enclosure

& Software

B8 Network

W Ewxpansion Bus Device
-B BIOS

g Local Polling

+ 5 Storage

m-i File System

Product : Express5300/1 20Rb-1 [N8100-764]
Manufacturer : NEC

05 : Windows 2000 Server

05 Version : 5.0.2195

Mame : REGULUS2

Aliaz : REGULUS2

IF &ddress : 192.168.1.73

1P Address :

SHMP Community Mame[get] : public
SHMP Eommunlty Mame(zet] :

05 Typ

HWU MAE Address

Rw/U P Broadcast Address :
ESMF‘F!D MIE : On

W'atc:h Server Status : On

Server Status Polling Interval (min) : 1
“watch DM Event : On

Hardware Type :

Manager :

Location :

Sound :

Background : RACK.BMP

Detect Server Down

Server Down Detection Retry Count : 0
Agent Wersion : 4.0

EH B »

= j
Hardware System 1/0 Device Enclosure Software Metwork

[ e | [ | | . v
For Help, press F1 [ [Nomal | [waming -|Abn0rmal i
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— The Tree View on the left side of the screen lists the folders.

— The Information View on the right side of the screen displays the status or statistical
information about the Agent

— The status bar at the bottom of the window describes the current function and shows
the alert color legend.

3. Double-click a folder entry in the tree view. A series of icons are displayed in the
Information View, and devices and device categories are listed under the entry.

4. Click a device or an icon. Data screens appear and provide detailed information about the
device selected. The following screen is an example.

E_E;: REGULUS2 - DataYiewer M= E3
File Edit “iew Toolz Help

I & System j ‘l’l @l@l éll l_ =

= E REGULUSZ [ESMPRO]
-fE] Hardware

Ela System @
=8 cru

-8 Tatal CPU

=8 Total CPU Information

Mumber of logical CPUs: 1
Mumber of physical CPUs: 1

Memory Threshold: Dizabled

140 Device [E] Tatal CPU load rate of labest 1min:
Enclosure

- Software
=

Metwork Status: |

Expansion Bus Device CPU load is in normal condition
-& BIOS

----- | Local Palling
f-d Storage
{2 File System

-
{63 R E B K R B B B

=

For Help, press F1 [ [Nomal | [waming M [4bnomal

NOTE: Sometimes buttons or item names disappear when you start up
a graph or change the screen size, but DataViewer is operating correctly.
If this occurs, you can correct the display by changing the screen size
again.
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SETTING THRESHOLD LIMITS

F Thresholds can be set and viewed wherever you see the threshold button.
'

You can set threshold limits for:

Server temperature (Enclosure folder)

\oltage (Enclosure folder)

Fan Speed (Enclosure folder)
Rate of CPU load (System folder, CPU Total)
Free Capacity (File System folder)

When an operation or device reaches the threshold setting, the Agent sends an alert message to the
NEC ESMPRO Manager. These messages are displayed in the AlertViewer.

After you click the threshold button, a screen similar to the following appears. Set the limits and
reset values in either the text fields or on the sliding bar. Click [OK].

minor limit

Set Threshold
major limit
Item: CPU Load /
L major reset
major limit
1002 ) limi
) % minor limit
major reset 100% /
/ minor reset
1 79% /

minor reset

(] I Cancel I Help I
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HOW THRESHOLD LIMITS AND RESET VALUES WORK

When a parameter exceeds the threshold limit, an alert message appears in the AlertViewer. The
corresponding icons in the DataViewer and Operation Window turn red or yellow to show the
warning or abnormal alert status. (The default colors red, yellow, and green are assumed here.)

The alert status returns to normal when the parameter falls below the reset value. A recover message
appears in the AlertViewer, and the icons in the DataViewer and Operation Window return to green.

Fatal and Warning Limits

Most parameters have two limits (Fatal and Warning or Major and Minor) and a reset value for each
limit. When the parameter exceeds the Warning limit, a warning alert message (such as CPU Load
Warning) appears in the AlertViewer. The Agent's icon in the Operation Window and the appropriate
folder icon in the DataViewer turn yellow to indicate the warning status.

The warning status continues until it falls below the Warning Reset value, at which time the status
returns to normal. A warning recover message (such as CPU Warning Recover) appears in the
AlertViewer, and the icons in the DataViewer and Operation Window return to green.

The Fatal limit is similar. As the parameter increases and reaches the fatal limit, an error message
displays in the AlertViewer (such as CPU Load Error). Icons in the DataViewer and Operation
Window change to red to indicate the abnormal status.

When the parameter falls below the Fatal reset, the status is reset from Abnormal to Warning and an
Error Recover message displays in the AlertViewer. Icons change to yellow since the parameter still
exceeds the Warning limit. Status is normal when the value falls below the Warning reset value.



DataViewer 45

LOCAL POLLING

NOTE: Using the Local Polling function requires expert knowledge
about SNMP (Simple Network Management Protocol) and OID (Object
Identifier).

Selecting the Local Polling item on the Tree View shows the following screen.

% Local Polling

]

Polling T argets:

Statug | Mode | Item

&t windows MT Mumber of Processzes [1.26.1.4.1.
&at Ethemet Transmitted Additional Errors.[1] [1.3.6.
< Mo entry has been registered. »
< Ma entry has been registered, »
< Mo entry has been registered. »
< Mo entry has been registered. »
< Mo entry has been registered. »
< Mo entry has been registered. »
< Mo entry has been registered. »
< Mao entry has been registered. »

LCoanfi I Reset |

The Local Polling window allows you to monitor data that has an Integer attribute. You can set or
change the monitoring data and threshold levels.

I R AR AR |

-

I |

)
o
=
=}
=
m

m The [Configure...] button configures local polling settings for the selected item.
m The [Reset] button resets local polling settings for the selected item.

Select an item and click [Configure...]. A dialog box similar to the one below appears.
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Local Polling Settings B=
ltem: [1.36.1.2110.7.21.10 Browse... | T Enable Poling
Quration:|3sgu 3: 360 b agimuin W alue: |1UUUUU 3: ﬂl
Interval: |3 X sec Mirimurn ¥ alue: |-100000 - Hel

¥ I 3 il I 3 b |
—Upper
™ Enable Sending Trap 100000
Major— | l
Upper: |83043 33
ZRper 63043 _I_| 50000
Upper Reset: ISDDDD 33 26260 - 2695
~Mingr————
Upper: 28260 ~
Upper Reset: |3595 3: -100000
— Lower
™ Enable Sending Trap 100000
L —
Lawer Reset: |1 3: |
Lower: ID 3:
OWEr 1 I 1
~Majgr——— i 2
Lower Reset: |-1 3:
Lower: |,2 3: -100000

1. Specify the OID in the Item field. Some OIDs are selectable from the [Browse...] button.
Then check the Enable Polling check box.

NOTE: In Item field, enter the OID including the Index. When using
the [Browse...] button, the location where the Index needs to be
specified is shown by "Transmitted Error Packets. [%index%]" in the
comment column.

When these OIDs are selected, character strings ending with "." such as
"1.3.6.1.2.1.10." are set in the item field. Enter the index value after ".".

2. Set the duration and the interval. When the duration is 0, polling is continuous.

3. Set the threshold limits and reset values for the OID. In addition to the text entry boxes,
you can set the threshold using the sliding bars to the right.

4. Check Enable Sending Trap. This issues a trap corresponding to the current threshold
settings.

5. Click [OK].
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MYLEX GAM LAUNCHER VIEW

"MYLEX GAM launcher view" launches a utility of disk array management "GAM client".

E_'i BExpress Server - DataViewer
File Edit Wiew Toolz Help

I 2 Mylex Disk Array j 4 | ’l @H%l éll

[=l-{=z] E=preszs Server [ESMPRO] - Global Array Manager
g8 System
- ¥5 1/0 Device
- Software

58 Metwork
£
£

Global Aray kanager Launcher

To start Global Array Manager. click Launch.

t--l Expansion Busz Device

7-E BIOS

----- ' Lacal Poling
- S.tolage Ta set Global Array Manager enviranment, elick Setting |
-l File System Seftting. 2=

=-F@ Mylex Disk Array

For Help, press F1 |_|N0rmal l_ ' aming -|Abn0rmal i

NOTES: "MYLEX GAM launcher view" launches GAM Client with
following installation pass by default. If installation pass is different
from real it of GAM Client, please change it using Setting Button.
C:\Program Files\MylexX\GAM CLIENT\gam2cl.exe.

If "GAM Server" doesn't exist in monitor server, this view isn't shown.

In case of using NEC ESMPRO Ver.3.8 agent or older version, this
launcher view is to be displayed. With NEC ESMPRO Ver.4.0 agent or
later version, this viewer is not to be displayed.
To start GAM client, launch from [Start Menu].
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CREATING GRAPHS

The DataViewer lets you create real-time graphs using the dynamic information collected from the
Agent. The Graph window displays the change of values using the time increments specified.

A graph button appears next to parameters that can be graphed. Clicking the
graph button displays a window similar to the following.

3% SERVER - GraphViewer

Fle Edit “iew Options Help

] 8 il & o b

100

90

80

70

111]

50

40

30

20

10

0
11405407 1140507 11{05/07 11}0507
14:39 14:44 14:49 14:54

line style | scale | graph data |
I 1 CPU load[%] Tatal CPU

For Help, press F1 |Storing term : 0 Dap 200 [MIN 13 W&k 42 |23 [11/08/2007 (025411 PM 2

The GraphViewer lets you define the appearance of the graph, including the type of graph (step or
line), grid, line color, weight, and style. Additional information on creating graphs is provided in the
on-line help.
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AUTOMATIC DATA COLLECTION

The NEC ESMPRO Manager has a function to collect statistical data automatically within a specific
cycle.

Setting Up Automatic Data Collection

Set up data for automatic collection as follows:

1. On the Operation Window, right-click the server icon and select "Automatic Data
Collection Setting" from the pop-up menu.

2. \Verify that your Agent is in the Collecting Servers list.

; Automatic Data Collection Setting E2

Lollecting Servers All Servers

ARCTURLS Bt
01

KEvAKIS1

e =

— Collection Cych

Erequency : Ievery month ¥
[y afiieek . ISunday i

Day of Month : |1
Time : hour: ||] I i]
Ovenarite D ata Older than |1 0o Draps
Ok | Cancel | Help |

3. Set the Collection Cycle frequency to every month, week, day, hour, or every 30 minutes.

When the frequency is every month, you can set the day of the month and the hour.

When the frequency is every week, you can set the day of the week and the hour.

When the frequency is every day, you set the hour.

When the frequency is every hour, you can set minutes.

When the frequency is every 30 minutes, you can set minutes.

4. Enter a value of up to 9999 in the "Overwrite Data Older than" field to specify how many
days the data is saved before being overwritten with new data.

5. Click [OK] to accept the data collection settings.

When you start Automatic Data Collection, the server icon on your network map changes to show a
graph within the icon. This indicates that the Manager is collecting statistical data on the server.
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PRINTING STATISTICAL DATA

This section explains how to print the data collected through Automatic Data Collection.

1. On the Operation Window, right-click the server icon and select "Print Statistical Data"
from the pop-up menu.

NOTE: Data values and graphs are printed on separate sheets.

2. From the drop down list, select the form name to print. The NEC ESMPRO Manager
comes with a number of forms already set up for you to use. A number of forms are
available including options to print the forms with or without graphs.

o Print Statistical Data |
Server Mame  : MARS
Fomtane - [ -
Hew. . | Copy... | Delete... |

Optionz Statiztical |tems

— Ophions

3 - ¥ Test
Frbpee Fate of CPU load Tmin%) v Graph

i

fEFebe” Rate of CPLU load Smin(%)

ﬁ; Rate of CPU load 30min(3]

fEe b Fiate of CPU load 1hour(%)

iEes b Fiate of CPU load 1day(%) ~|

[l W (] (-3

| 2F, I Brrirt... Cancel | Help |

araph Type
= Line
i~ Step
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Web Component

ABOUT THE WEB COMPONENT

The Web Component allows you to use the main functions of the NEC ESMPRO Manager from
your Web browser via Web server.

The Web Component consists of the following tools.
Operation Window

m Adds, edits or deletes the managed servers, displays maps in a tree structure, and
launches tools for managing servers.

AlertViewer
m Displays alert messages issued by managed servers.
DataViewer

m Displays a list of the detailed information on the NEC ESMPRO Agent. (Version
3.7 or later).

Agent Control Panel

m Allows you to set operational settings for the NEC ESMPRO Agent. (Version 4.0 or
later for Windows, Version 4.2 or later for Linux).
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GETTING STARTED

When you use the Web Component, please follow the instructions below.

Setting User Authority

To use the Web Component, you must set the appropriate user authority. Follow the instructions
shown below to set the user authority.

The following procedure explains how to set the Web Component using 1S 6.0 on Windows Server
2003 R2 and 1IS 7.0 on Windows Vista or Windows Server 2008. For other environments, see the
help for each Web server.

For Windows Server 2003 R2

1.

4.

Start the Internet Information Services (11S) Manager on the Web server and display the
virtual directory "esmpro" properties of the Default Web Site.

Click [Edit] of the Authentication and access control group on the Directory Security tab.
Then set up the authentication methods.

Join the user with the authenticated access to the NEC ESMPRO User Group you specified
during installation.

Restart the Web server computer.

For Windows Vista

1.

4,

Start the Turn Windows features on or off window on the Web server, expand Internet
Information Services, World Wide Web Service, and Security in turn, check the checkbox
of the desired authentication method, and then click [OK].

Start Internet Information Services (11S) Manager, double-click Authentication from the
virtual directory "esmpro™ properties list to display the Authentication window. Then set up
the authentication methods.

Join the user with the authenticated access to the NEC ESMPRO User Group you specified
during installation.

Restart the Web server computer.

For Windows Server 2008

1.

Start the [Server Manager] window on the Web server, and display the [Web Server (11S)]
information from the [Roles] list.

Select [Add Role Service] from [Role Service].

Check the checkbox of the desired authentication method under [Security], and click
[Install].
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Start the Internet Information Services (11S) Manager, double-click [Authentication] from
the virtual directory "esmpro" properties list to display the [Authentication] window. Then
set up the authentication methods.

Join the user with the authenticated access to the NEC ESMPRO User Group (by default,
Administrators) you specified during installation.

Restart the Web server computer.

NOTE: Considering your security, we do not recommend that you
allow anonymous access. It is recommended that you disable
anonymous access and use the authenticated access.

Note that there are limitations on users to be used when you use the
Windows Authentication on Windows Vista or Windows Server 2008.

For details, see Notes.
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Checking the Operation of the Web Component

The initial URL for accessing the Web Component is:
http://a web server name/esmpro/index.html
Go to the above URL via your web browser to check that the following title page appears:

T HEC ESMIRO Banager Wil Companin A - Bicrasofl It Explarar

4] Cone. o Intemat

If the above title page does not appear, the authentication methods for the virtual directory may not
have been correctly set up. Check the settings.

If starting the Operation Window from the above title page displays the following message:
'Failed to collect information. (No authorization was obtained. (5))'

the user that you accessed might not belong to the NEC ESMPRO User Group. Check that the
setting is correct.

NOTE: When you access the Web Component from the browser of a
Web machine with the Integrated Windows authentication, the CGI
window (command prompt), which is normally executed in the
background, may be displayed. This is only a display issue. There are
no problems in its operation.

If you access the Web Component from the browser of a remote
machine, the CGI window will not be displayed.
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Before You Manage Server(s) via Web Browser

1.

Adding the server you want to manage

There is no server registered in the NEC ESMPRO Manager right after the installation.
Before you manage the server via your web browser, register the server you want to
manage using the Manager (not web-based).

Updating the Agent \ersion
In order to run DataViewer or Agent Control Panel for the managed servers registered, the
Agent Version property must be set properly.

To set the value, open the Operation Window in the Web Component and execute 'Agent
Version Update' with the target servers.

Setting the number of the alerts to be stored
To increase the number of alerts to be stored, specify the number of the alerts in the
Manager (AlertViewer) beforehand. The default is 500 alerts.

Re-creating the Virtual Directory for the Web Component

Even if you perform an overwrite installation, a virtual directory is not created.

If you have deleted the virtual directory for the Web Component, follow the instructions shown
below to re-create it.

1.

Log on to the Web server as a user with administrative privileges, and open the Command
Prompt.

NOTE: In the case of Windows Vista and Windows Server 2008, open
Command Prompt as Administrator. To do so, log on to the system as
Administrator and open Command Prompt, or select Command Prompt
from the Start menu and click Run as administrator on the right-click
menu.

Type 'cd "C:\Program Files\ESMPRO\ESMBASE\ESMSMWEB'" to change the
current directory.

* NEC ESMPRO Manager is assumed to be installed on "C:\Program Files\ESMPRQ".
Type 'cscript websetup.vbs -default'.

The following settings are configured (the same as the default settings at installation.)

oS Web site Virtual directory name
Windows 2000/XP/Server 2003 1* esmpro
Windows Vista/Server 2008 Default Web Site esmpro

* The site number of the Web site
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When you want to configure settings other than the default ones, follow the procedure below:

1. Log on to the Web server as a user with administrative privileges, and open Command
Prompt.

NOTE: In the case of Windows Vista and Windows Server 2008, open
Command Prompt as Administrator. To do so, log on to the system as
Administrator and open Command Prompt, or select Command Prompt
from the Start menu and click Run as administrator on the right-click
menu.

2. Type 'cd "C:\Program Filess\ESMPRO\ESMBASE\ESMSMWEB' to change the
current directory.

* NEC ESMPRO Manager is assumed to be installed on "C:\Program Files\ESMPRQO".

3. Type ‘cscript sitelist.vbs'.
A list of Web sites that exist on the Web server is displayed.

Windows 2000/XP/Server 2003: The Web site information is displayed. A
number displayed on the left is a site number

of each Web site.
Windows Vista/Server 2008: The Web site name is displayed.
4. Type 'cscript websetup.vbs -s Web site -a virtual directory name'.
Web site: In the case of Windows 2000/XP/Server 2003, set a 'site
number'. In the case of Windows Vista/Server 2008, set
a 'site name'.

virtual directory name: Set the virtual directory name (alias) to be added to the
Web site.

The default setting (‘cscript websetup.vbs -default’) is the same as below:
Windows 2000/XP/Server 2003: ‘cscript websetup.vbs -s 1 -a esmpro’

Windows Vista/Server 2008:  ‘cscript websetup.vbs -s "Default Web Site" -a
esmpro’
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OPERATION WINDOW

The Operation Window displays a list of the managed servers connected to the network on a map.
Server monitor status and server properties can be accessed on the Operation Window. Additionally,

tools for managing components can be launched from the Operation Window.

Starting the Operation Window
Click the "Operation Window" displayed on the Web Component title page.

2 HEC [SMPRO Manager Weh Component - Micrasoft Internnt Explarer (9=
Dl [t Mew Fgeortes ook beb &
F N | A - +1 »

Qo - @ [{] 2] 0 Pt Grromis @rede @ (3

i Wkprfpreclesmmgral ~ B

® i

Eicor

The Operation Window starts.

@ 15216800
& e N —
@ Iadernat
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NOTE: The Web Component uses the same management information
as the NEC ESMPRO Manager. Therefore, the maps and servers
already registered in the Manager are displayed on the Web Component.

The Web Component does not support Inter-Manager communication.
Thus, it does not display the Neighbor Manager information even if the
Inter-Manager communication has been set in the NEC ESMPRO
Manager.
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Registering a Server to be Managed

To register a server to the Operation Window, use the Autodiscovery function. If you already have
the managed server information in hand, you can manually input a host name, a map name, and
required information to register them.

In addition, in order to start various tools from the Operation Window, it is necessary to set up the
Agent Version property for the registered managed server appropriately.

Executing the Autodiscovery Function

1. Start the Operation Window and select the Autodiscover menu from the Menu Bar.
2. Select the map for registering the discovered servers from the Map list.

3. Select Address and Mask from Address... to enter an appropriate value in the Network
Address box and the Network Mask box, or select Range to enter the range of the address.

4. Type an appropriate community name in the SNMP Community Name box.

Click [Start Autodiscovery].

2 Autodiscover - Microsoft Internet Explorer

0000

Internet 00oo 0ooo
192.162.1.0 192.162.1.0 2552552550
HNetWareServer 00oo 0ooo
Cooshay 0000 0000

210.162.98.144 210.162.98.144 255.255.255.240

ALddress and Mask Bangs
Hetwork Address | 192.165.1.0

Hetwork Mask 255.256.255.0

SNIVF Community

Community Hame |public

StarlAutUd\scuveryl [ Close

utodiscover Wessags

&] Done # Internet
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NOTE: The map selected from the tree frame on the left of the
Operation Window will be the default target map.

Keep in mind that the Web Component cannot perform Autodiscovery
while the NEC ESMPRO Manager is performing Autodiscovery or
while performing Autodiscovery from other browsers.

It is recommended that you edit the map configuration in the NEC
ESMPRO Manager before editing the map configuration in the Web
Component. Doing so helps you flexibly operate the map configuration.
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Setting the Agent Version

1. Select the check box of hosts or maps containing hosts you want to update on the
Operation Window, and select the Agent Version Update menu from the Menu Bar.

<3 Agent Yersion Update - Microso... |Z||E|fg|

?HELP

Agent Version Update

Target Host(s) (@mer CAPELLA)

Select the host(s) whose version o want to
update.

[ Execute H Cancel ]

I@ Done 8 Internet

2. Select hosts in the Target Host(s) list and click [Execute].
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Manually Adding a Map

1. Select the map to which you want to add a new map.
2. Click "Edit" above the Map List.

3. Enter an appropriate value in each box on the Area for adding a new map.

A Operation Windowimgr_CAPELLA) - Microsoft Internet Explorer,

@ My Mansgertmgr CAPELLA)
1 ! !E!l\
“ 152168.1.0 [0t B Upiate the Selected Component(s) {f] Delete the Selected Components
@ HetWareServer Rhgelect 41 Eifluvent the Selootion [Deselect 41
W Trle etvor 3 /e twor]
A | | | |
. . . % 3
—TTTT TR Gk o n
O \ | | T T
i SNMP Community Name
Status Hosi/ i T SHMP CommunitsName
s || || I
= 3

& Done # Internet

4. Click "Add" on the Map List.
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Manually Adding a Host

1. Select the map to which you want to add a new host.
2. Click "Edit" above the Host List.

3. Enter an appropriate value in each box on the Area for adding a new host.

2 Operation Window(mgr_CAPELLA) - Microsoft Internet Explorer

Refrash | Autodiscover Agent Version Update Remwie Wake Up  Remwote Shutdown

W My Manager(mgr CAPELLA) ~
W@ Interet
§ it W pdate the Selected Component(s) T Delete the Selerted Component(s)
- Y hzeloct 41l Pfinvert the Selection [HDeselect 411
W HetWareServer
Siatus Map Title Neiwork Address Neiwork Mask
Bas | | | |
O @ [coosBay | I |
Siah Hast/ Ali IB.Add e
Box || H || |
EMEer = puBlic
O @ [serer |[sener [192 168173 [[public
O @ [Serer |[serers [192.1881.71 [[public
O @ [sererd e [192 168175 [[public
O @ [seres |[serers [192 168175 [[public
O @ [serers |[serers [192 188172 [[public
O @ [serer? |[serer [192 188132 [[public
)
& 2

&) Done ® Internet

4. Click "Add" on the Host List.
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Editing Properties of Maps or Hosts

1
2
3.
4

Select the map containing the map or host you want to edit.

Click "Edit" above the Map or Host List.

Change the value on the properties of the map or host you want to edit.

Click "Update the Selected Component(s)" above the Map or Host List.

2 Operation Window{mgr_CAPELLA) - Microsoft Internet Explorer

HEC ESMPRO Max

EEEEE AlertViewer / 7 HELP

@ My Mansger(mer_CAPELLA)
W Internet
-
W COOSBAY
W HetWareSerrer

@ Done

Wouit

Update the Selected Camponent(s’

Delete the Selected Component(s)

|~

hSelect AL
Status Tiile Network Address Neiwork Mask
B || || H
O @ [coosBAY | | I
i Sasi - s SNMP Community Nam
Bes | || || H
O @ [serer |[server [192.188.1.73 [public
O @ [Seren |[servers [[192.188.1.71 [public
O @ [Sererd |[servers [[192.188.1.75 [public
O @ [Seres ||servers [192.168.1.78 [public
O @ [Sered ||servers [[192.168.1 72 [public
O @ [Serer ||server? [[192.168.1.32 [public

) Internet

|5

=

<

NOTE: When you move to other entry items after changing a property
of a map or host, the check box of the map or host is automatically

turned on.
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Deleting the Map or Host

1
2
3.
4

Select the map containing the map or host you want to delete.
Click "Edit" above the Map or Host List.
Select the check box by the map or host you want to delete.

Click "Delete the Selected Component(s)" above the Map or Host List.

A Operation Window(mgr_CAPELLA) - Microsoft Internet Explorer

HEC EZM

@ My Managex(mgr_CAPELLA)

~
‘;“Y ﬂhj‘:‘i i;f;iij;?a,ﬁ;:i! 8 Delete the Selected Component(s) l
W Het'WareServer
Statur Map Title Neiwork Address Network Mask
e | | | |
O f@ [coospar I | |
hatus Host / Alias 1P Address SHMP Commuunity Mo
Pa | | | |
O f@ [serven |serven [[192 1881 74 [[public
O f@ [server |serverz [192.188.1.73 [[pubtic
O f@ [servers |servers [192.188.2.71 [[pubtic
O f@ [serer |servers [192.188.1.75 [[pubtic
O f@ [servers [servers [192.188.1.76 [[pubtic
O f@ [serverd [servers [[192.188.1.72 [[pubtic
O f@ [server [server? [192.168.1.32 [[pubtic 1
St—
=]
< 2>

& Dore & Internet
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Monitoring the Server Status

The status of the registered server is automatically monitored, and icons on the Operation Window
are changed according to the server status.

2 Operation Window(mar_CAPELLA) - Microsoft Internet Explorer

4 My Manager{mer CAPELLA)

& Internet ﬂj .
Edit
FY102.165. 1.0]
& COOSEAT Rgelect A1 Eflinvert the Selection ThDeselect A1

W HetWareServer
Status Map Title Network Address Network Mask

[0 @ coosBay

Status  Host/ Sin  DPAliny  Commmie Commuin o | Dresdasst
Name({Get Name({Set] — Address
D W Serverl Serverl 192.168.1.74 public 38
D W Server? Serverd 192.168.1.73 public 33
D W Serverd Serverd 192.168.1.71 public 32
D W Serverd Serverd 192.168.1.75 public 40
D W ServerS ServerS 192.168.1.78 public 32
D W Serverd Servers 192.168.1.72 public 37
|:| W Server? Server? 132.168.1.32 public 34
D 4 Serverf Server 192.168.1.77 public 38

€] Done B Internet

The following status icons are displayed to show the server status:

Status Icon
Normal @
Warning d
Abnormal A
Unknown o

NOTE: The list of the managed servers and their status colors is
updated at one minute intervals. However, each property information
needs to be updated by clicking [Refresh].

The status icon is displayed in gray (Unknown) when a target server is
stopped or in sleep mode or when any problems occur on the network.
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AlertViewer

The AlertViewer displays the alert messages sent to the NEC ESMPRO Manager.

Starting the AlertViewer

Click "AlertViewer" on the Web Component title page.

‘3 MEC FSHE) Manaper Weh Companant - Mieresoli Internat Explorar
B ER Yew Fpodes Jok Heo I

Qo - D[] (2] (0 e e @it @) 3 1

hitpfrskfpenprn] Sl

] bore B it

The AlertViewer starts, and a list of the received alert messages appears.

3 AlartViewnr{mpr_CAPFLLA) - Micrasoft Intarnet Explorar EIEm

WEC ESMPRO Muager Vurricn 4 05 8 mgr CAPELLA

AREEE Operation Window | 1 HELP

LSof Sitems | ISHEM3 % fpage
Summary e Mg Terpinan Adra acarna

@ Tk brwr Eaghd Tk m_CAFELLA FOMMEAYT WL DA 035 P
o R e Tegeny g CAVELLA EETELOENE FEITRER DA 0134 ML
® Isclemchrmnd  Tepeen B CAVELLE TR ECICTER D8 02 U
A e Eagd Dt ng CAVELLA FosRLIRYT EEATRED D00 0230 DAL
d Imploms Woss — Tepeen g CAVELLA b 1 ECITTER D8t 031 B
] cere ® ireseme

NOTE: A newly received message is not automatically added to the
current list. Click "Reload" to obtain the latest alert information.
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Viewing Detailed Alert Information

Click "Summary" to show the details of the alert. The detailed alert information is displayed
in the Details window.

Details(mgr_CAPELLA) - Microsoft Internet Explorer

? HELP

4 Temp Lower Watning
General
From: {unlknown server} (@mgr CAPELLA
Address: 192.1628.1.71
Received: Wednesday, June 26, 2002 02:21 Fh
Grenerated(local time): -
Crenerated(your time): -
Detail: The temperature is helow the lower threshold setting W arning).

Location:System Board
Tempetature:31

Action: Please check the air temperature.
SNMP
C omiraanity: puhlic
Enterprise: 136141.1192244103
Description: E3M Environment Trap
Agent Address: 192168171
Grenetic Trap Code: 6 (Enterprise 3pecific)
Ipecific Trap Code: 6
Time Stamp: 4hours 3lminutes 32 21 seconds
Report Siatus
Report Status
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DataViewer

The DataViewer obtains the configuration information on the server in which the NEC ESMPRO
Agent is installed and displays it in a tabular form.

Displaying Server Configuration Information

1. Position the cursor on a host name the Operation Window. Click DataViewer when the
pop-uUp menu appears.

2 Operation Window(mgr CAPELLA) - Microsofl Infermet Explorer

@ My Muugmg CAPELLA) ’_E
@ Intarmit um
L J1%2. 1. Lo} .
@ COOSEAY alest Al Bt the falection. Alwsslect AL

@ e Wansirns

[ @ Severl  Zorvead 1921680 T

@ Serwr?  fumad 192168173

oooooo

2l D Intsret I

The DataViewer starts.

Status Manitoring (Default) w | Collect Edit Manitaring lterm Set.

O

Select Mondtoring Item Set and press the Collect button

Done ® Internet

I
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2. Select the monitoring item set to be managed from the Monitoring Item
[Collect]. The information on the selected monitoring item set is displayed.

2 http:#/192.168.1.141 - DataViewer(server] @mgr_manager) - Microsoft Internet Exploren

v || Collect

Edit Manitoring ltem Set |

Status Monitoring (Default) - server]l @mgr_manager Last update : Monday, January 14, 2008 50328 FM

@ «ESMPRO

@ & System

@ m Py

Total

3% Nommal
L Other BOFemily ISModel py) 551300, 3% ol
2 Stepping 9
& Local Polling

@ & Btorage

@ @ File System

3

Done ® Internet

list, and click

NOTE: The Agent Version of a target host must be properly set to start

the DataViewer.

The information is not periodically updated. Click [Collect] to obtain

the latest information.
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Customizing the Monitoring Item Set

The Monitoring Item Set can be customized. Defining it enables you to flexibly manage the servers.

1. Click [Edit the Monitoring Item Set...] in the upper right corner of the DataViewer window.
The Edit Monitoring Item Set window appears.

Catsgory: ESMFRO v

Hardware
System

10 Device
Enclosure ]

==

[EsmPrRO ~
Hardware
Iemory Bank
cRU
System
oPU
Enclosure
Temperature
Fan

Voltage —
Power Supply
Door
Liguid Coaling Unit
Local Palling
Lacal Palling
Storage v

Set I Cancel

&) Dore B nternet

2. Click [Add] of the Monitoring ltem Set.

3. The "Enter Monitoring Item Set name to add" dialog box appears.
Type a monitoring item set name, and click [OK].

4. Select an item from the Monitoring Item List, and click [<= Add] to add the item to the
Monitoring Item Set List.

5. Add all items to be monitored, and click [Set].

NOTE: Up to 100 monitoring item sets can be registered.

Clicking [Copy] enables you to create a new monitoring item set based
on an existing monitoring item set.
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AGENT CONTROL PANEL

The Agent Control Panel allows you to change the operational settings of the NEC ESMPRO Agent.

Starting the Agent Control Panel

Position the cursor over a component on the Operation Window. Click Agent Control Panel
when the pop-up menu appears.

A Operation Windowimgr CAPFLLA) - Microsaft Internet Deplarer

@ My Mangrmer_CAPELLA) )

@ [=tarom Hex
® e cocaur bt AL it the Seestion, Dibserhs A
@ Wi
[T Tiide  Mehwnch Address e brask Mask

[ & COOSBAY

N e Canmr  Amm  Ewumac BUUTE
St Bat/ Mis BAMes  Community Community
Fame(Gett Mumeifeny L000R  Ablnar

Addrear

[ @ Sered  Suvml WL bl 1%
[ @ Seves?  Sored WLELT] e 23
0 e ke 33
Oe b an
O« bt 3

O pblic a1
Ow bl 34

The Agent Control Panel appears.

4 http://192.168.1.141 - Agent Control Panel{server] @mgr_manager) - Microsoft Internet E... [= (B[]

General  System CPU  File Sysiem  Siorage
LAN . . oo 0 Local Polling

Select andten to setup

Dane 4 Internet

I

NOTE: The Agent Version of a target host must be properly set to start
the Agent Control Panel.
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Changing the Operational Settings

1. In the upper part of the Agent Control Panel, click the tab of the item for which you want
to change settings.

<A http://192.168.1.141 - Agent Control Panel(serve mpgr_manager) - Microsoft Internet E... EJ@|E\

General | Sysiem CPU  File Syst
LAN 0 0 ioooo 000 Lacal Polling

General .

SNMP community Name Setting
SHMF Comnuanity Hame :| public ¥

Rack Mount Name Setting
Rack Monat Name

Set

&] Done & Internet

2. Enter or select the setting item on each tab.

3. Click [Set].

NOTE: The information is not periodically updated. Click the tab of
the item again to obtain the latest information.

Depending on servers, some tabs may not be displayed or cannot be
selected, or all or a part of the information may not be displayed or
cannot be selected.

An item displayed in a pale color indicates that the NEC ESMPRO
Agent did not return the information on that item for some reason, for
example, the server does not support the item.
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General

The General tab allows you to set the general settings for the Agent such as SNMP settings.

System

The System tab allows you to set the settings for monitoring the memory dump settings. Enabling
"Monitor the memory dump settings™ monitors the setting of the memory dump which is collected
at the failure occurrence. Monitoring the memory dump setting helps avoid problems such that the
necessary memory dump for investigating a failure cannot be collected.

If the setting is invalid, it is reported to the NEC ESMPRO Manager.

CPU

The CPU tab allows you to set the settings for monitoring CPU load. Monitoring CPU load can
provide early detection of a high CPU load rate.

The CPU load status is displayed as the status color on the DataViewer. It is reported to the NEC
ESMPRO Manager.

File System

The File System tab allows you to configure settings for monitoring the free capacity of the File
System. Monitoring File System capacity can provide early detection of a potential shortage of free
capacity.

Lack of free capacity is shown as the status color on the DataViewer. It is reported to the NEC
ESMPRO Manager.

Storage

The Storage tab allows you to configure the settings for monitoring storage devices. The hard disk
pre-failure prediction function monitors any potential failures in the hard disk. When monitoring
storage devices is enabled, a failure can be detected before the hard disk breaks down. Therefore,
you can take action to prevent it, for example, replacing the hard disk.

The failure status of the hard disk is reported to the NEC ESMPRO Manager.

LAN

The LAN tab allows you to configure the settings for monitoring packets received from and sent to
servers. When monitoring the packets is enabled, a failure on a line, a high load placed on a ling,
and lack of server resources can be detected.

A failure of the LAN is reported to the NEC ESMPRO Manager or registered in the event log of the
system.
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HW Event Log

The HW Event Log tab allows you to set the settings for the hardware event log.

ESRAS

The ESRAS tab allows you to set the settings for activating the Off-line Maintenance Utility.

You can execute the preventive maintenance of hardware, isolate a failure, and restore the system
according to the events detected from the hardware with the off-line utility.

Watchdog Timer
The Watchdog Timer tab allows you to set the settings for monitoring system hangs. Monitoring

system hangs helps minimize the server stop time and negative effect on the business at the system
hangs in automated/unmanned systems.

The monitored system hangs are reported to the NEC ESMPRO Manager.

Shutdown

The Shutdown tab allows you to set the settings for monitoring the status of shutting-down the OS.

When monitoring the status of shutting-down is enabled, whether or not the OS is correctly
shutdown can be monitored. The monitored system hangs at shutdown are reported to the NEC
ESMPRO Manager.

SAF-TE

The SAF-TE tab allows you to specify the monitoring interval for power units, fan and door covered
on the SAF-TE instrumented system.

Blade Server

The Blade Server tab allows you to set whether or not to report chassis events on a Blade server.

The Blade Server has a sensor which is shared by all blades. Therefore, the same chassis event is
reported by the agent on each blade, resulting in multiple alerts from a single event. You can control
the notifications from the all blades to avoid this when you set the notification settings here.

Syslog

The Syslog tab allows you to configure the settings for monitoring Syslog.
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Local Polling

The Local Polling tab allows you to configure the settings for monitoring local polling.

Using this function, you can monitor the items for which the threshold setting function is not
supported (e.g., network traffic information and used physical memory). Thus, an alert for the items
will be sent when the monitored values are outside of the threshold range.

The monitoring status of managed servers is displayed as the status color on the DataViewer, and it
can be seen with the alert notification function of the NEC ESMPRO Manager.

2 hitp:/#192.168.1.141 - Agent Control Panel(server1@mgr_manager) - Microsoft Internet Explorer ‘:HE‘E‘

Goerd Swen 0 FleSen Swsse

Local Polling PHELP

Object ID Setting
ObjectID {1.36.1.4.1,113.22.4.4.1622.2.2.0 [ Browse

Comment | |

Enabls Polling

Duration Setting
Continsously

Duration: o | o sec

Sample nterval Setting

paplasra [ e
2

Threshold Settings

Maxiten Tatue :| 2147483647
Mininum Value : 2147483648

| FaalReg Fatal Reset Warning Report Warning Reset

e Dt B I o |

Lower [ Bacble Sending [ |3 |2 I |
Trap

Set ][ Cancel

&) Done @ Internet
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To use the Local Polling function, follow the instructions below.

1. Click the Local Polling tab.

Local Palling —
r.nﬁ T‘ﬂ
Eihemat itted A ddini [X13612100720000) [ Configure... || Reset |
o Windows HT Number of Threads(1 36.140.11922441622220)
<o ey bar v vgend > [Contgun | o]
<2 Ho enlry i S Configure. IReseI
<o ey b e et 5 (Contgue— | o]
<= Ho enlry i S Configure. IReseI
<<Howttybasbrn segnare. 7>
< o snitry hiae been cegistered >
<l bt gt >
<« o sniry hias been cegistered >
Bl oone ® Intsroat _

2. On the Polling Targets list, click [Configure...] for the target to be registered or changed.

Internet Explarer

Loeal Folling 7 HELP

Object ID Serting

Object 1D [136.1.4.1.119.224.4.1622220

Comment

[ Eraatite Poling

Duration Setting
ElCortizucusy

Sample buserval Setting

Samphe laterval: |1 set

Threshold Settings
Mussm Vabae - 2147483647
Memdmum ¥adus :|-21474535408

D PRegen | FaslResst | WandgRepnt  Wardag Reset

Oppr (2 B iy | o
Lo DSt i08
Set I Cancel ]
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3. Enter the object ID in the Object ID box. The object ID can be selected from the Object ID
List by clicking [Browse...] if needed.

LAN | Witchog Timer| Shutdown | SAFTE | Lacal Pelling

Local Polling ¥ HELP

Ohbject D List

361211072
361211072
21.107.2
211072
21107
21107
21107,
21107215
16121107 217
361211072104

] Done B Intermer

4. Set Duration, Interval, Maximum Value and Minimum Value.
Set the appropriate threshold values.

6. Enable Polling allows you to set whether or not to monitor MIB. The value set in Interval
is enabled only when this is checked.

NOTE: Local Polling is a function for monitoring any items (only
integers). This function is called "Local Polling" because the server
status is monitored on the agent side (local) according to the values set.
With this function, you can monitor the managed servers according to
your system by setting a threshold. For example, the server status color
will change and/or an alert will be sent when the monitored values are
out of the threshold range.

If another SNMP agent is installed on the server to be managed, the
MIB defined in that product can be monitored in the same way as above.

Note that an understanding of the managed server MIB information is
required to determine appropriate local polling settings.
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REMOTE WAKE UP

The Remote Wake Up function allows you to power on systems on the network.
To use the Remote Wake Up function, follow the instructions below.

1. Select the check box of the host or a map containing the host you want to start on the
Operation Window, and select the Remote Wake Up menu.

N Remote Wake Up - Microsoft I... E_|E|E|

Remaote Wake Up

Target Hostis) (@mgr CAPELLA)

The selected host(s) will starts.

[ Execute “ Cancel ]

&] pone # Internet

2. Select the hosts you want to start from the Target Host(s) List, and click [Execute].

NOTE: To use the Remote Wake Up function, the "RWU MAC
Address" and "RWU IP Broadcast Address™ must be set.

The Remote Wake Up function needs to be enabled on the target host to
use this function. See the manual for each component for how to set it

up.

Additionally, the direct broadcast needs to be enabled in a router to use
this function over the network via the router. See the router manual for
details.
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REMOTE SHUTDOWN

The Remote Shutdown function allows you to remotely shut down a system running on the network.

Remotely Shutting Down a Managed Server

1. Select the check box of a target host or a map containing the target host to be shut down on
the Operation Window, and select the Remote Shutdown menu from the Menu Bar.

?HELP

Remote Shutdown

Target Hostis) (@mgr CAPELLA)

@ Shutdoen the selected hosts.
(O Rebont the selected hosts.

[ Execute H Cancel ]

&] Done ® Internet

2. Select the hosts to be shut down from the Target Host(s) List, and click [Execute].

NOTE: To use the Remote Shutdown function, the NEC ESMPRO
Agent version 3.0 or later needs to be installed on the target host and its
version also needs to be properly set on the properties on the target host.
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Setting the Agent Settings

The NEC ESMPRO Agent settings must be set on the target server to run the Remote Shutdown
function.

1. Select NEC ESMPRO Agent from the Control Panel.

2. Select "Permit Remote Shutdown / Reboot" on the General tab.

5I
WOT | Shutdown | SAF-TE |
General | Syztem | CPU | Lan | Hw eventlog
—SMMP Setting

v Enable the Manager to madify SMMP S etting
¥ Pemit Remate Shutdown / Reboot

SMMP Commurity I public hd I

¥ | Eniable DI fumction

Feport Setting... | Storage Setting... |

—Rack mount
Name |CDDSBAY

—Chassis Identify
1dentify Naw | Stop [dentify |

ak. I Cancel | Help |

Click [Report Setting] on the General tab to open the Alert Manager window.

4. Select Base Setting from the Setting menu to open the Base Setting window. Select the
Other tab and check whether the icon displayed on the left of the "Shutdown Delay" item is
green as shown below. If not, click the icon to change it to green.

Base Setting E
Report  Other |

LConfigure... |

] 4 I Help

5. Click [OK] to exit the menu.
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Chapter 7

HP OpenView Integration

NEC ESMPRO Manager-HP OpenView Integration (HP OpenView Integration) is an application
for using the server management functions provided in NEC ESMPRO Manager on the HP
OpenView Network Node Manager.

NOTE: HP OpenView Integration does not support Windows Vista
and Windows Server 2008.

HP OpenView Integration includes the following functions:
- Auto-discovering NEC ESMPRO Agent
— Deleting NEC ESMPRO Agent
- Monitoring the NEC ESMPRO Agent status
- Launching the DataViewer
- Launching the Operation Window
- Launching the AlertViewer
- Displaying NEC ESMPRO Agent traps

GETTING STARTED

Before you use HP OpenView Integration, follow the instructions below.

Setting a Method for Receiving SNMP Traps

To receive SNMP traps in the environment where NEC ESMPRO Manager and HP OpenView
Network Node Manager coexist, select [Options] - [Customize] - [My Manager] on the Operation
Window and set the Method of receiving SNMP Trap to "Use SNMP Trap Service" on the My
Manager dialog box.

Before Executing Auto-discovery of the NEC ESMPRO Agent

Before you execute auto-discovery of the NEC ESMPRO Agent to be managed, the sub map of the
managed host needs to be registered on the HP Open View Network Node Manager. If not, auto-
discovery cannot be executed for the host. Therefore, be sure the host is registered before executing
auto-discovery.
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USING HP OPENVIEW INTEGRATION

Auto-discovering NEC ESMPRO Agent

To register an NEC ESMPRO Agent to be managed, select [Tools] - [NEC ESMPRO Manager] -
[Agent Discovery] to display the NEC ESMPRO Agent Discovery wizard.

This function finds nodes which support SNMP from among those registered on the HP OpenView
Network Node Manager, and then discovers NEC ESMPRO Agent from among those nodes. When
NEC ESMPRO Agent is discovered, an NEC ESMPRO Agent symbol is registered on a node sub
map corresponding to it.

Monitoring the NEC ESMPRO Agent Status

The HP OpenView Integration function collects the status information obtained by NEC ESMPRO
Manager and reflects it in the color of the NEC ESMPRO Agent symbol.

Deleting NEC ESMPRO Agent

To delete a registered NEC ESMPRO Agent symbol, select [Tools] - [NEC ESMPRO Manager] -
[Delete Agent] to display the Delete NEC ESMPRO Agent dialog box.

First, the process for finding NEC ESMPRO Agent symbols from the selected network symbol is
executed. Then component names are set in the NEC ESMPRO Agent Component Name field, and
sub map names on which symbols are registered are listed.

Select the NEC ESMPRO Agent you want to delete from the list, and click [Delete] to delete it. If
you click [Select All], all symbols in the list are selected.

Launching the DataViewer

To launch the DataViewer, double-click an NEC ESMPRO Agent symbol, or select DataViewer
from the pop-up menu displayed by right-clicking the symbol.

Launching the Operation Window

To launch the Operation Window, select [Tools] - [NEC ESMPRO Manager] - [Operation Window].
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Launching the AlertViewer

To launch the AlertViewer, select [Tools] - [NEC ESMPRO Manager] - [AlertViewer].

Displaying NEC ESMPRO Agent Traps

HP OpenView Integration enables SNMP traps sent by NEC ESMPRO Agent to be displayed on the
Alarm Browser of HP OpenView.

The ESMPRO/SM Trap Redirection service receives an SNMP trap sent by NEC ESMPRO Agent
and sends it to the HP OpenView Network Node Manager (local host). Then, the SNMP trap is
displayed on Alarm Browser.

The setting for this forwarding function is always automatically done at installation. However, you
may have to manually set it after the installation if;

- 'public’ is not registered as the SNMP community name that HP OpenView accepts.
— Other settings have been already set for the ESMPRO/SM Trap Redirection service.

In such cases, select [NEC ESMPRO Manager] - [SNMP Trap Redirection Setting] from the Start
menu to launch SNMP Trap Redirection Setting, and change or add the following items in
Destination Setting:

Host name or IP address: 127.0.0.1

Community name: The name of an SNMP community that HP OpenView accepts
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Appendix A

Inter-Manager Communication

NEC ESMPRO software in a Manager can monitor approximately 100 units, although this number
varies according to what is monitored. You can register more than 100 units in the configuration
information on the screen. The number of units that can be managed depends on the performance of
managers and routers. Limitations occur when availability management is carried out on all
managed units within a short interval.

The NEC ESMPRO system exchanges packets with the SNMP Agent. To monitor many Agents
over a thin line, such as a private line, you should divide them into communities for best results.

Figure A-1 shows two different routing configurations.

Manager Manager

Heavy . Reduced .
Traffic Traffic Leased Line.

I‘u’lanaer

Managing with a single Manager Managing with multiple Managers
Figure A-1 Routing Configurations

Each Manager is recognized by a Manager name that consists of up to 63 characters including the
hyphen (-), underscore (), and period (.). The Manager name can be changed in the My Manager
Dialog screen by selecting My Manager from the Customize menu in the Options menu.
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You can group communities by network, level, or a combination of the two for inter-Manager
communication. Figures A-2 and A-3 show the two types of configurations. In Figure A-2, foo, bar,
and shina are Manager names. If you group communities by level, you may want to name the
communities using the Domain Name System (DNS).

Figure A-2 Network Manager Group

| ksvs | th.nvs

kobe.ks.nys obp.ks.nvs kawa.tk.nvys foo.tk.nys

Figure A-3 Ladder Manager Group

In Figure A-3, the three communities, nvs, kawa.tk.nvs, and foo.tk.nvs, are directly connected to
each other. ks.nvs and tk.nvs are adjacent communities. A TCP/IP connection is always established
to adjacent communities. However, establishing a connection between two adjacent communities
requires making some settings in the Remote Manager dialog box.

Indirect communication to a non-adjacent Manager can be made available with the Manager routing
function. For details about these procedures, see Setting Up Inter-Manager Communication, in
Chapter 3, Using the NEC ESMPRO Manager.
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Notes

MANAGER

1. About versions of NEC ESMPRO Manager and NEC ESMPRO Agent

If a version of NEC ESMPRO Manager is older than that of the NEC ESMPRO Agent, a
problem may occur such as the configuration information cannot be displayed, or received
alerts are not correctly displayed, and so forth. Update NEC ESMPRO Manager to the
version equal to or later than that of the NEC ESMPRO Agent.

2. About coexistence of NEC ESMPRO Manager with other vendor's SNMP management
application

When another vendor's SNMP management application which receives an SNMP trap is
used along with NEC ESMPRO Manager, one of them may fail to receive the SNMP trap
due to a conflict between the two applications. Through the following procedures, the
situation can be avoided.

<Work Around 1>

If the other vendor's SNMP management application supports the trap reception function
of standard SNMP Trap Service, you can change the setting of NEC ESMPRO
Management Manager according to the instruction below.

Select [Options] - [Customize] - [My Manager] on the Operation Window, and change the
Method of receiving an SNMP Trap to "Use SNMP Trap Service".

< Work Around 2 >

By utilizing the "TCP/IP report to Manager" function of NEC ESMPRO Agent, the alert
reception function of NEC ESMPRO Manager operates normally.

TCP/IP report to Manager: Transfers an alert from a server to the NEC
ESMPRO Manager using an original protocol
on TCP/IP.

Note that the operability of the SNMP Trap reception function on the other vendor's
SNMP management application cannot be guaranteed.

3. About transfer of DMI events on Inter-Manager Communication
DMI events are not transferred between the Inter-Manager Communication.
4. Installing other DMI management application and manager on the same machine

In case when other DMI management application is installed to the same machine,
receiving DMI events with AlertViewer may not work properly.
Be sure not to install Manager and DMI management application on the same machine.
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5. About monitoring DMI Agents

The DMI monitoring function has been removed from the NEC ESMPRO Manager Ver.
4.1 or later. As a result, the Manager behaves as follows.

DMI Agents are discovered by the auto-discovery function, and displayed as icons on
the Operation Window.

DMI events are received, and displayed on the AlertViewer.

Status of DMI Agents are not monitored through DMI even if the "Watch Server
Status" properties are "On".

The information of the DMI Agents is not viewed on the DataViewer or the
GraphViewer, and not collected by the Automatic Data Collection function.

6. Receiving DMI events from the machine belonging to multiple networks

Receiving DMI events from the machine (with multiple IP addresses) belonging to
multiple networks may not be available. In such cases, use SNMP trap or TCP/IP In-Band
for natification from Agent to Manager.

7. About using NEC ESMPRO Manager on a machine with a high load

When a machine on which the NEC ESMPRO Manager is installed is under high load:

If you use the machine with an extremely high load such as when 100% of the CPU has
been used for a long time period, the following message may appear:

Communication with NVBASE System Service became invalid.

Manager applications communicate with a service (NVBase System Service) by design.
The above message appears when the communication is timed-out due to high load.

In such a case, decrease the load on the machine and restart the application.
When a machine on which the NEC ESMPRO Agent is installed is under high load:

If a machine on which the NEC ESMPRO Agent is installed is operating with a high
load, NEC ESMPRO Agent does not respond to the query from the NEC ESMPRO
Manager. Therefore, the following problems may occur:

The icon for the machine is grayed out on the Operation Window.

The following error messages are displayed when the DataViewer is started.

Could not collect information on the server.
Please refer to Recovery Action for errors in DataViewer Help.

The machine information becomes "Unknown" on the DataViewer.

- The following message is registered in the AlertViewer when the "Detect Server
Down" property is "On".

Summary: No response from the server.

Detail: Alert generation time ...
The server doesn't respond to SNMP access from the Manager.
There is the possibility that the server is down, the load on the
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server has been excessively increased, or the network is not
functioning properly.

8. About usage of DHCP

As NEC ESMPRO Manager manages the system according to its IP Address, a DHCP
which assigns IP address dynamically cannot be used.

9. About transmitting and receiving packets between NEC ESMPRO Manager and NEC
ESMPRO Agent

Packets will be transmitted/received between NEC ESMPRO Manager and the Agent at
the following times. We recommend reasonable care in operating in a system which
charges you for things such as connection on a WAN.

At autodiscovery of servers on the Operation Window.
At a specified interval after specifying regular autodiscovery on the Operation Window.

When deleted server where DMI agent is checked for its properties on Operation
Window.

When DMI Agent is registered on Operation Window.

When the DMI Agent is turned OFF on Operation Window.

When the DMI Agent is turned ON on Operation Window.

When Remote Wake UP is executed on the Operation Window.

Irregularly, after specifying inter-manager communication on the Operation Window.
At receipt of an SNMP Trap.

At receiving DMI event.

At startup of Operation Window, for all the DMI agents registered at Operation
Window.

About every one minute after DataViewer is started.
About every one minute after GraphViewer is started.
At a specified interval for a specified server, after setting Automatic Data Collection.

Regular polling about every one minute to monitor server status.*

* Can be avoided by turning "Watch Server Status" off at the Properties dialog box on the

Operation Window's server icon. However, the server status will not be reflected in the
color of the icon on the Operation Window.

10. Setting an SNMP trap destination

When you install NEC ESMPRO Manager and NEC ESMPRO Agent on the same
computer, specify the IP address assigned to the network card or the host name as the
SNMP trap destination for the computer, instead of the loop back address 127.0.0.1.

If you specify 127.0.0.1, "unknown server" may be displayed on the AlertViewer.
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On the other hand, you may need to specify 127.0.0.1 for a computer not connected to the
network. For more information, see "Settings on standalone environments without
network connections" below.

If the following is displayed on the AlertViewer even when you have specified as above,
Component: {unknown server}
Address: 127.0.0.1

change the IP address to 127.0.0.1 on the properties of the server icon on the Operation
Window.

11. Settings on standalone environments without network connections

When you install the NEC ESMPRO Manager and the NEC ESMPRO Agent on a
machine together, if the machine is not connected to the network, take the following steps
to monitor the machine itself:

- Specify 127.0.0.1 for Start Address and End Address as a range for the Auto-
discovering.

- Specify 127.0.0.1 for the SNMP trap destination.
If you have already registered server icons, execute AutoDiscover after deleting the icons.
12. About the NEC ESMPRO User Group

Since security for the NEC ESMPRO Manager is managed by the NEC ESMPRO User
Group, the NEC ESMPRO Manager never starts without accessing this group.

Note the following:

1) Do not delete/change the NEC ESMPRO User Group after installing the NEC
ESMPRO Manager.

2) When the NEC ESMPRO User Group is registered as a global group member, it is
necessary to start the Domain Controller before the Manager machine boots.

13. About the threshold dialog box for the temperature sensor

For some servers, only the Fatal status may be displayed on the dialog box for setting
threshold values of the temperature sensor. In this case, the sliders show yellow as normal
status, but green is displayed as the actual status color when temperature of a target
machine is lower than the specified Fatal limit.

14.  About versions when using Inter-Manager Communication

If you use Inter-Manager Communication between different versions of the NEC
ESMPRO Manager, the following problems may occur.

— The alerts will not be sent to the neighbor manager.
- Part of the information will not be displayed in the DataViewer.

When you use Inter-Manager Communication, in advance, be sure to use the same version
of the NEC ESMPRO Manager by performing an update installation if needed.
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15. Operations as a user who does not have Administrators privilege

When you log on as a user who belongs to the NEC ESMPRO User Group but does not
have Administrators privilege, there is the following problem (unless you specified the
default Administrators as the NEC ESMPRO User Group during installation of NEC
ESMPRO Manager):

[Problem]

When you select [Tools]- [Report Settings] on the AlertViewer to open the Alert Manager
window, select [Setting] - [Base Setting] on that window to open the Receive tab of the
Base Setting window and change the setting of Receive from Agent (TCP/IP), the
following will occur:

— When you have changed from Receive valid (green) to Receive invalid (red):

Even though the status of each item appears to be changed to "Receive invalid (red)",
the service (Alert Manager Socket(R) Service) does not actually stop. In such a case,
alert messages can never be received but an unnecessary service is running. This results
in a waste of resources. In addition, whenever you change this status to Receive valid
(green), the following error appears:

"Failed to start the service. : Service name"
- When you have changed from Receive invalid (red) to Receive valid (green):

Although the following message appears, the status of each item is changed to
"Receive valid (green)".

"Failed to start the service. : Service name"

However, alert messages cannot be received because the service (Alert Manager
Socket(R) Service) failed to start.

[Measure]
Log on as a user with Administrators privilege.

— If you have changed each item from Receive valid (green) to Receive invalid (red),
restore it to "Receive valid (green)", and change it to "Receive invalid (red)" again.

— If you have changed each item from Receive invalid (red) to Receive valid (green),
restore it to "Receive invalid (red)", and change it to "Receive valid (green)" again.

16. To upgrade your operating system

About an Upgrade Installation of Operating Systems Pay attention to performing an
upgrade installation of operating systems in the environment where NEC ESMPRO
Manager has been installed.

In the case of the following operating systems, NEC ESMRPRO Manager can continue to
be used by upgrading your operating system:

Windows Server 2003, Windows Server 2003 R2
Windows Vista
Windows Server 2008

When you want to upgrade operating systems other than the above, uninstall NEC
ESMPRO Manager before the upgrade.
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[Procedure for upgrading operating systems]
Upgrade NEC ESMPRO Manager to this version, and then upgrade your operating system.

In addition, if the Web Component was added to NEC ESMPRO Manager, the Web
Component might not be used because World Wide Web Publishing Service is disabled. In
such a case, open the World Wide Web Publishing Service properties on the service
window on the Web server, change [Startup type] to "Automatic" or "Manual”, click
[Apply] and then click [Start Service] to start up the service.

17. About the alert message in AlertViewer

In the AlertViewer, the alert message containing characters other than English (e.g.
Chinese) cannot be displayed correctly. Therefore, keep in mind that even if the alert
message which contains those characters is watched and notified by the event log
monitoring function of NEC ESMPRO Agent, it cannot be checked in the AlertViewer.

18. Maps to be specified at autodiscovery

After you execute Autodiscover on the Operation Window, maps may be displayed as if
they were registered infinitely as shown below:

Ex.) My Manager
+ Internet
+192.168.1.0
+ mapA
+ mapA ... @)
+ mapA

This problem occurs when a map whose name is the same as its parent map was created at
autodiscovery.
In such a case, delete the second mapA(*) (in this example) to resolve the situation..

19. AlertViewer shows "unknown server" in the Component column

If a managed server is not registered in the Operation Window, AlertViewer shows
"unknown server" in the Component column.

To show the correct server name in any following alerts, autodiscover the managed server
in the Operation Window.

To autodiscover the managed server, go to Operation Window, Tools, Autodiscover,
Foreground, TCP/IP Hosts. Select the appropriate map (network) in the Autodiscover
dialog box and click [Start].

20. About Setting a Windows Firewall

If the Windows Firewall is enabled, communication between NEC ESMPRO Manager
and NEC ESMPRO Agent will be interrupted and the system will not work correctly.

To use NEC ESMPRO Manager with the Windows Firewall enabled, open the following
ports:

[Target Ports]

The following table shows the ports for the Windows Firewall to be set on the [Add a
Port] dialog box on a machine on which NEC ESMPRO Manager is installed.
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Name Port Protocol | Environment

(can be changed) number

Inter-Manager 8806 TCP When Inter-Manager communication is

communication used.

SNMP Trap 162 UDP When Manager Notification (SNMP) is
used (default).

High Reliable 31134 TCP When Manager Notification (TCP/IP in

Notification Band) is used.

Express Notification | 31136 TCP When Express Notification Service is

via Manager used via Manager.

Web Component 80 TCP When Web Component is used.

For ports used by NEC ESMPRO Manager, see "26. Ports used by NEC ESMPRO
Manager and Agent" described in the MANAGER section of this appendix.

About autodiscovery on Windows Vista

[Problem]

If the Windows Firewall is enabled on Windows Vista, the ICMP4_ECHO_REPLY
response to the ICMP4_ECHO_REQUEST request issued by an application cannot be
received by default. Therefore, the autodiscovery function that uses the ICMP request
does not work properly.

[Steps to avoid this issue]

Perform the following procedure to create new Inbound Rule:

1) Select [System and Maintenance] - [Administrative Tools] - [Windows Firewall
with Advanced Security] in [Control Panel].

2) Select "Inbound Rules™ from the Tree, and select [Actions] - [New Rule...]. New
Inbound Rule Wizard appears.

3) Leave the default values on pages other than the following, and finish the wizard.
The Rule Type page: select "Custom".
The Program page: select "All programs".
The Protocol and Ports page: select "ICMPv4" as Protocol type.
The Name page: specify an arbitrary name (ex. "ICMPv4")

Monitoring a server where multiple IP addresses are set for a single network card.

[Problem]

If a monitored server has multiple IP addresses for a single network card, the IP address
of the SNMP Response packet from NEC ESMPRO Agent may differ from the
destination address in the IP header of the SNMP Request packet from NEC ESMPRO
Manager.

In such a case, if NEC ESMPRO Manager receives the Response packet from NEC
ESMPRO Agent before Windows Firewall Service starts, the server cannot be
monitored thereafter.

[Steps to avoid this issue]

On the Operation Window, open [Properties] on the server icon, change the IP address
to another one that is set on the monitored server, and reboot the Manager computer.
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21. Autodiscovery of Blade Servers

When you execute Autodiscover and register blade servers, the number of slots for storing
blades may be displayed differently from the actual one, and icons may be placed outside
of the frame.

In such a case, follow the steps below to change map properties on Operation Window of
the main NEC ESMPRO Manager:

1) Right-click the target blade
2) map icon, and select [Properties] from the pop-up menu.
3) Double-click [Background], and select an appropriate background image.

4) Double-click [Maximum Number of Blade Slot in Chassis], and set an appropriate
maximum number of slots.

5) Click [OK] to complete the settings.

22. About autodiscovery of SIGMABLADE

- When CPU blades are autodiscovered before EM Cards are done, the autodiscovered

CPU blades will be registered directly under the network map that you specified at
autodiscovery, not under a blade map.

In such a case, delete the registered CPU blades, and autodiscover them again as
follows:

<When EM Cards and CPU blades are in the same segment>

Register EM Cards first, and then autodiscover corresponding CPU blades, or specify
the range of the addresses to include the EM Cards and the CPU blades that are in the
same Blade Enclosure and autodiscover them.

<When EM Cards and CPU blades are in different segments>
Register EM Cards first, and then autodiscover the corresponding CPU blades.

When you autodiscover SIGMABLADE, some icons named IP address may be
registered outside of Blade Enclosure. These are, for example, the floating IP of EM
card, and the IP used for out of band management. You can delete these icons manually
as they are not used for the management function provided by Manager.

23. About a value that displayed in "Rebuild Status™ when LSI Logic's disk array controller is
used

When a physical device is rebuilt, an incorrect value may appear in "Rebuild Status" of
the [Physical Device] window from [Disk Array] of DataViewer. In such a case, use
"Power Console Plus" (Management Utility of a disk array RAID system) to check the
actual rebuild status. You can check the rebuild completion with the [Physical Device]
window. When the rebuild successfully completes, "Status" is turned from "Rebuild" to
"Online".

24. Display of network speed on DataViewer

When you monitor Linux servers, Speed will not be displayed on the Network General
window of DataViewer. In such a case, check it on target servers.
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25.

26.

27.

28.

About display of the network status on the DataViewer

When you monitor a server with Windows Vista installed, the message "Dormant" appears
for Status on the Network General window of the DataViewer even if the network
properly works. In such a case, check the network status from the monitored server.

About display of the teamed network interfaces on the DataViewer

If network interfaces are teamed on a server with Windows Vista or Windows Server 2008
installed, the network information may not be properly displayed. Check it on the
monitored server.

About a message that appears after clearing the MTBF information

When you execute MTBF Clear on the Maintenance dialog for CPU Module, PCI Module,
or Ethernet Board on the DataViewer that is monitoring a ft server, the following message
appears which says you are updating firmware.

"Updating Firmware started, but it may take some time. ...."
This message is incorrect. Clearing the MTBF information has started actually.
Ports used by NEC ESMPRO Manager and Agent

NEC ESMPRO Manager and Agent use the following ports. If a firewall is placed
between Manager and Agent, or if Windows Firewall is enabled, open the following ports.

m Between Manager and Agent

Function Manager | Direction | Agent Protocol | Remarks
(Port) (Port)

Operation Window | - -> - icmp icmp

(Autodiscovery) <-

Operation Window | Undeter- -> 161 UDP snmp

(Server Status Polling) | mined <-

DataViewer

Server Down Detection

Report to Manager | 162 -> Undeter- | UDP snmp-trap
(SNMP) <- mined

Report to Manager | 31134 -> Undeter- | TCP -
(TCP/IP In-Band) <- mined

Report to Manager
(TCP/IP Out-of-Band)

Remote Wake Up Undeter- -> 10101 UDP magic
mined packet

- The upper direction shows the direction at start-up, and the lower shows the return.

- Change both Agent and Manager settings when you change the port number for the
Report to Manager (TCP/IP In-Band).

The setting method is as follows.
<Agent>

1) Click the "Setting" - "Destination Setting" menu on Alert Manager and the
Destination Setting dialog box displays.
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2) Select the "TCP/IP In-Band" and click [Modify ID] on Destination Setting
dialog box. The ID Setting dialog box displays.

3) Click [Address] on ID Setting dialog and the Manager (TCP/IP In-Band)
Setting dialog box displays.

4) Set the port number to "Port Number" on Manager (TCP/IP In-Band) Setting
dialog box.

<Manager>

1) Click the "Setting" - "Base Setting" menu on Alert Manager and the Base
Setting dialog box displays.

2) Select the "Receive from Agent (TCP/IP)" and click [Configure] on Base
Setting dialog box. The Receive from Agent (TCP/IP) setting dialog box
displays.

3) Set the port number to "Port Number" on Receive from Agent (TCP/IP)
Setting dialog box.

- Change both Agent and Manager settings when you change the port number for the
Report to Manager (TCP/IP Out-of-Band).

<Agent>

1) Click the "Setting" - "Destination Setting” menu on Alert Manager, and the
Destination Setting dialog box displays.

2) Select the "TCP/IP Out-of-Band" and click [Modify ID] on Destination
Setting dialog box. The ID Setting dialog box displays.

3) Click [Address] on ID Setting dialog and the Manager (TCP/IP Out-of-Band)
Setting dialog box displays.

4) Set the port number to "Port Number" on Manager (TCP/IP Out-of-Band)
Setting dialog box.

<Manager>

1) Click the "Setting" - "Base Setting" menu on Alert Manager, and the Base
Setting dialog box displays.

2) Select the "Receive from Agent (TCP/IP)" and click [Configure] on Base
Setting dialog box. The Receive from Agent (TCP/IP) setting dialog box
displays.

3) Set the port number to "Port Number" on Receive from Agent (TCP/IP)
Setting dialog box.

- "Undetermined" means that the unoccupied port at the communication start-up will
be selected.

m Between Manager and Manager

Function Manager Direction | Manager Protocol | Remarks
(Port) (Port)

Inter-Manager Undetermined -> 8806 TCP -

Communication <-
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- The port number can be changed in the Remote Manager dialog box by selecting
Operation Window menu [Option] - [Customize] - [Remote Manager].

- "Undeterm

ined" means that the unoccupied port at the communication start-up will

be selected.

m Between Manager or Agent and Mail Server

Function Manager (Port) | Direction Mail Server | Protocol | Remarks
or Agent (Port) (Port)
Internet Mail | Undetermined -> 25 TCP smtp
<-

- The port number for the Internet Mail can be changed by following.

1) Click the "Setting" - "Base Setting" menu on Alert Manager, and the Base Setting
dialog box displays.

2) Select the "Internet Mail™ and click [Configure] on Base Setting dialog box. The

Internet

Mail setting dialog box displays.

3) Set the port number to "SMTP Port number"” on Internet Mail Setting dialog box.

- "Undeterm
be selected

ined" means that the unoccupied port at the communication start-up will

29. About Power Saving Mode of the operating system

— When a computer on which NEC ESMPRO Manager is installed goes into a power
saving mode, all features of NEC ESMPRO Manager (such as alert reception, server
status monitoring and automatic statistical data collection) stop. It is recommended that
you disable the power saving mode.

- When a monitored server with the Wake On Directed Packet option enabled for the
network adapter setting goes into the power saving mode, the server is powered on

immediately
regularly sen

by the server status monitoring feature of NEC ESMPRO Manager which
ds packets to the server. In such a case, disable the Wake On Directed

Packet option.

30. About system event log when installing NEC ESMPRO Manager on Windows Vista

When installing

NEC ESMPRO Manager on Windows Vista, the following event may be

reported on Windows Logs (System). This event is reported by the installing service and

is not a problem

Source:
Event ID:
Type:
Description:

Windows Defender

3004

Warning

Windows Defender Real-Time Protection agent has detected changes.
Microsoft recommends you analyze the software that made these changes
for potential risks. You can use information about how these programs
operate to choose whether to allow them to run or remove them from your
computer. Allow changes only if you trust the program or the software
publisher. Windows Defender can't undo changes that you allow.
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31. About application event log when installing NEC ESMPRO Manager

When installing NEC ESMPRO Manager, the following event will be reported on

Application event log. This does not cause a problem with security, so you do not need to
do anything for it.

Source: WinMgmt
Event ID: 5603
Type: Warning

Description: A provider, ServerManager WMI Support eXtension, has been registered
in the WMI namespace, Root\NEC\ESMPRO\SM\WSX, but did not
specify the HostingModel property. This provider will be run using the
LocalSystem account. This account is privileged and the provider may
cause a security violation if it does not correctly impersonate user
requests. Ensure that provider has been reviewed for security behavior
and update the HostingModel property of the provider registration to an
account with the least privileges possible for the required functionality.

In addition to the above, there is ESMPROProvider as a provider name.
Source and Description might somewhat vary depending on operating systems.
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WEB COMPONENT

1. About Windows Authentication for 1S

If you access to the Web Component from a browser on the Web server (local access)
when using Integration Windows Authentication, a CGl window (Command Prompt) that
originally runs in the background might appear. This is only a surface issue and does not
have any negative influence on the operation.

If you access to the Web Component from a browser on a remote machine (remote access),
this window never appears.

In addition, if you are using Windows authentication on Windows Vista or Windows
Server 2008, the Web Component can be used only under the following conditions:

m When Administrators has been specified as the NEC ESMPRO User Group to install
NEC ESMPRO Manager
<Local access/remote access>

- Administrator

m When a group other than Administrators has been specified as the NEC ESMPRO User
Group to install NEC ESMPRO Manager
<Local access>

- Administrator
<Remote access>

- Administrator
- Any user that belongs to the NEC ESMPRO User Group

Note that the error messages shown below appear and the Web Component does not
correctly work under any conditions other than the above.

Failed to collect information. (System error (OpenFileMapping(15))
Failed to collect information. (NVBASE System Service is not active.(15))
2. About display of SCSI Slot General on the Web Component

If you are trying to see the ft server information "SCSI Slot General” of the NEC
ESMPRO Agent Ver. 3.8 series on DataViewer of the Web Component installed on NEC
ESMPRO Manager Ver. 4.07 or later, the following items may not be correctly displayed:
Vendor

Model

Revision

Serial Number
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3. Security levels of Internet Explorer when the Web Component is used
The Web Component uses the JavaScript function of Internet Explorer.

Therefore, set the security level of Internet Explorer for the Web Component to "Medium"
or lower.

Note that the Security level for the Internet zone of Internet Explorer is set to "High™ on
Windows Server 2003 by default. In such a case, set the security level to "Medium" or
lower, or add the Web Component site in the Trusted Sites list.

4. When you use the Web Component through Internet Explorer on Windows Server 2003

If you use the Web Component through Internet Explorer on Windows Server 2003, titles
(e.g., tool name, host name, and manager name) may not be correctly displayed on the
title bar. In such a case, see the information displayed in the window.

5. Autodiscovery of Blade Servers

When you execute Autodiscover and register blade servers, the number of slots for storing
blades may be displayed differently from the actual one, and some blade images may not
be displayed.

In such a case, follow the steps below to change amp properties on Operation Window of
the main NEC ESMPRO Manager:

1) Right-click the target blade map icon, and select [Properties] from the pop-up menu.
2) Double-click [Background], and select an appropriate background image.

3) Double-click [Maximum Number of Blade Slot in Chassis], and set an appropriate
maximum number of slots.

4) Click [OK] to complete the settings.
6. About autodiscovery of SIGMABLADE

When you autodiscover SIGMABLADE, some hosts named IP address may be registered.
These are, for example, the floating IP of EM card, and the IP used for out of band
management. You can delete these hosts manually as they are not used for the
management function provided by Manager.

7. Display of network speed on DataViewer

When you monitor Linux servers, Speed will not be displayed on the Network General
window of DataViewer. In such a case, check it on target servers.

8. About display of the network status on the DataViewer

When you monitor a server with Windows Vista installed, the message "Dormant" appears
for Status on the Network General window of the DataViewer even if the network
properly works. In such a case, check the network status from the monitored server.

9. About display of the teamed network interfaces on the DataViewer

If network interfaces are teamed on a server with Windows Vista or Windows Server 2008
installed, the network information is not properly displayed. Check it on the monitored
server.
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10. About Setting a Windows Firewall

If a Windows Firewall is enabled, communication between NEC ESMPRO Manager and
NEC ESMPRO Agent will be disconnected and the system will not work correctly. In
such a case, the Windows Firewall must be set on the NEC ESMPRO Manager machine.

For how to set the firewall, see "20. About Setting a Windows Firewall" described in the
MANAGER section of this appendix.
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